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I Reading

1. [4 points]:

In the Porcupine mail service, as described in the paper, whenever there is a membership reconfigura-
tion occurs, the following happens:

— (Circle True or False for each choice.)
Pc{ "{‘ bl lf n Puh pide - whe f"fk"fris-;i{i oy
+ 1“’_ A. '@e / False The “user map” is updated remapEmg users to cluste;:s I ’f.f 6 P(‘,e; [y 4 / Ay ) (F
_.(—] B. True / e The fragments in the “mailbox fragmenttllst” are co‘nﬁbméd into a single mailbox for
each user. .‘ : “' N j,-}
F—l_——C Tée / False Soft state is recomputed from thf}: pe;rsmtent state. m 1’:” “; , 1'/’ g ey ;':J;: { {
ape PR Gy 41 :

fﬂ:— D. True / @e The system manager is informed in order to reallocap; resource to balance the load.
P (‘ ; :
. decl BT load bulue | Cooh s of

L~? bt ﬁp'l rg  randdts
2. [6 points]: Mark true or false for each of the following statements about the Unison file synchro-

nizer: e

(Circle True or False for each choice.)

e

“7 A. True / @lse It maintains a-legof file modlﬁcatlons that it scans tdjdetermme the changes to be
synchromized. OJCL\ 2 ’(d 6 5] /; (o

+2.  B. True / Fal Unison automatically resolves all conflicts. &dt'\ /i U{]
IS

?‘{ C. True / F@@ It uses the Paxos algorithm to keep the different file replicas synchronized.
N——

_6 ‘40[

3. [3 points]: Recall Abelson’s lecture. According to the court rulings, the main difference between
the Compuserve and Prodigy cases was:
7 (Circle the BEST answer)

l“ ’
A. Prodigy members connected via the web, while Compuserve was a bulletin board. g@ﬁ B 6
‘ﬁg @rodlgy had moderators who filtered the material in its C;:lat roolqms : while Compuserve did not.
[\0 )0 v tf ¢ 'f,: (
C. The Supreme Court had ruled on the Communications Decency Act between the time of the two cases.

D. The Prodigy case was about online pornography, while the Compuserve case was about online gam-
bling.

Initials:
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4. [2 points]: Based on Butler’s Lampson’s paper on “Hints for Computer System Design”, is the
following statement true or false?
(Circle True or False for each choice.)

A. 'gj} / False Lampson argues that helpmg applications handle vu‘tual memory faults leads to a sim-
i

C. True / False Stack canaries will protect against functlon pointer clobbering

D. True / Fé?e Stack canaries will protect against datz? pointer modification.

interface. “
S (Tl a5 ol ng pribe b o smple
(W (Jf /‘0 "{/f fffg fﬁ 6dy - lt{f/' T 7 F’ £ f’ﬂ M L-;Z-ﬂ
5. [12 points]: /{5@,'/‘5 fo fe f{

Recall the buffer overflows paper from recitation, and consider the following two methods for counter-
ing buffer overrun:

e Non-executable stack: This method disallows execution from the memory region of the stack.

Mmethod inserts a random value, which is hard for an attacker to guess or
obtain, in the stack just before each function return pomter Thus, if a buffer overflow occurs in
the function, it overwrites the canary vatue before it overwrites the function return pointer. The
canary value is checked before returning from the function to make sure it has not changed. If it

ep R e SR
did, the return pointer is not used.

Which of the following are true?
(Circle True or False for each choice.)

. True / Kalse Stack canaries will protect against arc m_]ectlon attacks that chain multlple functlon

calls, as described in the paper. DQ‘( (p(v/mﬂu iy v ] y}, (0,\(\,}(”” : [Jr’

B. '@le / False A non-executable stack will protect agamst flg.nctlon pointer clob!:)enng

s progefion’ (e S Caclipn [Lhot Canury Gay pap
fl.
{7

hot (¢ A (4

——————

/‘\Q’{ (.L'-‘er‘“'j

. [5 points]: Based on Ross Anderson s paper, indicate whether cryptographic techniques were used
e T
to protect each of the following: f Df 'f i pany

Qnot t (Circle True or False for each choice. ) | — & [ ! .
i | | i i W e Pl
. O Ao W ¢ Lhayfu ay WOST (gaf cocds 1 f/
+]  A. True / Balse Storing the customer’s account number on the magnetic stripe of their bank card. ~ " /% [},
‘-w B. True / '@ Storing banlt—assigned PINSs. (A ﬂ? Cle(r
: . Lapoated on (-, P,
<] @ . e / False Transmitting the payment authorization message from the bank’s central system to the
M. 2 ‘A rc{{JGr
+)] b @e / False Storing a bank’s PIN- generatmg k
2 sl hal  of ‘
+J— E. True / False Storing the identity of the ATM machine. [l Qe g
T
\ f N
° Initials: L vl b ved e [w‘m’
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l\-““‘ V ‘. 5

II Two-phase commit A 70 /4 On
(/(f byy
The object store paper and DPQAme two-phase commit (2PC). Ben wonders if he can optimize his 2PC design
for DP2 to improve commit time. He uses a simple, corrmprotocol that supports collaborating on only one
file, and as in DP2 he assumes a fixed number collaborators with known public IP addresses. His design is as
follows: l /
vV

e When a collaborator wants to commit to a version for submission, the collaborator initiates 2PC by
becoming the coordinator and writing a BEGIN record to its 2PC log, recording a unique version name
for the file, the coordinator’s IP address, and a unique ID.

e When the coordinator and one of the collaborators (“cohort”) are both online, they exchange 2PC logs.
The cohort copies the coordinator’s records into its local log. If the cohort sees a new 2PC BEGIN
record, the cohort adds a COMMIT record (containing its public IP address and the unique ID of the
BEGIN record), if the cohort has the current version and if the cohort has no modifications to that
version. The cohort adds an ABORT record if the cohort has a newer version of the file. As the final
step in syncing the cohort sends a copy of those records to the coordinator, which logs them in the
coordinator’s log.

e If the coordinator syncs with a coordinator for another concurrent instance, then the 2PC instance with
the highest ID wins. The coordinator for the losing instance writes a END-ABORT record, and becomes
a cohort for the winning instance. /. ] et
g {( 7 (__9""-!»\, { & 5 d»{ (}Uf"f' \] '-[{'

J9
e When the coordinator has obtained commit or abort log entries from all cohorts, it writes a END-
COMMIT record in the log if all cohorts agree to the commit. Otherwise, it writes an END-ABORT
record. Both actions include the unique ID of the BEGIN record and end that instance of 2PC. Cohorts
learn about the outcome on the next sync with the coordinator, and copy the final record into their local

logs. S

r

The log is stored on disk, and each write to the log results in flushing the log to disk.

(See next page.) \}/\/mm lttf \ P'W/r‘
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7. [16 points]: Which of the following optimizations are correct? (i.e., do not break the DP2 correct-
ness)?

(Circle True or False for each choice.)
(
e A / False To avoid having the coordinator to sync with each cohort explicitly, Ben modifies the

protocol to allow cohorts to sync and exchange 2PC log records. When the coordinator syncs with a
cohort, the cohort give}s the coordinator copies of all its records, including ones that it learned from

AiberconogE. oM ohieds  Condiadte —That= cadd ol —ut 3 9}4@/

B. True / False To avoid relying ona disk, Ben modifies the protocol to keep the log in main memory W"dd{ AN\

b The contenfs of memory are lost after a power failure. No e ‘ 70 (0 A~
\ gad O o fond
C. True / Ealse Ben modifies the writing to the log by batching writes in main memory, replying over O
. . i . . . iy
the network immediately, and writing all batched entries after a 30 seconds delay, to increase disk _{J
‘b Inm ‘ 7,
throughpif. Ve befoe w —~

= gPit g
D. True / e When a cohort doesn’t hear from the coord?nat{)r within 1 day, and the 2PC instance
hasn’t conimitted or aborted; it aborts the 2PC instance by writing an END-ABORT record on behalf of
the coordinator into its log, and starts a new 2PC instance.

[

u05‘|‘ (N f; 'ffiﬁ’v*-(l
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IIT Version vectors

Ben implements his DP2 design with version vectors. He tests it out on a deployment where he shares a file
F among 3 users (including Ben). Sometime during testing, Ben’s laptop has the following version vector for
its local copy of F: [1, 2, 3]. The first entry in the version vector is for Ben’s laptop and represents the fact
that Ben’s laptop has made one change to its local copy of F. The other two entries represent that Ben’s local
copy of F reflects 2 changes from user 2 and 3 changes from user 3.

8. [18 points]: When Ben synchronizes with some other user, the software compares the received

version vector with-Ben’s-lecal version vector, and updates the file F and the local version vector ac-

cordingly. Which of the following statements are correct, if Ben wants his system to work properly?
(Circle True or False for each choice.)

A. / False If the received version vector is [1, 2, 4], the software should set the local copy of F to
the’rgceived copy of F and set the local version vector to the received one. /
B. %jl False If the recelved versmn yector is [1, 2, 2], the software should ignore the received ver-
sion vector and file F. (], Ql ﬂ({ [,[ ]{\ (O(Ul 790509
C. / False If the received versmn vector is [2, 2, 3], the software should terminate and indicate

thét th¢ software has a bug. i @ @ —‘(Tﬂl‘[ h (Un {/pJ ale
/

False If the received version vector is [1 3 4] the software should set the local copy of F to

:;Vewed copy of F and set the local version vector to the received one. ‘t 00 ﬂ{” U {r ok lo.{ | : ;/i

E. / False If the received version vectoris [1, 3, 2] and the local F and remote F are not 1dent1ca1
the softwate should signal a conflict and ask Ben to m{ge the local F and remote F' RSO0 g f [
i fie ﬁ“
F. True / e If Ben resolves a conflict, the Ben’s local ver@on vectoijshould be set to the one re- L
ceived from the other user. ‘ (oncit (”’

@il hgng To el
R
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IV Passwords

Alyssa P. Hacker is designing a system to store passwords forML She is worried about what
happens when an adversary might get a copy of her entire password database, and decides to store hashes of
user passwords, instead of the actual passwords. Alyssa’s hash function is relatively expensive to compute:
assume it takes about 1 second on one CPU. .

— oo
How long would it take an adversary to guess a\)ery user’s password (in CPU-seconds), if the adversary were
to obtain Alyssa’s entire password database, assuming that each user’s password consists of 5 random digits
(0 through 9), for the following scenarios? ( =
Bt Wi

9. [4 points]: Alyssa’s database stores the hash of each user’s password.
—

P)u(a A M;nbo'w {db/(’ (Or Spond e
C(ﬂ C(OM‘\W({ oW ‘ﬁ"’"‘“ *7{ ;Ajnf?’f"?[ ~ OfU)

\ 10. [4 points]: Alyssa’s database stores the hash of each user’s password with salting, where each salt
\/{\ /€ Migits, and the salt is stored along with the password hash. The attacker obtains
Li oth the password hashes and the corresponding salts.

gult P Wi i o Tablo possel

r

ué{){ ﬁ L ‘ 5 I | ! i { J { .‘[!
S —1T5 ek 7 a | + ’ *' w7l
V&'\ (¢4 Eam ‘O;,.{ﬁ,wpf& AL r(r { ‘-) M(igqu
3 \ I} — gl
}. ;‘(}f T auon QU1 _{G\é%
4 RV o
\ [ A p | i
”@u"x ety (U p%NEr < J e =¢a At Al ik L [ (
v f (O SUf 1 pay G oludily u} :{O {‘]1@ 6\//4{ [(f"féﬂ’
11. [4 points]: Alyssa’s database stores the hash of each user’s password with salting, where each sa —{;4 " 1(9 /
\'D consists of 10 random digits, and the salt is stored along with the password hash. The attacker obtains
both the password hashes and the corresponding salts. Cach ([,,/

. | ’ . s ./cf‘i;,
Heco s W ach (> (0% = ()" J:f)gt/)

I
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V  Worms

Consider the following pseudocode for the Bitty worm, which is based on the Witty worm but has a different

rand() function and constructs dest_ip in a different way:
""__'—_'_‘_‘_‘—'-s

rand() {
# Note that 32-bit integers obviate the need for
# a modulus operation here.

X=X*2 + 1l; \.(“ 71
return X;
}
srand(seed) {
X = seed;
}
main() {
srand(get tick count()); ‘ :
for (i=0; i < 20000; ++i) { C ol ,,;ﬁ‘ ;' ¥ jfﬁ
dest_ip[®..7] <- rand()[24..31]; {f‘ﬁ,j* (5™
dest_ip[8..31] <- rand()[0..23]; o
dest_port <- rand()[8..23];
sendto();
}
}

Assume that the least-significant bit of a 32-bit integer is bit 31, as used by the square-brackets operator.
When an IP address written as A.B.C.D, A is the most significant 8 bits.

12. [11 points]: Ben B and his friends have received authorization from MIT to use the MIT /8 IP
domain (18.0.0.0) as an Internet Telescope for a few days. Will they recelve packets sent by the Bitty
worm shown above? , r s AC or s f,- i n

A (Circle the BEST answer) '

A. Yes, 2 times per infected server.

. . 9w {ciu b R
B. Yes, 11 times per infected server.
oy 0o+ : ; " " .
CC) We'cannot know how many times without additional information.
\)& No, it will never detect it. [/\0,‘“_ M ‘ f (0 (UAAN

LWM. tudh afo- ret "0 fe.

X £ An y ;]; e }
Initials: )”\0:. £ st (dn Ml jpnt 71441}
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VI Trusting Trust 3 A A

/\\joj\ ot \o \\-\Q_ L&Q
13. [11 points]:

Ben Bitdiddle is worried that his Unix system’s C compiler remains. trojaned-by-Ken Thompson, as
O described in the “Reflections on Trusting Trust” paper. His friend Alyssa P. Hacker has a C compiler
binary (and corresponding source code) that can run on Ben’s Unix system, and her compiler binary and
source code are both known to contain no trojans. Help Ben detect whether his compiler is trojaned or
not, by writing down two compitation cirains whose results (i.e., generated binaries) Ben can compare to
detect Ken Thompson’s compiler trojan. You can assume all compilers are deterministic (i.e., compiling
the same source code using the same compiler always generates the same output), and that the source

code for Ben’s compiler does not contain a trojan. &){/l e} YL 9 iy

In your answer, use X — ¥ to denote the result ofi@sing X To compile ¥~~You can!chain this operator:
B

for example, X — Y — Z denotes the result of first using X to compile Y, and then using the resulting
executable to compile Z.

Use B and S to denote the binary and source for Ben’s compiler (where B may contain a trojan, but S
does not) and use A to denote the binary for Alyssa’s compiler (which is Wﬂ)

To get you familiar with this notation, Ken Thompson’s compiler inserts a trojan when compiling the
source code of the Unix login program, L (i.e., B — L is a trojaned login executable). The compiler also
inserts a trojan when compiling its own source code S, so that B — § produces a trojaned compiler, and p
. . . n . . ( ¥ ) .
B — S — L produces a trOJ%g;c_qplgary__u51ng _tﬂhe__r.ercomplrlre_:d compiler. ' éa(e s h 04 o s Ci‘-‘@{ h "j 0 ( ¢

WA (L
(on'ih v ) ey J does n¢ !L“ L f‘-‘-‘; { M‘E
o ¢ 2l A=
Check: % b — &
. , .
(dQ"'-"-”.’ m ;\dﬂ;?fi‘ f ba’f‘ J‘f Pq jit ‘{’L’ C/i()(;f ?“!rf"' {

Wiy
Mo il abod T legil, o T

Gy of b (ompils

End of Quiz e

Please double check that you wrote your name on the front of the quiz,
and circled your recitation section number.
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I Reading

A.

1. [4 points]:

In the Porcupine mail service, as described in the paper, whenever there is a membership reconfigura-
tion occurs, the following happens:
(Circle True or False for each choice.)

True / False The “user map” is updated remapping users to clusters.

Answer: True. (We meant nodes instead of clusters.)

True / False The fragments in the “mailbox fragment list” are combined into a single mailbox for
each user.

Answer: False.

True / False Soft state is recomputed from the persistent state.

Answer: True.

True / False The system manager is informed in order to reallocate resource to balance the load.

Answer: False. There is no central component in Porcupine that needs to be informed for load balanc-
ing.

2. [6 points]: Mark true or false for each of the following statements about the Unison file synchro-
nizer:
(Circle True or False for each choice.)

. True / False It maintains a log of file modifications that it scans to determine the changes to be

synchronized.

Answer: False. Unison is state based.

. True / False Unison automatically resolves all conflicts.

Answer: False; there can be conflicts that require user input.

True / False It uses the Paxos algorithm to keep the different file replicas synchronized.

Answer: False

3. [3 points]: Recall Abelson’s lecture. According to the court rulings, the main difference between
the Compuserve and Prodigy cases was:
(Circle the BEST answer)

Prodigy members connected via the web, while Compuserve was a bulletin board.

Initials:
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B. Prodigy had moderators who filtered the material in its chat rooms, while Compuserve did not.
C. The Supreme Court had ruled on the Communications Decency Act between the time of the two cases.
D. The Prodigy case was about online pornography, while the Compuserve case was about online gam-
bling.

Answer: B.

4. [2 points]: Based on Butler’s Lampson’s paper on “Hints for Computer System Design”, is the
following statement true or false?
(Circle True or False for each choice.)

A. True / False Lampson argues that helping applications handle virtual memory faults leads to a sim-
pler interface.

Answer: False. Lampson argues that such features lead to complexity, which may lead to security
problems, such as in the Tenex system.

5. [12 points]:

Recall the buffer overflows paper from recitation, and consider the following two methods for counter-
ing buffer overrun:

e Non-executable stack: This method disallows execution from the memory region of the stack.

o Stack Canary: This method inserts a random value, which is hard for an attacker to guess or
obtain, in the stack just before each function return pointer. Thus, if a buffer overflow occurs in
the function, it overwrites the canary value before it overwrites the function return pointer. The
canary value is checked before returning from the function to make sure it has not changed. If it
did, the return pointer is not used.

Which of the following are true?
(Circle True or False for each choice.)

A. True / False Stack canaries will protect against arc injection attacks that chain multiple function
calls, as described in the paper.

Answer: True. Multiple function calls require return instructions which will catch possible stack buffer
overflows.

B. True / False A non-executable stack will protect against function-pointer clobbering.
Answer: False. An adversary can still clobber a function pointer that’s not on the stack (e.g., a global
struct).

C. True / False Stack canaries will protect against function pointer clobbering.

Answer: False. Same as above.

Initials:
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D.

True / False Stack canaries will protect against data pointer modification.

Answer: False. Same as above.

6. [5 points]: Based on Ross Anderson’s paper, indicate whether cryptographic techniques were used
to protect each of the following:
(Circle True or False for each choice.)

. True / False Storing the customer’s account number on the magnetic stripe of their bank card.

Answer: False.

. True / False Storing bank-assigned PINs.

Answer: True.

. True / False Transmitting the payment authorization message from the bank’s central system to the

ATM.

Answer: False.

. True / False Storing a bank’s PIN-generating key.

Answer: True.

. True / False Storing the identity of the ATM machine.

Answer: False.

Initials:
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II Two-phase commit

The object store paper and DP2 use two-phase commit (2PC). Ben wonders if he can optimize his 2PC design
for DP2 to improve commit time. He uses a simple, correct protocol that supports collaborating on only one
file, and as in DP2 he assumes a fixed number collaborators with known public IP addresses. His design is as
follows:

e When a collaborator wants to commit to a version for submission, the collaborator initiates 2PC by
becoming the coordinator and writing a BEGIN record to its 2PC log, recording a unique version name
for the file, the coordinator’s IP address, and a unique ID.

e When the coordinator and one of the collaborators (“cohort”) are both online, they exchange 2PC logs.
The cohort copies the coordinator’s records into its local log. If the cohort sees a new 2PC BEGIN
record, the cohort adds a COMMIT record (containing its public IP address and the unique ID of the
BEGIN record), if the cohort has the current version and if the cohort has no modifications to that
version. The cohort adds an ABORT record if the cohort has a newer version of the file. As the final
step in syncing the cohort sends a copy of those records to the coordinator, which logs them in the
coordinator’s log.

e If the coordinator syncs with a coordinator for another concurrent instance, then the 2PC instance with
the highest ID wins. The coordinator for the losing instance writes a END-ABORT record, and becomes
a cohort for the winning instance.

e When the coordinator has obtained commit or abort log entries from all cohorts, it writes a END-
COMMIT record in the log if all cohorts agree to the commit. Otherwise, it writes an END-ABORT
record. Both actions include the unique ID of the BEGIN record and end that instance of 2PC. Cohorts
learn about the outcome on the next sync with the coordinator, and copy the final record into their local
logs.

The log is stored on disk, and each write to the log results in flushing the log to disk.

(See next page.)

Initials:
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7. [16 points]: Which of the following optimizations are correct? (i.e., do not break the DP2 correct-
ness)?
(Circle True or False for each choice.)

A. True / False To avoid having the coordinator to sync with each cohort explicitly, Ben modifies the
protocol to allow cohorts to sync and exchange 2PC log records. When the coordinator syncs with a
cohort, the cohort gives the coordinator copies of all its records, including ones that it learned from
other cohorts.

Answer: True. It doesn’t matter how the coordinator learns about all of the cohorts committing, as long
as it does so correctly.

B. True / False To avoid relying on a disk, Ben modifies the protocol to keep the log in main memory.
The contents of memory are lost after a power failure.
Answer: False. The commit records can be lost, and the coordinator might commit even though one of
the cohorts doesn’t realize it.

C. True / False Ben modifies the writing to the log by batching writes in main memory, replying over
the network immediately, and writing all batched entries after a 30 seconds delay, to increase disk
throughput.

Answer: False. Commit records can be lost again.
D. True / False When a cohort doesn’t hear from the coordinator within 1 day, and the 2PC instance

hasn’t committed or aborted, it aborts the 2PC instance by writing an END-ABORT record on behalf of
the coordinator into its log, and starts a new 2PC instance.

Answer: False. The failure may have been in the network between the coordinator (which committed)
and the cohort. As a result, the cohort may abort even though the coordinator committed.

Initials:
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I

Version vectors

Ben implements his DP2 design with version vectors. He tests it out on a deployment where he shares a file
F among 3 users (including Ben). Sometime during testing, Ben’s laptop has the following version vector for
its local copy of F: [1, 2, 3]. The first entry in the version vector is for Ben’s laptop and represents the fact
that Ben’s laptop has made one change to its local copy of F. The other two entries represent that Ben’s local
copy of F reflects 2 changes from user 2 and 3 changes from user 3.

8. [18 points]: When Ben synchronizes with some other user, the software compares the received

version vector with Ben’s local version vector, and updates the file F and the local version vector ac-

cordingly. Which of the following statements are correct, if Ben wants his system to work properly?
(Circle True or False for each choice.)

True / False If the received version vector is [1, 2, 4], the software should set the local copy of F to
the received copy of F' and set the local version vector to the received one.

Answer: True. The remote machine has one more change (from user 3), and Ben should accept it.

. True / False If the received version vector is [1, 2, 2], the software should ignore the received ver-

sion vector and file F.

Answer: True. The remote machine has one fewer changes (from user 3), and Ben need not do anything
to his own state.

True / False If the received version vector is [2, 2, 3], the software should terminate and indicate
that the software has a bug.

Answer: True. The remote machine appears to know about one more change from Ben’s machine than
Ben’s machine itself does.

True / False If the received version vector is [1, 3, 4], the software should set the local copy of F to
the received copy of F and set the local version vector to the received one.

Answer: True. The remote machine knows about one more change from user 2, and one more change
from user 3, than Ben’s machine does.

True / False If the received version vectoris [1, 3, 2], and the local F and remote F are not identical,
the software should signal a conflict and ask Ben to merge the local F and remote F.

Answer: We accepted either True or False. The remote machine has seen one more change from user 2,
but one fewer change from user 3, so the changes may be in conflict. However, DP2 required automatic
merging whenever possible, so it might be possible to avoid signaling a conflict.

True / False If Ben resolves a conflict, the Ben’s local version vector should be set to the one re-
ceived from the other user.

Answer: False. This would discard any changes that Ben’s version vector reflects which aren’t in the
remote version vector.
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IV Passwords

Alyssa P. Hacker is designing a system to store passwords for 1 million users (10°). She is worried about what
happens when an adversary might get a copy of her entire password database, and decides to store hashes of
user passwords, instead of the actual passwords. Alyssa’s hash function is relatively expensive to compute:
assume it takes about 1 second on one CPU.

How long would it take an adversary to guess every user’s password (in CPU-seconds), if the adversary were
to obtain Alyssa’s entire password database, assuming that each user’s password consists of 5 random digits
(0 through 9), for the following scenarios?

9. [4 points]: Alyssa’s database stores the hash of each user’s password.

Answer: 10° seconds. There are 10° possible passwords, so an adversary can compute such a table,
and then efficiently look up everyone’s password. (We assumed that comparisons were free.)

10. [4 points]: Alyssa’s database stores the hash of each user’s password with salting, where each salt
consists of 4 random digits, and the salt is stored along with the password hash. The attacker obtains
both the password hashes and the corresponding salts.

Answer: 10° seconds. There are 10° possible passwords, and 10* possible salt values, leading to 10°
possible hash inputs. An adversary can build up a table as above.

11. [4 points]: Alyssa’s database stores the hash of each user’s password with salting, where each salt
consists of 10 random digits, and the salt is stored along with the password hash. The attacker obtains
both the password hashes and the corresponding salts.

Answer: 10'! seconds. There are still 10° possible passwords, but only 10® possible salts (the ones
actually present in the password database). An adversary can compute a table in 10'! seconds as above.

Initials:
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V  Worms

Consider the following pseudocode for the Bitty worm, which is based on the Witty worm but has a different
rand () function and constructs dest_ip in a different way:

rand() {
# Note that 32-bit integers obviate the need for
# a modulus operation here.
X=X=*2+ 11;
return X;

}

srand(seed) {
X = seed;

}

main() {
srand(get tick count());
for (i=0; i < 20000; ++i) {
dest_ip[0..7] <- rand()[24..31];
dest_ip[8..31] <- rand(Q[0..23];
dest_port <- rand()[8..23];
sendto();
i
1

Assume that the least-significant bit of a 32-bit integer is bit 31, as used by the square-brackets operator.
When an IP address written as A.B.C.D, A is the most significant 8 bits.

12. [11 points]: Ben B and his friends have received authorization from MIT to use the MIT /8 IP
domain (18.0.0.0) as an Internet Telescope for a few days. Will they receive packets sent by the Bitty
worm shown above?

(Circle the BEST answer)

Yes, 2 times per infected server.
Yes, 11 times per infected server.

We cannot know how many times without additional information.

S 0 F »

No, it will never detect it.

Answer: D, because the low bit of rand()’s return value is always 1, and the low bit of MIT’s 18" is 0.

Initials:
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VI Trusting Trust

13. [11 points]:

Ben Bitdiddle is worried that his Unix system’s C compiler remains trojaned by Ken Thompson, as
described in the “Reflections on Trusting Trust” paper. His friend Alyssa P. Hacker has a C compiler
binary (and corresponding source code) that can run on Ben’s Unix system, and her compiler binary and
source code are both known to contain no trojans. Help Ben detect whether his compiler is trojaned or
not, by writing down two compilation chains whose results (i.e., generated binaries) Ben can compare to
detect Ken Thompson’s compiler trojan. You can assume all compilers are deterministic (i.e., compiling
the same source code using the same compiler always generates the same output), and that the source
code for Ben’s compiler does not contain a trojan.

In your answer, use X — Y to denote the result of using X to compile Y. You can chain this operator:
for example, X — Y — Z denotes the result of first using X to compile Y, and then using the resulting
executable to compile Z.

Use B and S to denote the binary and source for Ben’s compiler (where B may contain a trojan, but §
does not), and use A to denote the binary for Alyssa’s compiler (which is known to be trojan-free).

To get you familiar with this notation, Ken Thompson’s compiler inserts a trojan when compiling the
source code of the Unix login program, L (i.e., B — L is a trojaned login executable). The compiler also
inserts a trojan when compiling its own source code S, so that B — S produces a trojaned compiler, and
B — § — L produces a trojaned binary using the re-compiled compiler.

Check: —

Answers:

e B5S—=>8=A—+5—>§
e B5S=A—5->S
e B5>S—>L=A—>8—1L
e B>L=A—>S8S—>L

Note that B — S and A — S can be different, because Ben’s and Alyssa’s compilers can generate dif-
ferent code for the same input S. However, once you compile S, you get a compiler binary that will
produce the same code if used to build S again. Thus, using the two compilers B — S and A — S, we
can compile § again, and check if the resulting binary is the same. The binary for A — § — S contains
no trojans, but if B is trojaned, B — S — S would contain a trojan.

End of Quiz

Please double check that you wrote your name on the front of the quiz,
and circled your recitation section number.
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6.033 Assignments for Plasmeier, Michael E

Therac Memo

Submit Browse...

Mon Feb 13 23:10:57 2012: submission: submit-0.pdf

Grade: A

Therac Memo Revised

° Submi_t Browse...
e Sun Feb 19 14:15:46 2012: submission: submit-0.pdf
[ ]

Hands-on 1 - File System

e  Submit Browse...

e Sun Feb 19 22:38:25 2012: submission: submit-0.pdf
e (Grade: Check +

Hands-on 2 - Unix

e Submit ~ Browse...

e Sun Feb 26 21:06:48 2012: submission: submit-0.pdf
e Grade: Check +

Design Project 1 Proposal

Submit Browse...

Tue Feb 28 02:40:55 2012: submission: submit-0.pdf

Grade (writing): A
Quiz 1

e  Submit Browse...
e (Grade: 73

Thu Feb 16 18:05:20 2012: response from Grusecki, Travis: response-travisrg-0.pdf

Mon Feb 27 19:16:25 2012: response from Custer, Dave: response-custer-1.pdf

Mon Feb 27 19:16:25 2012: response from Custer, Dave: response-custer-0.pdf

Fri Mar 16 11:00:22 2012: response from Grusecki, Travis: response-travisrg-0.pdf

Tue Mar 13 21:15:57 2012: response from Custer, Dave: response-custer-1.pdf

Tue Mar 13 21:14:30 2012: response from Custer, Dave: response-custer-0.pdf

5/24/2012 8:44 PM
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Hands-on 3 - Traceroute

e Submit Browse...

e Mon Mar 12 01:22:30 2012: submission: submit-0.pdf
e (rade: Check +

Design Project 1

e  Submit Browse...

e Thu Mar 22 15:47:50 2012: submission: submit-0.pdf

e Thu Apr 5 15:31:37 2012: response from Custer, Dave: response-custer-0.pdf
e Grade (technical): A

e Grade (writing): A

Hands-on 4 - DNS

e  Submit Browse...

e Thu Mar 29 00:43:37 2012: submission: submit-0.pdf
e Grade: Check+

Hands-on 5 - Logging

e  Submit Browse...

e Sat Apr 7 19:31:07 2012: submission: submit-0.pdf
e Grade: Check+

Hands-on 6 - Databases

e  Submit Browse...

e Sun Apr 8 18:48:51 2012: submission: submit-0.pdf

e Sun Mar 18 14:29:41 2012: response from Zeldovich, Nickolai: response-kolya-0.txt
» Grade: Check+

Quiz 2

e  Submit Browse...
e (rade: 52

Design Project 2 Proposal

e  Submit Browse...
o Thu Apr 26 14:12:11 2012: submission: submit-1.pdf

20of3 5/24/2012 8:44 PM
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* Thu Apr 26 02:28:12 2012: submission: submit-0.pdf
Hands-on 7 - Crypto

e  Submit Browse...

e Mon May 7 22:54:40 2012: submission: submit-0.pdf
e Grade: Check+

Design Project 2

e  Submit Browse...
e Thu May 10 14:56:32 2
e ThuMay 10 10:13:152
e Grade: A

12: submission: submit-1.pdf

0
012: submission: submit-0.pdf

Preliminary Recitation Participation Grade

e  Submit Browse...
e Grade: A

Design Project 1 Writing Revision
e  Submit Browse...

Writing Section Participation Grade

° Submit_ Browse...
e Grade: A

Final Recitation Participation Grade

e  Submit Browse...
e Grade: A

‘Quiz 3
e  Submit Browse...
e (Grade: 60

hitps://6033 scripts.mit.edu:444/submit.cgi/student/theplaz
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