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Preparation for Quiz 3

While Quiz 3 is during finals week, it will only explicitly cover the final
1/3 of the course. Of course, the cumulative nature of this course
means that terms and concepts from the first 2/3 will be used freely,
but the questions will focus primarily on the material covered from
I‘W& Quiz 3 will be 90 minutes, not 50 like the first
two.

The quiz will cover material from recitation 18 through recitation 26.

The quiz will be open book, open laptop, no network. That means you

can bring along any printed, written or electronic materials that you

think might be useful but you cannot use any network connection. ¢ (W
R

You can find old quiz questions to practice on in the Problem Sets

section of the class notes. Although there has been a little

rearrangement of material over the years, you should be able to answer

most questions relevant to the subjects we have covered.

O1d quizzes:

e 2011 - Quiz 3, Quiz 3 Solutions
e 2010 - Quiz 3, Quiz 3 Solutions
e 2009 - Quiz 3, Quiz 3 Solutions
e 2008 - Quiz 3, Quiz 3 Solutions
e 2007 - Quiz 3 Solutions
e 2006 - Quiz 3 Solutions
e 2005 - Quiz 3 Solutions
e 2004 - Quiz 3 Solutions
e 2003 - Quiz 3, Quiz 3 Solutions

Questions or comments regarding 6.033? Send e-mail to the 6.033 staff at 6.033-staff@mit.edu
or to the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

5/19/2012 2:06 AM
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Piazza Dashboard

question

I's
[
=
®
o

Version vectors vs vector timestamps

So from my understanding, a version vector contains the number of changes that have been made to the variable
by each user to bring the variable to its current state, while a vector timestamp contains timestamps showing the

time of the last change from each user.
“L‘V t/€0ﬁr Clocks

Why would you want to use vector timestamps over version vectors? It seems like using them provides the same
ability, but has an additional requirement in that the users' clocks must be synced. #inal

follow 4, like o 2 days ago by Anonymous 1 edit -

the students' answer, where students collectively construct a single answer

ye

Clic /to start off the s{édems' answer &[M,fi ﬂa{' P/;/],}r

the instructors' answer, where instructors collactively consiruct a single answer

Vector timestamps are helpful if you are using a system that does not increment some counter for you on each

operation. For example, the standard Linux ext3 file system isn't going to increment version vectors for you, but

you can still take the local mtime of a file and put it into a vector timestamp. :{ L)u\ [Jf
(

p—

As to the second part of your questicn, clocks don't need to be synchronized for vector timestamps -- that's the
whole point of having a vector. J

like 0 2 days ago by Nickolai Zeldovich 1 edit -

followup di ssions, o

gering questions and commepts

piazza.com/classttspring2012/6033/506

on dn ol syshta

mn
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question

Paxos commit point? \
I'm still unclear about the commit point for

when the OK is sent out by the acceptors to

x0s. Is it when the acceptors write information to disk (Na, Va) or

e proposer?

Thanks! #quiz3_final

\

| follow 4 like 0 I day ago by Anonymous 1 edit

the students' answer, where siudents collectively ¢

Click to start off the students' answer

ictors cpllectively construct a single answer

the instructors’ answer, where insii
ut what happens if you were to crash just after some specific

One way to understand this would be to think a
point. What will the system do?

N
Once a@ajority of acceptors write the same Va to disk< then even if everyone crashes, the only possible value
that the system can agree on from that point forward is Va. And, conversely, if just below a majority of acceptors
write the same Va to disk, it's still possible to agree on something other than Va. So, that is the commit point.

1 day ago by Nickolai Zeldovich 2 edits

like 0

westions and comments

followup discussions, for lingering ques

piazza.com/class#spring2012/6033/520

11
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question

O
(&)
=
w
=
7]

2011 Quiz 3 Question 14

#qulz3

Why is {} not considered a valid return value after A and B are written in order, leading to v1:{A},
Vv2:{A, B}, with v1 <2, and then the delete goes to v1, leading to v2:{A, B}, v3:{}
e

follow 4, like 0 7 hours ago by Yuchen Feng 1 edit

the students’ answer, where students collectively construct a single answer
"In case of doubt the cart application reconcil eping any items whose status is in doubt." So when

reconciling V2 and V3, it keeps both. 70 Alyhh/’l

~ An instructor {(Nickolai Zeldovich) endorsed this students' response ~

like 1 ~, more ~ 6 hours ago by Patrick Hurst 1 edit -

fO"OWUp discussions, forlingering questions and comments

Vo -

Fa g 1 (_‘\“. F ; B -'U\"e"‘ "_P‘-
YRR0IVes B UNresnived

Yuchen Feng (5 hours ago) - i meant why is a reconciliation necessary and why is {} considered in
doubt in the first place?

! Patrick Hurst (1 minute ago) - Because v2 and v3 are irreconcilable version numbers.
Write a reply...

| e mem ] SH T T :
Resoived @ UNresoivedo

Anonymous (3 minutes ago) - Where does v3 come in? | thought the "third version" was {A} which
i is equal to v1. | don't see how the empty set comes in anywhere :(

Write a reply... V\%k vbe/ '1'1(‘05{"}/'9 4‘0 596

piazza.com/class#spring2012/6033/555

171
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question -

spring 2011 q14

| didn't understand clearly why choice C is correct. As far as | can understand from the explanation, it seems
that v1, v2 will be on different servers. But won't they both recongile to the correct set eventually and thus
everyone will have {B}? i.e. won't the set {A,B} be propagated to all nodes, leading to {B} eventually.. #final

follow 4, like 0

3 hours age by Anonymous 1 edit -
the studenis’ answe I, where studenis colleciively construct a single answer
see the answer below.
f like 0 | more - 1 hour age by Anonymous -1 edit

followup discussions, for lingering questions and comments

(0]

Dman e s P A B,
Q! Rez0ives 2 Yeg

ﬂ Anonymous (1 hour ago) - which answer?

Nickolai Zeldovich (Instructor) (1 hour ago) - There's already been a fair amount of discussion of
this question on Piazza.

Anonymous {53 minutes ago) - I have seen the older posts. However, it's still not clear to me
why C will be correct. | think | am getting confused between correciness and eventual
consistency. If we are assuming eventual consistency, why aren't we guaranteed correctness,
given that we are assuming none of the nodes crash permanently, as was clarified in one of the
previous questions. May be an example might help.

e b

Nickolai Zeldovich (Instructor) (47 minutes ago) - What do you mean by "correctness™?
L all ga'é¢ 5 Co

The answer explains how you might get {AB}. First, the yser adds A which goes to server 1 and

creates v1={A}. Then, v1 is replicated to server 2. Then, the user adds B, which goes to server 2,

creating v2={AB} whose vector clock is greater than vl. Then, the user deletes A which goes to

serverLgnﬂ"é?é'ates v3={} whose vector clock is @wim V2 (neither less than nor greater

than). Then, the servers reconcile with each other,"and decide they have two conflicting versions
50 L’-Q@P /) v2 and V3. Finally, when the user reads the shopping cart, the application gets both v2 and v3

back, and reconciles them by taking the union.

Loth by o7 e

Anonymous (33 minutes ago) - Sorry for not being clear. By correctness | meantloss of
updates. So with eventual consistencyitis possible to lose some updates..right?
Thanks for explaining it!

Anonymous (31 minutes ago) - Or rather eventual consistency doesn't guarantee the end result
i to be same as if all the updates were done on a single machine..

Nickolai Zeldovich (Instructor) (24 minutes ago) - You are correct that eventual consistency

piazza.com/class#spring2012/6033/563 &

172



523112 Piazza Dashboard
l  differs from execution on one machine. \/

Write a reply...

piazza.com/class#spring2012/6033/563 212
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Department of Electrical Engineering and Computer Science

MASSACHUSETTS INSTITUTE OF TECHNOLOGY

6.033 Computer Systems Engineering: Spring 2011
Quiz 3

There are 15 questions and 10 pages in this quiz booklet. Answer each question according to the
instructions given. You have 90 minutes to answer the questions.

Some questions are harder than others and some questions earn more points than others—you may
want to skim all questions before starting.

For true/false questions, you will receive 0 points for no answer, and negative points for an incor-
rect answer. Do not guess; if you are unsure about your answer, consult your notes. The total score
for each numbered question (1 through 15) will be at least 0 (i.e., those scores cannot go negative).

If you find a question ambiguous, be sure to write down any assumptions you make. Be neat and
legible. If we can’t understand your answer, we can’t give you credit!

Write your name in the space below. Write your initials at the bottom of each page.

THIS IS AN OPEN BOOK, OPEN NOTES, OPEN LAPTOP QUIZ, BUT
DON’T USE YOUR LAPTOP FOR COMMUNICATION WITH OTHERS.

CIRCLE your recitation section number:

10:00 1. Lampson/Pesterev
11:00 2. Lampson/Pesterev 3. Ports/Mutiso

12:00 4. Ports/Mutiso
1:00 5. Katabi/Raza 6. Strauss/Narula
2:00 7. Katabi/Raza 8. Strauss/Narula

Do not write in the boxes below

1-4 (xx/24) | 5-7 (xx/19) | 8-10 (xx/18) | 11-12 (xx/12) | 13-15 (xx/27) | Total (xx/100)

Name:
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6.033 Spring 2011, Quiz 3 Page 2 of 10
I Reading Questions

O 0\ (;j‘xf /(Op{)

1. [8 points]: Based on the paper “The Recovery Manager of the System R Database Manager”,
which of the following statements are correct?
(Circle True or False for each choice.)

A. True / False As part of recovery from a crash, System R restores the current version of all shadowed
files to their shadow copy.

B. True / False The shadow copy of a file reflects only the effects of committed transactions.
C. True / False System R will undo the effects of certain transactions during recovery.

D. True / False System R will redo the effects of certain transactions during recovery.

2. [6 points]: Based on the paper “Beyond Stack Smashing: Recent Advances in Exploiting Buffer
Overruns”, which of the following statements are correct?
(Circle True or False for each choice.)

A. T@ / Kalse The basic form of attack described in the paper (Swg) allows an attacker
to execute~afbitrary code by overwriting far enough beyond the end of an application buffer to also

overwrite the stack pointer. 0 " b b((@ (_ ][ l/f‘ M & —nd ,f, g

B. 1! / False Even if a system guards against buffer overruns by making the stack non-executable,
and uses stack cookies to guard against arc injection / return-into-libc attacks, the system could still be
vulperable to attacks which modify function pointers.

C. / False A heap buffer overrun writes beyond|the end of a dynamically-allocated object (e.g.,
created with new in C#++ ormalloc() in C), instead of a procedure’s local variables.
/

., »
@L,’f?';fﬂti ; ..’f":.e”.;‘

{ ,f.f‘,‘ £

Pa) aHerdm |, Jeba] |

Initials:
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6.033 Spring 2011, Quiz 3 Page 3 of 10

3. [6 points]: Which of the following statements is true about the Porcupine distributed email system J

/
described by Saito, Bershad and Levy?

‘-_____ . i
(Circle True or False for each choice.) @0 a e «

l“éé g@m (MI { ae ( .p_gi .:;/‘I Y10

A. True / In Porcupine, soft state such as the user map is replicated on every node for fault- /Moct 7
! a - 488 ) ' e 1 i
tolerance g l T Rinla \()() ’/P [/,'J. (;1;1 ()/,? A OGP
B. Trug / False In order to balance the load across the cluster, when a new message arrives Porcupine
always picks a lightly loaded node at random and adds the message to the user’s mailbox fragment on

that node. | o~

Fa

}\f([(_{f?/ I [J/} | (it 5"_, Zﬁ::ﬁ%{

4. [4 points]: Porcupine’s scheme for maintaining cluster membership chooses a new coordinator
whenever anyone detects an event: a node going up or down. The coordinator broadcasts a ping and
gets a response from every node that is up. The total amount of work done in a cluster of 2 nodes, each
time some node goes up or down, is proportional to which of the following?

(Circle the BEST answer)

Qlogn #(Zv@ﬂs-‘f Hn W/ i 01[ “0&2
Ui Cah nide Cuh ot n

Palablik Oh by
7(/dl d,ii a,\(rnﬂ/ 1/10(1@ %‘/ﬁ,\] 5}’&/&54

ﬁln@ o 6“6)1”7 WO/ s PQ{MM{
Esodal  ons hay

/72,

Initials:



6.033 Spring 2011, Quiz 3 Page 4 of 10

II

Initials: J O / e

. True / False’ The nastiest place on earth because it merely dlsmb

Lectures

5. [4 points]: According to Prof. Abelson’s lecture, the “Good Samaritan Provision” of the Commu-
nications Decency Act provided protection to which of the following parties?
(Circle True or False for each choice.)

. True / %{3 CMU so that it can study the use of pornographic information on the Internet without
b

being lia

: ’Fi@ / False AOL in the case against Ken Zeran, because AOL merely distributed information but
was'n

ot responsible for the content.

. True / @}ée Prodigy in the case versus Stratton-Oakmont because Prodigy filtered offensive con-

tent. bu] Oy Fu,r";';‘ Ot , f/e(l(&'{gd

ed content that others generated.

Pfec!qu@i a5 wyll

g.ﬁz points]: Consider the mechanisms for storing and checking user’s passwords, as described in
ectu ETTATT o

Q

(Circle True or False for each choice.)

@/ False Rather than storing user’s login passwords directly, Unix stores the result of applying a
function to the user’s password. One reason for this approach is so that users’ plaintext passwords
are not revealed if an attacker manages to read the password database.

True / (ézg/ Unix combines salts with a user’s password before sending them through the hash

function to'enact a policy that requires users to periodically revise their passwords.
[ 0T Why Salt

g (/l:r\y/l False Let H() bea hash function. If given a value D, _1}__15 easy to find a value P such that

H{P) equals p, then H() is a poor choice of h%\'fﬁncuron to use as part of a password checking system,
- 1 1 H/{ wis 1, (ae - (4 /

. True / Fr- ¢ The study of password use descnbed in lecture found that different peoélie ‘almost never

choose the same passwords.
(4
o oCopY
7. [7 points]: Consider the Same Origin Policy (SOP) used for browser security.
(Circle True or False for each choice.)

o L P/ O]Lo 0 l /ﬂaé‘L
2 @ / Falsﬁ: Javascript code from the page at http:/ mit.edu/6.033 can access the DOM
a

nother page athttp://web.mit.edu/6.041 loaded in the same browser. Assume the second page
runs no J avascnpt code. et

. True / False Javascript code from the page at http://web.mit.edu/6.0833 can access the DOM

of another page at http://courses.csail.mit.edu/6.033 loaded in the same browser. Assume
the second page runs no Javascript code.

~ I | {
/ (V¢ 1 (W



6.033 Spring 2011, Quiz 3 Page 5 of 10

C. True / @e Javascript code from the page at http://web.mit.edu/6.0833 can access the DOM
of another’ page at http://www.google.com loaded in the same browser. Assume the second page
runs no Javascript code.

D. TI:HA False Suppose the 6.033 staff copies the Javascript code for an advertisement from attacker.com
intd the pageathttp://web.mit.edu/6.033 (for example, by including a tag like <SCRIPT SRC="http:
//attacker.com/ad. js">). The Same-Origin Policy will allow that Javascript code from attacker.com
to access the DOM of the 6.033 page (http://web.mit.edu/6.033).

E. True / E The Same-Origin Policy allows Javascript code from sitel.com to access the cookie
of site2.ebm, as long as the two sites are concurrently loaded in two different tabs in the same window.

Initials:



6.033 Spring 2011, Quiz 3 Page 6 of 10
III' Worm Trouble "

It is May 2011 and there is a new worm, (ityy, released on the Internet. Security experts quickly analyze the
code corresponding to Nitty to be as follow's:

1 int X = 0; /* X is a global variable */

int rand() {
/* Note that 32-bit integers obviate the
/* A = 214013, B = 2531011, */ ey .‘
X=X*A + B; ZNE (Rvie 97 ,(;
return X;

need for a modulus operation here. */
1 Y (

e

W W N v e W N

18 srand(seed) {

1 X = seed;

12 }

13

14 main() {

15 srand(get_tick_count());

16 while (1) { /* infinite loop */

17 for (int i = 0; i < 20,000; ++i) { |

ﬁ;)_ dest_ip = rand(); = f, \ly (aal

19 dest_port = rand() E@/__;j], /* low 16 bits */ |

26 packetsize = 1000; /* 1800 bytes */ ( : W/ o

21 packetcontents = top_of_stack; ‘

22 sendto();

2 }

) int rand_temp = rand();

25 if (open(physicaldisk, rand_temp[13:15]))
overwrite_block(rand_temp[0:14] || Ox4e20);

27 }

28 }

You learned about network telescopes in 6.033 and decided to see if you can apply the concepts to infer
information about this new worm. You set up a router at MIT and configure it to listen on two unused portions
of the MIT IP address space corresponding towl and 18,96.0.0/11. This worm appears to differ
from the Witty worm in lines 16 (always loop back to the same place), 18, 20 (always choose the same packet
size), and 24-26.

8. [4 points]: What fraction of the total 32 bit IP address space does your network telescope listen on?
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9. [8 points]: Say your network telescope receives two packets from an infected node with the

following parameters: (dest_ip_1, dest_port_1) and (dest_ip_2, dest_port.2) respectively. Given the two

received packets, how would you identify whether they are likely to be from a single for loop execution?
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10. [6 points]: Finally, yoﬁ would like to measure the bandwidth of the infected node. To do this
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you look at two packets, fioirgg, single for loop execution, you received at your network telescope at
times 77 and T5. The two packets had the following parameters: (dest_ip_1, dest_port_1) and (dest_ip_2,
dest_port_2). Assume the packet header size is 100 bytes, how would you measure the bandwidth of the

infected node?
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IV  Two-Phase Commit

Consider the two-phase commit protocol for executing atomic transactions across multiple sites. This protocol
is described in Sections 9.6.2 and 9.6.3 of the text, as well as in lecture, and is summarized below

One node is designated as the coordinator, and the other nodes are designated as workers. Under normal
circumstances, the protocol proceeds as follows:
e The coordinator sends a PREPARE message to each worker.

e The worker responds by writing a PREPARED record to its log, then sending a VOTE COMMIT message
to the coordinator.

e After receiving VOTE COMMIT responses from all workers, the coordinator writes a COI'H'IITTED record
to disk and sends a COMMIT message to each worker. T

e When a worker receives this message, it writes a COMMITTED record to its log.

11. [8 points]: Which of the following statements about this protocol are true? Assume that none of
the components (network, coordinator, and workers) crash permanently.
(Circle True or False for each choice.)

A. @/ / False If any worker commits a transaction (by writing COMMITTED to its log), all other work-
ill also eventually commit that transaction. [ . . p g Al {
i b {g i il (1

B. True /@ It guarantees that all workers will commit the transaction w1thm a fixed time. /= J -

C. Tﬁ%} False If a worker is using two-phase locking to guarantee before-or-after atomicity, it cannot
release the locks held by a transaction until after it receives the COP[MIT message from the coordinator.

/ False If the coordinator fails to receive a VOTE COI'IMIT message from some worker in a
timély manner, it can decide to abort the transaction.

12. [4 points]: What is the earliest point after which the transaction is guaranteed to commit? Again,
assume that none of the components (network, coordinator, and workers) crash permanently.
(Circle the BEST answer)

o After the coordinator sends PREPARE messages
e After the last worker sends its VOTE message
!,/ After the coordinator writes the COMMITTED record to its log
e’ After all workers have written the COMMITTED record to their logs

Initials:
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V Consistency/Replication

The software that runs the retail web site for amazon.com uses ax@n—mal_lx_gpnsismey-value storage
system caIledBM The basic operations in such a system are to read and write the value for a particular
key. For example, a customer’s shopping cart is a single object, with the customer’s user ID as its key and the
set of 1tems in the cart as the value. Versmns are labeled by vector clocks, and an update overwrites any earlier

a dlfferent server (c g if it beheves the last server it talked to may ‘have falled or is otherwise unresponsive).

If nodes fail and recover, or respond slow]y, it’s p0551ble to have two or more versions W1th clock labels that

Dynamo. In case of doubt the cart application reconciles by keeping any items whose status is in doubt.

(a =,/. . i 0 9 £ 00/
[ /0 /{'JL] ‘,r \’,/-! / | > v

13. [8 points]:. Suppose the cart is empty and the user adds item A to the cart, then adds item B, then
deletes A. What are the possible contents of the cart that a subsequent read could see?

(Circle True or Falje for each choice.)

< '1 a P /. ”f/‘ 4
A / False {A} (s e
B. / False {B} AEsn.iny
C. '{gﬁ False {A,B} h
D. True / False {}

14. [12 points]: With the same sequence of operations, what values could a read see after the system

reaches eventual consistency, and no more updates need to be propagated, if there are no other writes
to the cart?

(Circle True or False for each choice.)

A. True /

: fFﬁﬂ {B} ML hab e ﬂd/' 51L0HL9,(
C.O /T (B} Ll Y W o dolite v, & Vo (R4
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15. [7 points]: It’s possible to avoid these anomalies completely and have a strongly consistent f dﬂ ﬂ%{
(smgle opy) storage system by running a repluWachme using a consensus protocol such k//uw
axos, to do the read and write operations. The disadvantages of this method, which presumably le
Caused 'Amazon to reject it in favor of eventual consistency, include which of the following? 4
(Circle True or False for each choice.)
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A. ’lﬁe / False You can’t do writes without access to a majority of the replicas. /

B. ’J{r@e / False You can’t do reads without access to a majority of the replicas. (\/
C. @e It’s more complicated for the application to deal with. & /ngle (0 6 l Lo
T / p PP ngle (apy 6 yas WA e

D. ’E@e / F@ It requires the application to contact several servers directly. (/&7 Con )[“0 /(f t(- hl")
E. '“Cl)/ False The latency for both read and write operations is greater. f)( iy P o 4 f ‘C,:tls{

falky
End of Quiz W ooty

Please double check that you wrote your name on the front of the quiz,
and circled your recitation section number.
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I Reading Questions

A

B.

C.

D.

A,

1. [8 points]: Based on the paper “The Recovery Manager of the System R Database Manager”,
which of the following statements are correct?
(Circle True or False for each choice.)

True / False As part of recovery from a crash, System R restores the current version of all shadowed
files to their shadow copy.

Answer: True. System R discards all current edits, and restores all files to the shadowed copy which
was created at the time of the last checkpoint,

True / False The shadow copy of a file reflects only the effects of committed transactions.
Answer: False: Uncomilted transactions in progress at the time of the last checkpoint may be present
in the shadow copy

True / False System R will undo the effects of certain transactions during recovery.

Answer: True: it will undo transactions started before the last checkpoint but not committed.

True / False System R will redo the effects of certain transactions during recovery.
Answer: True: it will redo comitted transactions completed after the last checkpoinl.

2. [6 points]: Based on the paper “Beyond Stack Smashing: Recent Advances in Exploiting Buffer
Overruns”, which of the following statements are correct?
(Circle True or False for each choice.)

True / False The basic form of attack described in the paper (stack smashing) allows an attacker
to exccute arbitrary code by overwriting far enough beyond the end of an application buffer to also
overwrite the stack pointer.

Answer: False: it overwrites the return address, not the stack pointer.
True / False Even if a system guards against buffer overruns by making the stack non-executable,

and uses stack cookies to guard against arc injection / return-into-libc attacks, the system could still be
vulnerable to attacks which modify function pointers.

Answer: True: function pointers could exist in local variables without needing to overwrite a cookie
value.

True / False A heap buffer overrun writes beyond the end of a dynamically-allocated object (e.g.,
created with new in C++ or malloc() in C), instead of a procedure's local variables.

Answer: True

Initials:



6.033 Spring 2011, Quiz 3

A,

Page3of 11

3. [6 points): Which of the following statements is true about the Porcupine distributed email system
described by Saito, Bershad and Levy?
(Circle True or False for each choice.)

True / False In Porcupine, soft state such as the user map is replicated on every node for fault-
tolerance.

Answer: False. By definition, soft state can be computed from something else, so it doesn't need to
be replicated for fault-tolerance. Porcupine replicates the user map for performance.

True / False In order to balance the load across the cluster, when a new message arrives Porcupine
always picks a lightly loaded node at random and adds the message Lo the user's mailbox fragment on
that node.

Answer: False. Porcupine stores a new message on a lightly loaded node that already has a mailbox
fragment for the user, unless the number of such nodes is less that the spread. This is done to limit the
number of nodes that need to be contacted when the user reads their mail.

4. [4 points]: Porcupine's scheme for maintaining cluster membership chooses a new coordinalor
whenever anyone detects an event: a node going up or down. The coordinator broadcasts a ping and
gets a response from every node that is up. The total amount of work done in a cluster of n nodes, cach
time some node goes up or down, is proportional to which of the following?

(Circle the BEST answer)

e n
e nlogn

. 712

Answer: The number of events per second scales linearly with the number of nodes, and each node
has to respond to each event, so the total amount of work scales like n®.

Initials:
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Lectures

5. [4 points]: According to Prof. Abelson's lecture, the “Good Samaritan Provision™ of the Commu-
nications Decency Act provided prolection to which of the following parties?
(Circle True or False for each choice.)

True / False CMU so that it can study the use of pornographic information on the Internet without
being liable.

Answer: False. The CMU report wasn't the topic of a case under the CDA.,

True / False AOL in the case against Ken Zeran, because AOL merely distributed information but
was not responsible for the content.

Answer: True. AOL successfully defended itself using the Good Samaritan Provision.

True / False Prodigy in the case versus Stratton-Oakmont because Prodigy filtered offensive con-
tent.

Answer: False. This case predated the CDA, but was a precedent.

True / False The nastiest place on earth because it merely distributed content that others generated.
Answer: False. This case predated the CDA and has no immediate relation to it.

6. [8 points]: Consider the mechanisms for storing and checking user’s passwords, as described in
lecture.
(Circle True or False for each choice.)

True / False Rather than storing user’s login passwords directly, Unix stores the result of applying a
hash function to the user’s password. One reason for this approach is so that users’ plaintext passwords
are not revealed if an attacker manages to read the password database.

Answer: True. The hash function is difficult to reverse, so it is hard to recover the plaintext passwords.

. True / False Unix combines salts with a user’s password before sending them through the hash

function to enact a policy that requires users to periodically revise their passwords.

Answer: False. A salt is added such that the same password does not always map to the same hashed
value

True / False Let J() be a hash function. If given a value p, it is easy to find a value P such that
H(P) equals p, then H() is a poor choice of hash function to use as part of a password checking system.
Answer: True. If the hash function were reversible, an attacker could find a working password easily
without necessarily guessing the correct one

True / False The study of password use described in lecture found that different people almost never
choose the same passwords,

Answer: False. It found several very commonly repeated passwords.,
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7. [7 points]: Consider the Same Origin Policy (SOP) used for browser security,
(Circle True or False for each choice.)

. True / False Javascript code from the page at http://web.mit.edu/6.833 can access the DOM

of another page athttp: //web.mit.edu/6.041 londed in the same browser, Assume the second page
runs no Javascript code.
Answer: True. The port, protocol, and host are all exactly the same, so this is permitted.

. True / False Javascript code from the page at http://web.mit.edu/6.633 can access the DOM

of another page at http://courses.csail.mit.edu/6.6833 loaded in the same browser. Assume
the second page runs no Javascript code.

Answer: False. The hosts are different, so this is not permitted. Even though the hosts are part of the
same subdomain (mit.edu), the same origin policy treats them as different unless cach page declares a
common host, but that cannot be done without Javascript code.

True / False Javascript code from the page at http://web.mit.edu/6.033 can access the DOM

of another page at http://www.google.com loaded in the same browser. Assume the second page
runs no Javascript code.

Answer: False. The hosts are different, so this is not permitted.

. True / False Suppose the 6.033 staff copies the Javascript code for an advertisement from attacker.com

into the page athttp://web.mit.edu/6.933 (for example, by including a tag like <SCRIPT SRC="http:
//attacker.com/ad. js">). The Same-Origin Policy will allow that Javascript code from attacker.com
to access the DOM of the 6.033 page (http://web.mit.edu/6.833).

Answer: True. This is permitted because the 6.033 page explicitely requested the attacker’s code.

True / False The Same-Origin Policy allows Javascript code from sitel.com to access the cookie
of site2.com, as long as the two sites are concurrently loaded in two different tabs in the same window.

Answer: False. The hosts are different, so this is not permitted

Initials:
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IOI Worm Trouble

It is May 2011 and there is a new worm, nitry, released on the Internet, Security experts quickly analyze the
code corresponding to Nitty to be as follows:

1 int X = 8; /* X is a global variable */

1

1 int rand() {

« /* Note that 32-bit integers obviate the need for a modulus operation here. */
H /* A = 214013, B = 25316011, */

6 X=X*A+B;

? return X;

s}

’

w srand(seed) {

1" X = seed;

1}

13

w main() {

1 srand(get_tick_count());

16 while (1) { /* infinite loop */

7 for (int i = 0; 1 < 26,000; ++i) {

" dest_ip = rand(Q);

N dest_port = rand() [6:15]; /* low 16 bits */
w packetsize = 16860; /* 1068 bytes */
HY packetcontents = top_of_stack;

2 sendto();

H }

u int rand_temp = rand();

s if (open(physicaldisk, rand_temp[13:15]))

% overwrite_block(rand_temp[8:14] || 6x4e26);

2 }

u }

You learned about network telescopes in 6,033 and decided to see if you can apply the concepts to infer
information about this new worm. You sct up a router at MIT and configure it to listen on two unused portions
of the MIT IP address space corresponding to 18.32.0.0/11 and 18.96.0.0/11. This worm appears to differ
from the Witty worm in lines 16 (always loop back to the same place), 18, 20 (always choose the same packet
size), and 24-26.

8. [4 points]: What fraction of the total 32 bit IP address space does your network telescope listen on?

Answer: Each unuscd /11 portion corresponds to 1/2!! of the 32 bit IP address space. So the combined
fraction from the two ranges is 1/2%0 or 2719,
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9. [8 points]: Say your nctwork telescope receives two packets from an infected node with the
following parameters: (dest.ip.], dest_port.1) and (dest.ip.2, dest.port_2) respectively. Given the two
received packets, how would you identify whether they are likely to be from a single for loop execution?

Answer: There are two calls to rand() in each for loop iteration, and we know that either desl.ip-1 or
dest_ip_2 is equal 1o X when the first packet is sent. We can thus use dest_ip_1 as a seed and repeatedly
call rand() to reach dest.ip.2, or try dest.ip.2 as a seed and repeatedly call rand() to reach dest.ip-1. In
either case, if the number of applications of rand() is even and less than 40000, then the two packets are
from the same loop execution.

10. [6 points]: Finally, you would like to measure the bandwidth of the infected node. To do this
you look at two packets, from a single for loop execution, you received at your network telescope at
times T} and T. The two packets had the following parameters: (dest-ip_1, dest_port_1) and (dest.ip_2,
dest_port.2), Assume the packet header size is 100 bytes, how would you measure the bandwidth of the
infected node?

Answer: As before, start with dest_ip_1 as seed and apply rand() until you get dest_ip_2, or start with
dest_ip.2 as seed and apply rand() until you get dest_ip.1. In either case, say the number of rand()
invocations needed is C. Then, the number of packets sent between the two packets is C/2. The size
of each packet is 100 bytes (packet header) + 1000 bytes (packet size from source code) = 1100 bytes.
The time in which this happens is (T2 — T1).

Thus, the bandwidth of the infected node is 753‘\3_9% bytes/second.

Initials:
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v

Two-Phase Commit

Consider the two-phase commit protocol for executing alomic transactions across multiple sites. This protocol
is described in Sections 9.6.2 and 9.6.3 of the text, as well as in lecture, and is summarized below

One node is designated as the coordinator, and the other nodes are designated as workers. Under normal
circumstances, the protocol proceeds as follows:

The coordinator sends a PREPARE message to each worker.

The worker responds by writing a PREPARED record to its log, then sending a VOTE COMMIT message
to the coordinator.

After receiving VOTE COMMIT responses from all workers, the coordinator writes a COMMITTED record
to disk and sends a COMMIT message to each worker.

When a worker receives this message, it writes a COAMITTED record to its log.

11. [8 points]: Which of the following statements about this protocol are true? Assume that none of
the components (network, coordinator, and workers) crash permanently.
(Circle True or False for each choice.)

. True / False If any worker commits a transaction (by writing COMMITTED to its log), all other work-

ers will also eventually commit that transaction,

Answer: True. This is the goal of two-phase commit. If a worker committed the transaction, that
means the coordinator sent it a COMMIT message and recorded the transaction commit in the log. Even
if there are failures, a worker that queries the coordinator will find that the transaction committed, and
commit its part of the transaction.

. True / False It guarantees that all workers will commit the transaction within a fixed time.

Answer: False. The two-generals problem says that this is impossible. If there are failures, it might
take arbitrarily long to complete the protocol.

True / False If a worker is using two-phase locking to guarantee before-or-after atomicity, it cannot
release the locks held by a transaction until after it receives the COMMIT message from the coordinator.
Answer: True. If the worker releases its locks, that makes the effects of the transaction visible to
other concurrent transactions. Tt can’t do this until receiving the COMMIT message, because until then
the transaction might still abort.

., True / False If the coordinator fails to receive a VOTE COMMIT message from some worker in a

timely manner, it can decide to abort the transaction,

Answer: True. The coordinator can unilaterally abort the transaction until it writes the COMMITTED
record 1o its log. This is fine, because all of the workers are in the tentative commil state and can still
be aborted.
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12. [4 points]: What is the earliest point after which the transaction is guaranteed to commit? Again,
assume that none of the components (network, coordinator, and workers) crash permanently.
(Circle the BEST answer)

o After the coordinator sends PREPARE messages

o After the last worker sends its VOTE message

o After the coordinator writes the COMMITTED record to its log.
o Afier all workers have writlen the COAMITTED record to their logs

Answer: The third choice is correct. After the coordinator writes COMMITTED record to its log, the
decision to commit will survive even if the coordinator crashes. If any of the workers crash, they
will resend their VOTE COMMIT message when they recover, and learn from the coordinator that the
transaction committed.

The second choice is incorrect because the coordinator can still abort the transaction. For example, it
might do so if one of the VOTE messages is dropped by the network.,

Initials:
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V Consistency/Replication

The software that runs the retail web site for amazon.com uses an eventually consistent key-value storage
system called Dynamo. The basic operations in such a system are to read and write the value for a particular
key. For example, a customer's shopping cart is a single object, with the customer’s user ID as its key and the
set of items in the cart as the value. Versions are labeled by vector clocks, and an update overwrites any earlicr
versions with smaller clock labels. For simplicity, assume that a set operation contacts only one server, and
that server then propagates the new value to the other replicas asynchronously. Each set operation can choose
a different server (e.g., if it believes the last server it talked to may have failed or is otherwise unrespansive).

If nodes fail and recover, or respond slowly, it's possible to have two or more versions with clock labels that
are not totally ordered; in this case it's the application’s job to reconcile them when it reads the cart from
Dynama. In case of doubt the cart application reconciles by keeping any items whose status is in doubt.

13. [8 points]:. Suppose the cart is empty and the user adds item A to the cart, then adds item B, then
deletes A. What are the possible contents of the cart that a subsequent read could see?
(Circle True or False for each choice.)

A. True / False {A}
B. True / False {B}
C. True / False {A,B}

D. True / False {}

Answer: All are true. In normal operation the sequence of values will be v1:{A}, v2:{A, B}, v3:{B},
with vl < v2 < v3, and the result will be v3: {B}. If failure makes all these values inaccessible, the
result will be {}. If v2 and v3 are written to different servers and v3's server becomes inaccessible,
the result will be {A, B}. Or A and B could be written to incomparable versions, leading to versions
vI:{A} and v2: {B}. A read that sees both will return {A, B}.

14, [12 points]: With the same sequence of operations, what values could a read see after the system
rcaches cventual consistency, and no more updates need to be propagated, if there are no other writes
to the cart?

(Circle True or False for each choice.)

A. True / False {A}
B. True / False {B}
C. True / False {A,B}

D. True / False {}

Answer: B and C are true. The latter can happen if A and B are written in order, leading to v1:{A},
v2:{A, B}, with vl < v2, and then the delete goes to v1, leading to v2:{A, B}, v3:{} with v2 # v3.
Now after reconciling we end up with {A, B}.
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15. [7 points]: It's possible to avoid these anomalies completely and have a strongly consistent
(single-copy) storage system by running a replicated state machine, using a consensus protocol such
as Paxos, to do the read and write operations. The disadvantages of this method, which presumably
caused Amazon to reject it in favor of eventual consistency, include which of the following?

(Circle True or False for each choice.)

. True / False You can't do writes without access to a majority of the replicas.

True / False You can't do reads without access to a majority of the replicas.
True / False It's more complicated for the application to deal with.

True / False It requires the application to contact several servers directly.

. True / False The latency for both read and write operations is greater.

Answer: A, B, and E are true. B is true because otherwise you might read an older value than was
written by the most recent write (the primary can take out a lease, a lock with a timeout, to ensure that
it remains the primary for some length of time, and then it can handle reads unilaterally). E is true
because the need lo contact a majority makes the latencies greater. Not C; single-copy is simpler for
the application. Not D; the application can contact one server, usually called the primary, which must
talk to a majority to carry out the operation.

End of Quiz

Please double check that you wrote your name on the front of the quiz,
and circled your recitation section number.
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I Multiple-Choice Questions
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1. [6 points]: With respect to the paper “The Recovery Manager of the System R Database Manager”
by Gray et al. mark each of the following statements true or false.
(Circle True or False for each choice.)

True / False Before modifying a “shadowed” file, the entire file is copied, and only the “current”
version is modified: the shadowed version is not changed.

True / False Before any modified pages can be written to disk, the COMMIT log record for the
transaction must be forced to disk.

True / False After a checkpoint is written to disk, System R discards all log records that precede the
checkpoint record.

True / False After saving a shadowed file (making the current version the new shadow version), the
old shadow versions of the modified pages can be safely marked as free and reused.

‘r) n
/ A 7T » /1/
)4 ¢ |
A AV [A

2. [6 points]: In class we learned that DNS is an example of an eventually consistent system. Which
of the following statements about DNS are true?

(Circle True or False for each choice.)

True / False If DNS is initially configured to resolve name N to IP address A, and is later reconfigured
to resolve N to TP address B, clients looking up N after this reconfiguration may continue to receive A
as an answer for lookups of N.

True / False When there are no network partitions, DNS lookups see changes to DNS records imme-
diately.

True / False When consistency has been achieved, a given DNS name resolves to exactly one IP
address.

Initials:
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3. [6 points]: Indicate which of the following statements about Ross Anderson’s paper “Why Cryp-
tosystems Fail” are true.
(Circle True or False for each choice.)

%/
A. Troe / @ Anderson argues that discussing security failures openly improves security.

B. True / @a Most oi the security failures described are a result of compromised cryptographic
protocols. :

TiAMan
i

C. [:/ / False Anderson suggests that system designers must consider the operation of the equipment
art of the security of the system.

D. (lgll]e / False The “dual control” concept, where two individuals must collaborate to perform a func-
tion, is inconyenient and is sometimes be bypassed by people wammg to save time.

E. True / False Anderson suggests that if we had a set of “perfectly secure” components, a system
composed of these components would also be perfectly secure. )
/\5‘ Q \‘_jl 4 .' -- ‘i‘_:‘: ‘}I w2 '\: “ KL &
4. [6 points]: Indicate which of the following statements about the ObjectStore system described in
the paper by Lamb et al (reading 18) are true.
(Circle True or False for each choice.)

A. @ !/ K ls§ ObjectStore stores persistent objects in essennally the same format as the ordinary
s

ient C+-Fobjects S Mdlg ’” A ’u lo & "]L ]La/l?/ W ‘t[[

B. True / E To get transactions that are atomic with respect to other transactions that execute con-
currently, b jectStore requires the programmer to lock an object before using it, by explicitly invoking 70/
acquire, unlike an ordinary relational database system. [~
i lodss gesg
C. (1 / @ If transaction T1 touches objects A and B and no others, and transaction T2 touches

objects C and D and no others, then Ob)ectStore s lockmg system ensures that T1 and T2 can run

concurrentl J
4 { On SUnL @ |
D. @ lfg}se In ObJectStore an object'ef type T can be elther persistent or transient, and the choice is
de when t

he object 18 created

L\ L T fNol {!
( \)': ‘.. | an

cant -~ VI Gustrs  Clang
C(m (foes M}L Goon 0 ﬁm z/,a)
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5. [6 points]: Indicate which of the following statements about the paper “Hints for Computer System
Design” by Lampson (reading 26) are true.

(Circle True or False for each choice.)

A. True / 1@4 According to the paper (and the doctrine of 6.033), simplicity of design and interface are

always the highest priority. Ar P o " 054 v/ ()

B. @Je / @se DNS’ hlerarcmcal Iooku 2 a good example of following the hint to use brute force.
/

C. @le ! False “Keep secrets of the imple enta on and “Dont hide power behind an interface” are

hints thatare often at odds with each other. ' i
1 : 1 {‘l l.‘,-(-_/'/ ( /] U(/} pﬂ [{[ ngf““g[ [e(e ae ’ﬂﬂ“{/
D. True / “Keep basic interfaces stable” is a hint that severely obstructs progress.

6. [6 points]: With respect to the paper “Manageability, availability and performance in Porcupine: a
highly scalable, cluster-based mail service” by Saito et. al, which of the following statements is true?
(Circle True or False for each choice.)

A. True / MA given user’s mailbox fragmeQ@e all stored on the same node.

‘—'_"_"-‘
B. @ / @e When a failed node recovers after being down for a day the mailbox fragments it st()re:§ﬂ {
rought back up to date from logs on the other nodes. | V /W)l [
: 4 == 'n not [y %o N 4 wb‘f/[l 1" gﬂ
C. True / Falde The mailbox fragment llSt is hard state that keeps track of the nodes that contam auser’s (f’( ([ / I

Tai box. COMS 4 { { —/t Creuf
D.@ is possi ip services wi i : IS j

e / False Itis possible that membership services will break a cluster into two disconnected groups a 6’

of nodes in the presence of certain unusual network failures.
{ ] ) . 1/
{ Al . |
( 44! E o v f.{j’, b
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A.

B.

C

D.

o A (g sy
A. 1‘!@! F@ Thompson believes that self-reprocz'@cmg rograms shouldn’t be ﬁust;d—’;a) af' 5 SEN

7. [6 points]: Given the context of the paper “Exploiting Underlying Structure for Detailed Recon-
struction of an Internet-scale Event” by Kumar et. al which of the following statements are true?
(Circle True or False for each choice.)

6(/1‘&// e WA b 0

True / False Witty generated packets with random forged source IP addresses, and thus network
telescopes were able to detect replies from victim hosts to the IP addresses fabricated by Witty.

True / F@ The Witty worm exploited a buffer overflow in the ICQ client in Microsoft Windows. ((/l B ;f.)

n for tHe packets addressed to the adclress range you wish to momtor

.L ar ~ L .' i/ (p/ f/ _.j //'"r A

{ g
L

True / F The origin of “Patl%nt Zero” was determined by carefully observing which host was first
observed-at'the network telescope. % . p
/ [ [ { nid La

re  f0m pv

8. [6 points]: Indicate the truth or falsehood of each of the following with respect to Ken Thompson’s
paper “Reflections on Trusting Trust.”

(Circle True or False for each chplc

[N 5{— £a)
True / F@ﬁ Trojan horse like the one Thompson describes could not have been hidden in a compiler

¢
for a more'modern language like Java. {/ | /ﬁf /(10[6 50

1@/ False The Trojan horse Thompsbn embedded in the login program could have been found by
looking at the machine instructions being executed by the CPU. ﬂ(‘j m C e

LUt '
1@ alse A programmer can prevent the type of attack Thompson describes by writing all of his
or her pregrams in assembly code.

Mot (on (0 U

@A{ ﬁé&ﬁm &V/ ‘5 l&) {
4 (om ((@

ol & (il (7,

Initials:
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Buffer overrun, as explained in the paper “Beyond stack smashing: recent advances in exploiting buffer
overruns” by Pincus and Baker, can overwrite the procedure return address that is stored on the stack. To
avoid this problem, Betty writes a compiler that generates code that maintains two (lﬁ‘l"e’EpL&acks. One is the
usual kind but without the procedure return address, and a second stack, stored in a different part of memory,

is used only for the procedure return address. ==

9. [6 points]: Indicate whether each statement is true or false with respect to Betty’s compiler.
(Circle True or False for each choice.)

A. T ue/7 False Betty’s compiler avoids the classic stack smashing exploit as explained in papers previous
ta Pincus and Baker, by such hackers as Aleph{)ne and DllDog P

realipdd |

e Betty’s compiler avoids the Arc mjecnon er;iplon outlmed in the paper
@ @ (\ﬁ/ J' /l [ {t’ [N | /@ '—Stn mg(ep‘, (Oﬁﬁ@//%{
C. True / @ Betty’s compiler avoids the Function Pointer clobbenng subtcrfugc explon outlined in 1

the paper. in O ﬁf/

D. True / @e Betty’s compiler avoids the Exception-handler hijacking exploit outlined in the paper. P 3

E. True / Falde Betty’s compiler avoids the Heap smashing exploit outlined in the paper. /‘ I
Wite 7%
(A,(( Jd ﬁq
( ﬁ[‘/m (“{(’
g
<2
=Gt (eads
6{0:« §
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II Two-Phase Commit

Suppose you are running a transactional 3 node log-based storage system that is using two-phase commit as
described in class.

Node 1 is the coordinator, and node 2 and 3 are just workers.

After awhile, node 1 crashes, and the log on its disk looks as follows (here ... indicates some number of
UPDATE operations; you can assume in the following three questions that transactions do not UPDATE any
of the same records, and that every transaction updates at least one data item):

\

Capld o )
BEGIN T1
BEGIN T2
ABORT T1 \ ;ﬁw;
BEGIN T3 WV VUAT
COMMIT T3
: p Cin
Ao N
10. [6 points]: !
For each of the following transactions, indicate whether the coordinator will end up considering the
transaction to have committed or aborted, or whether the information in the log is not sufficient to de-
cide.
(Circle committed, aborted, or can’t tell for each transaction.)
> o Uolt
A. Tl Committed AB ﬁed Can’t tell C@/“/‘”’f}'ﬂ

B. T2 Committed A@ Ca’fn\’,: ell — (gl

~

| by b Ho ./5/ é n
C. T3 C@ned Aborted Can’t tell ‘ olnce 7 0 ¢

Node 1 recovers, and resumes processing transactions. After awhile, node 2 crashes, and the log on its disk
looks as follows (assume you know nothing about the coordinator’s state other-than what is implied by the
)fol}owing): L ‘Ol g
)f\i Nlo ’ : ;“"""- '
g ¢
BEGIN T4

e ‘ ‘ [’ ',
PREPARE T4 Z- | i/ [ P,, P 00 (ora(F
| UAVARV' ¥ 4 ) W ( 1 ,’ v/
BEGIN T5 i‘L 1O o L O
BEGIN T6

PREPARE T6
COMMIT T4

Initials:
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11. [6 points]:

For each of the following transactions indicate whether node 2 will end up considering the transaction
to have committed or aborted, or whether the information in the above log is not sufficient to decide.
(Circle committed, aborted, or can’t tell for each transaction.)

A. T4 C@d Aborted Can’t tell
B. T5 Committed A Can’t te ( (MI'O WM <h€ ém@
C.T6 ~ Committed  Aborted  Chn'tpll WIR /t?’é}Z/{;i I’W} (e

I MH)
Ben Bitdiddle notices that two-phase commit workers have to write two log records for every transaction (a
PREPARE record and a COMMIT or ABORT record.) Ben proposes a protocol called Ben’s 2 Phase Commit
(B2PC). In B2PC, the messages and QE?M protocol are identical to the two-phase commit protocol
we learned in class. The only difference is that, lerTéTransacngwrinﬁ_s the workers do not write a
COMMIT record to the log (they do, however, still write ABORT records to the log.) When scanning the
loﬁﬁﬁecovew, workers assume that a transaction they prepared actually committed unless an ABORT
record for the transaction appears in the log. The coordinator still logs COMMIT records as in the original
protocol.

r

[ 1‘;,-#... _'I T LA % s L a0 0 A v/, .", g
/fﬂ.// : A 17/}
12. [8 points]: Which of the following statements about B2ZPC protocol are true? Assume that “correct
transactional behavior” means the outcome (i.e., COMMIT or ABORT) of the transaction would be the
same as in the unmodified 2PC protocol.
(Circle True or False for each choice.)

A. h// False In the absence of crashes or other faults on any of the nodes, B2PC provides correct

transactional behavior. = ) n L AeA
{ {\ ,| 'j Tl A
For the following choices, assume that the workers or coordinator may crash and that there are no other

faults in the system. ~—
B. True / Kal$e In this case, B2PC provides correct transactional behavior.

C. @e / Assume the coordinator remembers the outcome of all transactions forever. Suppose
en modifi€s the protocol described above so that, when ré?c?ﬁﬁn“g*fmmtrashrwerkcrs contact the
coordinator for the outcome of any prepared transaction that does not have an ABORT record in their
log. In this case, B2PC would B2PC would ]lntrovwie correct transactlonal behavior. l 1 8 AT %4 }ff

it (on ) N1 bos Y& (X 0/l
D. True / { € SUPPOSC Be modifies the prolocol ddscribed above so that workers do write COM-

MIT records, but the coordinator omits them. In this ¢ase, B2PC would provide correct transactional

behavior. [ | _ ta,!
) . ’
\ G Qo e P?

Nty by

'{’(l/ q
Initials: P(O J ( “\/ Li 6\( ﬂ‘/&



6.033 Spring 2010, Quiz 3 Page 9 of 11
III' Trusting Ted’s Terrific Telegraphic Text Teamware

Theodore is developing a collaborative editor called Ted’s Terrific Telegraphic Text Teamware, or TTTTT.
Theodore plans to have lots of enthusiastic customers, and he knows that he will have to add new features and
issue new releases constantly. He is mulling over the problem of how his customers can verify the authenticity
of each new release. A release consists of a single executable file, called ttttt—@e (where V is the version
number), so the problem boils down to each customer being able to verify that their ttttt-V.exe file has the

contents that Theodore intended. Your job is to give Theodore advice about three different authentication
schemes he is contemplating. C e

Theodore’s first scheme is to calculate a hash of the content of each release, and to post the hash along with
the release on his web site. He uses a cryptographic hash function as described in section 11.2.3 in the course
textbook. For each release, Theodore calculates hy = H(“TTTTT” 4+ V' + Ry ), where Ry is the content of
the release file ttttt-V.exe and + indicates string concatenation. Theodore does all his develoMpiling,
and computing of hash values on his laptop, which only he has access to. He posts the release and hy on his
web site at these URLs: (

\ Y
\K JWJ _(U:“/ Ve [
http://ted.com/ttttt-V.exe
http://ted.com/V-hash.dat

He tells all his customers to fetch both files, and to check for authenticity by comparing the fetched hash
value with H (“TTTTT” + V + Ry, ), where Ry, is the contents of the ttttt-V.exe file they fetched. If the two
are equal, the customer should accept the new release. If they are not equal, the customer should reject the
release.

13. [8 points]: Indicate the truth or falsehood of each of the following statements about Theodore’s
first scheme.
(Circle True or False for each choice.)

A. 'l@e / @ An attacker capable of modifying the packets of the customer’s transfer of the ttttt-V.exe
file coulddo so in a way way that would cause the customer’s ttttt-V.exe file to be different from what
Theodore intended, but would cause theT customer to nevertheless accept th

lea.
e e e | T ol T was clecey il i

B. / False It would be easy for an attacker who can read and modify any files on Thcoclore 5 servcr

to cause customers to accept a release that has djfferent co tents fro hat Theodgre mtended
Ly Meatlors f\ag’
C. True / False/If a customer sees a “mirror site” of TTTTT that is not afﬁhated with Theodore, cons:stmg

of (for example) http://mirror.com/ttttt-V.exe and http://mirror.com/V-hash.dat, it would be just as safe
to fetch those files and compare hashes as it would be to fetch the files from Theodore’s web site.

Initials:
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Theodore’s second scheme is to generate authentication tags for each software version using a shared-secret

message authentication code (MAC), as ribed in t book in sections 11.3.3, 11.3.4, and 11.3.5.
Theodore generates a separate key’K; for each of his customers, and contacts each customer on the telephone
t%mgﬁr} For each newelease V, Theodore calculates an authentication tag Ty;; for each of his

customers- ing SIGN(“TTTTT” + V + Ry,Kj;), where Ry is the content of ttttt-V.exe. Theodore does
all his development, compiling, and computing of MAC values on his laptop, and he stores the K; keys only
on his laptop; only Theodore has access to this laptop. Theodore posts the release file and all the tag files on

his web site, at these URLs: }/L /
pre ey of

http://ted.com/ttttt-V.exe
http://ted.com/V-1.tag
http://ted.com/V-2.tag

o
/
(A~ /A inp ‘-I,ﬂ 7
AV & s (|

&

He tells his customers to each fetch the new release and their tag from the web site and to call VERIFY (“TTTTT -+

V + R}, T.K;), where RﬁV is the content of the ttttt-V.exe file they fetched and T is the content of the V-i.tag
file they fetched. If the call returns ACCEPT, the customer should accept the new release; otherwise the
customer should reject the new release.

14. [9 points]: Indicate the truth or falsehood of each of the following statements about Theodore’s
second scheme.
(Circle True or False for each choice.)

A. True / Fa An attacker capable of modifying the packets of the customer’s transfer of the ttttt-V.exe
file could do so in a way way that would cause the customer’s ttttt-V.exe file to be different from what
Theodore intended, but would cause the customer to nevertheless accept the release. /

P

B. True / e It would be easy for an attacker who can read and modify any files on Theodore’s server
to cause customers to accept a release that has different contents from what Theodore intended.

C. @ / (ﬁa&e If a customer sees see a “mirror site” of TTTTT that is not affiliated with Theodore,
corfsisting-of (for example) http://mirror.com/ttttt-V.exe and http:/mirror.com/V-i.tag files, it would

just as safe to fetch those files and verify with VERIFY as it would be to fetch the files from Theodore’s
web site.

ho (( ((
oy op Gnt  harge
fiy
AN ey Ceud (s -
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Theodore’s third scheme is to configure his web server to use SSL with a certificate from a well-known
certificate authority. Theodore’s server holds a paﬂicgl;ar,pﬁiaﬂ—_&—ﬁﬁd the certificate says that whoever
knows that private key is the rightful owner of the DNS domain ted.com. Theodore tells his customers to
fetch new releases from

htt@%://ted.com/ttttt—v.exe

Theodore tells his customers that they do not have to take any special steps to check the authenticity of the
software, since, if you tell a web browser to connect to https://servername, it will use SSL to check that the
server can prove ownership of a certificate for servername from a well-known authority. Theodore tells his
customers to check that the right URL appears in their browsers’ mso known as TLS) was
described in lecture, and you can also read about it in section 11.10 of th¢ textbook.

///()/ @L/;f @1 feo o

15. [9 points]: Indicate the truth or falsehood of each of the following statements about Theodore’s
third scheme.
(Circle True or False for each choice.)

A. True / Fa]s@én attacker capable of modifying the packets of the customer’s transfer of the ttttt-V.exe
file could doso in a way way that would cause the customer’s ttttt-V.exe file to be different from what
Thegdore intended, but would cause the customer to nevertheless accept the release.

B. / False It would be easy for an attacker who can read and modify any files on Theodore’s server
to'cause custpmers to accept a release that has different contents from what Theodore intended.

p

C. True / F\a If a customer sees a “mirror site” of TTTTT that is not affiliated with Theodore, consisting
of (for example) https://mirror.com/ttttt-V.exe, it would be just as safe to fetch those files via SSL as it
would be to fetch the files from Theodore’s web site.

End of Quiz III

Please double check that you wrote your name on the front of the quiz,
and circled your recitation section number.
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I Multiple-Choice Questions

=

1. [6 points]: With respect to the paper “The Recovery Manager of the System R Database Manager”
by Gray et al. mark each of the following statements true or false.
(Circle True or False for each choice.)

True / False Before modifying a “shadowed" file, the entire file is copied, and only the “current”
version is modified: the shadowed version is not changed.

Answer: False. Only the modified pages are copied.

True / False Before any modified pages can be written to disk, the COMMIT log record for the
transaction must be forced to disk.

Answer: False. Dirty records can be written to disk, since the log contains sufficient information to
UNDO those operations.

True / False After a checkpoint s written to disk, System R discards all log records that precede the

checkpoint record.
Answer: False. The log must contain‘gll records for any active transactions. If a transaction that was
started before the checkpoint is still running, the log can only be truncated up to that point.

aking the current version the new shadow version), the
safely marked as free and reused.

True / False After saving a shadowed file
old shadow versions of the modified pages can'
Answer: True. These pages are no longer referenced by the new shadow, and if the shadow file is
saved correctly, they will never be used by recovery.

2. [6 points]: In class we learned that DNS is an example of an eventually consistent system. Which
of the following statements about DNS are true?
(Circle True or False for each choice.)

True / False If DNS is initially configured to'tesolve name N to IP address A, and is later reconfigured
to resolve N 1o IP address B, clients looking up'N after this reconfiguration may continue to receive A
as an answer for lookups of N.
Answer: True. DNS may continue serving the old nswer for a while from caches or from secondary
nameservers that have not updated from their primaries,

. True / False When there are no network partitions, DNS lookups see changes to DNS records imme-

diately.
Answer: False. Same reasons as the previous answer,

. True / False When consistency has been achieved, a given DNS name resolves to exactly one IP

address.
Answer: False. A given name can have multiple DNS IP address records.
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D.

A,

3. [6 points]: Indicate which of the following statements about Ross Anderson’s paper “Why Cryp-
tosystems Fail” are true.
(Circle True or False for each choice.)

True / False Anderson argues that discussing security failures openly improves security.

Answer: True. His position is that system designers must be able to learn from previous failures, in
order to fix them,

., True / False Most of the security failures described are a result of compromised cryptographic

protocols.
Answer: False. Most of the failures are caused by people bypassing the security technology.

. True / False Anderson suggests that system designers must consider the operation of the equipment

as part of the security of the system.

Answer: True. Since many failures in this paper are caused by people using a “secure” system incor-
rectly, operating the system is a critical part.

True / False The “dual control” concept, where twao individuals must collaborate to perform a func-
tion, is inconvenient and is sometimes bypassed by people wanting to save time.

Answer: True. While requiring two individuals to collaborate can provide good security, since both
must collude to “break™ the system, it can also be inconvenient. Anderson discusses (wo examples: a
bank removing dual control to save time and money (although it seemed to lead to 10X fraud), and bank
managers happily giving ATM technicians the crypto keys, so they do not have to wait while a machine
is being serviced.

True / False Anderson suggests that if we had a set of “perfectly secure™ components, a system
composed of these components would also be perfectly secure.

Answer: False. Many security problems in this paper are caused by the interactions between compo-
nents.

4. [6 points]: Indicate which of the following statements about the ObjectStore system described in
the paper by Lamb et al (reading 18) are true,
(Circle True or False for each choice.)

True / False ObjectStore stores persistent objects in essentially the same format as the ordinary
transient C++ objects.

Answer: True. It uses the same instruction sequences to access fields of both kinds of object, and the
only difference between the disk format and the RAM format is possible adjustments to the values of
the pointers (swizzling).

True / False To get transactions that are atomic with respect to other transactions that execute con-
currently, ObjectStore requires the programmer 1o lock an object before using it, by explicitly invoking
acquire, unlike an ordinary relational database system.

Answer: False. ObjectStore uses the VM system to detect reads and writes to objects and acquires the
necessary locks automatically.

6.033 Spring 2010, Quiz 3 Solutions Page 4 of 12

C. True / False If transaction T1 touches objects A and B and no others, and transaction T2 touches
objects C and D and no others, then ObjectStore's locking system ensures that T1 and T2 can run
concurrently.

Answer: False. The unit of locking is a VM page, so if A or B happens to be on the same VM page as
Cor D, T1 and T2 will have conflicting locks.

D. True / False In ObjectStore an object of type T can be either persistent or transient, and the choice is
made when the object is created.

Answer: True. The formats are the same and the VM system rather than the compiled instructions
takes care of bringing persistent objects into memaory.

5. [6 points]: Indicate which of the following statements about the paper “Hints for Computer System
Design” by Lampson (reading 26) are true.
(Circle True or False for each choice.)

A, True / False According to the paper (and the doctrine of 6.033), simplicity of design and interface are
always the highest priority.

Answer: False. Simplicity is worth a lot, but if you really need performance or fault-tolerance then
you have to design for them, even though it will make things more complicated. Simplicity is not a
substitute for getting it right.

B. True / False DNS’ hicrarchical lookups are a good example of following the hint to use brute force,
Answer: False, Brute force would be a single server.

C. True / False “Keep secrets of the implementation™ and “Dont hide power behind an interface™ are
hints that are often at odds with each other.

Answer: True, The secrel that you keep may sometimes be the only way to release power. But a
good interface like the file system needn’t hide power, especially if its augmented with hints about
prefetching and future needs for space.

D. True / False “Keep basic interfaces stable™ is a hint that severely obstructs progress.

Answer: False. Almost always it's possible to move forward while providing compatibility with old
interfaces. In the extreme, virtual machines make it possible to run an entire old OS, and protocols like
X-windows that remote the user interface make it easy to mix access to old and new worlds.
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A,

B.

6. [6 points]: With respect to the paper “Manageability, availability and performance in Porcupine: a
highly scalable, cluster-based mail service™ by Saito et. al, which of the following statements is true?
(Circle True or False for each choice.)

True / False A given user's mailbox fragments are all stored on the same node.

Answer: False. Each mailbox fragment may be located on a different node, to permit very large
mailboxes to be distributed across multiple machines.

. True / False When a failed node recovers after being down for a day the mailbox fragments it stores

are brought back up toe date from logs on the other nodes.

Answer: True. A recovering node contacts the cluster and asks other nodes which updates it missed.
True / False The mailbox fragment list is hard state that keeps track of the nodes that contain a user’s
mailbox.

Answer: False, It is soft state, i.e. it can be reconstructed from other information.

True / False Itis possible that membership services will break a cluster into two disconnected groups
of nodes in the presence of certain unusual network failures.

Answer: True. The paper notes that this may lead to inconsistent state, and Porcupine is designed to
accommodate that.

7. [6 points]: Given the context of the paper “Exploiting Underlying Structure for Detailed Recon-
struction of an Internet-scale Event™ by Kumar et. al which of the following statements are true?
(Circle True or False for each choice.)

True / False Witty generated packets with random forged source IP addresses, and thus network
telescopes were able to detect replies from victim hosts to the IP addresses fabricated by Witty.

Answer: False. The paper only makes sense assuming that the telescopes are able to see correct source
addresses in the packets that Witty generates.

True / False The Witty worm exploited a buffer overflow in the ICQ client in Microsoft Windows,
Answer: False. It infected ICQ analyzers,

True / False It is possible to operate an Internet wide network telescope by telling your computer to
listen for the packets addressed to the address range you wish to monitor.

Answer: False, You can't ordinarily ask to see packets addressed to destinations other than your IP
address.

. True / False The origin of “Patient Zero™ was determined by carefully observing which host was first

observed at the network telescope.

Answer: False. It wasn't the first host observed. It was different in that it was clearly running slightly
different software (e.g. generating different patterns of random target IP addresses).
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8. [6 points]: Indicate the truth or falschood of each of the following with respect to Ken Thompson’s

paper “Reflections on Trusting Trust.”
(Circle True or False for each choice.)

A. True / False Thompson believes that self-reproducing programs shouldn't be trusted.
Answer: False. While his “trusting trust” attack hides in programs that produce programs, he doesn’t
say anything about this making them more or less trustworthy.

B. True / False A Trojan horse like the one Thompson describes could not have been hidden in a compiler
for a more modern language like Java.
Answer: False. There is nothing language specific about this attack.

C. True / False The Trojan horse Thompson embedded in the login program could have been found by
looking at the machine instructions being executed by the CPU.
Answer: True. It might be difficult, but the back door does appear in the binary executable code.

D. True / False A programmer can prevent the type of attack Thompson describes by writing all of his
or her programs in assembly code,

Answer: False. It would be just as easy to create a similar bug in the assembler used to translate the
assembly code to machine code.

Buffer overrun, as explained in the paper “Beyond stack smashing: recent advances in exploiting buffer
overruns” by Pincus and Baker, can overwrite the procedure return address that is stored on the stack, To
avoid this problem, Betty writes a compiler that generates code that maintains two different stacks. One is the
usual kind but without the procedure return address, and a second stack, stored in a different part of memory,
is used only for the procedure return address.

9. [6 points]: Indicate whether each statement is true or false with respect to Betty’s compiler.
(Circle True or False for each choice.)

A. True / False Betty's compiler avoids the classic stack smashing exploit as explained in papers previous
to Pincus and Baker, by such hackers as AlephOne and DilDog.

Answer: True,

B. True / False Betty's compiler avoids the Arc injection exploit outlined in the paper.
Answer: True.

C. True / False Betty's compiler avoids the Function Pointer clobbering subterfuge exploit outlined in
the paper.
Answer: False,

D. True / False Betty's compiler avoids the Exception-handler hijacking exploit outlined in the paper.
Answer: False,

E. True / False Betty's compiler avoids the Heap smashing exploit outlined in the paper.
Answer: False.
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II Two-Phase Commit 11. [6 points]:

For each of the following transactions indicate whether node 2 will end up considering the transaction
to have committed or aborted, or whether the information in the above log is not sufficient to decide.

Suppose you are running a transactional 3 node log-based storage system that is using two-phase commit as
ey b ¥ el . p (Circle committed, aborted, or can’t tell for each transaction,)

described in class.

Node 1 is the coordinator, and node 2 and 3 are just workers.

A T4 Committed Aborted Can't tell Answer: Committed

After awhile, no_dc 1 crashes, and the log on its disk looks as follows (here ... ipdicnt:s some number of B. TS Committed Aborted Can't tell Answer: Aborted
UPDATE operations; you can assume in the following three questions that transactions do not UPDATE any
of the same records, and that every transaction updates at least one data item): C. T6 Committed Aborted Can't tell Answer: Can’t tell
BEGIN T1 Ben Bitdiddle notices thal two-phase commit workers have to write two log records for every transaction (a
BEGIN T2 PREPARE record and a COMMIT or ABORT record.) Ben proposes a protocol called Ben's 2 Phase Commit
cee (B2PC). In B2PC, the messages and operation of the protocol are identical to the two-phase commit protocol
ABORT T1 we learned in class. The only difference is that, when a transaction commits, the workers do not write a
BEGIN T3 COMMIT record to the log (they do, however, still write ABORT records to the log.) When scanning the
e log during recovery, workers assume that a transaction they prepared actually committed unless an ABORT
COMMIT T3 record for the transaction appears in the log. The coordinator still logs COMMIT records as in the original

protocol.

10. [6 points]:

For each of the following transactions, indicale whether the coordinator will end up considering the
transaction to have committed or aborted, or whether the information in the log is not sufficient to de-

cide.
(Circle committed, aborted, or can’t tell for each transaction,)
A. Tl Committed Aborted Can't tell Answer: Aborted
B. T2 Committed Aborted Can't tell Answer: Aborted
C. T3 Committed Aborted Can't tell Answer: Committed

Node 1 recovers, and resumes processing transactions. After awhile, node 2 crashes, and the log on its disk
looks as follows (assume you know nothing about the coordinator’s state other than what is implied by the
following):

BEGIN T4
PREPARE T4
BEGIN T5
BEGIN T6
PREPARE T6

COMMIT T4



6.033 Spring 2010, Quiz 3 Solutions Page 9 of 12

12. [8 points]: Which of the following statements about B2PC protocol are truc? Assume that “correct
transactional behavior” means the outcome (i.c., COMMIT or ABORT) of the transaction would be the
same as in the unmodified 2PC protocol.

(Circle True or False for each choice.)

A. True / False In the absence of crashes or other faults on any of the nodes, B2PC provides correct
transactional behavior,

Answer: True. If there are no faults, B2PC is the same as 2PC.

For the following choices, assume that the workers or coordinator may crash, and that there are no other
faults in the system.

B. True / False In this case, B2PC provides correct transactional behavior.

Answer: False. If a worker crashes after responding to a prepare message, and restarts, it will assume
the transaction committed; but some other worker could have responded “no™ to the prepare, in which
case the transaction would have actually aborted.

C. True / False Assume the coordinator remembers the outcome of all transactions forever. Suppose
Ben modifies the protocol described above so that, when recovering from a crash, workers contact the
coordinator for the outcome of any prepared transaction that does not have an ABORT record in their
log. In this case, B2PC would provide correct transactional behavior.

Answer: True.
D. True / False Suppose Ben modifies the protocol described above so that workers do write COM-

MIT records, but the coordinator omits them. In this case, B2PC would provide correct transactional
behavior.

Answer: False, If the coordinator crashes just after sending out COMMIT messages, it will assume
the transaction aborted after il restarts.
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III Trusting Ted’s Terrific Telegraphic Text Teamware

Theodore is developing a collaborative editor called Ted's Terrific Telegraphic Text Teamware, or TTTTT.
Theodore plans to have lots of enthusiastic customers, and he knows that he will have to add new features and
issue new releases constantly. He is mulling over the problem of how his customers can verify the authenticity
of each new relcase. A release consists of a single executable file, called tttt-V.exe (where V is the version
number), so the problem boils down 1o each customer being able to verify that their utt-Vexe file has the
contents that Theodore intended. Your job is to give Theodore advice about three different authentication
schemes he is contemplating.

Theodore's first scheme is to calculate a hash of the content of each release, and to post the hash along with
the release on his web site. He uses a cryptographic hash function as described in section 11.2.3 in the course
lextbook. For each release, Theodore calculates hy = H(“TTTTT" + V + Ry), where Ry is the content of
the release file tittt-V.exe and + indicates string concatenation. Theodore does all his development, compiling,
and computing of hash values on his laptop, which only he has access to. He posts the release and hy on his
web site at these URLs:

http://ted.com/ttttt-V.exe
http://ted.com/V-hash.dat

He tells all his customers to fetch both files, and to check for authenticity by comparing the fetched hash
value with H(“TTTTT" + V + R},), where R}, is the contents of the tiitt-Veexe file they fetched. If the two
are equal, the customer should accept the new release. If they are not equal, the customer should reject the
release,

13. [8 points]: Indicate the truth or falschood of each of the following statements about Theodore’s

first scheme.
(Circle True or False for each choice.)

A. True / False An attacker capable of modifying the packets of the customer’s transfer of the 1t~
V.exe file could do so in a way that would cause the customer's ttttt-V.exe file to be different from what
Theodore intended, but would cause the customer to nevertheless accept the release.

Answer: False. If the attacker can only modify the tttt-Veexe file, then he will not be able to produce
a different file that matches the hash,

B. True / False It would be easy for an attacker who can read and modify any files on Theodore's server
to cause customers to accept a release that has different contents from what Theodore intended.
Answer: True. The attacker can install any titt-V.exe file on the server, and install a matching hash
file.

C. True / False If acustomer sees a “mirror site” of TTTTT that is not affiliated with Theodore, consisting

of (for example) http://mirror.com/ttitt-V.exe and http://mirror.com/V-hash.dat, it would be just as safe
to fetch those files and compare hashes as it would be to fetch the files from Theodore’s web site.

Answer: False. Using a mirror opens the user up to an additional set of attacks in which whoever
operates the mirror can serve incorrect (but matching) ttttt-V.exe and hash files.
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Theodore’s second scheme is to generate authentication tags for cach software version using a shared-sccret
message authentication code (MAC), as described in the textbook in sections 11.3.3, 11.3.4, and 11.3.5.
Theodare generates a separate key K for each of his customers, and contacts each customer on the telephone
to give them their Kj. For each new release V, Theodore calculates an authentication tag Ty; for each of his
customers by calling SIGN(“TTTTT" + V + Ry ,K;), where Ry is the content of tttt-V.exe. Theodore does
all his development, compiling, and computing of MAC values on his laptop, and he stores the K; keys only
on his laptop; only Theodore has access to this laptop. Theodore posts the release file and all the tag files on
his web site, at these URLs:

http://ted.com/ttttt-V.exe
http://ted.com/V-1.tag
http://ted.com/V-2.tag

He tells his customers to each fetch the new release and their tag from the web site and to call VERIFY(“TTTTT"+

V + Ry, T.K;), where Ry, is the content of the tttit-V.exe file they fetched and T is the content of the V-i.lag
file they fetched. If the call returns ACCEPT, the customer should accept the new release; otherwise the
customer should reject the new release.

14. [9 points]: Indicate the truth or falsehood of each of the following statements about Theodore's
second scheme.
(Circle True or False for each choice.)

A. True / False An attacker capable of modifying the packets of the customer's transfer of the ttttt-
V.exe file could do so in a way that would cause the customer’s ttttt-V.exe file to be different from what
Theodore intended, but would cause the customer to nevertheless accept the release.

Answer: False, VERIFY would return REJECT.

B. True / False It would be easy for an attacker who can read and modify any files on Theodore's server
to cause customers to accept a release that has different contents from what Theodore intended.

Answer: False. The attacker would not be able to generate V-i.lag files thal caused VERIFY Lo AC-
CEPT.

C. True / False If a customer sces see a “mirror site” of TTTTT that is not affiliated with Theodore,
consisting of (for example) hitp://mirror.com/itttt-V.exe and http://mirror.com/V-i.lag files, it would be
just as safe to fetch those files and verify with VERIFY as it would be to fetch the files from Theodore’s
web site.

Answer: True. Even a malicious mirror operator would not be able to generate V-i.tag files that caused
VERIFY to ACCEPT.
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Theodore's third scheme is to configure his web server to use SSL with a certificate from a well-known
certificate authority. Theodore's server holds a particular private key, and the certificate says that whoever
knows that private key is the rightful owner of the DNS domain ted.com. Theodore tells his customers to
fetch new releases from

https://ted.com/ttttt-V.exe

Theodore tells his customers that they do not have to take any special steps to check the authenticity of the
software, since, if you tell a web browser to connect to https://servername, it will use SSL to check that the
server can prove ownership of a certificate for servername from a well-known authority. Theodore tells his
customers to check that the right URL appears in their browsers’ URL box. SSL (also known as TLS) was
described in lecture, and you can also read about it in section 11.10 of the textbook.

15. [9 points]: Indicate the truth or falsehood of each of the following statements about Theodore's
third scheme.
(Circle True or False for each choice.)

A. True / False An attacker capable of modifying the packets of the customer's transfer of the tttt-
V.exe file could do so in a way that would cause the customer's tittt-V.exe file to be different from what
Theodore intended, but would cause the customer to nevertheless accept the release.

Answer: False. SSL protects the transfer against modification.

B. True / False It would be easy for an attacker who can read and modify any files on Theodore's server
to cause customers 1o accept a release that has different contents from what Theodore intended.
Answer: True.

C. True / False If acustomer sees a *“mirror site™ of TTTTT that is not affiliated with Theodore, consisting

of (for example) https://mirror.com/tttit-V.exe, it would be just as safe to fetch those files via SSL as it
would be to fetch the files from Theodore's web site.

Answer: False. The browser would raise no error (after all it might really be connecting to the real
mirror.com), but the mirror server could serve any data it liked, including incorrect data.

End of Quiz III
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I Reading Questions

1. [4 points]: Based on the description of the Witty worm in “Exploiting Underlying Structure for
Detailed Reconstruction of an Internet-Scale Event”, by Kumar, Paxson and Weaver (reading #18),
which of the following are true?

(Circle True or False for each choice.)

7

A. True lr/ %e Bugs in the worm’s design made Witty’s behavior harder to analyze. /)7¢,
% - [
B. &rue / False To remain effective at detectmg worms, it is important for network telescopes to keep

‘their IP address ranges secret. [ I
|
|

\::——

v, il Vi T v f1NS 4 f

W IO*J \ LJl‘( 2. [4 points]: Which of the following hints appear in Butler Lampson’s “Hints for Computer System
Design” paper (reading #20), possibly in different words? Mark each True if it appears in the paper,
and False if it does not.

(Circle True or False for each choice.)

A / False Keep secrets in an implementation, hiding from clients aspects that might change.
B. True / False Implementations are more important than interfaces, because implementations determine
performatice.

f

C. True / @ On coding: don’t get it right, get it written; you can always fix it later.

D. True / E%{Kecp caches small: when in doubt, flush it out.
\ /“) | '

vliilapM (A4

3. [8 points]: Based on the paper “Why Cryptosystems Fail”, by Ross Anderson (reading #17), which
of the following are true?
(Circle True or False for each choice.)

A. ’Dée / False The paper argues that the traditional threat model for cryptosystems is wrong.

B. True / Fq}( The paper argues that secure systems cannot be designed the same way safety critical
systems are.

C. True / Faé ATM security breaches require that the thief determine both your account number and
PIN.

D. True / F@/se For one bank’s ATM network to provide access for a user from another bank, both banks
must know’the PIN key corresponding to the user.

Name: ; | L P
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A.
B.

C.

D.

A.

B.

A.

4. [8 points]: Based on the description of System R in the paper “The Recovery Manager of the
System R Database Manager” by Gray, McJones, et al. (reading #21), which of the following are true?
(Circle True or False for each choice.)

True / False RAM buffering of disk I/O helps ensure atomicity.

True / False Shadow copies, without a log, are sufficient to ensure atomicity in the presence of
concurrent transactions that both update the same file.

True / False A transaction is guaranteed to survive a crash once its log entry is written to memory.

True / False Uncommitted transactions may have issued writes before the last checkpoint. Therefore
checkpoints may include incomplete transactions.

5. [8 points]: Based on the paper “Beyond Stack Smashing: Recent Advances in Exploiting Buffer
Overruns”, by Pincus and Baker (reading #16), which of the following are true?
(Circle True or False for each choice.)

'h@e/l False By not allowing writes outside of the bounds of objects, Java eliminates all risk of attacks
based on stack smashing, assuming that the VM and any native libraries are bug free.

True / F?% Setting the permissions on the stack memory to prevent execution of code would foil

attacks based ofl “return into libc”.
. T ¢ / False Making the stack begin at a memory location chosen randomly at runtime would foil the

original stack smashing exploit.

¢’/ False Using function pointers presents additional opportunities for arc injection.

6. [8 points]: Based on the description of ObjectStore in the paper “The ObjectStore Database
System” by Lamb, Landis, et al. (reading #23), state whether each of the following is true or false.
(Circle True or False for each choice.)

True / False If an existing program, with its own implementation of lists and sets, wants to use

Obj?tore to make its data persistent, it must switch to ObjectStore’s list and set collections.
\ oS e S

B. (fh;e / False ObjectStore needs to know the location of all pointers in all persistent data structures.

C.

D.

True / E}{lse The caching prot!ocol' assumes the programmer will obtain a lock before modifying a
persistent object. !

True / False) The locking protocol always allows applications to execute concurrently, as long as they
are not accessing the same object.

Name:
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7. [8 points]: Based on the description of Porcupine in the paper “Manageability, Availability and
Performance in Porcupine: A Highly Scalable Tnternet Mail Service” by Saito, Bershad and Levy, state
whether each of the following is true or false.

(Circle True or False for each choice.)

A. True / F;i]\sTbe all of the servers storing mailbox fragments for some user are down, the system will

not be able.to accept new mail for that user. j
z NN )

e

B. / False Assume you have a large-scale Porcupine deployment, there are more cor concurrent users
than servers, and all users have s:rmlar usage patterns. Storing more mailbox fragments for each user
would reduce throughput. ‘ 20l A (D \

C. :I&'@e/! False A user that fetches but does not delete their mail from a Porcupine server twice in a row

can see d;?ent messages, even if no new messages are received.

D. True / e If one user’s mailbox fragment list is causing too much load on one server, Porcupine
can move just that user’s mailbox fragment list to another server.

V|

{

Tk

\z(‘/ _" ’

Cocser Q/c(m//zo it f

Name:
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II BLOP

Ben Bitdiddle is building a distributed gambling system called Ben’s Land Of Poker (BLOP). In BLOP, users
play hands of poker (c/ard ainst each other. Each user is given‘r@?ﬁismat the other users can’t
see. Three additional(publi ards (which can be seen by all users) are révealed one-by-one. Users place bets
in four rounds of betting, one after users receive their two cards, and one after each public card is revealed.
Bets are in dollars, are > 0, and are not more than a user’s remaining balance. At the end of the fourth round
of betting, the user with the best hand (according to the rules of poker) wins.

/
l

J
Each user in BLOP has an account with a balance that ;’s stored on’ one of BLOP’s servers. Different users
playing in a hand may have their accounts hosted on different servers. Between hands, users can add money
to an account with a credit card. BLOP credits a user’s account when that user wins a hand. BLOP withdraws
from a user’s account whenever the user places a bet. During a given hand, one server is appointed a leader
that is responsible for running the hand: it draws the cards, transfers money from users’ accounts to a central
pot that contains the money bet so far, and sends data to the clients. A

J / i
;‘P'

(f,‘" .."- ‘_‘ "1 ' / ')’
During a hand, clients talk only to the leader. The leader sends information about pubhc and private cards to
the clients, who connect from their own desktop machines, and also updates the balances of accounts stored
on the disk of the non-leader servers (the subordinates) and the balance of the pot stored locally on the leader’s
disk.

The pseudocode used by the leader is as follows:

run_hand:
// (1) beginning of hand
curPot = 0

write(pot,0) // store value of pot on disk

for each client c:
// handMsg tells clients about their cards
sendRPC handMsg (privateCards(c]) to c

for (round in [0..3])
// collectBets does one round of betting with clients,
// returning each of their bets
bets = collectBets(clients)

for each client c:

// servers is an array that stores the subordinate

// server for each client’s account data

sendRPC deductMsg(c, bets[c]) to servers(c]

curPot = curPot + bets|c]

write (pot, curPot) // update value of pot on disk

if (round != 3) // last round is just for betting
sendRPC handMsg (publicCards[round]) to c

winner = computeWinner (hands)

sendRPC deductMsg (winner, -curPot) to servers[winner]
// (2) end of hand

Name:
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The code to process deductMsg on each of the servers looks as follows:

deductMsg (account, amt):
prevBal = read(account)
if (prevBal > amt):
write(account, prevBal - amt)
else
write (account, 0)

Assume that the network uses a reliable (exactly once) RPC protocol to between the leader and the subordinate
servers, such that the leader waits to receive an acknowledgment to each sendRPC request before proceeding.
Also assume that write operations are atomic—that is, they either complete or do not complete, and after
they complete, balances are on disk.

Initially, Ben’s servers run a hand without using any transactions, logging, or special fault tolerance. If the
leader does not receive an acknowledgment to an RPC within two minutes, it tells the clients the hand is
aborted but takes no other recovery action. If the leader crashes, the clients eventually detect this and notify
the users that the hand has aborted. Initially, the leader performs no special action to recover after a crash.

During a hand, each client is given up to two minutes to place a bet. If they do not respond within two minutes
(either because they left the hand, or their machine crashed), they forfeit the hand and lose any money they
may have bet (play continues for the other clients in the hand.)

8. [6 points]: Which of the following could go wrong if one of the subordinate servers crashes in the
middle of a hand, assuming only one hand runs at a time:
(Circle True or False for each choice.)

A. True / False After the leader aborts the hand, and the failed subordinate restarts, it is possible for the
sum of all of the on-disk balances of the users in the hand to be greater than when the hand started.

B. True / False After the leader aborts the hand, and the failed subordinate restarts, it is possible for the
sum of all of the on-disk balances of the users in the hand to be less than when the hand started.

Name:
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Alyssa P. Hacker tells Ben that he should use transactions and two-phase commit in his implementation of
BLOP. He modifies BLOP so that reads and writes of the pot and of user accounts on the subordinates are
done as a part of a transaction coordinated with two-phase commit and logs. All log writes go directly to an
on-disk log. Ben’s scheme operates as follows:

e Prior to beginning a hand (before the comment labeled (1)), the leader writes a start of transaction (SOT)
log entry and sends each subordinate a BEGIN message. Each subordinate logs an SOT log entry.

e Prior to any update to the pot, the leader writes an UPDATE log entry. Prior to any update to a user
account balance, subordinates write an UPDATE log entry.

e At the end of a hand (at the comment labeled (2)), the leader sends each subordinate a PREPARE
message for the transaction. If the subordinate is participating in the transaction, it logs a PREPARED
log entry and sends a YES vote to the leader. If the subordinate is not participating in the transaction
(because, for example, it crashed and aborted the transaction before preparing), it sends a NO vote.

e If all subordinates vote YES, the leader logs a COMMIT log entry and sends a COMMIT message to
each of the subordinates. Subordinates log a COMMIT record and send an ACK message.

e Otherwise, the leader logs an ABORT log entry and sends a ABORT message to each of the subordi-
nates. Subordinates log an ABORT record, roll back the transaction, and send an ACK message.

Assume Alyssa’s additions to Ben’s code correctly implement two-phase commit, and that the system uses
the standard two-phase commit and log-based recovery protocols for handling and detecting both leader and
subordinate failures and recovery. Both two-phase commit and log-based recovery were discussed in lecture.
Two-phase commit is described in Section 9.6.3 of the course notes, and log-based recovery is described in
Section 9.3.3 and 9.3.4 of the course notes.

Ben also modifies his implementation so that if one of the subordinates doesn’t respond to a deductMsg
RPC, the leader initiates transaction abort.

Name:
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9. [9 points]:

Which of the following statements about the fault tolerance properties of Ben’s BLOP system with
two-phase commit are true?
(Circle True or False for each choice.)

A. True / False If a subordinate crashes after the leader has logged a COMMIT, and then the subordinate
completes recovery, and the leader notifies all subordinates of the outcome of the transaction, it is
possible for the sum of all of the balances of the users in the hand to be less than when the hand started.

B. True / False If the leader crashes before it has logged a COMMIT and then completes recovery and
notifies all subordinates of the outcome of the transaction, the sum of all of the balances of the users in
the hand is guaranteed to be equal to the sum of their balances when the hand started.

C. True / False If the leader crashes after one the subordinates has logged a PREPARE, it is OK for that
non-leader to commit the transaction, since the transaction must have completed on the subordinate.

10. [4 points]: Ben runs his system with 2 subordinates and 1 separate leader. Suppose that the
mean time to failure of a subordinate in Ben’s system is 1000 minutes, and the time for a subordinate
to recover is 1 minute, and that failures of nodes are independent. Assuming that each hand uses both
subordinates, and that the leader doesn’t fail, the availability of Ben’s system is approximately:

(Circle the BEST answer)

A. 499/500
B. 999/1000
C. 999/2000
D. 1/1000

Name:
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To increase the fault-tolerance of the system, Ben decides to add replication, where there are are two replicas
of each subordinate.

Ben’s friend Dana Bass suggests an implementation where one replica of each subordinate is appointed the
master. The leader sends messages only to masters, and each master sends the balance of any accounts it hosts
that were updated in a transaction to the other worker replica, after it receives the COMMIT message for that
transaction. Masters do not wait for an acknowledgment from their worker before beginning to process the
next transaction.

When a master fails, its worker can take over for it, becoming the master. When the failed replica recovers,
it simply copies the balance of all bank accounts from the new master and becomes the worker. Dana’s
implementation does nothing special to deal with the case where a COMMIT completes on a master and the
master fails before sending the transaction to the worker, which can result in the worker taking over without
learning about the most recent committed transaction.

11. [9 points]: Which of the following statements about this approach are true, assuming that failures
of masters and workers are independent, and that the leader node never fails:
(Circle True or False for each choice.)

A. True / False Dana’s approach improves the availability (that is, the probability that some subordinate
responds to deductMsg for a given client’s account) versus a non-replicated system, as long as the
worker node can take over for a failed master in less than the time it takes for the master to restart.

B. True / False Dana’s implementation ensures single-copy serializability, since a user can never see
results of hands that reveal that the system is replicated.

C. True / False Suppose Dana modifies her approach to have three replicas for each subordinate (two
workers and a master.) Compared to the the approach with two replicas per subordinate, this three node
approach has lower availability since the probability that one of the three replicas crashes is higher than
the probability that one of two replicas crashes in the original version.

Name:
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IIT BitPot

In order to back up your laptop’s files, you sign up with BitPot. BitPot is an Internet-based storage service.
They offer an RPC interface through which you can read and write named files. BitPot gives each of their
customers an identification number (cid, an integer). The RPC interface looks like:

putfile(cid, filename, content)
getfile(cid, filename) -> content

putfile () and getfile () send their arguments over a network connection to the BitPot server, and wait
for a reply.

BitPot provides a separate file namespace for each cid; forexample, getfile (1, "x") andgetfile(2,
"x") will retrieve different data. Neither BitPot nor getfile () /put£file () do anything special to pro-
vide security. Here is what the BitPot server’s RPC handlers do:

putfile_handler (cid, filename, content):
namel = "/customers/" + cid + "/" + filename
write content to file namel on the BitPot server’s disk
return a success indication

getfile_handler (cid, filename) :
namel = "/customers/" + cid + "/" + filename
if file namel exists on the BitPot server’s disk:
content = read file namel
return content
else:
return a failure indication

You are worried about the security of your files: that other people (perhaps even malicious BitPot employees)
might be able to read or modify your backup files without your permission.

Name:



6.033 Spring 2009, Quiz 3 Page 11 of 17

For all of the following questions, attackers have limited powers, including only the following:

e Observe any packet traveling through the network;

Modify any packet traveling through the network;

Send a packet with any content, including copies (perhaps modified) of packets observed on the net-
work;

Perform limited amounts of computation (but not enough to break cryptographic primitives);

Read and write the contents of the BitPot server’s disk (for attackers that are BitPot employees);

Observe or modify the behavior of the BitPot server’s software (for attackers that are BitPot employees);

Attackers have no powers not listed above. For example, an attacker cannot guess a cryptographic key; cannot
guess the content of the files on your laptop; cannot observe or modify computations on your laptop; and
cannot exploit buffer overruns or other bugs on your laptop or BitPot’s servers (such as manipulating path
names used to read and write files).

You should assume that there are no failures (except to the extent that the attacker’s powers allow the attacker
to do things that might be construed as failures).

Name:
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Scheme One

You decide to encrypt each file you send to BitPot with a key that only you know, using a shared-secret cipher
(see section 11.4.2 “Properties of ENCRYPT and DECRYPT” in the course notes). When you want to back up
a file to BitPot, you call backupl ():

backupl (filename) :
plaintext = read contents of filename from your laptop’s disk
ciphertext = ENCRYPT (plaintext, K)
putfile (cid, £filename, ciphertext)

and when you need to retrieve a file from BitPot, you call retrievel ():

retrievel (filename) :
ciphertext = getfile(cid, filename)
plaintext = DECRYPT (ciphertext, K)
print plaintext

cid is your BitPot customer ID and K is your cipher key.

Only you and your laptop know K. ENCRYPT and DECRYPT withstand all the attacks mentioned in 11.4.2.

12. [8 points]: Which of the following are true about Scheme One?
(Circle True or False for each choice.)

A. True / False retrievel (£) will return exactly the same data that your most recent completed call
to backupl (£) for the same £ read from your laptop’s disk, despite anything an attacker might do.

B. True / False Eavesdroppers watching packets on the network may see ciphertext but are very unlikely
to be able to figure out the plaintext content of your files.

C. True / False BitPot’s employees may see ciphertext but are very unlikely to be able to figure out the
plaintext content of your files.

D. True / False If someone modifies one of the files BitPot stores for you, retrievel () is guaranteed
to print random data (or to signal an error).

Name:
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Scheme Two

Your friend Belyssa says you need to use authentication, using SIGN and VERIFY as described in section
11.3.4 of the course notes. She’s not sure quite how best to do this, and suggests the following plan.

Belyssa’s plan operates at the RPC layer, beneath putfile () /getfile (). The client (your laptop) and
the server (BitPot) each have a shared-secret signing key (Kc and Ks, respectively). Each SIGNs each RPC
message it sends, and VERIFYs each RPC message it receives. Each of them ignores any received message
that doesn’t verify. For simplicity, assume there is only one client and only one server, so that the server
doesn’t have to manage a table of per-client keys. The client and server both know both Kc and Ks.

// client putfile() and getfile() send requests like this:
send_request (msg) :

T = SIGN (msg, Kc)

send {msg, T} to BitPot

// the server calls this with each incoming network message:
receive_request (msg, T):
if VERIFY (msg, T, Kc) == ACCEPT:
result = call putfile_handler() or getfile_handler()
send_reply (result)
else:
// ignore the request

send_reply (msqg) :
T = SIGN(msg, Ks)
send {msg, T} to client

// the client calls this with each incoming network message:
receive_reply(msg, T):
if VERIFY (msg, T, Ks) == ACCEPT:
process msg (i.e. tell getfile() or putfile() about the reply)
else:
// ignore the reply

Name:
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Only your laptop and BitPot’s server know Kc and Ks. SIGN and VERIFY withstand all the attacks men-
tioned in 11.3.4.

You execute the following procedure on your laptop using Scheme Two:

test () :

write "aaaa" to file xx
backupl (xx)

write "bbbb" to file yy
backupl (yy)

write "ccce" to file yy
backupl (yy)

retrievel (yy)

That is, you back up file xx, then you back up two different versions of yy, then you retrieve yy. test ()
will print a value (from the call to retrievel ()).

13. [7 points]: Which of the following values is it possible for test to print?
(Circle ALL that apply)

A. aaaa
B. bbbb
C. cccc

D. (*".”7) insert witty message here (7.7)

Name:



6.033 Spring 2009, Quiz 3 Page 15 of 17

Scheme Three

Your other friend, Allen, is uneasy about the properties of Belyssa’s scheme. He proposes eliminating
Belyssa’s changes, and instead SIGNing and VERIFYing only in the backup and retrieve procedures.

Allen’s new backup (called backup2 ()) includes SIGN’s authentication tag in the “content” it sends to
BitPot, and Allen’s new retrieve extracts and VERIFYs the tag from the data sent by BitPot.

backup2 (filename) :
plaintext = read contents of filename from your laptop’s disk
ciphertext = ENCRYPT (plaintext, K)
T = SIGN (ciphertext, Kx)
what = {ciphertext, T}
putfile(cid, filename, what)

retrieve2 (filename) :

what = getfile(cid, filename)

{ciphertext, T} = what

if VERIFY (ciphertext, T, Kx) == ACCEPT:
plaintext = DECRYPT (ciphertext, K)
print plaintext

else:
// ignore the getfile reply

K is the shared-secret cipher key from Scheme One, which only you and your laptop know. Kx is a shared-
secret signing key known only to you and your laptop.

You execute the following procedure on your laptop using Scheme Three. (This is the same procedure as for
the previous question, but uses backup?2 () and retrieve?2 ()).

test2():
write "aaaa" to file xx
backup?2 (xx)

write "bbbb" to file yy
backup?2 (yy)

write "cccc" to file yy
backup2 (yy)

retrieve2 (yy)

Name:
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14. [7 points]: Which of the following values is it possible for test2 to print?

(Circle ALL that apply)
A. aaaa
B. bbbb
C. cccc
D. (*.”) insert witty message here (~.7)

Name:
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IV Systems Design Experience

There are known knowns.
There are things we know
that we know.

There are known unknowns.
That is to say
There are things that we now know
we don’t know.

But there are also unknown unknowns,
There are things we do not know
we don’t know.

15. [2 points]: The aforementioned quote is highly applicable to the design of large computer systems.
According to the guest lecture on May 11, who first uttered this sage advice?
(Circle the BEST answer)

Albert Einstein
Butler Lampson

. Mahatma Gandhi

O 0 R P

. Donald Rumsfeld

End of Quiz III

Please ensure that you wrote your name on the front of the quiz,
and circled your recitation section number.

Name:
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1. [4 points]: Based on the description of the Witty worm in “Exploiting Underlying Structure for
Detailed Reconstruction of an Internet-Scale Event”, by Kumar, Paxson and Weaver (reading #18),
which of the following are true?

(Circle True or False for each choice.)
True / False Bugs in the worm’s design made Witty's behavior harder to analyze.
Answer: False. Bugs made it easier to analyze.
True / False To remain effective at detecting worms, it is important for network telescopes to keep
their IP address ranges secret.

Answer: True. Otherwise worms that scan the TP address space could leave out known telescope
ranges.

2. [4 points]: Which of the following hints appear in Butler Lampson's “Hints for Computer System
Design” paper (reading #20), possibly in different words? Mark each True if it appears in the paper,
and False if it does not.

(Circle True or False for each choice.)
True / False Keep secrets in an implementation, hiding from clients aspects that might change.
Answer: True. Section 2.4 of the paper.
True / False Implementations are more important than interfaces, because implementations determine
performance.

Answer: False,
True / False On coding: don't get it right, get it written; you can always fix it later.
Answer: False,

True / False Kcep caches small: when in doubt, flush it out.

Answer: False.
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3. [8 points]: Based on the paper “Why Cryptosystems Fail”, by Ross Anderson (reading #17), which
of the following are true?

(Circle True or False for each choice.)
True / False The paper argues that the traditional threat model for cryptosystems is wrong.

Answer: True.

. True / False The paper argues that sccure systems cannot be designed the same way safety critical

systems are.
Answer: False. The paper argues that these can be designed the same way, making specific reference
to models for designing planes and trains.

. True / False ATM security breaches require that the thief determine both your account number and

PIN.

Answer: False. Many of the examples in the paper involve other kinds of attacks at various stages of
the ATM’s processing.

True / False For one bank's ATM network to provide access for a user from another bank, both banks
must know the PIN key corresponding lo the user.

Answer: False. The PIN key is kept local to the bank.

4. [8 points]: Based on the description of System R in the paper “The Recovery Manager of the

System R Database Manager” by Gray, McJones, et al. (reading #21), which of the following are true?
(Circle True or False for each choice.)

True / False RAM buffering of disk I/O helps ensure atomicity.

Answer: False. Buffering makes atomicity more complex.

True / False Shadow copies, without a log, are sufficient lo ensure atomicity in the presence of

concurrent transactions that both update the same file.

Answer: False. System R requires the incremental log to ensure transaction consistency after a crash,

True / False A transaction is guaranteed to survive a crash once its log entry is wrilten to memory.

Answer: False. The log entry is not stable until written to disk.

. True / False Uncommitted transactions may have issued writes before the last checkpoint. Therefore

checkpoints may include incomplete transactions.

Answer: True.
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5. [8 points): Based on the paper “Beyond Stack Smashing: Recent Advances in Exploiting Buffer
Overruns”, by Pincus and Baker (reading #16), which of the following are true?
(Circle True or False for each choice.)

True / False By not allowing writes outside of the bounds of objects, Java climinates all risk of attacks
based on stack smashing, assuming that the VM and any native libraries are bug free.

Answer: True.

True / False Setting the permissions on the stack memory to prevent execution of code would foil
attacks based on “return into libc”.

Answer: False, The “return into libc” attack executes preexisting functions (i.e., system() ), which
do not reside on the stack,

. True / False Making the stack begin at a memory location chosen randomly at runtime would foil the

original stack smashing exploil.

Answer: True.

True / False Using function pointers presents additional opportunities for arc injection.

Answer: True,

6. [8 points): Based on the description of ObjectStore in the paper “The ObjectStore Database
System” by Lamb, Landis, et al. (reading #23), state whether each of the following is true or false.
(Circle True or False for each choice.)

True / False If an existing program, with its own implementation of lists and sets, wants to use
ObjectStore to make its data persistent, it must switch to ObjectStore’s list and set collections.

Answer: False.

True / False ObjectStore needs to know the location of all pointers in all persistent data structures,
Answer: True.

True / False The caching protocol assumes the programmer will obtain a lock before modifying a
persistent object.

Answer: False.

True / False The locking protocol always allows applications to execute concurrently, as long as they
are nol accessing the same object.

Answer: False. Locking is performed on a page granularity in ObjectStore, hence no two locked
objects in the same page may be accessed concurrently.
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7. [8 points]: Based on the description of Porcupine in the paper “Manageability, Availability and
Performance in Porcupine: A Highly Scalable Internet Mail Service™ by Saito, Bershad and Levy, state

whether each of the following is true or false.
(Circle True or False for each choice.)

True / False If all of the servers storing mailbox fragments for some user are down, the system will
not be able to accept new mail for that user.

Answer: False. The syslem may write incoming mail to new fragments on alternate servers.,
True / False Assume you have a large-scale Porcupine deployment, there are more concurrent users

than servers, and all users have similar usage patterns. Storing more mailbox fragments for each user
would reduce throughput.

Answer: True. Reading and writing to additional servers will require more disk accesses, and more
queries when fetching mail for a user.

. True / False A user that fetches but does not delete their mail from a Porcupine server twice in a row

can see different messages, even if no new messages are received.

Answer: True. Messages are propagated “lazily” in Porcupine, and may take some time to be com-
municated between servers.

. True / False If one user's mailbox fragment list is causing too much load on one server, Porcupine

can move just that user’s mailbox fragment list to another server.

Answer: False. Fragment lists are mapped to servers al a coarser granularity than individual users,
and hence users cannot be moved individually.
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II BLOP

Ben Bitdiddle is building a distributed gambling system called Ben's Land OF Poker (BLOP). In BLOP, users
play hands of poker (cards) against each other. Each user is given two private cards that the other users can’t
see. Three additional public cards (which can be seen by all users) are revealed one-by-one. Users place bets
in four rounds of betting, one after users receive their two cards, and one after each public card is revealed.
Bets are in dollars, are > 0, and are not more than a user’s remaining balance. At the end of the fourth round
of betting, the user with the best hand (according to the rules of poker) wins.

Each user in BLOP has an account with a balance that is stored on one of BLOP's servers. Different users
playing in a hand may have their accounts hosted on different servers. Between hands, users can add money
to an account with a credit card. BLOP credits a user's account when that user wins a hand. BLOP withdraws
from a user's account whenever the user places a bet. During a given hand, one server is appointed a leader
that is responsible for running the hand: it draws the cards, transfers money from users’ accounts to a central
pot that contains the money bet so far, and sends data to the clicnts.

During a hand, clients talk only to the leader. The leader sends information about public and private cards to
the clients, who connect from their own desktop machines, and also updates the balances of accounts stored
on the disk of the non-leader servers (the subordinates) and the balance of the pot stored locally on the leader’s
disk.

The pseudocode used by the leader is as follows:

run_hand:
// (1) beginning of hand
curPot = 0
write(pot,0) // store value of pot on disk

for each client c:
// handMsg tells clients about their cards
sendRPC handMsg (privateCards[c]) to c

for (round in [0..3])
// collectBets does one round of betting with clients,
// returning each of their bets
bets = collectBets(clients)

for each client c:

// servers is an array that stores the subordinate

1 server for each client’s account data

sendRPC deductMsg(c, bets[c]) to servers(c]

curPot = curPot + bets|c]

write (pot, curPot) // update value of pot on disk

if (round != 3) // last round is just for betting
sendRPC handMsg(publicCards[round]) to ¢

winner = computeWinner (hands)
sendRPC deductMsg(winner, -curPot) to servers[winner]
// (2) end of hand
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The code to process deductMsg on cach of the servers looks as follows:

deductMsg (account, amt):
prevBal = read(account)
if (prevBal > amt):
write (account, prevBal - amt)
else
write (account, 0)

Assume that the network uses a reliable (exactly once) RPC protocol to between the leader and the subordinate
servers, such that the leader waits to receive an acknowledgment to each sendRPC request before proceeding.
Also assume that write operations are atomic—that is, they either complele or do not complete, and after
they complete, balances are on disk.

Initially, Ben's servers run a hand without using any transactions, logging, or special fault tolerance. 1f the
leader does not receive an acknowledgment to an RPC within two minutes, it tells the clients the hand is
aborted but takes no other recovery action. If the leader crashes, the clients eventually detect this and notify
the users that the hand has aborted. Initially, the leader performs no special action to recover after a crash,

During a hand, each client is given up to two minutes to place a bet. If they do not respond within two minutes
(either because they left the hand, or their machine crashed), they forfeit the hand and lose any money they
may have bet (play continues for the other clients in the hand.)

8. [6 points]: Which of the following could go wrong if one of the subordinate servers crashes in the
middle of a hand, assuming only one hand runs at a time:
(Circle True or False for each choice.)

A. True / False After the leader aborts the hand, and the failed subordinate restarts, it is possible for the
sum of all of the on-disk balances of the users in the hand to be greater than when the hand started.
Answer: False. The leader only deducts from user accounts during the hands.

B. True / False After the leader aborts the hand, and the failed subordinate restarts, it is possible for the
sum of all of the on-disk balances of the users in the hand to be less than when the hand started.

Answer: True.
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Alyssa P. Hacker tells Ben that he should use transactions and two-phase commit in his implementation of
BLOP. He modifies BLOP so that reads and writes of the pot and of user accounts on the subordinates arc
done as a part of a transaction coordinated with two-phase commit and logs. All log writes go directly to an
on-disk log. Ben's scheme operates as follows:

« Priorto beginning a hand (before the comment labeled (1)), the leader writes a start of transaction (SOT)
log entry and sends each subordinate a BEGIN message. Each subordinate logs an SOT log entry.

 Prior to any update to the pot, the leader writes an UPDATE log entry. Prior to any update to a user
account balance, subordinates write an UPDATE log entry.

» At the end of a hand (at the comment labeled (2)), the leader sends cach subordinate a PREPARE
message for the transaction. If the subordinate is participating in the transaction, it logs 1« PREPARED
log entry and sends a YES vote to the leader. If the subordinate is not participating in the transaction
(because, for example, it crashed and aborted the transaction before preparing), it sends a NO vote.

» If all subordinates vote YES, the leader logs a COMMIT log entry and sends a COMMIT message to
each of the subordinates. Subordinates log a COMMIT record and send an ACK message.

o Otherwise, the leader logs an ABORT log entry and sends a ABORT message to each of the subordi-
nates. Subordinates log an ABORT record, roll back the transaction, and send an ACK message.

Assume Alyssa's additions to Ben's code correctly implement two-phase commit, and that the system uscs
the standard two-phase commit and log-based recovery protocols for handling and detecting both leader and
subordinate failures and recovery. Both two-phase commit and log-based recovery were discussed in lecture.
Two-phase commit is described in Section 9.6.3 of the course notes, and log-based recovery is described in
Section 9.3.3 and 9.3.4 of the course notes.

Ben also modifies his implementation so that if one of the subordinales doesn’t respond 1o a deductMsg
RPC, the leader initiates transaction abort.
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9. [9 points]:

Which of the following statements about the fault tolerance properties of Ben's BLOP system with
two-phase commit are true?
(Circle True or False for each choice.)

. True / False If a subordinate crashes after the leader has logged a COMMIT, and then the subordinate

completes recovery, and the leader notifies all subordinates of the outcome of the transaction, it is
possible for the sum of all of the balances of the users in the hand 1o be less than when the hand started.

Answer: False. All the subordinates will COMMIT, they will all complete their updates as directed
by run_hand, and run_hand ensures that the sum of the balances ends up unchanged.

. True / False If the leader crashes before it has logged a COMMIT and then completes recovery and

notifies all subordinates of the outcome of the transaction, the sum of all of the balances of the users in
the hand is guaranteed to be equal to the sum of their balances when the hand started,

Answer: True, In both the COMMIT and ABORT cases, the sum remains the same,

C. True / False If the leader crashes after one the subordinates has logged a PREPARE, it is OK for that
non-leader to commit the transaction, since the transaction must have completed on the subordinate.
Answer: False. It is only safe for a subordinate to commit if all subordinates vote YES.

10. [4 points]: Ben runs his system with 2 subordinates and | separate leader. Suppose that the

mean time to failure of a subordinate in Ben's system is 1000 minutes, and the time for a subordinate

to recover is 1 minute, and that failures of nodes are independent. Assuming that each hand uses both

subordinates, and that the leader doesn’t fail, the availability of Ben's system is approximately:
(Circle the BEST answer)

A, 499/500

B. 999/1000

C. 999/2000

D. 171000

Answer:  499/500. To a first approximation one or the other subordinate will be unavailable for 2
minutes out of 1000.
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To increase the fault-tolerance of the system, Ben decides to add replication, where there are are two replicas
of cach subordinate.

Ben's friend Dana Bass suggests an implementation where one replica of each subordinate is appointed the
master. The leader sends messages only to masters, and each master sends the balance of any accounts it hosts
that were updated in a transaction to the other worker replica, after it receives the COMMIT message for that
transaction. Masters do not wait for an acknowledgment from their worker before beginning to process the
next transaction,

When a master fails, its worker can take over for it, becoming the master. When the failed replica recovers,
it simply copies the balance of all bank accounts from the new master and becomes the worker. Dana's
implementation does nothing special to deal with the case where a COMMIT completes on a master and the
master fails before sending the transaction to the worker, which can result in the worker taking over without
learning about the most recent committed transaction.

11. [9 points]: Which of the following statements about this approach are true, assuming that failures
of masters and workers are independent, and that the leader node never fails:
(Circle True or False for each choice.)

A. True / False Dana's approach improves the availability (that is, the probability that some subordinate
responds to deductMsg for a given client's account) versus a non-replicated system, as long as the
worker node can take over for a failed master in less than the time it takes for the master to restart.

Answer: True,

B. True / False Dana's implementation ensures single-copy serializability, since a user can never see
results of hands that reveal that the system is replicated.

Answer: False. For example, suppose a master fails after replying to a COMMIT for a balance
deduction but before sending the updated balance to the worker. The worker will then take over as
master with a balance that is too high. This could not have happened in the non-replicated system.

C. True / False Suppose Dana modifies her approach to have three replicas for each subordinate (two
workers and a master.) Compared to the the approach with two replicas per subordinate, this three node
approach has lower availability since the probability that one of the three replicas crashes is higher than
the probability that one of two replicas crashes in the original version.

Answer: False. The system has higher availability, since it is available if any one of the three replicas
is alive.
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IIT  BitPot

In order to back up your laptop’s files, you sign up with BitPot. BitPot is an Internet-based storage service.
They offer an RPC interface through which you can read and write named files. BitPot gives each of their
customers an identification number (cid, an integer). The RPC interface looks like:

putfile(cid, filename, content)
getfile(cid, filename) -> content

putfile() andgetfile () send their arguments over a network connection to the BitPot server, and wait
for a reply.

BitPot provides a separate file namespace for each cid; forexample, get file (1, "x") andgetfile(2,
"x*) will retrieve different data. Neither BitPot nor get £ile () /putfile () do anything special to pro-
vide security. Here is what the BitPot server's RPC handlers do:

putfile_handler (cid, filename, content):
namel = "/customers/" + cid + "/" + filename
write content to file namel on the BitPot server’s disk
return a success indication

getfile_handler (cid, filename):
namel = "/customers/" + cid + "/" + filename
if file namel exists on the BitPot server’s disk:
centent = read file namel
return content
else:
return a failure indication

You are worried about the security of your files: that other people (perhaps even malicious BitPot employees)
might be able to read or modify your backup files without your permission.
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For all of the following questions, attackers have limited powers, including only the following:

o Observe any packet traveling through the network;
+ Modify any packet traveling through the network;

o Send a packet with any contenl, including copies (perhaps modified) of packets observed on the net-
work;

« Perform limited amounts of computation (but not enough to break cryptographic primitives);
o Read and write the contents of the BitPot server's disk (for attackers that are BitPol employees);

* Observe or modify the behavior of the BitPot server's software (for attackers that are BitPot employees),

Attackers have no powers not listed above. For example, an attacker cannot guess a cryptographic key; cannot
guess the content of the files on your laptop; cannot observe or modify computations on your laptop; and
cannot exploit buffer overruns or other bugs on your laptop or BitPot's servers (such as manipulating path
names used to read and write files).

You should assume that there are no failures (except to the extent that the attacker’s powers allow the altacker
to do things that might be construed as failures).
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Scheme One

You decide to encrypt each file you send to BitPot with a key that only you know, using a shared-secret cipher
(see section 11.4.2 “Properties of ENCRYPT and DECRYPT" in the course notes), When you want to back up
a file to BitPot, you call backupl ():

backupl (filename) :
plaintext = read contents of filename from your laptop'’s disk
ciphertext = ENCRYPT(plaintext, K)
putfile(cid, filename, ciphertext)

and when you need to retrieve a file from BitPot, you call retrievel ():

retrievel (filename) :
ciphertext = getfile(cid, filename)
plaintext = DECRYPT (ciphertext, K)
print plaintext

cid is your BitPot customer ID and K is your cipher key.

Only you and your laptop know K, ENCRYPT and DECRYPT withstand all the attacks mentioned in 11.4.2,

12. [8 points): Which of the following are true about Scheme One?
(Circle True or False for each choice.)

A. True / False retrievel (f) will return exactly the same data that your most recent completed call
to backupl (£) for the same £ read from your laptop’s disk, despite anything an attacker might do.
Answer:  False. For example, if an attacker modifies the conlents your data on BitPot's disks,
retrievel () will produce something other than the original content of your file.

B. True / False Eavesdroppers watching packets on the network may see ciphertext but are very unlikely
to be able to figure out the plaintext content of your files.

Answer: True.

C. True / False BitPol's employees may see ciphertext but are very unlikely to be able to figure out the
plaintext content of your files.
Answer: True,

D. True / False If someone modifies one of the files BitPot stores for you, retrievel () is guaranteed
to print random data (or to signal an error),

Answer: False, For example, suppose you back up two files to BitPot, f1 and 2. If a malicious
BitPot employee copies /customers/cid/f1 to /customers/cid/f2, then retrievel (£2) will yield the
backed-up content of f1.
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Scheme Two

Your friend Belyssa says you need to use authentication, using SIGN and VERIFY as described in section
11.3.4 of the course notes. She's not sure quite how best to do this, and suggests the following plan.

Belyssa's plan operates at the RPC layer, beneath put file () /getfile (). The client (your laptop) and
the server (BitPot) each have a shared-secret signing key (Kc and Ks, respectively). Each SIGNs each RPC
message it sends, and VERIFYs each RPC message it receives. Each of them ignores any received message
that doesn't verify. For simplicity, assume there is only one client and only one server, so that the server
doesn't have to manage a table of per-client keys. The client and server both know both Kc and Ks.

// client putfile() and getfile() send requests like this:
send_request (msg) :

T = SIGN(msg, Kc)

send {msg, T} to BitPot

// the server calls this with each incoming network message:
receive_request (msqg, T):
if VERIFY(msg, T, Kc) == ACCEPT:
result = call putfile_handler() or getfile_handler ()
send_reply (result)
else:
// ignore the request

send_reply (msqg) :
T = SIGN(msg, Ks)
send {msg, T} to client

// the client calls this with each incoming network message:
receive_reply(msg, T):
if VERIFY (msg, T, Ks) == ACCEPT:
process msg (i.e. tell getfile() or putfile() about the reply)
else:
// ignore the reply
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Only your laptop and BitPot’s server know Kc and Ks. SIGN and VERIFY withstand all the attacks men-
tioned in 11.3.4.

You execute the following procedure on your laptop using Scheme Two:

test():

write "aaaa" to file xx
backupl (xx)

write "bbbb" to file yy
backupl (yy)

write "cccc" to file yy
backupl (yy)

retrievel (yy)

That is, you back up file xx, then you back up two different versions of yy, then you retrieve yy. test ()
will print a value (from the call to retrievel ()).

13. [7 points]: Which of the following values is it possible for test to print?
(Circle ALL that apply)
A, aaaa

Answer: aaaa is possible. A BitPot employee could copy the backed up xx to the backed up yy.

B. bbbb
Answer: bbbb is possible. A BitPot employee could save the old backed up yy and copy it to the
backed up yy after the final backupl (yy).

C. ceccc

Answer: cccc is possible.

D. (".") insert witty message here (".")

Answer: The properties of SIGN/VERIFY and ENCRYPT/DECRYPT allow this possibility for at-
tackers who are BitPot employees. However, with practical implementations of ENCRYPT/DECRYPT,
it might be difficult for an attacker to produce this result.
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Scheme Three

Your other friend, Allen, is uneasy about the propertics of Belyssa's scheme. He proposes eliminating
Belyssa's changes, and instead SIGNing and VERIFYing only in the backup and retrieve procedures.

Allen’s new backup (called backup2 ()) includes SIGN’s authentication tag in the “content™ it sends to
BitPot, and Allen’s new retrieve extracts and VERIFYs the tag from the data sent by BitPot.

backup2(filename) :
plaintext = read contents of filename from your laptop’s disk
ciphertext = ENCRYPT(plaintext, K)
T = SIGN(ciphertext, Kx)
what = {ciphertext, T)
putfile(cid, filename, what)

retrieve2 (filename) :

what = getfile(cid, filename)

{ciphertext, T) = what

if VERIFY (ciphertext, T, Kx) == ACCEPT:
plaintext = DECRYPT (ciphertext, K)
print plaintext

else:
// ignore the getfile reply

K is the shared-secret cipher key from Scheme One, which only you and your laptop know. Kx is a shared-
secrel signing key known only to you and your laptop.

You execute the following procedure on your laptop using Scheme Three. (This is the same procedure as for
the previous question, but uses backup2 () and retrieve2 ().

test2():

write "aaaa" to file xx
backup2 (xx)

write "bbbb" to file yy
backup2 (yy)

write "cccc" to file yy
backup2 (yy)

retrieve2 (yy)
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14. [7 points]: Which of the following values is it possible for test2 to print?
(Circle ALL that apply)
A. aaaa
Answer: aaaa is possible; the example from the previous question works.
B. bbbb
Answer: bbbb is possible; the example from the previous question works.
C. ccec
Answer: cccc is possible.
D. (".") insert witty message here (~.7)

Answer: not possible. The VERIFY in retrieve2 () will reject any content not previously signed
by the laptop.
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IV Systems Design Experience

There are known knowns.
There are things we know
that we know.

There are known unknowns,
That is to say
There are things that we now know
we don't know.

But there are also unknown unknowns,
There are things we do not know
we don't know.

15. [2 points]: The aforementioned quote is highly applicable to the design of large computer systems.
According to the guest lecture on May 11, who first uttered this sage advice?
(Circle the BEST answer)

A. Albert Einstein
B. Butler Lampson
C. Mahatma Gandhi

D. Donald Rumsfeld
Answer: Donald Rumsfeld.

End of Quiz III



