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Ignoring Actors of a Controversy

The cartography ofconn‘ovc;'ies, developed by Bruno Latour, is a method for describing
controversies. One of Latour’s assistants, Tommaso Venturini, writes in “Diving in Magma” that
the cartography method stresses the importance of giving attention to every actor, or participant,

—_—
in any controversy being described. Interestingly, when describing the scientific work of Louis
Pasteur, Latour fails to follow his own method and neglects mentioning the role 1h-}lu.thnz.a.:mr_s
played. As first demonstrated in Latour’s description of Pasteur, ignoring actors distorts the
reader’s understanding of the controversy. Failure to pay attention to all actors - especially in
ongoing issues - is harmful because it makes readers take certain facts for granted and steers the
uulcomffﬂf_@lm\versy. Ty

In his piece “Give Me a Laboratory and I Will Raise the World,” Latour distorts the
reader’s understanding of Pasteur by failing to properly mention all the actors who made possible
his discoveries. During the nineteenth century, Pasteur contributed to the development of germ
theory, studied the cause of anthrax, and created a vaccine for it. However, another
microbiologist Robert Koch had already determined the cause of anthrax, while Jean-Joseph
Toussaint had created an earlier form of the vaccine (Auyang). Pasteur built on the work of these
individuals, yet Latour only mentions Koch’s contribution briefly in a parenthetical citation:
“The spore of the bacillus (shown by Koch) is the translation through which dormant fields
can suddenly become infectious™ (Latour 145), Latour never mentions Toussaint. Furthermore,
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Latour often praises Pasteur’s ability to grow visible bacteria colonies as a milestone of biology
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while only briefly referencing Koch, who had invented the solid media on which Pasteur grew
his bacteria. Latour did not follow his prescribed method of examining all the actors. The reason
for all these omissions was his desire to showcase the importance of the laboratory. Indeed, the
laboratory is one level to examine. However, according to Venturini, there are many levels to
study a controversy from, and “a thorough observation is impossible without the superimposition
of a variety of layers™ (Venturini 15). By treating the lab as the only unit to study, Latour ignores
the impact of other actors. Scientific knowledge is communal, but when the contributions of
others are unrecognized, readers are left with an idolized view of Pasteur, rather than the correct
understanding that Pasteur was the product of circumstances and forces of that era.

In addition to ignoring those who made possible Pasteur’s work, Latour ignores actors
ww. Latour describes only Pasteur while making minimal mentions of

'——-‘-‘—.—‘—‘—'—\_

his competitors. Therefore, in the reader’s mind, competitors simply did not exist. However,
there were actually challenges to Pasteur at every stage of his work, For instance, germ theory
had To displace the theory of miasma, which had been dominant for centuries. Also, Pasteur's

= I
methods for investigating the cause of anthrax and for making vaccine were criticized by Koch.

Koch’s criticism convinced Pasteur to test his anthrax on sheep in another country - Germany;
the vaccine failed the first few times due to botched technique (Auyang). Latour ignored all these
challenges raised by the other actors. A controversy in science can be defined as the struggle for
knowledge to overcome challenges and be accepted. Indeed, social scientists advocate the study
of controversy because “translation of private lab work to a public domain is just what happens
in controversy” (Schaffer 186). By ignoring the opposing actors, Latour omits all these parts of
the controversy. He thus reduces the reader’s understanding of the battles that Pasteur had to

win. The reader is now more likely to take Pasteur’s discoveries for granted. The lack of
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challenges by other actors in Latour’s account may even convince readers that Pasteur’s
discoveries were somewhat inevitable, which at the time clearly not the case.

Latour’s failure to examine all the actors has two disadvantages. Ignoring the supporting
actors distorts knowledge of the situation, specifically through inflating reputations. Ignoring the
opposing actors reduces understanding of how scientific knowledge is accepted. Unfortunately,
the controversy of Pasteur is one in which the debate has been closed; the debate’s relevance to
modern society is now minimal. However, the importance of paying attention to all the actors
can be seen when applied to controversies with huge implications for the future.

Consider the debate between Thomas Hobbes and Robert Boyle concerning the

legitimacy of experimental science, as described in Leviathan and the Air-Pump by Steven

Shapin and Simon Schaffer. Boyle believed that scientific knowledge could be produced through
experiments involving machines. Hobbes believed that only philosophy, logic, geometry, and
direct observation should produce science. Hobbes distrusted the experimental machine as a
black box and feared being told what was correct by the machines. He also felt that the few
people who knew how to use the machine would become *masters of science™ and that science
was private and esoteric (Shapin et al.). People today take it for granted that experimental
science is valid. To them, the value of performing experiments is self-evident, but it was not so
for people in the 1600s, However, by presenting all the actors involved, Shapin and Schaffer
make readers ask questions like, “Was science public or private back then? Was it okay to rely
on machines for knowledge?” These types of questions lead to ones like “Is science public or
private now?” and “Is it still okay to rely on machines for knowledge?" Despite having been
decided long ago, this controversy still remains incredibly relevant to the concerns of society

because some issues, like how to do science, remain the same, According to Venturini, “quarrels

are so interesting for social sciences, because they open up black boxes, things and ideas that
would otherwise be taken for granted” (Venturini 9). If Shapin and Schaffer had hypothetically
only presented Boyle's beliefs and ignored the other actors, readers would possess a limited view
of what happened then and less insight into what is happening now.

The importance of paying attention to all actors is seen especially in controversies that
are ongoing. The goal of research into controversy is to just describe all the views of the different
actors with as little bias as possible. Venturini claims that “objectivity can be pursued only by
multiplying the points of observation™ (Venturini 4). By ignoring certain actors and their effects,
the researcher biases his description of the controversy and risks steering it toward closure.
However, Venturini states that “the role that research should play in collective disputes is not of
steering their closure” (Venturini 19). A controversy should belong to the actors who started it
and who have staked their livelihoods in it; it should not be decided by some external observer.
Consider issues like global warming or genetically modified organisms (GMOs). If the
researcher presents a biased description of those issues, he risks shifting public opinion towards
what he believes is important and not what actually is important. The outcome is no longer
determined just by the merits of each side, which could be disastrous in cases as critical as global
warming or GMOs. The only responsible way for the researcher to avoid artificially changing the
outcome is to give attention to every actor. Ironically, social scientists encounter the same age-
old problem that scientists of natural phenomena face, namely how to observe something without
affecting it.

The cartography of controversies stresses the importance of studying all the actors
involved. Latour's failure to adhere to this method in his account of Pasteur significantly distorts

the reader’s opinion of Pasteur and limits the reader’s understanding of the circumstances of the



time. People today often take scientific outcomes for granted if they were produced centuries
ago. Only by focusing on all the actors is it possible for readers to see each controversy as it was
back then: a crucible of competing theories with no certain outcome. Additionally, paying
attention to every actor is the only way for researchers to avoid steering the outcomes of
controversies, which is not their role. It is most important to follow these principles when
studying controversies with potentially wide-ranging implications. Showing all the actors
permits discussion of all aspects of the controversy and ensures that no aspect is ignored. This is

the proper way to document and decide controversies.

Works Cited

Auyang, Sunny Y. “Reality and Politics in the War on Infectious Diseases.” Creating
Technology. N.p., n.d. Web. 4 Oct 2011.
<http://www.creatingtechnology.org/biomed/germs.htm>.

Latour, Bruno. “Give Me a Laboratory and I Will Raise the World.” Science Observed. (1983):
141-170. Print.

Schaffer, Simon. “The Eighteenth Brumaire of Bruno Latour.” Studies in History and Philosophy
of Science. 22, (1991): 174-192. Print.

Shapin, Steven, and Simon Schaffer. Leviathan and the Air-Pump, Hobbes, Boyle, and the

Experimental Life. Princeton, NJ: Princeton University Press, 1985.

Venturini, Tommaso. “Diving in Magma: How to Explore Controversies with Actor-Network
Theory.” Public Understanding of Science. (2010): n. page. Web. 4 Oct. 2011,
<http://www.tommasoventurini.it/web/uploads/tommaso_venturini/Diving_in_Magma.pd

.



Professor Vincent-Antonin Lepinay
Ethics and Politics in Science and Technology
1 November 2011

Critique of Empirical Methods Used to Analyze the Gene Patent Controversy

In the last three decades, thousands of patents on human genes have been granted in the

‘-_‘—'—-_
United States. In general, a patent grants exclusive rights to the inventor of a new, non-obvious, 7 /V‘Lﬂ"e fhc&)
and useful invention. A gene patent is a patent that covers an isolated gene sequence or a method ht/-
of obtaining or using it. The controversy over gene patents exists because there is debate over
whether gene patents are ethical, limit access to genetic testing, hinder research, or drive
innovation. Recent advancements in genetics, the rise of genetic tests for diseases, and marquee
) lawsuits have made the gene patent controversy a pressing issue. Three groups of researchers

analyze this controversy empirically. In “Intellectual Property Landscape of the Human

Genome,” Kyle Jensen and Fiona Murray determine the number of genes patented. In “Trends in :
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Human Gene Patent Litigation,” Christopher M. Holman discusses the impact of gene patents by
identifying the number of related litigations. In “Gene Patenting and Medical Research: A View
from a Pharmaceutical Company,” Mike Stott and Jill Valentine provide economic data that
support gene patents from industry and innovation standpoints. Though they have their
differences, the three papers all use data as their main argument. The data are — for the most part
— correct, but its interpretation is incorrect in each paper. Faults in the interpretation of the data

—-.__,/——"‘-—-..———'—
are lost when others use the paper’s findings.

The first two papers each rely mostly on data to prove a single claim, but both have errors
in their use of the data. Jensen and Murray found 4,270 human gene patents by searching a
patent database and claimed that “20% of human genes are explicitly claimed as U.S. IP” (Jensen

——
1). Their paper never explicitly makes an argument for either side of the debate; much of the

paper simply describes the data and the method used to obtain it. However, the authors’ bias is

evident in one of the final paragraphs when they briefly suggest that gene patents raise “the

possibility that innovators may incur considerable costs securing access to genes” (Jensen 2).

Though there is no explicit argument, there is a subtle and implicit one that the number of patents

hinders research. However, Jensen and Murray arrive at this subtle claim incorrectly. According
——— . '_‘_‘__

to Christopher M. Holman (in a separate paper from the one mentioned before), an analysis of

the patents found by Jensen and Murray shows that 68% of them “claim molecules, not genes per

e
se” and would only be infringed if the genes were isolated and used in the exact molecular form

described by the patent (Holman, “Will Gene Patents Impede” 5). However, with so many
techniques, including whole genome sequencing, there is no need to isolate genes in order to
work with them. Holman states that “a majority of these patents would appear not to be infringed
by at least some, perhaps all, forms of genetic testing” (Holman, “Will Gene Patents Impede”).
Jensen and Murray rely on the high proportion of genes patented to support their implicit

argument that the price of accessing genes will increase. In doing so, they forget that that a gene

patent does not prevent all access to a gene. The majority of gene patents prevent use of a gene in

a narrowly-defined isolated form. Jensen and Murray take at face value the statement that 20% of
—_——

the human genome is patented, and thus their interpretation of the data is flawed.

In the second paper by Holman, the argument is much more explicit, but the

interpretation of data is also flawed. Holman identified 31 litigations over gene patents, which



seems “a relatively small number” (Holman, “Trends™ 1), Relying mostly on that figure, he
concludes that there is “little empirical support for a lugis[Wgcncs or
DNA” (Holman, “Trends” 2). Holman ignores the possibility that many companies lack the
resources to counter a lawsuit, so they must agree to any cease-and-desist demands on research
béamﬂlso neglects the fact that lawsuits set precedents. A few
influential cases that rule in favor of gene patents would discourage subsequent litigation, but
this hindering effect remains unseen when only examining the number of litigations, which is the
o O R

focus of much of his paper. Holman also undermines the idea that gene patents are impediments

1o research by listing easy ways of subverting them, such as taking research offshore or

“designing around the patent” (Holman, “Trends” 1-2). However, one could easily counter-argue’

that patents are inc!ss(\i impediments if researchers need to resort to such alternatives. Holman

uses his main empirical evidence without considering the reality of litigations. Any supporting
anecdotal evidence he lists could easily support the other side. His interpretation of the data is
one-sided.

The second and third papers both utilize the technique of comparison to prove a point.
Holman’s paper mentions that “at least 1294 lawsuits have been filed asserting drug patents”
(Holman, “Trends™ 1). He lists these statistics in an attempt to provide context for the 31
Iitigations and to show how small that number is. However, Holman provides an incomplete

context. It is conceivable that the number of total drug patents dwarfs the number of gene

patents, just as everyday experience tells consumers that there are more drugs on The market than N
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genetic tests. 31 litigations could possibly be a large number relative to the number of existing YW
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gene patents. In addition, one could easily a.rgﬂ- lhEt both drug and gene patents hinder

innovation, but drugs have some properties, such as greater potential for imitation or tweaking,
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that allow individuals to counter intellectual property claims in court far more frequently than
against claims to genes. Holman compares gene patents to drug patents to prove a point but does
not take that comparison far enough.

In the third paper, Stott and Valentine also utilize a comparison when defending gene
patents from a pharmaceutical company’s perspective. They cite the “$800 million” cost of

—_—

developing a medicine and the statistic that “only three out of ten drugs brought to the
e

marketplace generates enough revenue” to recover that cost in order to demonstrate that limited

monopoly rights provided by a gene patent are necessary incentives for this high-risk industry
(Stott 1-2). Like the second paper, this paper also makes an unjust comparison between drugs
and genes. Pharmaceuticals are mainly concerned with using genes to provide diagnostic and

—

screening tests. The average cost of developing a single laboratory-based genetic test is $10,000,

which is orders of magnitude less than the cost of developing a drug (Das). Genetic tests also
reach the market earlier, and companies view them as sources of “near term revenue"”
(Wikipedia). The government does not regulate most genetic testing, so those companies can
avoid the costly trials required for drugs (Wik%ﬁnl The expenses and marketability of drugs
and genes are far too different for the authors to compare them. Perhaps patents are necessary to
protect investment on drug R&D, but that should not imply that patents on genes are also needed.
The author surreptitiously mixes conversation of drug patents with conversation of gene patents
throughout the first part of the paper, even though the comparison is invalid.

Unlike the first two papers, which focus mainly on data, the third paper presents a more
comprehensive argument. However, the additional arguments have little merit and ultimately
detract from the paper. For example, Stott and Valentine claim that there is evidence that gene

patents, which are stronger in the U.S., promote research. They justify this claim because “the



United States continues to be a source of much of the world’s scientific research and medical
inventions” (Stott 4). This overly broad claim does not show causality. Indeed, one could argue
———
that other factors give the United States its dominant position or that gene patents are impeding
the country from further innovation. The third paper also uniquely provides counterarguments,
bummcms. In its attempt to prove that patents do not impact
research, Stott and Valentine refer to the fact that the number of patents granted is minimal
compared to the number of European patent applications. They also claim that the rate of
American gene patent grants is decreasing. According to them, “it is difficult see how such small
numbers can have the adverse effects on research” (Stott 4). The fact that patent grant rates are
low in comparison to application rates or that the grant rate is decreasing has little to do with the
effect of patents. It is entirely possible that the few thousand patents already in existence could
block out significant research. Stott and Valentine also provide a faulty counterargument to the
possibility that Myriad Genetics was stifling research with its gene patents. They claim that “it is
not the grant of the patent that is at fault but the way in which the patentee has chosen to exercise
that right involving a particular restrictive condition” (Stott 4). Essentially, they claim that the
patent is not at fault; what the patentee chooses to do with the patent is at fault. This
counterargument is weak; it does not successfully shift blame away from the gene patent.
Finally, Stott and Valentine mention one exception to their argument, which is a survey in which
clinical laboratory directors replied that gene patents were inhibiting testing. They counter these
findings by claiming that “the extent to which the laboratory directors’ decisions to cease testing
were well founded on legal advice is unclear” (Stott 4). Stott and Valentine cast doubt on the

expertise of the lab directors surveyed without any reasons or evidence. The reader becomes

suspicious about the veracity of this claim because it is presented so abruptly without proof. In
each of the counterarguments, the third paper provides broad claims with questionable evidence.

Details from the papers are forgotten when the findings are used by others. Jensen and
Murray's paper became one of the most widely cited papers, but its acceptance by the public is
more interesting to track. The idea that 20% of human genes are patented turned into the idea
that access to 20% of genes is totally closed off. This idea then fueled the rhetoric that people
were going to die because tests were either unaflordable or alternative tests could not be
developed. Some took it further and claimed that parts of one’s body were being patented. The
20% statistic is cited everywhere, including in the news and in court cases. What a patent really
covers was lost as the paper’s findings became rhetoric. The Holman paper is mostly cited to
demonstrate that gene patents do not present a severe problem. A Stanford law review illustrates
the typical usage of this paper by stating, “a recent study indicates that relatively few DNA
patents have been asserted through litigation, suggesting that the problem is less dire than
predicted” (Ouellette 4). Any alternative explanations for the low litigation number are neglected
whenever the paper is cited by others. Finally, the Stott and Valentine paper is usually cited to
showcase the views of the companies. Jensen and Murray give a typical citation: “strong 1P
protection provides incentives crucial to downstream investment” (Jensen 1). Each brief citation
of the third paper exposes the reader to that one side of the argument and does not examine the
legitimacy of the argument.

Each of the three papers used empirical methods for support, relying on the notion that
claims backed by numerical data are more self-evident. The data presented by the three papers is

s - L) 4

accurate for the most part, but many feasible alternative interpretations exist. Like in studies of

other controversies, the conclusions drawn ultimately depend only on how the individual



scientist chooses to assemble the data into an argument, These conclusions have potentially
enormous impacts. Such an impact can be witnessed in the gene patent issue, where the
conclusions of the three papers have been accepted by other scientists, cited in court cases,
adopted as rhetoric about public health, and used to galvanize either side of the debate. Because
of their influence, it is important not to lose sight of how the authors proved their conclusions

and not to simply accept what the author’s data supposedly shows.
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The Biosafety Lab Controversy: Different Audiences

—

The urban development of biosafety laboratories designed for conducting research on

infectious diseases is a controversial issue centered not only on the importance of finding
treatments for these diseases but also on lhewnon. To understand the
costs and benefits of this urban development, we must first analyze the effectiveness of these
research laboratories, specifically, the Bio-Safety Level 4 (BSL-4) labs, in di;:%\.-@ﬁfre_-at_me—nfs
for diseases, as well as the possibility and magnitude of the biological damage that can be
incurred if an outbreak occurs. This paper focuses on the former, and analyzes two scientific
journals in terms of the methods used to persuade the reader of the benefits, or lack thereof, of
BSL-4 laboratories. While the article Research in the Hot Zone by Robert Steinbrook employs
vivid descriptions and examples to indirectly measure the effectiveness of BSL-4 labs, Global
progress in infectious disease control by Alan Hinman uses hard, numerical facts and tables to

provide a more objective perspective on the difficulty of treating infectious diseases,

Through the analysis of the graphics and descriptions used, one can easily tell that the
two articles have different target audiences. Research in the Hot Zone provides a detailed
explanation for the designs of BSL-4 labs as well the protocols for working in theses labs.
Steinbrook describes theses labs as “the hot zone...continues to be revered and feared...places to
stWannnt safely be studied anywhere else...” (Steinbrook,
2006, 1) By defining a unique attribute of these labs, Steinbrook is able to imply that they
transcend the limitations of a typical research lab, emphasizing their importance. In addition, by
portraying an average BSL-4 lab as “W
building” (Steinbrook, 1) and providing a basic diagram corresponding to this depiction,
Steinbrock effectively gets across to the reader the complexity of BSL-4 lab, further
distinguishing it from labs of category BSL-3 and below. Finally, by adding that "in the laboratory,

all personnel wear full-body positive-pressure ‘space suits’ tha onnected by tether hoses...

[and] research is conducted within specialized areas known as ‘biological safety cabinets’,”
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Steinbrook provides concrete examples that imply the intensity and legitimacy of the research

conducted, which to most readers should be enough to justify that, to say the least, progress is

being made in the lab. Becduse very few objective data are included in the article, it should be

clear that Steinbrook is targeting the geneYfl puBlicn contrast, Hinman includes in his article an
abundance of undisputable, experimentally-obtained data and refers to multiple complicated
tables ranking causes of death, suggesting that he is targeting the scientific society, individuals
who receive information with a critical eye. For instance, the first figum-p—e?munmes
the lives saved by immunization of more than a dozen different diseases. (Hinman, 1998, 2) The
complex organization of data, as well as the obscure terms used (“EPI plus” and “pertussis”, for
example) would undoubtedly dissuade the average adult from reading further. However, such
precise language is required for a paper to be accepted by the scientific community. By use of
this figure and several more, Hinman offers evidence with accuracy that cannot be achieved by
mere descriptions or basic diagrams. These evidences, with their corresponding explanations,
serve as solid justifications for the difficulty in finding treatment for some diseases. The
difference in the approaches that the two authors took to convince the readers of the

importance of BSL-4 labs can be attributed to the difference in their target audiences,

The amount of numerical data present in the two articles also aids in contrasting their

rhetorical effectiveness. Steinbrook focuses on the indirect data, such as the square footage of a
—e

BSL-4 lab or its annual cost (Steinbrook, 2006, 3) as evidence that the lab has the potential to

bring about major discoveries of new treatments. Here he introduces an assumption that is not

100% valid: that the huge cost of the lab is a direct measurement of the potential of the lab. Cne

can say that Steinbrook is forced to make this assumption because, as he is targeting the general
population of readers, any argument more in-depth would most likely be too complex for the

audience to follow, thereby dissuading them from finishing the article. What should be noted in

Steinbrook's article, however, is the lack of numerical data backing up his claims. On page 2, for Y,J

example, he simply states, “biosafety level 4 research is slower, more physically demanding, and
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in fact, it is safer to conclude that Steinbrook’s audience believes his claims more readily, without dmwwf

more expensive than comparable research that can be conducted at lower biosafety levels”

without any reinforcing evidence. This is not to say that this article fails to persuade its readers;

the necessity of numerical data. In contrast, Hinman's audience will rarely accept a claim without
numerical data (sometimes even rejecting claims whose supporting evidence is unsound.) As a
result, Hinman must provide strong, objective justifications for each claim that he makes. This
explains his prolific use of numbers. Also, one should note again that Hinman’s interpretations of
his data are significantly more in-depth than those of Steinbrook’s. One need only lock at a few
examples (“researchers use cameras and video monitors when direct observation is difficult, C
sometimes looking at a computer screen rather than into a microscope” (Steinbreok, 3) as
compared to “this is perhaps most visible with HIV and TB, in which each infection is a very
potent co-factor for worsening the other” (Hinman, 1998, 4)) to realize this stark contrast in
depth. Because the depth of an article is dependent on its audience, it is wrong to conclude that

one of the articles is more convincing than the other.

To qualify the validity of each article, it is essential to take into iccoum the citations of
the article, the background of the author, and the reputation of the journal in which the article is
publishmrmrxhool, and does not
seem to be affiliated with any organizations taking sides in this controversy. (Dartmouth, 2011, 1)
His article, however, cites reference articles, 2 of which are published through the National
Institutes of Health and the National Research Council, which are both involved in the
controversy. Similarly, Dr. Hinman is a Senior Public Health Scienti;raTWc Home
Informatics Institute, which is not affiliated with any BSL-4 research lab. (PHII, 2008, 1) Dr.
Hinman works with the PARTNERS T8 Control Program, but there is no evidence that this
program is affiliated with any BSL-4 lab, His article does not cite any reference articles published
by an organizatien involved in this controversy. Steinbrook and Hinman published their articles in
The New England Journal of Medicine and the Elsevier Science journal, respectively, neither of

e =i _—
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which has an outstandingly biased reputation, and neither of which is affiliated in any way with
any BSL-4 lab. While one should keep in mind that NIH provides funding for many BSL-4 labs and
therefore may be biased for the development of these labs, the extent to which its bias has
influenced Steinbrook’s paper should be negligible, as the author himself seems to be unbiased.
Thorough research on the background of the authors as well as the affiliation of the referenced

articles suggests that both of the authors are unbiased, experienced, and therefore credible.

Through a detailed analysis of the intended audience, usage of graphics, amount of
numerical date, credibility of the author, and affiliations of the article’s references, it is
reasonable to conclude that Steinbrook’s Research in the Hot Zone is directed towards the
general public, and hence provides basic diagrams, little numerical data, and excess descriptions
to persuade the readers that BSL-4 labs bring about accelerated progress, whereas Hinman's
Global progress in infectious disease control is aimed towards the scientific society, which looks
closely at the article’s numerical evidence, in-depth interpretations, and complex graphics before
accepting the claim that past research on some of the infectious diseases has done little to
benefit the world. While the authors took significantly different approaches to make their claims
convincing, both approaches are especially effective toward their respective audience. It is only
through exposure to such diverse articles can we gain a complete understanding of the

controversy around the establishment of a BSL-4 lab on Boston University campus.

Bibliography

wcl( W/;ﬂ{h = £U7L ﬂof’mcs;

w
ok



STS5.011 Essay #2

Steinbrook, Robert. "Research In the Hot Zone." The New England Journal of
Medicine(2006). Research in the Hot Zone, Web.
<http://www.sciencedirect.com/science/article/pil/50264410X98801072>

Hinman, Alan R. "Global Progress In Infectious Disease Control.” Elsevier Science (1998).Global
Progress In Infectious Disease Control. Web.
<http://www.sciencedirect.com/science/article/pii/5S0264410X98801072>.

"Dartmouth Medical School - Faculty Expertise Database." Dartmouth Medical School - DMS
Home. Web. 01 Nov. 2011, <http://dms.dartmouth.edu/faculty/facultydb/view.php?uid=2912>,

“PHII - Staff - Alan Hinman." Public Health Informatics Institute. Web. 01 Nov. 2011,
<http://www.phii.org/about/ahinman.asp>.



STS.01 did not last. Consider The Republic of Letters during the time of Jeane -Bapfiste Colbert,

October 6, 2011 during Louis XIV's reign in France. In the 1650's, when Jeane-Baptiste Colbert gained
A Fagade of Openness political power, he immediately decided to use The Republic of Letters as a tool to
Eighteen years old and a recent high school graduate, | began work at my first { strengthen his hold. Very quickly, he transformed the letters such that only tH:se_‘\;r‘;a
research laboratory—Arizona State Lln_iversiiy's Biodesign Institute, an institute containing a. Qa( A . am his views wrote. Soon, Colbert established a network of individuals who were
ten different “research centers.” As | 1oumg for the first time, my mentor, Dr. PQ’ Wl state scholars—intellectuals loyal to the French absolutist government.
Tran, explained, “Biodesign is different. Here, every laboratory is outlined Ry clear Ne(ﬂ"’f@ H—‘_As is the case in laboratories today, the “openness” in The Republic of Letters was
windows to encourage collaboration and openness between labs.” This sense of alliance at least partially bogus. How could the letters foster “openness” when letters from France
amﬂed what a fagade it was. Only were tainted by the country's politics, when the country only allowed academies supported
members of the Center for Biosignatures Discovery Automation attended lab meetings for by the state, when only those who agreed with the state were able to wm
the Center for Biosignatures Discovery Automation. Although we ate lunch in a shared call The Men of Letters, as the letters’ authors were sometimes called, “‘open” when
cafeteria, we discussed projects only when members of our own lab surrounded us. We women were excluded from the network? How can it be an open network when flocks
did not ask members of the Center for Bioenergetics what they were working on; they \ \ mﬂ would move to Paris to write, only to enwm writers? |
didn't ask us. In some sense, times have not changed. More than three hundred years | f) ¢ f ’ Even with the start of the first laboratories, there remained a delicate balance
ago, scientists created a fagade of “openness” via The Republic of Letters. To this day, that agr ?0\/ y between secrecy and openness. As described in Shapin and Shaffer's analysis of Hobbes,
fagade remains. } 'neé [0\' [ql_b a philosopher, and Boyle, an experimentalist, in The Polity of Science, laboratories had a
A simple Google search of The Republic of Letters pulls up website after website +(YS f_n duality; they were private in that all work was done within a confined space but public in
g detailing how this network of letters overcame cultural boundaries and distance to (DMU} the sense that ultimately, witnesses were needed to establish findings as “truth.” However,
Q\ L(Q , establish a web of interactions between intellectuals. But is this truly the case? The extent Shapin and Shaffer also discuss the three ways to increase the number of witnesses:
LO MQN Ly\of openness in The Republic of Letters may be embellished. Initially, many of the authors performing in front of direct witnesses, repeating the experiment multiple times, and using
involved in this collection of letters worked for the state. However, the authors maintained virtual wiinessemHmonly used was the buildup of virtual witnesses. That is,
a clear divide between their work as statesmen and their work as scholars. It would seem m did not actually see the occurrences of the lab. Rather, they read about them in
that in this situation, the letters did allow some level of openness. However, this situation as much detail as the author wished to share and imagined the experiments actually

3 by T
2 o rl eon A [ of This slardy{



occurring. The advantage of using virtual witnesses is first and foremost that it allows the
number of witnesses to increase far more rapidly than it otherwi - nd

advantage is that it does not require true publicity. A scientist can publish an experiment as
he wishes without showing anything or revealing anything he does not wish to reveal.
Once again, the laboratory remains a private space. The scientist shares what he needs to
in order to achieve success but nothing more.

For an example of such a laboratory, consider Pasteur’s laboratory as discussed by
Bruno Latour and Simon Shaffer in their pieces “Give me a Laboratory and | Will Raise the
World" and “The Eighteenth Brumaire of Bruno Latour” respectively. Although Latour
claims that Pasteur built his success by essentially integrating the laboratory into society
and dissolving the boundaries between a laboratory and the outside world, Shaffer's

arguments seem to be closer to Pasteur's actual strategy. Shaffer discusses the

complexities of Pasteur's rise to success. That is, he clarifies that Pasteur’s failures are

not available to the public. As the public, we don't know of the times that his experimTents
failed, we don't know how he developed his vaccine, and we don't know what Pasteur’s
thoughts were through the process. Rather, we only see the successfully tested vaccine.
Pasteur’s successes arose at least partially because of the lack of discussion about his
failures. The public did not acknowledge the fact that Pasteur neverdisproved Fis
opponent, Pouchet’s, work. Pasteur instead used his reputation to his advantage and
simply asserted that Pouchet made an experimental error. The pubim

successes of the laboratory and that too, only because that is what allows the scientist to

achieve recognition for his work.

Finally, consider modern day laboratories. Have we moved away from the patterns

of secrecy? Today, laboratories sometimes collaborate. With easy access to scientific

papers with the Internet, reading about the other scientists has become easier

P —

than ever. It would seem that we have come to a point where science done in the

laboratory is “public.” However, this is not the case. Although, there are cases when \/(’/f M(/l

scientists collaborate, scientists also hide their work from others to prevent being
“scooped’—that is, to prevent another scieniim;ay. in the
process of publishing a paper, scientists must have their work peer-reviewed. Because
another person is reading their work and determining whether it is accurate, it would seem
like the details of a scientist's work have become more public than in the past. However,
while | was touring a laboratory at the Koch Institute just last week, the post-doc assigned
me a paper and explained how she doesn't “believe the research.” This is a clear example
of how, even today, scientists can leave ambiguities in their experimental methed; they can
leave details of failures out of their papers; they can make sure that only enough
information is given to successfully publish the paper.

Another example of the divide between the laboratory and the public can be seen in
the studies done on BPA, an endocrine disruptor found in polycarbonate plastic. After
controversies relating to the danger of BPA began to build in 2008, the Food and Drug

Administration initially declared BPA to be safe. How did they decide this? The FDA used

R
two studies done by chemical companies; that is, they used two studies with potentially

significant bias. The public is removed from this information and the details of the chemical

companies’ studies. Rather, they simply hear that BPA is safe.
- ——
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Furthermore, more and more research can be completely hidden from the public by
deeming it a question of national security. As Peter Galison describes in “Removing
Knowledge,” the amount of information being deemed classified is increasing far more
rapidly than the information being declassified. Soon enough, it may become impossible to
understand scientific processes. The government is not hiding specific threats to national
security but rather everything and anything that pertains to certain aspects of science,
such as nuclear energy details.

Laboratories today have grown and developed significantly since the time of
Pasteur. Technologies have advanced, collaboration has increased, and the process of
publishing work has become more sophisticated. However, if there is one thing that has
not changed since the early laboratories, it is secrecy. To this day, secrecy is maintained
when it comes to many aspects of the laboratory. This is established either by the
government in anticipation of a threat to national security or by the scientist in fear of his
ideas being stolen. Whatever the reason, what happens in the lab, stays in the lab until

otherwise deemed by an insider.
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The Policies of the Net Neutrality Debate

By: Thuan Doan

The controversy of net neutrality has the potential to create or eliminate policies
that could effectively change the way the internet is structured, the way content is
delivered, and the way service is provided. Though the term net neutrality was not
introduced until 2003 by Tim Wu's article, “Network Neutrality, Broadband
Discrimination,” the net neutrality debate has existed since the early 1980s. The basic
principle of net neutrality revclves around the idea that_r_'l.c_at_\.vgrks. in order to maximize
the flow of useful public information that has led to the rapidly expanding web-based
industries as well as advancements in technology. While this core principle remains at
the heart of the controversy, both proponents and opponents are arguing for a

consensus in which they feel that the establish icies, or lack thereof, will best

serve the future of the internet.

While the controversy boundaries are often unclear due to the fact that there are
so many different actors, most of the actors can be split into two main groups,
opponents and proponents ofmndes. The major proponents include
content providers such as Google, Amazon, and Microsoft as well as public interest
groups such as the American Civil Liberties Union. The opponents of net neutrality
policies, a majority of which assert that regulation of the internet is unnecessary,
counterproductive, and burdensome, include internet service providers such as Verizon,
AT&T, Comcast, and Time Warner Cable. With the internet being such a rapidly
changing environment, there is little precedence in the court decisions and cases

regarding net neutrality. As a result, the current controversy is further muddled by the
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combination of the languages of law, economics, marketing, and technology as well as

the use of both theoretical and simplified real-world analogies to establish arguments.

Most opponents of net neutrality are against any law or policy that restrict or
regulate the Internet. These entities argue that the very goals of the Federal
Communications Commission and other proponents of net neutrality will be hindered if
the Internet was to be regulated. They claim that the natural course of the internet's
development should be allowed to continue so that the market of broadband and related
services and applications can continue thriving. The laws of economics would prevent
companies from taking advantages of consumers and the result would actually be better
service, infrastructure, and innovation. The implications of the hands-off-the-internet-
policy that is pursued by these advocates would allow for Intenet service providers to
prioritize and restrict content at their discretion. It would also allow these companies to
charge either content providers and/or consumers to access specified content or
applications, effectively creating a tiered system of content service. Service providers
argue that this system would allow for further development of broadband infrastructure,

ultimately benefitting consumers by providing faster and more reliable service.

The proponents of net neutrality, while having differing views as to how neutral
the internet should remain, agree that the internet needs some form of regulation in
order to maintain the public sharing of ideas and information that makes the internet
such a unigue resource. Some proponents are advocating for stronger regulations and
even legislation in order to ensure that the large telecommunication companies do not
use their market power to control the Internet. Other proponents believe that minimal

protection is needed and that the existence of systems such as a tiered-service system
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in which consumers can pay for faster or prioritized service are acceptable as long as

there is a neutral public network option.

In response to growing concerns of network neutrality, in 2004, Federal
Communications Commission (FCC) Chairman Michael Powell introduced the idea of
the four basic freedoms of the internet during a speech. These freedoms which were
adopted by the FCC in their Broadband Policy Statement in 2005, state that consumers
are entitled to access lawful Internet content of their choice, run applications and
services of their choice, connect any legal devices of their choice, and competition
ameng network providers, service providers, and content providers. The statement also
included two additional rules in 2009 regarding nondiscrimination of any content or
applications by internet service providers as well as a requirement that internet service
providers disclose all policies to its consumers. These policies serve as basic guidelines

for Internet service providers and have been the cause of many lawsuits and debates.

Among the major events that have publicized the net neutrality debate and led to
the development of the current policies in place has been the case of the FCC vs.
Comcast. In this case, Comcast had been reported for blocking peer-to-peer traffic in an
attempt to manage and prioritize the content that it was providing in 2007. As a result,
the FCC ruled that network operators such as Comcast could not engage in such
practices and required Comcast to stop. However, the federal appeals court struck
down the regulations placed on Comcast by the FCC in a ruling in 2010, stating a major
concem that many opponents of net neutrality had been voicing, that the FCC did not
have the authority to regulate network-management practices in such a manner.

However, while there is a concemn of whether or not the FCC actually has the authority
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to regulate the internet, an attempt by certain parties within the Senate to pass a
resolution condemning the FCC's Net Neutrality policies was voted down, sending a
message that despite the controversy, the Senate views the FCC's policies regarding

the freedom of the internet within its authority.

However, there are proponents of net neutrality who are pushing for the FCC to
obtain further regulatory authority over the internet. The most notable of the propositions
is the push for the reclassification of Internet service providers as a Title Il entity under
the Telecommunications Act rather than their current Title | status. This would
automatically make Internet service providers more regulated by labeling them as,
“common carrier,” of goeds or services. This would place many defaulted regulations on
Internet service providers and undoubtedly provide the protection that net neutrality
advocates seek. However, many proponents see this as an unrealistic objective
especially with the FCC's current limited powers and are instead pressuring Congress
to impose legislation to ensure that broadband networks and services remain public and
neutral. These proponents fear that with the current state of competition in the market,
Internet service providers will use their market power and vast resources to obstruct
universal and open nature of the internet. While many opponents are attempting to
argue that deregulating the internet would ultimately benefit the consumer, many net
neutrality advocates fear that the power held by an unregulated Internet service provider

could be used to disadvantage competing content and application providers.

While the current broadband policies regarding the basic Internet freedoms
published by the Federal Communications Commission are still in place, a consensus

has still not been reached. For the time being, most telecommunication companies have
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chosen to abide by the policies despite the ongoing debate and pending lawsuits
regarding the legalities of the policies and other regulations instituted by the FCC. While
the proponents are hoping to increase the role of the FCC and the opponents are
arguing to deregulate the Internet, the outcome of the pending Verizon lawsuit and other
complaints against the FCC will have drastic impact on the FCC and its policies

regarding net neutrality.
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A Small Insight: The Fi h nate and Net Neutrali

Net neutrality is the policy or set of rules that state that the Internet should be
an open and unrestricted resource to all who wish to use it. The government
body that strives to set down the rules for the Internet providers is called the
FCC, or Federal Communications Commission. The ultimate usefulness of the
FCC would be to allow for regulation enough to ensure competitiveness in the
market cainciding with the ability to step back and let the market play out on its
own. Recently, however, the FCC has come under fire from lobbyist led political
factions that aim to remove this power from them. The issue seems to have,
rather than engendered reasonable debate, caused a divide along party lines.
This is detrimental not only to an intelligent discussion but also to the safety of

Internet freedom.

This paper shall therefore make an attempt to take note of this issue through

the eyes of the elected government as well as Internet news sources. | shall
speak mostly on behalf of those that support net neutrality as that is the stance
of almost all the news articles that were easily accessible online. However, | shall
attempt to cover the thoughts of the government, whether they are positive or
negative with respect to net neutrality. The opposition to FCC's version of net

neutrality will need to be covered in another paper in order to do it justice.

Roshan Ardhasseril
STS.011 Paper 3

November 22, 2011
On November 10th, 2011 the Senate held a vote that if passed would have
prevented the FCC from imposing the net neutrality rules on ISPs and owners
of IP based networks. [Higginbotham] Net neutrality states that ISPs can't
discriminate against various information packets flowing across their network.
The FCC rules make exceptions for mobile Internet plans unfortunately;
therefore, the Internet accessed via the smart phone or through wifi are not
protected under net neutrality. this allows ISPs freedom to manage the network
however they please. Considering the frequency with which these methods are
used by the average person, one must wonder whether the FCC rules were
passed more easily due to this fact, something that indicates many repercussions
for ISPs, mabile operators, and technology start ups. When the congress
became involved with this issue, it soon became obvious that their motives
were more along the lines of pelitical grandstanding rather than any intelligently

considered opinions.
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[Senate Hearing; copyright: C-SPAN]

In the meantime, service providers are are acknowledging these with a
metaphorical but respectful nod while at the same time they are fighting against
the imposition of these rules. Verizon, for example is currently suing the FCC,
claiming that it doesn’t have the authority to protect consumers from the
company's plans to discriminate online. [Aaron] Yet another source commonly
quoted by the naysayer was a statement by the CEO of a cable company
claiming “adverse economic impact by chill%ng the willingness to deploy these
new services.” [Congressional Record] The opposition truly believes that any
regulation is bad and that the regulation by the FCC would result in barriers to
investment, including the broad band providers that want to impose their own

rules without compunctions onto their customers.

Fortunately, despite the money being poured into opposition against net
neutrality, the Senate vote to disable the right of the FCC to enforce net neutrality
failed at 46 to 52. What was most telling was the fact that these votes were

split along party lines. This brings to mind the question of whether the Senate
politicians knew the true nuances of what they were voting for or whether they

were simply voting in order to maintain party lines and victory.

In the House, there was yet another dispute. This one was also related to the

FCC, though in this instance through the Congressional Review Act which has

Roshan Ardhasseril
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November 22, 2011
the power to nullify agency rules by enacting a joint resolution of disapproval;
this requires a simple majority in each house and cannot be filibustered in the
Senate. The resolution was passed in the previous April and it states “Congress
disapproves the rule submitted by the Federal Communications Commission
relating to the matter of preserving the open Internet and broadband industry
practices (Report and Order FCC 10-201, adopted by the Commission on Dec.
21, 2010), and such rule shall have no force or effect.” [Jackson] This translates
to: if the Congress enacts the resalution, an agency may not impose these

or similar rules unless the Congress officially approves a new law specifically

authorizing the said rules

The partisan sides of this political conflict claim to draw their lines in defense of
economic necessity. However, which action is indeed best for the government is
more difficult to decipher. The Senate republicans claimed that the rules by the
FCC constituted a “job killing regulation,” describing it as an over reach of the
government to fix the Internet when it wasn’t broken. The demacrats on the other
hand, state that companies could decide to ban or show certain data, ultimately
resulting in discrimination. [Ryan] While they have the support of the Obama
administration in this, for the republicans this only served as further stimulus for
polarization and a renewed determination to keep the vote divided along party
lines. [Jackson] Unfortunately, the only loser in such grandstanding will be the

technological market if their needs are not understood and adequately met.
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The Internet

From the surface, the internet ean appear as a single. unified network. Everything is connected
to everything else, and all nodes (or devices connected) are treated equally. In this case. equally
means packets are not prioritized. Abstractly, this means the internet does not care if the packet

it is handling is from a multi-billion dollar company or is from a cheap dial-up line.

In reality. the internet is a very large amount of routers all conneeted together and connected
to end users through ISPs. Some ISPs use copper wires. some use fiber optics and some use

wireless transinissions. While there doesn’t appear to be much difference between these different

ways to supply internet, physical wires and wireless transmissions arce regulated separately.

Two Internets

The protocols used over the wireless and wireline internets are very similar, except for the
actual counection to the user. The wireline iuternet requires 1SPs to run phiysical wires to every
usier. The wireless iuternet requives ISPs to own the rights to transmitting over specific wireless

bandwidths. Because of this difference, the two are regulated separately.

Neutrality

The primary idea of network neutrality is that all packets are treated equally. Whether it's

a couperate giant’s packets or some random kid’s game, it gets ronted with exactly the sune
methods. From a technological standpoint, this is very easy to define. Since data is already
split up into packets with addresses. it can be completely abstracted away into chunks of data

to be sent to the address requested. Unfortunately, beeanse handwidth is limited, this does not

actually create a neatral network.

Fundamentally Not Neutral

In theory, simply treating all packets evenly should create a neutral network. Unfortunately
this iguores the issues of bandwidth and latency. These issues are easy to evade while the
internet is relatively sinall by adding wore bandwidth. but laying wmore wires {allocating more
frequencies for wireless) costs a lot of money and we will, theoretically, run out of space even-

tually.

Beeause bandwidth is lanited, we have to pay attention to what will happen when the internet
is “full”. In other words, what will happen when there is so much traffic that the bandwidth
of the internet is exceeded. This commonly happens on a sinaller scale. Think of when you're
downloading a lot of large files and trying to browse the internet (or wateh streaming video).
Everything runs slower since it has to wait it’s turn to use the channel to the rest of the internet.

This is known as latency.

From a user's standpoint, latency itself creates a non-neutral network. It there is significant
lateney (such as packets being delayed for at least a few seconds), some types of traffic will be
almost completely unaffected while others will be devastated. Background downloads {or even
stresned and buffered video) would barely see and difference but live streaming packets (such

as voice or video chat or online gaming) would be practically unusable.

Technological Workarounds

There are many ways to compensate for the lack of bandwidth. Some of them are to have
sealing payment plans based on bandwidth used. Some are to put bandwidth caps on people.
mnch like the minntes on cell phone plans. Others involve prioritizing packets which need
lower latency over packets which aren’t effected by slightly higher latency. Some concepts even
involve caching large files in geographically separate areas of the world as to be able to serve
files closer to the users. both lowering the latency and reducing the bandwidth nsed, If there
is a0 server in Boston and another in LA with identical versions of a site, you only ever have to
send the data for the site cross country once. After that, the server which is closer to the user

will serve the data, taking up noune of the cross country bandwidth.
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While much of the dispute surrounding network neutrality is based on business models,
policies, and politics, there is still a technological side that has to be covered. While it might
be decided that all packets of a specific type (say, VoIP) should be given priority, the question
remains as to how to pick owt which packets those are. The casicst answer is to have all
packets broadeast what type of packet they are. In a world where no one cheats, this would
be very efficient and would allow for packets to choose their priority, Packets which depend on
low lateney (such as live chatting) would be given higher priority, while packets which latency
doesn’t matter as much for (such as buffered streaming video or downloads) could be slightly
delayed to make space. Unfortunately, it is impossible to force everyone to label their packets

correctly. The juteret has to be designed to still work even if packets chicat.

To deal with packets cheating, it is possible to simply look at the data of each packet and
have a program figure out what type of packet it is. This is known as DPI, or Deep Packet
Inspection.  Computers are fast cnough now that this is possible. so it is an option to be
considered. However, it brings up privacy issues. Whether every router should be allowed to
analyze the contents of every packet, how they should do the analysis, what they should look

for and how they should be allowed to act has to be decided on before it can be implemented.

Other methods, such as monthly download limits are also possibilities. DBy rationing the
amonut of data used, the hope could be to force users into being more conservative with how
they use the internet. Most carriers for smartphones only offer data plans with data caps. Some
offer unlimited data, but this is questionably sustainable. With enough users. given the amount
of bandwidth used, it is impossible to actually allocate unlimited data to evervone. The cell
phone network is a great example, since in any sufficiently large gathering the cell network is

very slow or out completely.

Currently. the internet probably cannot sustain itself. With increasing numbers of users,
streaming video and other forus of sustained large file transfers. we will most likely hit a point
where most of the internet will be full of backlogged nodes, which are nodes waiting to send
packets. Downloads and other data transfers which are not very effected by latency will be
mostly unaffected. but evervthing which relies on low latency such as live streaming, fast paced

games and video/audio chat will be devastated.

Terminology

Backlogged A backlogged node is a node waiting to send packets.

Cache A cache is a local copy of data fromn elsewhere stored for faster retrieval. Most web
browsers “cache™ websites they visit. In other words, they store most or all aspeets of sites you
visit temporarily so if you visit the same site again, it can use it’s locally stored version instead

of having to request the data from the server again. Caching is the process of storing the data.

Content Delivery Networks A content delivery network or content distributed network
(CDN) is a network of computers spread out over a geographical area with copies of the same
data. It allows a user accessing information on the internet to be served it from a server

physically closer, as to reduce the latency in the transimission.

Deep Packet Inspection Deep Packet Inspection, or DPI, is a form of packet filtering which

Simply put, it could

the contents of the packet is analyzed to decide how to route a packet.
decide whether to ronte a packet or not, or if it should give the packet priority over others or give
others priority over it. Usually, programs examining packets would only read the destination

address.

End user The end nser is the nser of a system. When you use a computer, you are the end

user. In general in this paper. the end user refers to consumers.

Internet Service Provider Internet Service Providers. or ISPs, are the companies which
sell internet connections to end users. They own the physical wires or wireless routers which

directly connect to the end user’s devices.

IP Address IP Address stands for Internet Protocol Address. Every computer on the internet
has an IP address, which can be used to address packets to, just like addresses for traditional

mail. Tt is common to simply call the IP address the “address™ of a computer.

Latency Latency. when in reference to packets on the internet is the delay packets experience

in transit. The greater the latency, the longer packets take to reach their destination



Node A pode is a single computer in the internet

Packet t is a small chunk of data, packaged up with a destination IP address. All

data sent over the internet is broken up into packets before being sent.

Router A ronter is a computer in the internet which keeps track of paths to get to 1P ad-

dresses. A router routes packets towards their destination.
Throttle Throttling is generally used to refer to limiting a user’s bandwidth.

VoIP Voice over 1P {VoIP) is a protocol designed to replicate the traditional phone system
over the interuet and often counects to the traditional phone network. Skype and Google Chat’s

voice chatting are both good examples.

Wireless Internet Wireless Internet is the internet when provided over the air through a

cell network or satellite, as opposed to over a wire,

Wireline Internet Wireline Internet is the internet when provided over a wire, as opposed

to from a cell network or satellite.
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Michael E Plasmeier

From: alex.willisson@gmail.com on behalf of Alex Willisson <atw@MIT.EDU>
Sent: Monday, November 28, 2011 7:49 PM

To: Thuan D Doan; Michael E Plasmeier; Roshan A Ardhasseril

Subject: [STS.011] Thoughts on network neutrality [WARNING: Long email]
Follow Up Flag: FollowUp

Flag Status: Flagged

Here are some ideas | have about network neutrality, | can post them in some other format if this gets too cumbersome.
I'm just going to type up some of my current thoughts about network neutrality, where | think it could be headed and
some alternate futures depending on what happens now. I'll probably be repeating a lot of what you already know
and/or have written about.

Aspects of network neutrality, for the moment partially abstracting away costs:
Technical (what can the internet support) Political (free speech & related)

From a technical side, what needs to happen, if anything, to support the internet. I'm not talking about tormorrow, I'm
talking about 50 years from now. What is a stable point in the future and how can we get there.

The easiest solution is to just keep adding more bandwidth. The question is, while there is a limit, is it low enough that
we have to care? That is, is it so high we will NEVER reach it, even if we try to. | choose to believe there is and that we
need to act under that assumption. | don't know if it is true, but if nothing else it costs money to increase bandwidth. |
can't imagine the internet being around [
1,000 years from now with the solution still being to just add more bandwidth. YW (M ({o ( 1‘ / dﬂf&‘ {I‘f/
1 Chege, ———— od 4 oy
So, from this point on we assuritée that we "have a bandwidth limit which we will hit, given time. The question is, how can
we work in the space of limited bandwidth? There may not be a "best" answer, and the internet will not be a5 sood as it
is before we hit the limit. The only way that | know of to avoid hitting the limit and causing problems such a5 i~ creased
Iazgg‘gy_is to sacrifice in parts of the internet where it won't cost as much. | believe | gave an example in my paper of
traffic which latency doesn't matter as much for agreeing to beﬂslowed down to allow traffic which latency matters a

great deal for to remain useful. =R

/
Now, following my train of thought, that means two things. We accept that the bandwidth is limited and we il hit it
without intervention somehow. We also accept that the intervention means applying limitations to the int< -t in some
form.

Nok nessa il

There are many protocols which can be implemented to regulate internet traffic (as in regulating flow rate or supervising
something, not as in legal intervention). Some of them have always been around, such as throttling bandwidth and
limiting total data. Throttling always happens to some degree, since a cable does not have infinite throzhrut. When |
talk about throttling, | mean an artificial limit put into place to make sure the channel doesn't get too {11/l | ' ling total
data is easy to give an example for, most smartphone plans have a limit as to how many gigabytes you're allowed to
download. Some apply a cost per byte.

Some protocols are very new, only possible with the computing power available today. DPI (deep packt in<pection),

from what I've read, didn't used to be possible. It simply would take too much processing power to ex:mine cuvery single
packet to determine what type of packet it was (streaming, downloads, email, etc.) and deal with it in  /ff ' ways.
""'-_‘-._____——

Another method could be packets would label themselves what matters to them. One packet could say it rcally cares

about getting to it's destination, but it doesn't care how long it takes beyond a certain point. Another could say it's
existence doesn't matter after a certain amount of time, and it should be given priority and thrown aw vy if it t1kes too
o —

1

New (ovfin



long. This alrc. oy exists to a limited degree, it's sort of TCP vs UDP (two protocols for sending packets between peers,

TCP s hwie rencble and UDP is more for fast paced low latency things like live chatting and games)
'mlco o for o little while in the middle of writing this up so my train of thought might feel a little jarring going from
the laot paragiooh to the next one.

A more econon .w‘r'nlly and politically charged option is to arbitrarily manage traffic. If an ISP decided someone was taking

up tou much tatlic, or it decided it would be better for the mternet to limit certain services, it would be free to go for it.
= ol ( jwdfﬂ z"m( onl
Now, shifti rs. I'm not sure howtmuch I[ian lgy/ |2re3Iy about feedoﬁ of sggech for this, smce(l rr/; not sure how
differcitit really is over the internet as opposed to anywhere else. It comes into play (is stopping someone from posting
thing limiting ?
something free speech?) but it's often through other thlngs rC"P[‘U“ pa’e
; : | 5
Right now, ISP treat eachother's packets evenly (I'm pretty sure that s enforced by regulations). That is, a router owned
by Comcast dL,-:_ .n't (or, isn't supposed to) care if the packet came from Verizon or another Comcast router. Supposedly,
they arcin't allowed to limit packets based on source. | actually haven't read much about the whole comcast vs bittorrent
stuff, but that's the direct application of limiting packets based on content Here's also where freedom of speech can
come i 11 an 1SP decides to shut down a site since it's breaking some rules, is that suppressing free speech?

bulqu qe fug ey’ éo

Finally, 1o my theorizing as to wher the internet could be headed.
These are very grand ideas that I'm pretty sure I've come up with mostly on my own, influenced to various degrees by
everything I've read. It's possible some of this is practically quoted from some source | forgot about and just liked what it
said. Whenever I'm referring to thinks as good or bad | mean my perspective of wanting a neutral and open internet. I'm
pretending the wireline and wireless internets are the same things and get the same (or extremegulations. If
they don't, odds are the wireless internet will manage to avoid regulations. Unfortunately from how it's growing, | think
that might wind up being almost as bad as if both the wireless and wireline internets got d/eg;gu]ated

ace lergplated rav Vhat doeo e eus )
Regulations put into place which keep the internet more or less where the internet is now, except with more realistic ()
bandwidth limitations and more intelligent packets (the user would choose classes to put packets in and ISPs would be (Gﬂ-{w}t{
forced to follow them. There would have to be either a legal backlash t6 users who disobey the packet classes or some l' t/d.IlU))
form of monetary incentive. There have been ideas ofgglgmi@r different classses of the internet. I'm not sure how '°
well that would work or how much of an advantage it would give to large companies over small startups. That would CL@GFQEIJ
have to be evaluated by people who know a lot more about economics, business and network engineers. In short, the
internet stays basically how it is now but with limitations that prevent us from capping out on bandwidth. | believe this is
the best solution, although|l am certalnly hand wavmg out to get toita lot.

e it o6t how

The internet is deregulated and ISPs have complete control of it. This is what | feel is the most dangerous outcome.
Because the internet is so central to our world now, it would give ISPs immense power. They would effectively own the
communication and commerce channels of the world. Because it costs so much to lay new wires everywhere, it would
be very difficult for new ISPs to form and offer an alternate channel of communication. \/

I'm not entirely sure what the middle ground is but I'm betting it's there, and is probably where we'll wind up. | guess
because | left the first one so vague it could cover much of the middle ground.

Personally, | like the idea that the internet should become a service, like running water, electricity and heat. Again, |
don't know if it's the best idea. But it's interesting and | think it should be looked into.

This turned out pretty long and was partially so | could think through a few ideas. Hopefully we'll have our main ideas
planned out on thursday and a site up by the end of the weekend to fill with content.



Michael E Plasmeier

From: Vincent Antonin Lepinay <lepinay@MIT.EDU>
Sent: Thursday, December 01, 2011 9:08 AM

To: Vincent Antonin Lepinay

Subject: [net neutrality] comments

sorry for turning that in late. Comcast let me down and | was at home.

Comments on net neutrality ‘tlle Ot}(
J Wl 0

Plasmeier paper

Overall this paper takes the points of ATT at face value and does not do a good job looking behind ATT’ claims. It does
not question either where the studies mobilized in the report come from. It is important that you provide us with
contextual information: where doeime_meritage Foundation stand in the political space?

On p2, the cluster of opponents to net neutrality would deserve to be unpacked. Do they all have the same interests?
On p4, | do not see how splitting content as close to the customer as possibLe goes against net neutrality. What are the
restrictions and constraints for the provider and for the customer? 6%(@16

P4, it seems the move tried by FCC — from information to telecommunication service — is crucial for 1SPs. We need some f"
clarification here. What would the old telephone centered regulations add? 53,0 p&(ﬂQ{' LEs
P5 ATT cites analysts. Who are they? How are they funded?

T T AT " feddd o ¢

veak i

Doan’s paper
P3 do we know where Powell got his four net neutrality conditions from?

P4 I realize one of the most interesting question of your controversy is the status of the network and the nature of the
good “network”: what is it that the ISPs provide? Is it “service” or just packets of bits?

Roshan’s paper
Itis not a bad paper but it needs many more references and also more “showing” instead of raising questions. It is a

comment that applies to all the papers. Also to all papers but particularly to Roshan, explain why you study specific
individuals and why they are relevant.

Alex’s paper
My comments for Roshan apply here too.
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Information or Telecommunications
Service (for Website)

Much of the recent debate about net neutrality has centered on whether the Internet falls under Title |
or Title Il of the Communications Act of 1934. Title | covers “information services” and it gives the FCC
“ancillary” jurisdiction over such services.! Title Il covers “telecommunications services” and it has a
long history of regulations enforcing requirements of “common carriage”. Although the debate has

arisen recently, it actually stretches back decades.

Title Il covers “telecommunications services.” This is defined as “the offering of
telecommunications for a fee directly to the public ... regardless of the facilities used,” and
telecommunications is defined as “the transmission ... of information of the user’s choosing, without
change in the form or content of the information as sent and received.”” Title Il was created with the

telephone service in mind. The telephone company had to provide common carriage which meant that

it (i) holds itself out to serve all customers interested in buying any services the company offers and (ii)
allows customers to transmit whatever content they wish by means of its facilities.® It means common
carriers do “not make individualized decisions, in particular cases, whither and on which terms to deal”.
Rather common carriers have a fixed price sheet (a tariff) that is available to all buyers. In addition,
common carriers interconnect with each other. When you pick up your phone, you can dial any number

and you will be connected.

Meanwhile, the idea of an information service stretches back to the very beginning computer

networking, before what we would call the Internet. In the very beginning, a computer user would use

! Nuechterlein, Jonathan, and Philip Weiser. Digital Crossroads: American Telecommunications Policy in the
Internet Age. MIT Press. 2005.

? Ibid. Page 165

* Ibid. Page 76.




an acoustic coupler (since direction connection with the phone network was prohibited) to call a specific
service located at a specific phone number. For example, if you were a lawyer you could dial the Lexus
Nexus legal information service by directly dialing its phone number. If you then wanted use a chat

room, you would hang up and dial the provider of the chat service.

Figure 1 * An acoustic cou pler

During that time, people were also creating network protocols for computers. Traditional telephone
service created a single wire, or circuit, between you and the party you were calling with. Early
computer engineers were discovering that with the additional processing capabilities of computers, they
could some something smarter than an end-to-end circuit. ARPANET was the world’s first packet
switched network. Data was separated into envelopes or packets and each packet was placed on the
network with the address of its destination. Each packet was then passed from machine to machine,

each machine forwarding the packet closer to its destination.

People quickly discovered that they could pass data over these new packet switched networks and avoid
the highly regulated (and expensive) public telephone system. In the late 1960s, the FCC first faced the
question of convergence and in 1966 it started the first Computer Inquiry.> The FCC sought to divide the

world into communications and processing not by technology, but by the market the service covered.

* Taken by user Lorax and dedicated to the Public Domain.
http://en.wikipedia.org/wiki/File:Acoustic_coupler_20041015_175456_1.jpg
g Cybertelecom project. Computer Inquiry I. http://www.cybertelecom.org/ci/ci.htm




However, it found that it was not able to divide the world cleanly, so it created a third category: hybrids.
The pure data processing market was viewed as an innovative, competitive market with low barriers to
entry and little chance of monopolization. Viewing this market, the FCC concluded that there was no

demonstrated need for regulation or safeguards:

Applying these standards to the record before us we conclude that the offering of data
processing services is essentially competitive and that, except to the limited extent hereinafter
set forth, there is no public interest requirement for regulation by government of such activities.
Thus, there is ample evidence that data processing services of all kinds are becoming available in
larger volume and that there are no natural or economic barriers to free entry into the market
for these services. The number of data processing bureaus, time sharing systems, and specialized
information services is steadily increasing and there are no indications that any of these markets
are threatened with monopolization.®

In 1976, the FCC realized it needed to update its rules to stay up to date with the rapidly
changing world.” It created a distinction between basic services and enhanced services. Basic service
was defined as the offering of “a pure transmission capability over a communications path that is
virtually transparent in terms of its interaction with customer supplied information.” Meanwhile
enhanced service was defined as:

[S]ervices, offered over common carrier transmission facilities used in interstate communications,

which employ computer processing applications that act on the format, content, code, protocol

or similar aspects of the subscriber's transmitted information; provide the subscriber additional,
different, or restructured information; or involve subscriber interaction with stored information.?

The Commission faced difficulties in deciding what was considered processing. The Commission
said that “We have tried to draw the line in a manner which distinguishes wholly traditional common
carrier activities, regulable under Title Il of the Act, from historically and functionally competitive
activities not congruent with the Act’s traditional forms.” * The Commission placed the World Wide
Web into the category of an enhanced service. Nuechterlein and Weiser believed that the FCC chose to

shield long distance data processing applications from the common carriage requirements to allow them

. Reg. and Policy Problems Presented by the Interdependence of Computer and Communications Services,
Tentative Decision, 28 FCC2d 291, 18 Rad. Reg.2d (P & F) 1713 (1970)

7 cybertelecom project. Computer Inquiry Il. http://www.cybertelecom.org/ci/cii.htm

¥47 C.F.R. §64.702(a) (2002)

® second Computer Inquiry, Final Decision, 77 FCC2d 384,




to grow.”® However, the FCC required telephone companies to separate out the transmission

capabilities from any higher level processing capabilities.

In 1985, the FCC started the Computer Il preceding.* Bell Telephone had just been broken up,
and a new regime was put into place to allow competition. The FCC required Bell Operating Companies
(BOCs) to break down their networks into the basic building blocks. This was called the Open Network
Architecture. In Computer lll the FCC also decided to maintain federal jurisdiction over Title | enhanced
services. Nuechterlein and Weiser believe that in the deregulatory environment of Ronald Regan the
FCC sought to “preempt state regulation” and “ensure a deregulatory environment for the fledging

Internet”. "2

In 1996, Congress overhauled the FCC with the Telecommunications Act of 1996. However,
Congress left the Computer Inquiries rules almost untouched except for renaming basic services as
telecommunication services and enhanced services as information services.”> However, in sections 251

and 252 Congress set up a complex system in which Incumbent Local Exchange Carriers (ILECs) (mostly

the BOCs) were required to lease Unbundled Network Elements (UNEs) to the upstart Competitive Local

Exchange Carriers (CLECs).

This laid the groundwork for the multi-ISP model of the 1990s dial-up internet days. A consumer
would use his regular phone line to call a specific ISP which would connect the user’s computer to the
Internet. The ISPs built local access points which contained equipment to do this transition. A customer
could choose among many ISPs, such as AOL, EarthLink, and NetZero. A user was billed by the phone

company for the phone call (although it was often a local call included in an unlimited package) and by

' Nuechterlein and Weiser. P152

u http://www.cybertelecom.org/ci/ciii.htm
2 |bid 154

" |bid. 154

* Ibid 80.



their ISP for the internet access. Switching ISPs was easy; one just had to change the phone number

which one’s computer dialed.

However, because of the limited bandwidth of the voice line of a phone call, dial-up internet
was slow. It was clear that consumers were demanding faster service. The phone company soon set out

to see if they could increase speeds. The phone companies invented DSL (Digital Subscriber Line) which

allow the phone company to provide data services over the previously unused high frequencies of the
existing copper wire. The low frequencies offer traditional phone service as before, while the high
frequency data signals are split off at the phone companies’ office using devices called DSL access

multiplexers (DSLAMs)."

When DSL came out, the FCC extended this unbundling requirement to DSL.*® In 1999, the FCC
defined the high frequency part of the phone wire as a separate network element, which under sections
251 and 252 had to be available for lease to a CLEC."” However, the CLECs had to provide their own
splitter and DSLAM in space they leased at the ILEC’s local office.’® This meant that consumers could
choose to purchase DSL Internet service from a separate ISP, who as a CLEC leased the high frequency

part of the phone wire and provided its own DSLAM.

However, in March 2002, with a republican-dominated FCC, the FCC, in the Cable Modem QOrder,
the Commission declined to extend this requirement to non-telephone line based of bundled high speed
Internet access, such as cable companies or Verizon’s new FiOS fiber optics to the premises system.”
The Commission believed that information services and telecommunications services were mutually

exclusive. An end user who purchased an information service cannot simultaneously receive a

 |bid. 140
* |bid. 153
7 |bid. 182
% bid. 183
* bid. 165



“transmission ... without change in the form or content of the information as sent or received.””
Remember the earlier definition of an enhanced service as a service is “the offering of a capability for
generating, acquiring, storing, transforming, processing, retrieving, utilizing, or making available
information with telecommunications.”*! The FCC explained that “for more than twenty years,

Computer Il obligations have been applied exclusively to traditional wireline (telephone) services and

facilities.”?

In making this declaration, the FCC ignored the 9th Circuit Court of Appeals decision in AT&T v.
City of Portland. Nuechterlein and Weiser believe that the FCC did not participate in the case because of

“the perceived enormity of the stakes ... kept the Commission in a state of paralysis for several years.””

However, the proclamation of the Cable Modem Order was soon appealed and it ended up back
in the Ninth Circuit in Brand X Internet Service v. FCC. The Supreme Court ruled 6-3 in 2005 that because
the distinction between information services and telecommunications services was vague, the FCC had

the authority to make a decision.”

In 2007, Comcast started throttling (slowing) traffic over its network using the BitTorrent

25
Il

protocol.™ In 2008, the FCC ruled that Comcast’s blocking of BitTorrent was against the Commissions’

Net neutrality Internet Policy Statement.”® However, in 2010, the D.C. Circuit Court of Appeals found

that the FCC's Title | ancillary jurisdiction over information services does not allow the FCC impose net

247, U.5.C. §153(43), (46).

1 47. U.5.C. §153(20).

*2 Cable Modem Order. Page 431
# Nuechterlein and Weiser. 164.

* National Cable & Telecommunications Association et al. v. Brand X Internet Services et al., 545 U.S. 967 (2005).
Docket 04-277.

B McCullagh, David. “Comcast really does block BitTorrent traffic after all.” C-Net. 2007 Oct 19.
http://news.cnet.com/8301-13578 3-9800629-38.html

= McCullagh, David. “FCC formally rules Comcast's throttling of BitTorrent was illegal.” C-Net. 2008 Aug 1.
http://news.Cnet.com/8301—13578H3-10004508-38.html



neutrality rules on information services. The Court found that the regulations were not “reasonably

ancillary to the Commission’s effective performance of its statutorily mandated responsibilities”.?”

In December 2010, FCC went ahead with its plan to issue net neutrality rules for both
telecommunication services and information services.”® In Jan uary 2011, Verizon sued the FCC to
overturn the new rules on grounds that the FCC is once again overstepping its authority to regulate
information services.”” That lawsuit was thrown out because it was filed too soon; but Verizon refilled at

the proper time.*® The case is currently pending.

The FCCis currently considering reclassifying the broadband transmission portion from an
information service to a telecommunications service.** Title Il allows the FCC to only apply some, as
opposed to requiring all, provisions of the statue to a regulated entity. Thus, the FCC could choose to
only apply certain rules to broadband internet transmission. The industry strongly opposes
reclassification because it will impose decades of regulation on the broadband industry.** Meanwhile,
liberal public-interest groups, such as public knowledge believe that the step is necessary to impose net

neutrality rules.® However, one group, the Electronic Frontier Foundation (EFF) supports net neutrality,

* Circuit Judge Tatel (Apr. 6, 2010). "Comcast Corp. v. FCC, 600 F.3d 642" (pdf). United States Court of Appeals,
District of Columbia Circuit.
http://www.cadc.uscourts.gov/internet/opinions.nsf/EA10373FA9C20DEA85257807005BD63F/Sfile/08-1291-
1238302.pdf

% £CC. Report and Order. In the Matter of Preserving the Open Internet (Docket 09-191) and Broadband Industry
Practices (Docket 07-52). Adopted 21 Dec 2010. Released 23 Dec 2010.
http://transition.fcc.gov/Daily_Releases/Daily_Business/2010/db1223/FCC-10-201A1.pdf

* \Wyatt, Edward. Verizon Sues F.C.C. to Overturn Order on Blocking Web Sites. New York Times. 20 Jan 2011.
http://www.nytimes.com/2011/01/21/business/media/21fcc.html

% Anderson, Nate. Verizon sues to halt FCC's net neutrality rules. Ars Technica. Conde Nast Media. 2 Oct 2011.
http://arstechnica.com/tech-policy/news/2011/10/verizon-sues-to-halt-fccs-net-neutrality-rules.ars

*! kang, Cecillia. ECC's Copps: net neutrality requires reclassification of broadband. The Washington Post. 3 Dec
2010. http://voices.washingtonpost.com/posttech/2010/12/fccs_copps_net_neutrality_requ.html

2 AT&T. Comments of AT&T Inc. In the Matter of Preserving the Open Internet (GN Docket 09-191) and Broadband
Industry Practices (WC Docket 07-52). 2010 January 14. Filed with the FCC
http://fjallfoss.fcc.gov/ecfs/document/view?id=7020377217 p21

* Sridhar, Aparna. The Truth about the Third Way: Separating Fact from Fiction in the FCC Reclassification Debate.
Free Press. June 2010. http://www.freepress.net/files/The_Truth_About_the_Third_Way.pdf




but it believes reclassification would open a “Pandora’s box” and be a “Trojan horse” of additional

regulation of the internet.* The FCC has currently taken no action on the question.

Congress has not acted to clarify the question and impose a new statue that clarifies the FCC’s
authority over net neutrality. However, on November 10, 2011, the Senate voted 52-46 to reject S J Res

6 Disapproval of Federal Communications Commission Rule Regulating the Internet and Broadband

Industry Practices.®

Even though Net Neutrality survived this resolution in the Senate, the lawsuit by Verizon about
the FCC’s power to regulate information services is still pending. In addition, the FCC has yet to act to

reclassify broadband transmission services as a telecommunications service.

i Kravets, Davi. FCC Net Neutrality is a Regulatory ‘Trojan Horse,’ EFF Says. Threat level blog. Wired. Conde Nast
Media. 4 Feb 2011. http://www.wired.com/threatlevel/2011/02/fcc-trojan-horse/

‘s Bangeman, Eric. Senate votes down anti-Net Neutrality resolution. Ars Technica. Conde Nast Media. 10 Nov
2011. http://arstechnica.com/tech-policy/news/2011/11/senate-votes-down-anti-net-neutrality-resolution.ars
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Michael E Plasmeier

From: Vincent Antonin Lepinay <lepinay@MIT.EDU>
Sent: Friday, December 02, 2011 6:05 AM

To: Vincent Antonin Lepinay

Subject: [STS.011] Tuesday

Follow Up Flag: Follow up

Flag Status: Flagged

Dear all

We are meeting on Tuesday for our last guest lecture of the term with Brian Gareau from Boston College.

Brian sent us an article he recently published on the Montreal Protocol. Do read it and join him in the conversation.

In the NYT this morning, an article on fracking and the murky business of land leases by gas companies, with a reference
to the project Sara Wylie - one of the previous guest presenter - created.

http://www.nytimes.com/2011/12/02/us/drilling-down-fighting-over-oil-and-gas-well-leases.htm|? r=1&hpw

See you on Tuesday

Vincent and Tom
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DRAFT

Technologlcal Issues in Network Neutrality

(4 thk f

Counstantly e:\pan(lml: the internet’s bandwidth while still charging flat vates is not
ﬁn. A _ |

profitable for ISPs. T'lns is one of the primary reasons for the debate surrounding network

neutrality. ISPs are pushing to abolish it so they can make more money. nd network

neutrality advocates are pushing for network neutrality as a way to preserve the internet’s

function as a tool to conduct business over or as an entertaimment device.

The Internet

Irom the surface. the internet can appear as a single, unified network. Ivervthing is
connected to everything else, and all nodes {or devices connected) are treoted equally.
I this case, “equally” means packets are not prioritized. Every packet which arrives at
any node enters a first come first served queue before being routed to its destination.

Abstractly, this means the internet does not care if the packet it is handling is from a

multi-billion dollar company or is from aun inexpensive dial-up line.

In reality. the internet is comprised of many routers all connected toget o and con-
nected to end users through ISPs. Some [SPs use copper wires, somce oo iiber optics,
and some use wireless transmissions. While there doesn’t appear to be much difference
between these different ways to supply internet, physical wires and wireless transissions

are regulated separately.

ISPs want to change this. One of the issues in net neutrality is whether 15175 =1

1ould be
allowed to prioritize packets differently. Should an ISP be allowed to Live two queues,
for higher and lower paying customers. where one queue gets priority (ii- packets get

sent first)? Currently, ISPs are legally reqnired to impartially route packets coming from

competitor’s networks among packets coming from the 1ISP’s own networt Should an

%%&x k o

ORVL
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ISP be allowed 1o charge its competitors for use of its routers? Any of these changes
could change the internet as we know it. Imagine if simply visiting a site (say, Facebook)

could cost vou oney. just as sending text messages without a plan currently does.

Neutrality

The primary dea of network neutrality is that all packets are treated equally. Whether
it is a corporate giant’s packets or a child’s game, it gets routed with exactly the same
wethods. From o technological standpoint, this is very easy to define. Since data is
already split up into packets that are marked with their destination addresses, it can
be completely o bstracted away into chunks of data to be sent to the address requested.
Unfortunately, hecause bandwidth is limited, this does not actually create a neutral

network.

Fundamentally Not Neutral

In theory. siniply treating all packets eveuly should create a neutral network. Unfor-
tunately this ignores the issues of bandwidth and latency. These issues are easy to evade
while the interiet is relatively small by adding more bandwidth; but laying more wires
(or allocating more frequencies for wireless, which are limited and already licensed) costs

a lot of money aud. theoretically. eventually ruu out of space.

Because bandwidth is limited. we have to pay attention to what will happen when the
internet is “full” In other words, we must consider what will happen when there is so
much traffic that the bandwidth of the internet is exceeded. This commonly happens
now on a smallcr scale. Think of when you're downloading a lot of large files and trying
to browse the internet (or watch streaming video). Everything runs slower since it has

to wait its turn to use the channel to the rest of the internet. This is known as latency.

From a user’s standpoint, latency itself creates a non-neutral network. If there is

significant latency (packets being delayed for at least a few seconds), some types of
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traffic will be almost completely unaffected while others will be devastatod background
downloads (or even streamed and buffered video) would barely see any diflerence, but
live streaming packets (such as voice or video chat or online gaming) would b practically

unusable.

Technological Workarounds

There are many ways to compensate for the lack of bandwidtlh. Some of them are to
have scaling payment plans based on bandwidth used. Some are to put b Lwidth caps
on people. much like the minutes on cell phone plans. Others involve priorit ing packets
needing lower latency over packets unaffected by slightly higher latency. Soone concepts
even involve caching large files in geographically separate areas to scrve files closer to
the users, lowering the latency and reducing the bandwidth used. [/ thore is a server
in Boston and another in LA with identical versions of a site, the site dati only needs
sending once. After that, the server closer to the user will serve the data. teline up none

of the cross country bandwidth.

While much of the dispute swrrounding network neutrality is bascd on b ocss models,

policies, and politics, there is still a techuological side that has to be coverl While it
might be decided that all packets of a specilic type (say, VoIP) should e wiven priority,
the question remains as to how to identify those packets. The easiest @i s to have
all packets broadcast their type. In a world where no one cheats. this vould be very
efficient and would allow for packets to choose their priority. Packets deperiing on low
latency (such as live chatting) would be given higher priority, while ool for which

latency doesn’t matter as much for (such as buffered streaming video or dovioids) could
be delayed slightly to make space. Unfortunately, it is impossible 1o fore cveryone to
label their packets correctly. The internet has to be designed to still work cvenif packets

“cheat”.
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et cheating. a program could view the data of each packet and
o of packet it is. This is known as DPI, or Deep Packet Inspection.
cnough now to make this a feasible option. However, it brings up
ter every router should be allowed to analyze the contents of every
Lould do the analysis, what they should look for, and how they should

15t he determined before it can be implemented.

el as monthly download limits, are also possibilities. By rationing

1 used. the system would force users to be more conservative with how

Most carriers for smartphones offer data plans with data caps.

| data, but this is only temporarily sustainable: with enough users,

ol bandwidth used, the internet’s bandwidth limit will stop users from

L cellular phone network is a great example. since in any sufficiently

collular network is very slow or even completely nonfunctional.

run the internet cannot sustain itself, With inereasing numbers of users,

and other forms of sustained large file transfers, at some point we will

st of the internet will be full of backlogged nodes waiting to send
= and other data transfers which do not rely on real timme packets are

to increase latency, but everything which relies on real time and near

instantaneous «onnnunication live video streaming, fast paced games and video/audio

chat will be dov

stated,

Terminolop

Algorithm “hematical function for performing an operation. A search algorithm
would be used 1o find the shortest path from point. A to point B given a map of the
world.

Backlogged .\ icklogged node is a node waiting to send packets.
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Cache A cache is a local copy of data from elsewhere stored for faster retricval. Most

web browsers “caclie” websites they visit. In other words, they store temporarily most
of all aspects of sites you visit so if you visit the same site again. your compiler can use
it’s locally stored version instead of having to request the data fron: the <opver again.

“Caching” is the process of storing the data.

Content Delivery Networks A content delivery network or content dist ihuted net-
work (CDN) is a network of computers spread out over a geographical «rea with copies
of the same data. It allows a user accessing information on the internct 1o receive the

data from a physically closer server, thereby reducing the latency in the triosimission.

Deep Packet Inspection Deep Packet Inspection, or DPI, is 2 [0 of pocket filtering
in which the contents of the packet is analyzed to decide how to ronte o pucker. Simply
put, DPI could determine whether to route a packet or not. or whether to giv tlie packet
priority over others or give others priority over it. Usually, prograims examiing packets

would only read the destination address.

End user The end user is the user of a system. When you usc o comnputer von are the

end user. In this paper. the end user refers to the consumer.

Internet Service Provider Internet Service Providers, or ISPs, aie (e companiles
which sell internet connections to end users. They own the plivsico! wire- o wireless

routers which directly connect to the end user’s devices.

IP Address IP Address stands for Internet Protocol Address. “very coniouier on the
internet has an [P address, whicli can be used to address packet= to. ju-t ke o lresses for
traditional mail. It is common to simply call the IP address the “addross” of - computer.
Latency Latency, when used in reference to packets on the interiet, i+t he oLy packets
experience in transit. The greater the latency, the longer packers ol to el their

destination



Node A node is o =ingle computer in the internet

Packet A o - o swall chunk of data, packaged np with a destination IP address.
All data sent .+ 1L internet is broken up into packets before being sent.

Router A i - .« computer in the internet which keeps track of paths to get to IP
addresses. A 1o o routes packets towards their destination.

Throttling Cneis cenerally used to refer to limiting a user’s bandwidth.

VoIP Voice . 117 (Vull’) is a protocol designed to replicate the traditional phone
system over ! tornet. [t often connects to the traditional phone network. Skype and
Google Chat = ic chatting are both good examples.

Wireless Ititconet Wireless Internet is the internet when provided over the air through
a cellular netw 1o o satellite, as opposed to over a wire.

Wireline Intcinct Wireline Internet is the internet when provided over a wire, as
opposed to {10 colular network or satellite.

New Stull

How Routcrs Work

I'm not enl/ e where this should go, if anywhere. Feedback would be great
Routers have o sircan of packets coming in from computers and have to figure out

where to sew t1io11 wud which to send first. The simplest method, and the original one,

was on an impootal D=t first out basis. That is, the router has a list of packets coming
in. It looks at 11 one that has been waiting the longest, reads its address, and routes it

towards that ./ lress. 1175 the same type of “first come. first served” queue used at stores
and ticket con s people stand in line and the person at the front gets served, leaves,

and then the oot person gets served.
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ISPs could define whatever algorithm they want to order the packets, not just first in
first out. They could always route packets from their network before packets (rom another
company’s network. The router would remember where every packet came (rom and, if

it was from the router’s ISP, allow it to skip to the front of the queue. This would have

the effect of introducing massive latency (if the packets didnt just gzet lost altogether)

into all of the competitor’s packets attempting to go through the 1SP's routors

ISPs could also choose more arbitrarily which packets go through first. Iliey could
set up payment plans for their customers that allow users who pay more to skip the
queue, just like how they could have their own packets skip the queune. The common
pricing model for ISPs now is to charge for bandwidth: if the user attempts 10 use more

bandwidth than s/he paid for, the packets could be dropped. If ISP’s could !low people

to pay more to have his or her packets skip the queue, it would allow higher voving users
to out-compete on lower paying users. As long as a higher paying nser was dominating
the network (say, using a program that constantly streams data). the lower poving user

would not be able to use the internet at all. His or her packets would sivip!v have to

wait for the higher paying user to close whatever programs are streaniing

These are all very extreme cases. The algorithms can be much more conpli ated and
nuanced than the all-or-nothing scenarios described above. An 151" could niply slow
down a competitor’s packets, or could give a higher paying w=ci= poohets pooority most
of the time instead of just blocking out a lower paying user. In either ¢ it would

increase the latency of their own packets or the higher paying cus! ner’s.
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Alex ~3 minutes

First slide ~2 minutes

What actually happens when you visit a small site, such as our net neutrality site?

First, to connect to the Internet you must have a contract with an Internet Service Provider, an
ISP, such as Verizon or Comcast. ISPs contract with backbone providers, such as Level 3 and
Quest who own connections between ISPs. Our server is hosted by a company that pays an ISP
for access to the Internet.

When you open a website, your computer creates a request for the site you're trying to view
and sends the request as a packet to your ISP. Your ISP decides the best route to send your
packet along and forwards it to a backbone provider it has a paid transit agreement with. This
backbone provider may not have a connection with the ISP that the site is connected to, but

it will have free peering agreements with other backbone providers which will either have

a connection to the destination ISP or a connection to a backbone provider closer to that

ISP. Once the site receives the request, it sends the page you requested back using the same
method.

Under the current model, each party only pays for transit access onto the Internet. Site hosts
do not have to pay individual ISPs to allow users on an ISP’s network to have access to their
site. The site hosts only have to pay for their own connection to the Internet.

Now this is an oversimplified example; but it conveys the major ideas involving transit and
peering. In reality, the actual pattern of transit and peering agreements may not be as simple as
backbone providers having peering agreements and ISPs having transit agreements.

Second slide ~1 minute

With the consumer base increasing and bandwidth intensive services such as Netflix and

Hulu gaining popularity, the Internet is running low on capacity, known as bandwidth. As the
bandwidth demands increase, the Internet will become congested and data transfers will be
slowed down. Simple services such as emails and downloading files won't be much affected by
these delays. However, programs that rely on near instantaneous communication, such as voice
chatting, will be devastated. Think of having to wait an extra second before an email gets to you
- barely noticable. Now think of a second delay in a phone call - that’s practically unusuable.



In the past internet providers have simply laid more wires. However, this might not be the best
way to solve bandwidth limitations in the future. Opponents of net neutrality regulations are
interested in other ideas, such as utilizing the existing wires more efficiently. For instance, voice
chatting could be prioritized'over email. Your email would arrive a few seconds later than it.
used to - you probably wo.uldn’t notice a difference - but voice chatting would remain usable.
This is only one of the scenarios that Net Neutrality principles would affect.

Thuan
So, why does this debate matter? What's at stake?

For the proponents of net neutrality, the Internet as users currently know it is at stake.
Proponents believe that the Internet has developed to become such a vital, powerful tool that
we use in our daily lives due to its open and neutral nature. The most common analogy used
by proponents is that of roads which are considered, “open and neutral,” and have been vital
in the growth of the country’s economy. The fear is that without regulation, Internet Service
Providers, which can be ¢onsidered as the, “gatekeepers,” of the Internet, have too much
power. ISPs would have the power to block or degrade access to content at their will.

In addition, rather than simply block traffic, ISPs could also charge users and content providers
extra to access certain sites or their customers (remember that currently each end user only
pays their ISP) or favor their affiliated subsidiaries. So with the status quo, you can choose to
use Skype or Youtube or hulu if you wished. However, if ISP’s have the power to control the

internet, they can either block or slow down your connection to these website and push their
own content to users.

The fear is also that in a non-neutral network, small content providers would have a severe

disadvantage, resulting in the prevention of growth of the Internet and development of new
web-based industries.

Plaz

Broadband companies have spent billions laying pipes. Is it an efficient use of money to lay
new pipes? Would it be a better use of money to use the pipes we have more flexibly? The
ISPs argue that we can lay new pipes, but the cost would just be passed on to consumers.
The ISPs argue that especially as these new applications come online that have different
requirements, we should keep ourselves open to being flexible.



Is the Internet neural today? We have the things called CDNs or content delivery networks.
Like Akamai or Google for their own sites. (next slide) A CDN hosts mirrored copies of your
site around the country and around the world. This allows it answer requests faster, because
the requests travel less distance. In addition, it keeps the Internet backbone clear of much
of the duplicate traffic. Big companies have an advantage here because these networks are
expensive! This causes some actors to doubt that the Internet is neutral.

In addition, it is better to put these CDN nodes deep within the ISP’s network. A
nondiscrimination provision might ban these types of beneficial commercial arrangements.
These nodes might the future to doing widespread live streaming video online.

It should also be noted that the Internet has grown as far as it has without regulation.

Roshan

The Federal Communications Commission, known as the FCC, was created by Congress to
regulate wired and wireless telecommunications: telephone, cable TV, and now the Internet.
The FCC sets the rules of the market so that consumers can have access to telecommunications
services.

AT&T, Verizon, and Comcast are some of the companies that are opposing greater regulation
by FCC. There have been many incidences - from AT&T censoring a song that was against its
political agenda to Comcast blocking BitTorrent - that have required the action of the FCCin
order to facilitate a fair and open market.

There is also a fear that content providers might be able to pay in order to slow down others

or speed up their own services. This would stifle competition and innovation, something that is
damaging to the economy and to the rights of free speech. After all, if the ISPs can be paid to
promote a certain message, the information that their customers receive and are influenced by
will not be unbiased.

Congress has been split; unable to either give the FCC clear authority to regulate net neutrality,
nor forestall the rules. Verizon, Comcast, and others have sued the FCC at every step of the
way.

The primary debate ultimately lies between the fear that by the government imposing
regulation, they shall adversely affect the economy or that they shall adversely influence the
information supply based on political inclination, or that without the regulation, the companies
shall run savvy monopolies and accept payment for censorship to the detriment of the
American public.



Current Status (Plaz)

So where is Net Neutrality now? In 2008, the Courts ruled that the FCC might not have the
power to regulate broadband Internet over cable or fiber optics because of a 2002 decision that
classified the Internet as an information service as opposed to a telecommunications service.
The details are very confusing, but you can read all about it on our website.

In 2010, the FCC issued rules codifying Net Neutrality. Verizon promptly sued the FCC
contesting the new rules. That lawsuit is currently pending. Meanwhile, the FCC is considering
reclassifying broadband Internet as a telecommunications service which would give it clear
authority to impose Net Neutrality rules.

(next slide)

If you are interested in learning more, visit our website: minisites.theplaz.com/netneutrality
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