Hadopi, cultural assets
and internet use:
practices and
perceptions of French
internet users.

| Objectives

In order to find out the level of familiarity of French web users with the law, and to better
understand their habils in relation to the legal and illegal use of cultural assets and their
reactions to it, a first measuring point was established In the form of a photograph at moment T
(Study TO).

There is a dual objective to this study:

+ Make an Initial assessment of the p ptions and practi of web users
concerning the legal and illegal use of cultural assets, assess their level of familiarity with
the law and the consequences of legal and illegal internet use.

+ Assess thelr level of awareness and famlliarity with Hadopl and Its objectives.
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| Methodological approach

To meet the objectives, an online quantitative study was conducted on two Independent
representative samples of the French web-user population (l.e. currently 67% of the French
population aged 15 and over according to the Profiling study performed by Ipsos Média In
October 2010, and 70% of the French population aged 11 and over according to
Médiamétrie July 2010).

The quality of the access panel is essential. The respondents were recruited using a quota
method, and the resulting sample is very representative in terms of the socio-demographic profiles
of the web users.

In the first sample, analysis of the study results allows us to establish a declarative summary of
the perceptions and practices of web users concerning the legal and lllegal usage of
cultural assets, and to assess thelr level of familiarity with the law and the consequences of
legal and lllegal Internet use.

This summary also allows us to assess how aware and how famillar French web users are
with Hadopl.
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| Methodological approach

In the second sample, not all of the questions about the legal and illegal use of cultural assets
were asked to avoid potential effects of such questioning on the rest of the questionnaire.

The aim here is not to directly ask respondents to summarise their personal use, but to measure
the perception they have of other French web users.

This second sample allowed us to check that the responses given about the use of pald
content, free content, lllegal use, barrlers to legal use and the perception of Hadopl and Its
work are not Influenced by responses given on lllegal use by those questioned.

This allows an assesment to be made on the practices and perceptions of web users In terms of
legal and lllegal access to cultural content on the Internet.
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I Methodological approach

Hadopi has asked four expert service providers to help implement this first phase of the
assessment.

Laurent FLORES, PhD in Management Sciences (marketing), Research Professor at Université
Paris Il = Panthéon Assas and founder of the market survey company crmmetrix. He is a recognised
Internet survey specialist and supervised the methodology and the initial data processing.

Gulllaume MAIN, a statistics consultant and blogger at statosphere.fr, ensured that there was no
biais either in the semantics used in the questionnaire, the methodology used to draw the sample
population questioned or in producing the conclusions,

TOLUNA, an on-line Access Panel spacialist, conducted the interviews on its Access Panel.

SOCIO Loglclels, for 35 years this company has specialised in survey dala processing, and was
responsible for the quality of the data results and analysis.
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I Data collection method: online

The Interviews wera conducted on an online access panel, from 25 October to 4 November
2010, by TOLUNA, on a representative sample of French web users (according to the quotas of the
Credoc study, June 2009), aged 15 and over.

2687 Individuals were questioned; they were distributed over 2 samples:

+ Sample 1: 1624 web users assessed their personal habits concerning the illegal use of cultural
assets, then the habits of French web users in general (projective questions).

» Sample 2 - control sample: 1063 web users assessed the habits of French web users concerning
the illegal use of cultural assets.

To ensure the representativeness of the target population, quotas were set for both samples according
to the following criteria: gender, age, professional category of the main householder and place of
residence. Sample 1 (1600) is almost twice the size usually used for a national representative sample
(800 to 1000) so thal reliable analyses can be made on the sample fractions.

So that the resulls can be compared, both samples are matched in terms of gender, age, professional

category, place of residence, household size, frequency and history of internet use and type of home
internet connection.

7 DIMANCHE 23 JANVIER 2011

I Statistical data analysis

SOCIO Logiclels was responsible for the quality of the results using various processes:
u Effectiveness of data recovery
m Data cleaning

| Validation of the results

| Statistical p Ing and detalled analyses

Industry rules were adhered to during the processing of this data, especially the confidentiality and
anonymity of individual data (principle of individual interchangeability: the individual in question as a
representative of individuals with the same socio-demographic and behavioural characteristics).
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| Statistical data analysis

1. Effectiveness of data recovery
Data was recovered at two levels:
* Matching of 2 samples to make them comparable on internet usage frequency questions.

* Recovery on the population of erigin, on the following quotas: gender, age, professional calegory
of the respondent and place of residence.

This usually results in @ minimum welght of 0.66 and a maximum weight of 1.43. This avoids
some individuals weighing a lot more than others, which can be a problem, especially in tables on
small sub-populations.

2. Data cleaning

This was done using an outlier search ("atypical individuals” or "incoherent in their responses”), and
"monotonous” individuals.

The 4 outliers identified were considered as "off-screen” in this survey.
3. Validation of the results

The overall results gave rise to a systematic verification on each question.

@ DIMANCHE 23 JANVIER 2011

| Quality of gross samples

Q1 -You are [_ToTAL SAMPLE1 | SAMPLE2
Q1 - SEX
jAman [ 0% [ so% T 48%
JAwoman [ s1% | sow | 52%
:;: :g \{ery high sample quality — no
20% 0% | difference in terms of descriptors or
33% 3% | internet usage frequency.
1% 12%
2% 30% |
28% 30%
40% 40%
21% 18%
80% 79% | 82%
5a - How often do you use Int ?
times a 1% T1% 7% |
1-2 imes per day 20% 21% 16%
) 2% 2% 3%
a week 0% 0% 0%
- th 0% 0% 0%
1 time per month 0% 0% 0%
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l Statistical processing and analyses

Some of the cross tabulations (question depending on another question, or variable modalities) have
been produced, for which the main results can be found below, with regard to their discriminating
characteristic on one or other sub-population.

Type of Internet users:
« Users admitting to lllegal use, l.e. 49% = web users that have stated that they have illegaly
accessed cultural products on the internet at least once.

« Users stating legal use, l.e. 51% = web users that have slaled that they have never illegaly
accessed cultural products on the internet.

Profiles:
+ Gender and Age (15-24 / 25-39 / 40 and over)

* Professlons and Soclo-professional categories:

Professlonal category + = Farmer, Artisan, Shopkeeper, Entrepreneur, Executive, Academic professionals,
Middle managers.

Professional cat y - = Employee, manual

o

Non-working population = Retired, Student, Pupil, Other non-workers.
« Place of resldence (Paris, Paris Metropolitan Region / Provinces).
NB: Crossings were d using tests (CHI2, Student).
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I Spontaneous awareness of authorities or laws
which regulate the Internet

Hadopi was cited spontaneously by a third of users,

far more frequently than other internet

regulation authorities.

n your opinion, what are all the bodles or laws

l:rm regulate the Internet? UNPROMPTED TOTAL | llegal use | Legal use
TOTAL 100% 100% 100%
HADOPI 32% 34% 31%
CNIL 8% 7% 8%
CSA 2% 3% 2%
IARCEP 1% 1% 1%
ARJEL 1% 1% 1%
Other / Don't know 69% 68% 69%

100% refers to the overall respondents and not the sum of the responses
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| Assisted awareness of Hadopi

Hadopi enjoys very strong assisted awareness in the area of Internet regulation (68%) at the same

level as other, older authorities.

Hadopi came in first position among web users admitting to illegal internet use (70%), and the opposite

is true among self-declared legal users (2™ position).

Which of the following bodies that regulate the Internet do
you know, even If only by name? TOTAL Ilegal use Logal use
TOTAL 100% 100% 100%
Hadopi - High authority for the circulation of works and rights
|protection on the Intemet oT% 0% 8%
{The CSA - High audiovisual council 67% 64% 71%
CNIL - National computing and freedoms commission 64% 62% 67%
ARCEP - El and postal
ulatory authority 12% 14% 10%
I'I'ha ARJEL - Online gamaes regulatory authority 10% 12% 8%
[None of these 12% 12% 1%
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I Assisted awareness of Hadopi by profile

Strong assisted awaress of Hadopi among men (78%), those aged 25-39 (72%), Professional category

+ and Paris Metropolitan Region residents (respectively 8

Hadopi

6B%

69%
60% 1

£
|
FE :
aga age 40 and
25-3 over

1%).

Bi%
65%

Non-working
category-  population

catagory+
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I Assisted awareness of Hadopi by profile

Parie

brch, of e foibowing bodion that reguiats e 5 g | sumd| Pt Prot
jrtarnat do you know, sven i snty by nama? TR S, Women | age 1824 | age 830 | o | categorys | eategory- | poputation Nogion s
romc oo% | roo% oox | room | ovoom | oroew [ osoom | osoom oo | roow 100%
piadopi - for the clreuiation of warks
[Sert Vgl sy o s ot ux " "™ “s " " " 0w ox " s
[1ha C5A - High autiovinusl counal o % % % % T % e 0% % o
[T CHAL - Mational computing s besdoms
Hehctoriey (T3 (2% % am % ™ L% Y o 0% %
[T ARCEP . Elnctronic and postal commanications
T e I 1o o " 1en e 10 " " % 10%
|1 ARIEL - Onine gamas reguisiory suhorty [ "% EY " " " e ™ 1% un "
Piona of tese % o [0S ” " " [ e s ™ "
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l Assisted awareness of Hadopi by profile I Awareness of Hadopi

Most of those surveyed became aware of Hadopl by watching the television (61%). However, web users
admitting to illegal use were also made aware of it by the press (46%), the Internet (37%) and their

Assisted awareness of Hadopi is greater among men (78% vs. 68% on average), those aged 25-39 friends and family (14%).

(72%), Professional categories+ and Paris Metropolitan Region residents (respectively81%).

How did you hear about Hadopl 7 TOTAL legal use | Legaluse
Awareness of the CSA is greater among those aged 40 and over (74% vs. 67% on average) and those TOTAL 100% 100% 100%
aged 25-39 (70%) as well as among Professional categories + (78%). lOn television 1% 62% 60%
Awareness of the CNIL is greater among those aged 40 and over (72% vs. 65% on average) and those n the press 1% 46% 3%
aged 25-39 (70%) Professional categories + (78%) Paris Metropolitan Region residents (76%). [On the radio 33% 34% 32%

IOn the Intermet 30% 37% 24%

y a friend or family member, or a colleague mentioned it

F‘ & 1% 1% 8%

By email 3% 5% 2%

IOther 2% 1% 3%

[Don't know 20% 18% 22%
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| Awareness of Hadopi by profile i Awareness of Hadopi by profile
biow 6 you hear sboue Hadost 7 TOtAL | Men | women |agetb-2ufagers.ae [ ) Bl | Bt woriog [uevupainar] Previces Most internet users have heard of Hadopi as a result of the television, particularly men (68% vs 61%
populaton | Regicn

on average), those aged 25-39 (66%), Professional categories + (68%).

o o 8 S Pl o b1 ] o P20 s The press comes next, with similar profiles, men (49% vs 41% on average), those aged 25-39 (46%)

Rt ool M 0 Wil s BB e O Mo 108 Il R i il B O [ and Professional categories + (55%) and (56%). The same goes for radio, men (41% vs 33% on

fo the prons A% - | e B il s | % bkl - " average), those aged 25-39 (39%) and Professional categories + (46%).

05 the redie % % s e ) % “s N L e %

T FE I o) ST SR [N EFay (S [ T e Younger respondents were more likely to be made aware by their friends and family than other
groups (17% vs 11% on average).

B oy amer, ra nafam: " ™ % ™ % "~ " e " [ %

By smail m ey ™ ax » m » ~ m m m

P m ™ ELY m ™ ™ ™ " m " ~

PoaY bacw oy s L) s " ALY " s Y s e
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| Perception of Hadopi ’ Perception of Hadopi
There is significant agreement among web users with positive statements on the work of Hadopi which The same proportion of web users did not respond to negative statements about Hadopi which also find
essentially refer to its relevance and its impact on individual behaviour. significant agreement and essentially concem its illegitimacy and its supposed impact on illegal use in
general.

A good third of web users did not answer and a quarter believed themselves to be personally
concerned by its work.

m Agrees (completely agres + agres) . MNalther agres nor disagres E Dlsagres (disagres + completely disagres) W Agres {Solnpleisty ngres. + agree} =, Nekttas agres nog 9 b 08 [cRaRGrws 4 com ¥ dieagrs)

WIll help promata lagal contant on the Internet ABY i St 7 Only sarves the privata Intarests of certaln individuals

Helps protct culure T Ty e Is hot In step whth “wab cuture®
Wi promota falr ramunaration for artats Wil have 1o real effect on the liegal access of cuhural works [ den - L 10 |
wn trom works Higalty Endangers parsonal data protaction Ty I
1e 1 good ldea Harms Individual fresdom e T
Will have a dissusslve sffect "~ L m o e ] " - " oo
Wil have  posltive Impact on France's
&
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l Perception of Hadopi | Perception of Hadopi by profile

The diverging opinions among web users admitting to illegal use are more marked in response to the

statements concerning "private interests" (57%), the "web culture" (55%), "individual freedoms” (51%) Pars
" e Hors ia & bt of atatamants which could apply TomL Men | women |age1s-4|agezs.g |t Siend | Peel Pret. m——
and "personal data protection" (51%). They feel more concerned (26%) than those that claim to use the [{edor! (Compintaty sgree + agroe) ever | categorys | category | popuiation | Up cln
internet legally. o o | dow | vom | eow | oo | wew | e | v | vww | o | o
[eips promote egal cortant on the internet % A% % s A% 8% e am are AF% A
agres + agres) JOTAL lliegal use S———— % % % ey B % e ey [ s ars
1 Promotes ter rev ragnon ko s s LY 0% 0% @y E an arn s an
. . e acmnzs b semsrsctenmets |y [ s | o e | | [ | e [ e
AT
4 ﬁ }+ & good dea A% % % A% 1% A% 8% A% 8% s A
‘_z 38 49/ VIl harve & dissuasies sflect A% 3% A% A% W% A% % A% A% A A%
41% 33%; 4 e B ey Fram ! s 2% 20% o 0% % 1% E 0% 2% i
41 m A [ordy serves T privite Nerests Of certain ndviduae "% 0% arn % w s % . L) - “%
23% m Js 0L IR Bleg @i “wed Culure” ™S “ A% s % % _“N A 8N % an
51 57%) a5y
) 55 i V:;.nwndﬁumwhﬂl-mlm- ey s = = - = = = o =
40%] 51%) 42%) [Endangen parsonal deta protection 3% A% 8% AT 8% 4% A% A5% an as% 4%
43%) 51%] 36%) s ma Inciividual beecoms. 1% i 3% % % % % el % A ann
41 51%] [rorcems me pevonaly % £ % £y s 0% % % kL 2% bl
1 Pore of Pase reasons "% " e ww e " LY 1% % ™ %
1 1 1
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I Perception of Hadopi by profile

Currently, opinion on Hadopi is divided. Those aged 15-24 feel more “"personally affected" (31% vs
22% on average).

There is a posilive perceplion of the work of Hadopi, particularly among women, who believe that
Hadopi "is a good idea" (49% vs 41% on average) or “is useful for prolecting culture" (55% vs 47% on
average), those aged 40 and over (respectively 47% and 52%), the non-working population
(respectively 45% and 52%).

Inversely, the most sceptical are men, who think that Hadopi "only serves the private interests of

l Impact of Hadopi on the downloading behaviour of web

users

HADOP! make you likely 1o change your habits of onling
10 music, videos, videogames, books, TV series, photos o
?

TOTAL | legal use | Legal use

opinion

l0cas HADOP1 make you kikely to access cuttural works from sites
mors

On these three points we can see that
around a quarter of web users did not

respond.

Although half of web users admitting to
illegal use do not plan to change their
behaviour, a third of them have a positive
altitude overall and plan to change their
online habits.

certain individuals" (60% vs 51% on average) and the youngest respondents. Professional categories AL 100% 1 k|
+ think that the work of Hadopi "is not in step with web culture" (55% vs 47% on average), as do . 3
redidents of the Paris Metropolitan Region (54%), men (55%) and those aged 25-39 (56%). ;h;:mslammy mt;: ﬂimmﬁmﬁ
Sl 28% ! 1 and think that the same applies for all
HADOPI make Franch web users more likely to access TOTAL | lagal use | Legai use Franch web users.
ttural works from sitas that mora
TOTAL The future work of Hadopi will therefore
ves 100 be of utmost importance.
38
opinion 238 '
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I Impact of Hadopi on the downloading behaviour of

profile web users by profile
Dosa HADOP! maks you sty to changs your habits | TOTAL Man Women | age18:34 | ugezs.ze [ 40040 and o piokepeitd Previoss
dm?.::’i"’.:m.“m;m byl categony® |1 6ategery -| population | n Regien
oL ey o ey o oo Y T T T T T Woeb users who did not give an opinion were mainly women (28% vs 23% on average) and those aged
2% 265 2% s 2% 20 2% % 2% | aes 285 40 and over (27%).
2% 5T ATS A% 12 % 0% 12 5% AN % 1%
e, et e e e The positive intentions to change behaviour do not seem to apply to any one population more than
another, although men tend to be less inclined to change their habits, as are those aged 25-39 and
W Professional category + (57% vs 52% respectively on average).
P s ocaumarvuiowete ool ora | en | Women [age 1824 age 2530 00 pnd| Fot | Pt | g | pue | roicns
T R T T T3 T T T When asked about the behaviour of the French population in general (wﬁid;ﬁ does not inti.lu:e the
[ aom | = s | respondent), web users, and particularly those aged 40 and over (44% vs 39% on average), have a
l: : _3 _; 2 : z_\ :: ;: : ﬂ —ﬁ slightly more positive attitude than when commenting on their own behaviour.
| Ty % % 2% % 2% ) I 2% =% | 6% |
|""'m-""‘""""-'-"" TOTAL = Women | age18.34 | sgeas.a | MR e |f —':. ::_ Province.
Eﬂl J00% J00% J00% 200% 100% 100% 100% J100% 100% 100% 100%
X% are A% % 2% aay Fro Y A 2%
be % ay 1% 2% ars | ogw [ ame | oame T % 1 o T ory |
i soinion 2% 2% 285% 2% 19% __it% 2% F 25% % 4%
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I Awareness of the need to ensure access security

73% of web users know that they must protect their internet access.

SECURITY

Did you know that, as a web user, you must protect your
Internet access to avoid it belng used for maliclous
purposes?
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| Awareness of the need to ensure access security I Awareness of the need to ensure access security

Web users admitting to illegal use are more aware of WiFi security matters (WPA key 18%
vs. 10% on average, WEP key 18% vs. 12% on average).

m&m&rﬁ-ﬂ" TOTAL Men | Wemen 1924 | sgaas.pq | 20m A2 und | ret Pt | tiig fustepan Proviees

ised for malicious purposas? e | e e | categoryt | NI | poputation | Region Secure Wifi connection at home :

roraL too% | 100% | roo% | 1o0% | roow | soo% | roo% | 1o0% | roow | ro0% | 1oom

[Yea ™ % i) 5% ™ ™ ™ "% ™% ™ % Yes, |have a WPA key m 18%

ho s % % % E % s % % E) e 18%
Yes, |have a WEP key m

No, my Wifi connaction is unsecured 3‘2"

I'have a Wifi connaction, but | don't know
ifitis secure

I hava no Wifi connection at home
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I Awareness of the need to ensure access security by

None | Parie
Do you currently have a securs Wit av 40 prot. | Prot.
konnection at homa? ToTAL Men Women (age 18- 24/age 28 - 391 "0 T oy oorve | category. | Working o
frorac 1o | 1oo% | toox | roox | room | roox | toow | roew | reow | toom | roox
IVes, | have an encrypted key which makes my
94, It s FETRN T I T T am | oso% | ozw [ oam | osex | s [ ax
[Yos. | nava & WPA key which makes my Wil
Jres. I hmve's WP % ™ s | 1w % e | e 12% e | s | s
[0 it 8 WWEF: by Wt P iy 1% 19% 1% ™ 16% 12% ™ % 1% 0% "%
N, my Wi connecton is unsecured. w 4% m % ™ 4% ™ % Y % ~
s WK cormacaton, bl § il krow WLl | g 2% ™ 1% [H 5% % 16% s 1% 5%
hava no Wil connaction at homa 20% e | oz% | ew R R EEEE e

3 DIMANCHE 23 JANVIER 2011

I Awareness of the need to ensure access security
by profile

The 15-24 age group has the most respondents claiming to have an encrypted key lo secure their Wifi
connection (41% vs 33% on average). WPA keys are more widespread among Professional category +,
those aged 25-34 (19% vs 14% respectively on average), and men (17%).

Those aged 40 and over are more likely to state that they do not have a secure Wifi network at home
(26% vs 20% on average), or that they do not know (18% vs 15% on average).
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l Possession of security devices

Anti-virus software is the most frequently installed means of network protection in the home (around 9
out of 10 web users), followed by firewalls, Anti-spam and anti-spyware programs are also present, but
to a lesser extent. There is no difference by type of web user.

88% 91% u legal e ® Logal use
67%
44% 7% 46%
155{, 16%
1% 2% 4% 4%
[——— | e -]
Anti-virus Firewall Anti-spam Anti-spyware  Parental control Nona
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i Possession of security devices by profile

ArCE DI R R P T . R | Mot [P
frotas 100% 100% 100% 100% 100% 0% 00N 100% 100% 100% 100%
P Frvwad L. ™e “s -s " - % Ry L) ™ ws
P arsreal contral "we 1% we e " e % ws " "% "s
provirus LY - e me L] "% % ) L) LY -

- % £ v % % % % Ly T -
prnapam % % % a% an "% a% T aT% a% -
Poenar ™ ™ ™ ™ ™ ™ ™ » " " ™
peora "~ o~ "~ ”~ £ o -~ -~ "~ L) o
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f Possession of security devices by profile

93% of web users have anti-virus software, irrespective of population.

Firewalls are more widely used by men (75% vs 69% on average), as is anti-spyware (53% vs 44% on
average).

Anti-spam software is more widely used by those aged 40 and over (50% vs 46% on average).

Parantal) control tends to be more widely used among Professional category- (19% vs 16% on
average).
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| Lack of understanding, lack of distinction between legal and illegal
offerings, confusion between legal and paid-for

Paying for content guarantees legality according to web users claiming legal use (59% vs. 53% on
average), as opposed to web users who admit to illegal use (46%). Users who admit illegal use are more
likely to know that paying for content does not make it legal to access (27% vs. 17% on average). Almost a
third of internet users "do not know".

Whan you access cultural content online, If you have paid for this content, do you

think that accessing It is.....
TOTAL u lllegal use
56% M Legal use
53%

- 46%
i 33%
: 2% 0% ST
I 17%
i i 8%
E 2 15

Legal Not necessarily legal Don't know
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ONLINE USE OF
CULTURAL ASSETS
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l Lack of understanding, lack of distinction between legal and illegal
offerings, confusion between legal and paid-for by profile

you oniine,
5 . 3090 40 and Nonwerting | Parie Mevepoinan
rou havs paid for i cormart. do pou i | TOTAL | Mem | Women fage 1 3afage 28307 L Poret categoryPret catmgery| "J S0 Regon " [Provincss
frozas ook | roow | room | roow | voox | reom 100% 100% 100% 100% ro%
| acet o [ oes | s | e | osew | osex o s an x =
Fict recessarry mgal LS T L I T " " s 0% 20% ™
pont know k| o | s | oaew | 2w | 2w u% % % £ .
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l Lack of understanding, lack of distinction between legal and
illegal offerings, confusion between legal and paid-for by profile

Itis those from Professional category+ that make the strongest connection between content being
legal and paying for it (59% vs 53% on average), whereas those aged 15-24 seem to be the most well-
informed of the nuances ("not necessarily lagal” 26% vs 17% on average).
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I Lack of understanding, lack of distinction between legal and illegal
offerings, confusion between legal and paid-for

The best guarantees of legality are a charter, familiarity with the name and certification (49% and 42%
respectively). The proportion of “don’t knows" is slightly higher among web users claiming legal use.

Which of the following Indicates to you that a site offering

Itural products or N is logal? TOTAL lllegal use Legal use
TOTAL 100% 100% 100%
When the site has a charter and conditions of use 49% 46% 53%
When the brand / name of tha site is well-known 49% 48% 50%
'When the site is certified or sponsored by a trustworthy body 42% 42% 42%
[When the owner is clearly identified 38% 7% 39%
When you have lo pay lo use it 3I5% I5% 35%
\When it is possible to contact the site owner by telephone or
lemail 22% 21% 23%
\When the site looks professional 17% 17% 17%
\When there is a large catalogue of cultural products offered 9% o 9%
online
Other 2% 2% 1%
Don't know 16% 13% 19%
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I Lack of understanding, lack of distinction between legal and illegal
offerings, confusion between legal and paid-for by profile

Miich of the loficwing indicates 10 rou that i - Monwerking | Parts Mevspemen
e oftesing Cutrsl procdocts or servicen s | TOTAL | Men | Women [sge 18- 24/age 28 30(*9% 408 sategorys ot catmgary:| Moo rertos R | provincen
|roraL 100%. 1008 100% 100% 100% 100% 100% 100% 100% 100% 100%
[Amen the waa ot s chanerandcondtiont of | gy | ugn | sw | s | oaew | s on Ie o % “n
Mhen P beand | name of e 308 8 weblrown | 40% % s on s e o s s - arn
Mhan tha stn is canfied or sponmored by &

hratwort bosty ars a“n % 8% 2% R o % s an “wn
[When Ve cwner is Gearly dentifed £ AN % il 3% In 4% % % A% s
Mhan you have 1o pay 10 use & 3% N % A% 8% 8% 5% e % bt
e rmtynomdte oy [ o | aw | o | am | oaw | as s % % %

e 2 via ra prfeaior ™ | aw | e | w | w | T 1o [ ™ [
praaveshsupecmicaciana | g [ [ | e | o [ e [ e o ™ " "
[P ™ L kel % ™~ ™ L % ™ % ™
[Pont know % W 1% W% 0% 20% 1% 1% 1™ 1% 1%
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| Lack of understanding, lack of distinction between legal and
illegal offerings, confusion between legal and paid-for by profile

The presence of a charter is more highly valued by Paris Metropolitan Region residents (55% vs 50%
on average), those aged 15-24 (54%) and women (53%).

Familiarity with the name is mentioned most frequently by Paris Metropolitan Region residents (58% vs
49% on average) and Professional category+ (53%).

Certification is considered more important by those aged15-24 (51% vs 42% on average) for whom it
occuples 2™ position (vs 3™ on average).
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| Monthly expenditure on cultural assets

This expenditure Includes the purchase of physlical cultural assets on the Internet. Web users
admitting illegal use spend slightly more than average (+1 to +2 points depending on age group), they
are less likely on average to respond "no expenditure". On the contrary, web users claiming legal use
spend slightly less (-3 to -1 points depending on age group) and are more likely on average lo respond
“no expenditure".

Generally, how much do you spand on average polr mont{l?on accessing cultural products or sarvices on the
nterne

”.hg..,h,'.

25% 26% p4m 26% 28% ou ¥ Logal usa
7] : "* 18%
: 9%
i 7% 5%
No expanditure 110 19 euros 2010 30 euros 3110 99 euros 100 euros or more
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! Monthly expenditure by profile

Average monthly expenditure is 27 euros for the internet user population as a whole, and 36 euros for
the 75% of web users that spend one euro or more.

i, » S T—
o o parviems o B et TORL | Man | Wemes pyuth bl B cstoror| popuiaton Region | POV
[roTaL 100% 100% 100% 100% 100N 100% 100% 100% 100% 100% 100%
Pio m1penditun s "n % % E %
- e | aex | aww | mx | oaw | aw -~ % % 20n %
o - 30 surcs. we ) ms u% % % e e % ko %
bt .58 surce | w | o | owx | oas | e o " % % 10
[100 surcs or more ™ ” " "~ ™ "~ "e "~ "~ LY ™
Horer o g mon Iy hoed e ne Me ne me ne ue me ne ue ne
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| Monthly expenditure by declared use

IGlncnIly. how much do you spend on average per month

jon Ing cultural products or services on the

linternet? TOTAL lllegal use Legal use
INo expenditura 25% 18% 32%
1-19 euros 25% 26% 24%
20 - 30 euros 26% 28% 25%

31 - 89 eurcs 1T% 19% 14%
100 or more auros T% 9% 5%
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I Monthly expenditure by profile

The consumers that spend the most on cultural assets are Professional category+ (" 100 euros or more"
11% vs. 7% on average) and Paris Metropolitan Region residents (10%).

A third of the non-working population has zero expenditure (32% vs. 25% on average), as do those
aged 40 and over (29%).

Those aged 15-24 and those aged 25-39 spend less than the others ("1 fo 19 euros” 29% vs. 25%
respeclively).
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Type of cultural assets accessed on-line over the last
twelve months

Among illegal web users, music is the most frequently-downloaded cultural product (57%), followed
by films (48%).

Online access over the last twelve months
MusicVideo clips
Videosffilms

5

Photos

§!

Books

TV series.

%y

Video games

§

CDs/DVDs bought over the intemet

b

Software

!I
§=!

Other BR4% = Hogal use

Nore . R Sy 22 i
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| Type of cultural assets accessed on-line over the last
twelve months by profile

orvace hevs you sbsady sesact oa v | TotL | tom | woman oom 19048 27 prot catwgorys | Prot categary-| "enTiln? Parks Rousosian | provinces
Jrtarmet over th last 11 montha T

frora roox | toow | roox | weox | roow | room ‘100% 100 100% 100% 100%
Musie | videociips wn | ame | e | eew | e | an an % an asn
Protes s | osen | an | e | ow | s o o an an o
Pidecs | fime uw s % o % ko % % % “n EY
posts I EEEEES % 3 2% 2
IV saries am | o | s | aew | oax | s 2% 0% I .
redes pames S 2% 2% o %
s / DVDs purchased on the internat R ES % ) s s
r— S 2 2% 2 % 205
forner w. W | s ™ » ™ % n. » n o
home wx | s | s | oes | o | oam Y [ [ 1% 1en
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| Type of cultural assets accessed on-line over the last
twelve months by profile

Those aged 15-24 access various cultural assels and access much more content than other groups, Also,
the oldest web users are more likely not to access any cultural assets (40 and over: 23% vs 16% on
average).

Music is most commonly accessed by: those aged 15-24 (66% vs 46% on average), the non-working
population (51%).

Photos: by those aged 15-24 (48% vs 40% on average), women (44%).

Videos/films by: those aged 15-24 (56% vs 35% on average), Paris Metropolitan Region residents (41%),
the non-working population (40%).

Books by: Professional category+ (37% vs 30% on average), those aged 25-39 (36%).
TV series by: those aged 15-24 (46% vs 29% on average), those aged 25-39 (35%), women (34%).
Video games: those aged 15-24 (43% vs 28% on average), the non-working population, men (33%)

CDs/DVDs bought on_the Internet: by Professional category+ (34% vs 28% on average), Paris
Metropolitan Region residents and those aged 25-39 (32%)

Software: by men (32% vs 25% on average), Paris Metropolitan Region residents (31%).
41 DIMANCHE 23 JANVICR 2011

' Methods of accessing paid-for cultural content

The main methods used to access paid-for cultural content are paying platforms (47%),0 streaming
sites or platforms (28%) and direct download sites (23%). There is an over-representation of web

users declaring illegal use on all three content sources.

Methods of accessing pald-for cultural content TOTAL lllegal use Legal use
TOTAL 100% 100% 100%
IPaying platiorms (iTunes, A MP3, VirginM a2
FNAC...) 4T% 52% %
Streaming sites or platforms (Spotify Premium, Deezer
Pramium, Allostreaming...) s 6% 2%
Direct download sites (MegaUpload Premium, RapidShare
Premium...) n% 3% L
Newsgroups (Usenext, Giganews...) % 12% 3%
None 3% 19% 47%
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| Methods of accessing paid-for cultural content

o do you sccass paddor cusmurst loge 0 and, o o cagory| Nenwerting | Puse Mewopeinan |, Paying platforms are more commonly used by Professional category+ and Paris Metropolitan Region
p e el fecan! 2 i e e e Resles residents (52% respectively vs 47% on average).
oz SOk ), oo, | [tk oo | doow | ox bzl oo 1o it s Those aged15-24 are more likely to use streaming sites (46% vs 28% on average), direct download
sites (35% vs 23% on average) and newsgroups (14% vs 7% on average).
m“m"r"“" 3, ar am am an [ “n [*29 an s [ [
B e e patreraing | 2% | am | 2w | e 2% % . m % 2% 2%
edmtbagpyrer el i on | oaw | oan | s | oz | ouw % 2% 2% 0% 2%
Pewsgroups (Usemal Gganews ) ™ "~ "> % ™ % ™ "~ e i) ™
pione % 1LY 2% % W% % £
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[ Free sources of cultural content | Free sources of cultural content by profile

The main sources of free cultural content preferred by web users declaring illegal use are streaming sites
(64%), Peer-to-Peer sites (42%) and direct download sites (37%). Specialised search engines, which

nd
provide access to P2P or direct download links, come in 2™ place. Fom g s seson cont s bt | 5 | e T e nemmsring | P eepcrn
jrotaL 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
H?t::: you‘lmn content on the Intarnet TOTAL | lilagal usa | Logal use TR
aying? m’:—.mm [ o | omw o | ow | oww - 1Y - Y [
TOTAL 100% 100% 100% i
reaming sites or platforms (Youtube, 54% 64% 43% il e = L L el ek i = o
Dailymotion, Vimeo, Spolify, Deezer, Webradios... w*m % | oox | ux | o e m o Py % 9%
lised search engines 28% 29% 27% Bioge, forums, Aowsiotiors, porsenal shes % 1% % 2% 1% 1% 1w ey Y 0% [
Im;lsdownhamlo?cl sites (MegaUpload, 25% 37% 13% Lol i
Wmmmm " ALLY 0% N 10% ™ RCEY ALY £~ "% 1%
logs, forums, o personal sites 20% 23% 16%
nstant messaging software (Windows Live [SU—
Messenger, ICQ...), liva dialogue softwara (RC.) | 9% 2% e e o | ;2] am ] va ] e Y e i i o i
Total Peer-to-Paer 25% 42% 8% Iia Paardo-Pesr inke (Borrent,
Via Peer-to-Peer shareware (eMule, Limewire, "’q 26% 594 o hae) i Rt Ml o el B = s . 2 =
G lia, eDonkey... o % | wsw | uw 1. el % B £ 5% 2%
Via Peer-to-Peer torrent links (Bitorrent, uTorrent 9 16% 3%
Vuze...
INona 24% | 13% 34%
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I Free sources of cultural content by profile

Those aged 40 and over are most likely to not access cultural assets for free (34% vs 24% on
average). However, they are more likely to use specialised search engines (which provide P2P or
direct download links), as are Professional category + (respectively 32% vs 28% on average).

Peer-to-Peer sites are most commonly used by those aged 15-24 (36% vs 25% on average) and to a
lesser degree, those aged 25-39 (30%). They are used much less by those aged 40 and over (15%).

Streaming sites are most often used by those aged 15-24 (76% vs 54% on average), the non-
working population (59%) and those aged 25-39 (57%).

Direct download sites are most often used by those aged 15-24 (44% vs 25% on average) and the
non-working population (29%) .

Instant messaging services are most often used by those aged 15-24 (24% vs 19% on average), the
non-working population (22%) and women (21%).

Finally, those aged 15-24 make more use of blogs/forums (28% vs 20% on average).

57 DIMANCHE 23 JANVIER 2011

ILLEGAL ONLINE USE
OF CULTURAL ASSETS

DAMANCHE 23 JANVER 2011

1 Declared illegal access to cultural assets

Almost half of respondents declared illegally accessing cultural assets (49%), of which 13% do so
regularly and 36% do so only occasionally or exceptionally.

Rats of declared lllegal access
TOTAL
Ganerally, when you access music, videos, videogames, Noillegal
books, TV saries, photos or softwars on tha Internet, would use
| yousaythat you do so lllsgally? sgaluse____ 51%
[roTAL 100% 9%
ILLEGAL USE (at least once) 49%
Rogular llegal use 13%
Ot which aiways 4% o &
|Of which often 9%
R Never
Occaslonal or excaptional llegal use 38% 51%
Of which sometimes. 15%
Ofwhichrarely 21%
(NO ILLEGAL USE ( never) 5%
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Declared illegal access to cultural assets by
profile

70%
2 bk 51% 49% 49%  49%
47%
42%
Paris
Men Womaen age age agedDand  Professional Profession Non-working Provinces
1524 2539 over Sategory: population .n.-glen
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l Declared illegal access to cultural assets by profile

profile

it 49% of web users admit to illegal use, 13% regularly and 36% occasionally. These are mostly men
m,ﬁ;mm‘_ TOTAL | Men | Wemen fuge 18- 24lage 8- 38(*% 40 2 prct categorys{prot category| Mpmvmian? | Fo NommReen | provinces aged 15 to 39.
r‘ Inversely, the group most likely to declare not having accessed content illegaly are those aged 40 and
rom voos | toom | reox | veom | veow | roow 100% 100% 100% 1o0% 100 over (68% vs 51% on average) and women (58%).
e o mimmiml® - = bode = = There is no significant difference between professional status or geographical locations.
Flaguisr iiagal uss "% e % EiLY % ™ % RE 1% M %
of mhh whwasd N o~ B ™ ~ ™ o o [ 2 -y
of which ot " "% oy 19% 108 -~y "~ e "y L | "
[occasonal of wiceptionsl Fiegal une % Y R “n % L u% N . e %
of which somasme 189 10 1% 9% 1y ™~ L 18 15% 1o 15%
of which raradd i N N N N 7"y 24N 179 20 N N
WO RLEGAL UST {= rawer) Ly s --s kL) an - % o% " "e LY
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I Declared history of illegally accessing cultural content Declared history of illegally accessing cultural content
by profile

A quarter of web users who declared illegal use think that they have been accessing cultural products for

over 5 years, 20% said they started to do so "in the last 6 months". T ey T
photos or sowars. How long have you
rece TOTL [ Men | Women fuge 18- 3dage 28 3 IS pret catngorys Prot categony| MemERod | Pare Metreten | o,
Vous avez répondu qu'il vous arrive de consommer de
Viabo,des vas, e sénes TV, don photos cudes | US9GHS lches = S o i e T A R
logiclels, dapuis comblien de temps estce le cas 7 — x| e | oaw | s | mx | o " s u w
TOTAL - 100% b 12 morra o [ e | | e | e | o s [ " " "
§D=PU'$ moins de 6 mois 29% 10 2ysans % | oww [ oun | e [ s | ux " " 1" 1% %
g:‘ ;insmds :g: bwdyeen Iy o | o | e | e | e " i "~ "~ I
!DB 3 3 ans 10% Do d yean L] ”» -~ ™ Ll ™ "~ "~ "~ "~ "
§’DL_I 4ans 6% w8 pean R E R " ™ " " ™
De 5 ans 7% For over § years x| ox 20% e | aw % am Wy " % nx
| Depuis plus de 5 ans 26%
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| Declared history of illegally accessing cultural I Profiles (gender, age, profession and socio-
content by profile

professional category, location)

Several profiles are over-represented among web users declaring illegal use: men and those aged 15 to
39, Inversely, web users declaring legal use are mostly women, and they are in the higher age brackets.
Web users most likely to admit to illegally accessing cultural assets for less than 6 months are There is no difference in terms of socio-professional category or geographical location.
those aged 15-24 and the non-working population (36% vs 29% on average) and women (33%),
while those most likely to admit to illegally accessing cultural assets for over 5 years are those in
Professional category+ (37% vs 25% on average), those aged 25-39 (36%), Paris Metropolitan
Region residents (32%) and men (29%).

u  legal use W Legaluse
2% 82%
o 36% 36%
34% 329, 20% 0%
| “" e 18% 18%
L] | HE
Parts
Men Women Age 60 Professional Profession Non-working Provinces

Prisd ﬂ-.u :s-ao m-u e ver | categorys  category- populstion Memapetien
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Hadopi

Profiles (household type, age of children) I Difference between declared illegal access and
perceptions of what the French do
Web users declaring illegal use are more widely represented in 4-person households, although the age of

' 49% of web users sald that they accessed cultural assets illegally; however, almost all web users (95%)
the children in the household has no Influence. think that all French web users illegally access cultural assets.

u lllegal use w Legal use
Mmmmmﬂgm MMMIMMM-:&--
videogames, books, TV saries, photos or usic, videos, books, TV ™ wie | Lgidiois
software on the Internet, would you say that mmummmm
49%53“ you do so llegally? would you say that they do so lllegaily?
21%34“ 100% 100% 100% | 100% |
16% 16 2% 21% 2 18% £ —2% — i
1% 12% 11% 15% 13% 14% 129 15% 13 g 18% 100 12y, % % s | aw |
- £% 7% 15% 1% o | son |
E::v 21% _ m o g%
‘-pemn 2pecple 3people 4pecple 5 people Nochidin Child age2-6 7-10 11-14 15-18 owr18 51% 5% 3% s
or over household  under 2
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| Barriers to legal access | Barriers to legal access

The main reason stated by web users declaring illegal use (at least one in two) concerns the unit

: cost of the legal offering (57%) and subscription cost (50%).
Price is the main barrier to legal access (37%), followed by diversity of the offering (21%)

then, at almost the same percentage, the habit of illegal use (13%), payment issues For what reason do you not access music,
(concemns about disclosing information, lack of online payment system) and usage issues videos, videogames, books, TV serles, photos. lllegal use
(DRM technologies, ergonomics of the services on offer). (Detail of barriers to legal access 8;;"::::;::“{? -
on the following page). E:m‘%nmha. e oo Price 7% Reasons gmr:?sd and
[Offering on sites is too limited 21% 4t b
[Not easy to find the work F'm 1ooking for (10016, | 240 | cholce . calculaled as 100% of
. Price lath unavalilable] reasons.
12% | cannol discover new rels quickly this way 19% All the reasons
e i + Chaice [Why should | pay for something when | can get it 22% oot sra added
: I8 ¥ Force of habit for froa? Habit 13% together = 290%
Method of payment [py foscn of hebk. Tvu uivwyn secemed oontemtion| g (almost 3 reasons
® Usage 'm afraid of disclosing my bank dalails 7R N FL";;’;”” g‘::"’““u
| have no bank card or other methods of payment 9% 12% i B 10 i

- Other Paypal, gift cortficates) mathod percentaged over the
total of reasons given
] f these reasons RM technologies prevent you from saving or
Mane g ccessing the content on other devices 21% Usage 1% to estimate the weight
o siles are not easy lo use 10% of each banier (cf

| don't know of any paid-for, legal sites T% 2% graph on previous
o of these reasons 9% 3% Page).
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| Barriersito legal access by profile [ Barriers to legal access by profile
E.—..Emu NEURS) PO P N Fo - RS e e Price as a major barrier to legal access is mentioned accros the board by all populations.
—_— pre — o - Lack of choice was cited mostly by Paris Metropolitan Region residents "not easy fo find the

o o I T = = ™ = = content" (30% vs 21% on average), "doesn’t help you find out about new content” (28% vs

e bacrpton e gt x| =% | o | ow | ew | e ~ o ™~ ) - 19% on average).

Dfarrg on wies s o brvied % bl bl o Ll e b e b s )

T | omw | | oew | oaw | a o~ ™ o (L) Force of habit is mentioned particulary by those aged 15-24, but Is insignificant among those

o S e st 330y Tt ot [ I T T T an 3 o [ L aged 40 and over: "why pay for something when | can get it for free?" (those aged 15-24 30%

oy wrosttom e smercgrntomomtte | g | g | o | owm | o | ™ - P s ™ vs 22% on average / those aged 40 and over 14%) — "through force of habit I've always
accessed conlent for free” (those aged 15-24 22% vs 17% on average / those aged 40 and over

Byl of Pund, Pt iyt Bt Coriard bis e " o (Y . ws "~ s v s " "y 9%).

P o of achomrg oy DAk Selads fd L N 2 ) o " bl N " b

oo s s e g w | w | e | s | oo - ~ ~ " "~ -~ Methods of payment, “I’'m concemed about revealing my bank details”, are a particular problem
for those aged 15-24 (33% vs 26% on average), the non-working population (32%) and women

P as o ere sovces mo| o | o | o | o | o m o - o = (31%), as is "/ don 't have a bank card” the non-working population (19% vs 10% on average)

[ o e ks o w e [ w | m |~ e ~ ~ (D) [ [ and those aged 15-24 (18%).

B Y krow of mry b, gl ied ™ bl Ll ™ ™ -~ o~ " s L) ™

Pere of Faes coamre "~ ~ o "~ "~ e e " ™~ "~

Usages and particularly DRM technologies are mentioned more frequently by Paris Metropolitan
Region residents (29% vs 20% on average), Professional category+ and those aged 25-39
(respectively 27%) as well as by men (26%).
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I Web users’ equipment

Web users declaring illegal use are better-equipped, particularly in terms of products such as laptops

(68%), external hard drives (53%), games consoles (52%), smartphones (33%) and netbooks (15%).

Which of the | t below do you own? TOTAL | lilegal use | Legal use
TOTAL 100% 100% 100%
Digital camera 84% B83% 85%
Mobile phone 83% B83% 83%
lebcam 70% T4% 65%
70% 70% 1%
64% 68% 61%
47% 53% 41%
45% 51% 9%
45% 52 38%
34% 39 %
21% 33 % |
21% 23% 20% |
20% 22% 18%
15% 20% 11%
atbook or touch tablet (iPad) 12% 15% 10%
DA (electronic diary) 5% 6% 5% |
1% 1% 1%
1% 0% 1%
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| Web users’ equipment by profile
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[ Web users’ equipment by profile

More laptops among Professional category+ (74% vs 64% on average), Paris Metropolitan Region
residents (72%) and those aged 25-39 (71%).

More external hard drives among Professional category+ (57% vs 47% on average), Paris
Metropolitan Region residents , those aged 25-34 (56%) and men (53%)

More games consoles among those aged 15-24 (57% vs 45% on average), those aged 25-39 (53%)
and Professional category- (50%).

More portable games consoles among those aged 15-24 (42% vs 34% on average), those aged
25-39 (41%), Professional category- (39%) and women (38%).

More smariphones among Professional category+, Paris Metropolitan Region residents (40% vs 27%
on average), men (35%) and those aged 25-39 (34%).
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I Frequency of Internet use

77% of web users say that they use the Internet "many times a day". This response is more frequent

(82%) among those who admit to using the internet illegally.

How often do you use the Internet? TOTAL | lllegal use | Legal use
TOTAL 100% 100% 100%
Many times a day TT% 82% 2%
1 or 2times a day 21% 16% 24%
or 3 times per week 2% 2% 3%
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l Frequency of Internet use by profile

Nonwerking | Paris Metropoitan
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What users do on the Internet by profile
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I What users do on the Internet

Waeb users admitting to illegal use spend more time on the Intemet than the overall sample, accessing
cultural assets (65% vs. 55% on average), instant messaging services (63%), social networking sites
(60%) and to a lesser extent playing online video games (22%) and participating in forums (19%).

Intarnet activities en| d In at least once a weak TOTAL lllegal use | Legal use
100% 100% 100%
and receive emails with friends and family or
colscing 86% 83% 88%
Look at the news 1% 689% 2%
Look at your bank accounts 58% 60% 56%
Send and receive instant messages (like MSN, Skype)
Lwith friends and family 55% 63% 47%
55% 65% 45%
heck your profile page on a social networking site 54% 60% 4T%
for practical information) 29% % 21%
19% 21% 17%
IPlay video gamas online (World of Warcraft, Second
X 18% 2% 14%
Al 16% 19% 13%
icipala in blogs (by leaving ) 12% 12% 1%
roate online editorial contant (a.g. write an articla on a % 0% 9%
)
jpload music / videos, a blog (YouTube, Dailymotion) % 6%
ing (Poker, spor) Yo 9% 5%
softwara, videogames online Y 4% 2%
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| Some conclusions

Hadopi is well-known. Around 45% of web users agree with positive statements on its
work (relevance and impact on individual behaviour). Negative statements (illegitimacy
and supposed effect on illegal access in general) also attracted widespread support. It is
important to note that a third of web users, all questions included, did not give an opinion
and are cerlainly waiting to see what happens.

As far as security is concerned, three quarters of the population know that they must
lr;?akal their Internet access secure; this awareness is greater among those admitting to
illegal use.

In terms of the cultural offerings on the Internet, there is some confusion between what is
legal and what is illegal, particularly as some illegal services have to be paid for.
Certification is the 3 most important factor determining whether an offering is considered
to be legal.

75% of web users spend on average 36 euros per month on cultural assets (including
online purchases). Web users declaring illegal use spend more on average. The main
barriers to legal use cited are price and choice.

11 DIMANCHE 23 JANVIER 2011

http:/lwww.hadopi.fr/

For more information, please contact
the communications team on + 33 1 42 18 39 56 ou
presse@hadopi.net

I Some conclusions

Half of web users admit to illegal use (at least once), while 95% of those questioned think
that French web users behave illegally. There is, therefore, a significant gap between
what is declared and what is projected. lllegal use is concentrated mainly among those
aged 15-39 and men, and there is no difference between resndqnls of the Paris
Metropolitan Region and the Provinces. The practice is not slowing down and is
becoming more diverse.

In terms of equipment, those declaring illegal use are better-equipped in general and
particularly as regards external hard drives, smartphones and audio /video players.

In terms of impact, almost half of web users declaring illegal use say that Hadopi will not

change their behaviour, while a third would be willing to change and a fifth (17%) gave no
response. Hadopi can now start to work in an context of openness.
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Leaked Report Admits That Hadopi First Strike
Accusations Won't Be Reviewed For Accuracy

from the accuse-away! dept

As the French “three strikes” Hadopi process begins, with tens of thousands of notices being sent
out to accused file sharers (their “first strike”), things may be even more ridiculous than previously
assumed. Guillaume Champeau fills us in on the details of a leaked report from the French
privacy commissioner (Google translation from the original French). Basically, the privacy
commissioner CNIL admits that, due to the number of notices being sent, Hadopi will simply not be
able to review the accusations for accuracy, and will need to accept the claims from TMG, the

0 company hired by the entertainment industry to accuse people. Here's Champeau's summary:

Copyright
by Mike Masnick

Wed, Sep 22nd
2010 1:30pm

"Rights holders have been authorized in June to collect IP addresses on P2P
networks, by recruiting the services of the French company TMG. It will monitor P2P
networks, store the IP addresses it believes illegally shares copyrighted works, and
their rights holder customers will forward the ones they want to the French

Filed Under:
france, hadopi,
oversight, review,

three strikes HADCR,
Companies:
tmg Early this week, an internal report by the CNIL was leaked. The CNIL is the Privacy
Commissioner in France. It is the Commission which has allowed rights holders to
Permalink. use the TMG services and collect IP addresses.

The report says that "due to the high number of expected cases (25 000 a day at
first, then 150 000 a day), it is impossible for the [right holders’ agents] to check
the [infringement] reports one by one. Nonetheless, the system does not have
particular control procedures, for instance by sampling, which would allow an agent
to detect anomalies in a collection session™.

It says that “the actions of the Hadopi will be limited to accepting or denying the
transmitted findings, without the ability to check them. The first steps of the
“three strikes™ process will therefore lay only upon the collection operated by the
TMG system”,

Despite these concerns, the CNIL did authorize the right holders to collect the IP
addresses, and did not oppose the 3 strikes process by the Hadopi.

Read that bold part carefully. What this is saying is that despite the fact that you can be kicked
off the intemet based solely on accusations, not convictions, and despite all of the problems with
false accusations and the fact that an IP address alone does not accurately identify an individual,
and despite the fact that the massive number of notices being sent out mean that there will surely
be false positives, the only people reviewing these notices to make sure they're accurate will be
employed by the agent hired by the copyright holders themselves. Due process? It's dead.
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RSC Policy Brief:
/6 Three Myths about Copyright Law and Where to Start to Fix it:

%\.Q.‘A/ “ [ l November 16, 2012

RSC Staff Cglltact:'l?e'l"ék S. Khanna, Derek.Khanna @mail .houchbv, (202) 226-0718

This paper will analyze current US Copyright Law by examining three myths on
copyright law and possible reforms to copyright law that will lead to more economic
development for the private sector and to a copyright law that is more firmly based upon
constitutional principles.

. The purpose of copyright is to compensate the creator of the content:

It’s a common misperception that the Constitution enables our current legal regime of
copyright protection — in fact, it does not. The Constitution’s clause on Copyright and
patents states:

“To promote the Progress of Science and useful Arts, by securing for limited Times to

Authors and Inventors the exclusive Right to their respective Writings and Discoveries;”
(Article I, Section 8, Clause 8)

Thus, according to the Constitution, the overriding purpose of the copyright system is to
“promote the progress of science and useful arts.” In today’s terminology we may say
that the purpose is to lead to maximum productivity and innovation.

This is a major distinction, because most legislative discussions on this topic, particularly
during the extension of the copyright term, are not premised upon what is in the public
good or what will promote the most productivity and innovation, but rather what the
content creators “deserve” or are “entitled to” by virtue of their creation. This lexicon is
appropriate in the realm of taxation and sometimes in the realm of trade protection, but it
is inappropriate in the realm of patents and copyrights.

Strictly speaking, because of the constitutional basis of copyright and patent, legislative
discussions on copyright/patent reform should be based upon what promotes the
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maximum “progress of sciences and useful arts” instead of “‘deserving” financial
compensation.

Copyright is free market capitalism at work:

Copyright violatthsscz faire capitalism. Under the current
system of copyright, producers of content are entitled to a guaranteed, govemmcnfg
instituted, government subsidized content-monopoly. /’I

It is guaranteed because it is automatic upon publishing.

S it nain it et
It is a system implemented and regulated by the government, and backed up by laws that
allow for massive damages for violations. These massive damages are not conventional
tort law damages, but damages that are vutl@amage to
the copyright producer. For example, Limewire was sued for $75 trillion, based upon
Section 504(c)(1) of the Copyright Action enabling such large fines per violation. This
potential award is more money than the entire music recording industry has made since
Edison’s invention of the phonograph in 1877, and thus in no way corresponds to the
actual demonstrateﬁd;mll_aggs_:_to the record industry. By Congress creating an arbitrary
statutory fine for damages the government has implemented its own system for
dissuading copyright violation, above and beyond conventional tort law for a perceived
“property” like right.

In addition, it is a government-subsidized monopoly in another sense. Copyright
violators can face M, and government agencies are tasked with investigating
copyright violations and stopping these activities. This may be a good decision or a bad
decision, but, it is a form of the govem@@iﬁ costs of recovering assets
that may or may not be considered to have been “stolen.” There are other industries
where the government has also chosen to subsidize in a similar manner, but the point here
is that this is not a strictly laissez faire capitalistic institution.

The current copyright legal regime leads to the greatest innovation and
productivity:

There is surely an argument in favor of copyright, and it is the argument that our
Founding Fathers were familiar with. While the size and scope of current copyright
violations are vastly disproportionate to anything in previous history, in the 18" century
our Founding Fathers were familiar with copyright violation. In fact Great Britain was
quite angry at what was perceived to be rampant theft in the colonies of their intellectual
property in the form of literature.
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With this in mind, our Founding Fathers wrote the clause in the Constitution on
protecting content. But they knew that there was a very serious cost for this government-

instituted monopoly. It is a balancing test to ensure that we have the maximum amount of
productivity overall.

With no copyright protection, it was perceived that there would be insufficient incentive
for content producers to create new content — without the ability to compensate them for
their work. And with too much copyright protection, as in copyright protection that
carried on longer than necessary for the incentive, it will greatly stifle innovation. In
addition, excessive copyright protection leads to what economists call “r:

which is effectively non-productive behavior that sucks economic productivity and
potential from the overall economy.

This Goldilocks-like predicament — not too little and not too much — was what our
Founding Fathers had in mind with the phrase “securing for limited Times.”

Current status of Copyright Law?:

Under the Copyright Act of 1790, the first federal copyright act, it stated that the purpose
of the act was the “encWﬂgﬂaﬂd that it achieved this by securing
authors the “sole right and liberty of printing, reprinting, publishing and vending” their
works for a term of 14 years, with the right to renew for one additional 14 year term
should the copyright holder still be alive. This is likely what our Founding Fathers meant
when they wrote in the Constitution for a “limited time.” Gradually this period began to
expand, but today’s copyright law bears almost no resemblance to the constitutional
provision that enabled it and the conception of this right by our Founding Fathers.

e Original Copyright Law: 14 years, plus 14 year renewal if author is alive.

e Current Copyright Law: Life of author plus 70 years; and for corporate authors

120 years after creation or 95 years after publication.
e

Critics of current law point out that the terms of copyright continue to be extended
perpetually, ensuring that works never actually enter the public domain — particularly
Walt Disney’s production of Steamboat Willey, the first Mickey Mouse film. If this is
true, if copyright is to be indefinitely extended, then that would effectively nullify Article
I, Section 8, Clause 8 of the Constitution which provides pr(@ctlon only for “limited
times.”

&

Can we ever have too much copyright protection?:
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Yes. The Federal government has gotten way too big, and our copyright law is a
symptom of the expansion in the size and scope of the federal government.

Today’s legal regime of copyright law is seen by many as a form of corporate welfare
that hurts innovation and hurts the consumer. It is a system that picks winners and losers,
and the losers are new industries that could generate new wealth and added value. We
frankly may have no idea how it actually hurts innovation, because we don’t know what
isn’t able to be produced as a result of our current system. But we do know that our
copyright paradigm has:

A. Retarded the creation of a robust DJ/Remix indusiPy:

Many other countries have a robust culture of DJ’s and remixing, but the United
States, quite perplexingly as the creator of a large portion of the world’s content, is
far behind. DJ/remix culture is a democratizing system where self-starters can
compete based upon merit. In other countries, every 16-year-old with a computer and
“Virtual DJ” software can remix various songs and compete based upon talent. As a
result th?reﬂﬁving DJ/remix markets in Turkey and other countries. These DJ’s
put their content online or sell mix-tapes (no longer tapes) and there is a meritocratic
system that continues to innovate.

However, in the United States this culture is heavily retarded.

DJ’s in the United States are mainly live performers, as there are heavy restrictions on
what they are allowed to release and sell as mix-tapes. There are convoluted rules are
on what parts ofmmple, often requiring input from lawyers to
avoid massive fines or lawsuits. As a result, in the United States there are great live
performer DJ’s, but selling most “real” mix-tapes by small level DJ’s is illegal and _
disincentivized. This stifles most forms of mash-ups or selling of remixed songs by
independent artists.

This does not completely eliminate the remix market. While the producing artists
themselves can remix their own songs, and major DJ’s or other artists can remix other
- - & ————
people’s songs and pay high level royalties in the $100,000’s-per-song range.
However, this prohibitively high price range stm from legally
releasing their own mash-up or remixed songs. While there is an underground remix (
black market, this market is nothing like it would be if this were legalized. WW)/@]L 49

Since these prospective new remixes would not replace the original songs, but merely “H N{’/(L ‘!b\,d _i)
supplement them and perhaps even increase sales of the original songs, overall \
productivity is greatly hampered by making production of these materials effectively ét

illegal. ) J

LO/p
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B. Hampering scientific inquiry:

Scientific papers from the early portion of the 20™ century are still under copyright. . .
This is illogical, as the purpose of most scientific papers is to further intellectual
inquiry, and the goal of most authors of scientific papeTs is to advance their field and
to be cited in other publications. Many professors are _assessed upon the number of
citations for their major works. For these reasons, keeping their work in what are
effectively locked vaults defeats the purpose of much of their work.

Obviously these producers need to be compensated to justify the cost of their
research, but after around14 years, most, if not nearly all, of the earning capacity of
their work has been exhausted, and at that point the overriding interest is in ensuring
that these works are available for others. While there are exceptions in the law for the
use of this material for good faith exceptions, there are numerous examples where
for-profit entities want to use published journal articles but are unable to do so
without negotiating a payment to the producer of the content.

If however, these older papers were available online for free on Google Scholar to

- - .(__.—__—_
anyone to access and use after a reasonable period of time then it would greatly
increase the availability and utilization of scientific analysis.

. Stifling the creation of a‘public- ii})iei,l'yb

Many of our country’s smartest and most successful people were autodidacts who
taught themselves far beyond that of conventional studies through intellectual inquiry
of their own and a voracious appetite for reading. Benjamin Franklin conceived the
idea of a subscription library because libraries allow for information to be
democratized to the masses. Today the sheer amount of information available to the
average person is several orders of magnitude beyond that available in 1990, let alone
in 1790. But still today an enormous amount of intellectual knowledge in locked
behind physical books, rather than accessible on the general internet.

Project Gutenberg is trying to change that by becoming an online repository for a
readable/downloadable version of every book available without copyright. Project

Gutenberg’s full potential will be to provide the greatest amount of intellectual
knowledge ever assembled in the history of the world to any person with the click of
a button.

But this potential of knowledge drops off around 1923 when materials are not in the
public domain. Imagine the potential for greater learning as a result of obtaining
books from the 1920-1980 periods. Assigned books in high school classes could be
all downloaded to a student’s Kindle, rather than bought in a book store. The

O \ lllwz, =~ & \/I/J _gd(;gﬁ@r\ Pﬂ}@& —
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threshold cost for learning will virtually vanish, and with that, the potential for greate

b
learning would skyrocket. \/{— Co (1 OV&

From a technological perspective, the data size of books is very small - for example,
every book in the Kindle store could fit on one of the largest available consumer hard
drives — thus in a few years it may be technologically possible to have every book
ever written on our computer or IPAD at the click of a button (though not necessarily
worthwhile because it’s easier to just access the books you need when you need them
online).

Discouraging added-value industries:

While the current paradigm may work great for content producers, it doesn’t work
great for the creation of other industries. There is enormous potential for other added-
value industries on top of existing media. For example, in a world where movies,
television shows and books that were 30+ years old were available in the public
domain, you would likely see new industries crop up to offer a new experience on top
of this media.

A. Reading a book with pop-up text on extra information on given topics.

B. Watching a movie with “VH1 Pop-up video” add-ons to provide trivia and
relevant information. There would be thousands of fan generated content
analyzing Star Wars by providing commentary and analysis.

. Penalizes legitimate journalism and oversight:

This effect is perhaps the most extreme effect of our current copyright law and the
most unacceptable. Current copyright law allows for producers of written materials,
such as memos or other documents, to claim copyright when they are segki ide
incriminating information. While these materials can be produced in court, producing
this information in the media or through an oversight organization is often illegal.

Imagine if there were a memo published by a well-known DC think-tank during
World War 2 and this memo was on the topic of endorsing Nazism and Adolph

Hitler. Likely if it were published in the 1940s, few memos would still b€ around,

“and it would likely fade into history never to be remembered. But if an enterprising

reporter or political organization were to find a copy of these memos they would still
likely be protected by copyright. If that reporter or political organization put the
memo on their website as proof of the think-tank endorsing Nazism and Hitler, then
they are liable for significant damages fi i iolation. The think-tank is likely
to sue them or threaten to do so to avoid the memo going public in the first place.
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This is a disgusting use of copyright, yet there are numerous examples of copyright
being used in this manner — in order to stifle oversight and hide incriminating
information. This is not the purpose of copyright, and our democracy functions best
when the fourth estate is able to provide this type of information to the public.

Potential Policy Solutions:

1. Statutory Damages Reform:
SRR

Copyright infringement has statutory damages, which most copyright holders can and do
use in litigation (rather than having to prove actual damages). The government sets a
range — which is $750 to $30,000 per infringement — but that goes up to $150,000 if the
infringement is "willful." Evidence suggests that the content holder almost always claims
that it is willful. This fine is per infringement. Those rates might have made sense in
commercial settings (though even then they arguably seemed high), but in a world where
everyone copies stuff at home all the time, the idea that your iPod could make you liable

eqq e . . . e e
for a billion dO]]&fM_gES__Ii@XCCSSIVC.

Further, this system creates a serious clogging of the courts, because copyright holders
now-gecognize that they can accuse anyone of infringement, and include the threat of
(ﬁrl_woﬂ/mds per violation. But in reality, most people then settle for less than that
sum, say $3,000. Scaring a large number of potentially innocent people into settling

should not be an effect of copyright law.

Copyright awards were meant to make the copyright holder whole — they were not
supposed to be punitive. Reforming this process is an important element of federal tort
reform, which unlike other forms of tort reform is clearly within the federal prerogative.

2. Expand Fair Use:

Right now, it's somewhat arbitrary as to what is legally fair use based upon judicially

created categories. One example: parodies are considered protected by fair use but satire

is not. There's an excellent book (and a shorter paper) called Infringement Nation that

details how things you do every single day are infringing and leave every single person

liable for billions in damages each year %
(http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1029151).

3. Punish false copyright claims:

Because there is minimal or nearly non-existent punishment for bogus copyright claims
today, false takedown requests are common and have a chilling effect upon legitimate
speech. While those filing a takedown request have to swear on the threat of perjury, that
swearing is only in regard to whether the work is theirs but not whether the work is
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actually infringing. The court has said that their needs to be “subjective bad faith” in
order to be sanctioned for false takedown requests. This often leads to de facto

censorship.

4. Heavily limit the terms for copyright, and create disincentives for renewal:
-« | = —._‘_‘—'—__————_____

Because of the reasons explained in this paper, the constitutional conception of copyright
was for a limited period of time. For our Founders this was 14 years for copyright with a
potential renewal for another 14 years if the author was alive.

Current public policy should create a disincentive for companies to continue their
copyright indefinitely because of the negative externalities explained in this paper. Unlike
many forms of government revenue, generating revenue by disincentivizing activities
with negative externalities is one way for the government to pay for its operations. This is
a far superior way for the government to generate revenue rather than having a tax system
that disincetivizes work.

Below is a suggestion for one such proposal: ol
/

A.Free 12-year copyright term for all new works — subject to registration, and all
existing works are renewed as of the passage of the reform legislation. If passed
today this would mean that new works have a copyright until 2024.

B. Elective-12 year renewal (cost 1% of all United States revenue from first 12 years
— which equals all sales).

C. Elective-6 year renewal (cost 3% of revenue from the previous 12 years).
D.Elective-6 year renewal (cost 5% of revenue in previous 6 years).

E. Elective-10 year renewal (10% of ALL overall revenue — fees paid so far).

This proposal would terminate all copyright protection aft@. This is obviously a
steep cliff, particularly from the extension of copyright from 36 to 46 years. But the point
is to discourage indefinite copyrigh

d’l d (oz{@\[’ Moe ﬂ
Conclusion: To be clear, there is a legitimate purpose to copyright (and for that matter patents).
Copyright ensures that there is sufficient incentive for content producers to develop content, but
there is a steep cost to our unusually long copyright period that Congress has now created. Our
Founding Fathers wrote the Constitution with explicit instructions on this matter for a limited

copyright — not an indefinite monopoly. We must strike this careful Goldilocks-like balance for
the consumer and other businesses versus the content producers.

It is difficult to argue that the life of the author plus 70 years is an appropriate copyright term for
this purpose — what possible new incentive was given to the content producer for content
protection for a term of life plus 70 years vs. a term of life plus 50 years? Where we have
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reached a point of such diminishing returns we must be especially aware of the known and
predictable impact upon the greater market that these policies have held, and we are left to
wonder on the impact that we will never know until we restore a constitutional copyright system.

Current copyright law does not merely distort some markets — rather it destroys entire morkets.
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House Republicans: Copyright Law Destroys Markets; It's
Time For Real Reform
from the congress-wakes-up dept

Update: Wow. It took less than 24 hours for the RSC to fold to Hollywood pressure. They have
now retracted the report and attempted to claim that it was not properly vetted.

Right after the Presidential election last week, Chris Sprigman and Kal Raustiala penned an opinion
piece suggesting that one way the Republicans could "reset”, and actually attract the youth vote,

would be to become the party of copyright reform."We had actually wondered i that was gofrg—
to happen back during the SOPA fight, when it was the Republicans who bailed on the bill, while

most of those who kept supporting it were Democrats. Since t wever, there hadn't been
much movement. Until now. Lmﬂmﬁ&m which is the caucus
for the House Republicans, released an amazing document debunking various myths about
copyright law and suggesting key reforms.

If you're used to Congress not understanding copyright, prepare £0 be surprised.
and detailed about just how problematic copyright has b

give you a sense of where the d note the final line:

Current copyright law does not merely distort some markets -- rather it destroys
entire markets.

's clear, thorough

e. To

There is a lot in this document, and we can't go through it all, but | highly recommend reading
through it. The three "myths” it attacks are:

1. That the purpose of copyright is ﬁfm&lﬂhﬂ&tﬂtm. No, it correctly notes, it's
about baaﬁi%gjhepubuc:

Thus, according to the Constitution, the overriding purpose of the copyright
system is to “promote the progress of science and useful arts.” In today's
terminology we may say that the purpose is to lead to maximum productivity

This is @ major distinction, because most legislative discussions on this topic,
particularly during the extension of the copyright term, are not premised

upon what is in the PU;:Lcjo_aipLunax_wﬂLamnmmeost—pmducﬁvﬂy
and innovation, but rather what the content creators “deserve” or are

“entitled_to” by virtue of their creation. This lexicon is appropriate in the

realm of taxation and sometimes in the realm of trade protection, but it is
inappropriate in the realm of patents and copyrights.

%

2. That copyright is a representation of free market capitalization. The paper properly
notes that the reality is the exact opposite:

Copyright violates nearly every tenet aissez faire capi m. Under the
current system of copyright, producers of content are entitled toa
guaranteed, government instituted, government subsidized content-

monopoly.

3. That the current copyright regime leads to the greatest level of innovation and
productivity. That makes no sense at all, the paper says: B

Today's legal regime of copyright law is seen by many as a form of corporate
welfare that hurts innovation and hurts the consumer. It is system that
picks winners and losers, and the losers are new industries that could
generate new wea added value. We frankly may have no idea how it
’\% actually hurts innovation, because we don’t know what isn't able to be
¢ luced as a [ curren

From there, it goes on to look at some of the specific harms of today's copyright law, including
harming remix culture and a lot of commercial activity around it, that it hampers scientific
inquiry,” discouraging value added industries and others.
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saying | don't think carving out an exception for
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elements of design may be PD by now

Get the Insider Chat!

A word from our Sponsors...

Finally, it puts forth suggestions for copyright reform th: way, wm

seen legitimately discussed in Congress, ever. Below | just show some snippets from the
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House Republicans: Copyright Law Destroys Markets; It's Time For ... http://www.techdirt.com/articles/20121116/ 16481921080/house-repu...

1. Statutory Damages Reform:

Copyright infringement has statutory damages, which most copyright holders can and do
use in litigation (rather than having to prove actual damages). The government sets a
range - which is $750 to $30,000 per infringement - but that goes up to $150,000 if the
infringement is "willful.” Evidence suggests that the content holder almost always claims
that it is willful. This fine is per infringement. Those rates might have made sense in

commerciat settings (though even then they arguably seemed high), but in a world where
everyone copies stuff at home all the time, the idea that your iPod could make you liable 6 wﬂ- Lﬂ. Qﬁ]_
for a billion dollars in damages is excessive.

2. Expand Fair Use:

Right now, it's somewhat arbitrary as to what is legally fair use based upon judicially

created categories. One eﬁﬁﬁrﬁ';;odles are considered protected by fair use bu satire

is not. There's an excellent book (and @ shorter paper) called Infringement Nation that C/
details how things you do every single day are infringing and leave every single person %/ J /QG(,
liable for billions in damages each year (http://papers.ssm.com

Isol3/papers.cfm?abstract_id=1029151).

3. Punish false copyright claims:
e — —

Because there is minimal or nearly non-existent punishment for bogus copyright claims
today, false takedown requests are common and have a chilling effect Gpom Tegitimate
speech. While those filing a takedown request have to swear on the threat of perjury, that
swearing is only in regard to whether the work is theirs but not whether the work is

actually infringing. The court has said that therr needs to be “ bad fcn th” in l] ;/
order to be sanctioned for false takedown requests. This aﬂen leads to de fatto Gb
censorship. F

4. Heavily limit the terms for copyright, and create disincentives for renewal:

Current public policy should create a@@( companies to continue their
copyright indefinitely because of the negative externalities explained in this paper. Unlike
many forms of government revenue, generating revenue by disincentivizing activities with

negative externalities is one way for the government to pay for its operations. This is a far
superior way for the government to generate revenue rather than having a tax system that

7_ z/% {
disincetivizes work. g S m /
It goes on to suggest a sliding scale for copyright renewal, after a free initial of 12 years, The M (
fee for renewal would bew_w\ work, and that percentage increases
with each additional renewal E er such a system, those who are still exploiting the + /\C

aAa

—_—
copyright can continue to hold one, but for most, where there is greater b egit work
in the public domain, the work goes into the public domain. J ‘
o9 t O

This document really is a watershed moment. Even if it does not lead to any actual legislation, just
the fact that some in Congress are discussing how copyright has gone way too far and even looking
at suggestions that focus on what benefi t5 the public the most is a huge step forward from what
we've come to expect. In many ways, this is the next logical step after the completion of the SOPA
fight. Rather than just fighting bad policy, it's time for Congress to recognize that existing
copyright law is bad policy and now is the time-to fixit--It.comes as a surprise, but kudos to the
Republican Study Committee -- and specificalﬁp_ekjhaaﬁhe policy staffer who wrote the
document -- for stepping up and saying what needed to be said, but which too many in Congress
had been afraid to say for fear of how the entertainment industry lobbyists would react.

T he Eled \/ML
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Proposal

2012 saw the reemergence of copyright legislation in the public consciousness, especially in the wake of
SOPA and PIPA, which sought to combat piracy on the Internet. The resulting backlash against these
bills—both from Internet users and businesses themselves, as well as from political opposition—indicate
divisive attitudes over the effectiveness of the proposed anti-piracy mechanisms. Our project aims to
develop a framework for the cost-benefit analysis of such anti-piracy mechanisms. In order to do this,
we will design a model that will evaluate different metrics of effectiveness and pose a number of
questions. Will the policy actually make a difference? Can the policy be implemented robustly? Can
pirates easily avoid the mechanism? What are the costs and challenges of implementation? Does the
policy violate the standards of the Internet? Will the policy prevent us from accomplishing other goals,
such as tightening up cyber security? Will certain actors incur a cost, and if so, who will pay for it? To
supplement this analysis, we will review existing literature on the economic costs of online piracy and
develop a system of classifying these losses. Based on these issues, the long-term goal for this evaluative
framework will be to encompass a common set of values, standards, and metrics for the analysis and
discussion of future proposed anti-piracy mechanisms. With this model, we hope to enable a more
robust discussion of how to address the piracy problem without compromising the underlying structures
of the open Internet and—by extension—the civil liberties guaranteed by those structures and the
ecosystem for innovation that they have enabled. This analysis will also take into account pragmatic
issues of economic costs, possible political challenges, and other barriers to comprehensive
implementation. We will also be sure to examine copyright law pre- and post- Internet, to see how
notions of intellectual property and proper enforcement of those exclusive rights have changed over
time, in order to better contextualize the issue. To illustrate the usefulness of such a framework, we will
show it in action by running an analysis of recent graduated response policies proposed to combat
online piracy—specifically, the HADOPI law in France and the “six strikes” Copyright Alert System being
implemented here in the US as part of an agreement between the MPAA, the RIAA, and a number of
major ISPs. To put this assessment into perspective, we will also use our framework to evaluate the
effectiveness of the previous anti-piracy paradigm of filing lawsuits against individual users, usingitasa
benchmark for comparison. Through this analysis, we will be able to identify the merits and downsides
of graduated response mechanisms, discuss them in relation to traditional copyright litigation strategies,
and provide comprehensive policy suggestions. Ideally, the framework we develop in this project can
also be extended to other anti-piracy mechanisms and create a more standardized system for analyzing
and deciding between these kinds of policies.

Exec Summary



Review of current literature

Piracy has been and continues to be a big problem for the creative content industries. While estimates

on the scale of the problem vary, most people believe something should be done to reduce the
availability of unauthorized copies of work.

Should something be done?

For the last decade, the content industries have been trying to fight unauthorized sharing online. A
number of methods have been tried, including having the industry sue individual downloaders.
However, recent efforts have been coalescing around so called “graduated response” efforts. Under a
graduated response system, a user is sent a number of warnings, before a penalty, which might include
service termination. Such systems can be mandated by law, such as in France, or through a voluntary
agreement with Internet Service Providers (ISPs).

We attempt to establish a framework to evaluate proposals to combat piracy. As part of this we will
evaluate currently existing information and studies. We will evaluate recent graduated response
systems against our framework.

Evaluative framework

Is if effective in reducing piracy?

1. Is effective in reducing piracy
a. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing piracy?” A policy that
does not reduce piracy should not be considered further.

Ease of Circumvention

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

It is certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

It is not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on
the first result. Now such instructions are somewhat complicated, with instructions to download a .dll
to a certain programs folder location, but it still requires moderate tech skills.

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.



However there is still a core group of techies and dedicated other folks who have the knowledge to
learn how to circumvent these measures and cover their tracks.

This can hamper the effectiveness of certain proposals. For example, SOPA proposed altering DNS
information to remove sites that infringed on copyright.! However, a user could just enter the IP
address of a site instead. For example, thepiratebay.se is located at 194.71.107.15. Entering this into
ones browser brings on to The Pirate Bay even if the DNS service is down.

Now if the Pirate Bay ever has to change servers, then moving their IP address would be hard, as these
are usually assigned in blocks (could add more details). However, then “darknet” DNSes could be set up,
out of reach of the United States. They could even be distributed, much in the way of Bittorrent itself is.
(explain more) which would frustrate any attempt to take it down, because almost every node would
need to be taken offline to bring it down.

Economic

2. Does it make economic sense
a. Revenue in reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh
the costs of the policy. In addition, who bears the costs? The content industry? The government?
Internet service providers?

How much does the government spend on anti-piracy?
How much is lost by piracy?

(do we put these questions here)

Need to go through studies and write this

Employment
Need to go through studies and write this

Technical

3. Has minimal negative repercussions on internet
b. e.g. DNS

Internet Infrastructure

Any proposal should not weaken the underlying infrastructure of the internet. For example, the above
described proposal would have big effects on the internet.

(research)

2
cite



How in infringement detected today?
Trackers?

Etc

Research

Minimally necessary
4. s it the minimum necessary?

a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)

b. Fair use arguments (creative/cultural)

c. Beneficial services

Non-infringing Uses
Proposals should not add chilling effects on legitimate uses of copyright technology. For example,
United States law permits fair use.

Section 1201 Process

The Digital Millennium Copyright Act was widely panned” because it made few exceptions for Fair Use.
There was a process set up by Section 1201 of the DMCA.

Every three years, the Library of Congress holds hearings in which citizens can ask for exemptions of the
DMCA to make noninfringing use of protected works.> For example, in the most recent rulemaking, the
Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes
of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.”*

Specifically the Register and the Librarian look at:

(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

(3) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works

2
cite
* See http://www.copyright.gov/1201/
* http://www.copyright.gov/fedreg/2012/77fr65260.pdf



(5) such other factors as the Librarian considers appropriate.5

However, the process is heavy in bureaucracy, taking about one year from initial notice to final rules
published in the Federal Registrar.® Congress requires that the Register and the Librarian solicit input
from a wide range of stakeholders in consideration of a “broad range of current or likely future adverse
impacts.”

In addition, exemptions expire every 3 years.

Beforehand/Afterhand

In addition, many of today’s technologies do not account for fair use. For example, YouTube’s Content
ID system does not account for fair use before a work is removed.” It is only after a work is removed,
that the uploader may go to YouTube and contest the removal of the work. One of these options is that
the work falls under fair use protection. (screenshots?) The uploader can then describe why they feel
the work should receive fair use protection. A YouTube employee then reviews the rationale and
decides whether or not to accept the rational. (what happens next?)

Certainly fair use is finicky. The fair use guidelines include:

(1) the purpose and character of the use, including whether such use is of a commercial nature
or is for nonprofit educational purposes;
(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a
whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.?

The boundaries are not clear for fair use.

It is especially difficult for a computer to determine if these tests are met. This many services, such as
Google's YouTube take down the content first.

Beneficial Services

Many services which make copyright infringement easy can also be used for non-infringing use.

The first significant example is the Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
case. In this 1984 case, the Supreme Court of the United States found that Betamax machines have
“significant non-infringing uses.” Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)

® DMCA Section 1201

: http://www.copyright.gov/fedreg/2012/77fr65260.pdf
cite

®17 US.C. § 107



because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.’ These updates can be
quite large (over 500MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited
bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

’

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

One such ongoing case is the case of Kyle Goodwin.'® Mr. Goodwin is a videographer. He used
Megaupload as a backup service. Shortly before the government’s January raid, Mr. Goodwin’s hard
drive crashed. His only copies of his videos are the ones stored on Megaupload. However, the
government is resisting restoring his files.

Stakeholders

No matter how effective, economically and technologically viable, or minimally necessary an anti-piracy
mechanism might be, perhaps the most important factor to consider is the political feasibility of such a
proposal. Even if a proposed mechanism is a good idea, it must also be acceptable to the various
stakeholders involved, whether it be the general population, Hollywood, artists, the tech/internet
industry, the international community, and other forms of potential political opposition.

Implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and

? http://torrentfreak.com/bittorrent-to-speed-up-game-distribution-080915/
" http://torrentfreak.com/u-s-accuses-megaupload-user-of-storing-pirated-music-121031



windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Costs of implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Possible Political Challenges

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

5. Will be acceptable to stakeholders (political/legal argument)
d. Who will implement? Legal authority/precedents?
e. Costs of implementation/enforcement
f.  Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Meta-analysis of Framework
strengths, weaknesses, possibilities for future improvement

Current Policy Debates
HADOPI (Stephen)

6 Strikes vs Lawsuit — Plaz

In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “6 Strikes” graduated response system to the

United States. The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name “6 Strikes” is often used.

Y Link to agreement itself



Description

Under the system, copyright owners could make complaints against IP addresses to users.’ ISPs will

then forward those complaints on to users — without actually revealing information about the user to
the copyright holder.

The “6 Strikes” system establishes the Center for Copyright Information (CCl). The center is tasked with
administering the CAS as well as educating the public on copyright issues.** The Center is governed by a
6 member advisory board, with 3 members appointed by the content industries and 3 members from
Internet Service Providers." There is also a four member advisory board, with members from the
Center for Democracy and Technology, Public Knowledge, iKeepSafe, and the Future of Privacy Forum.'®
Reports indicate that these members are serious about a balanced approach and are independent from
the other players."” However, these members are only advisory. The executive board has no
requirement to listen to them. *® The MOU also requires the executive committee to retain independent
technical experts.”® The MOU prohibits sending alerts from methods deemed to be “fundamentally
unreliable.”” However, the names of these experts is not public. In addition, the reports generated by
the experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement. However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.”> Each ISP is also able to define what each of the six strikes
definitively means. However, the MOU lays out an outline of what each strike could be.

The first two alerts are purely educational.”® They do not require any response or action form the user.
The alerts will contain information that copyright infringement is illegal, that there are lawful ways to
download content, and that further sanctions may follow. The third and fourth alerts also educate the
user, albeit in stronger language.”® They also require the user to take some affirmative action to close
the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed,
a temporary step-down in the subscriber’s service tier, a temporary redirection to a landing
page for completion of a program of copyright instruction, a temporary redirection to a

¥ MOU Pg 8

¥ MOU Pg 8

“ MOu Pg 3

* MOU Pg 3-4

** http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2145059 pg 19
7 http://papers.ssrn.com/sol3/papers.cfm?abstract id=2145059 pg 19
¥ MOU Pg 4

 MOU Pg 5

*MOU Pg 6

' MOU Pg 4

* MOU Pg 7

#MOU Pg 8

* MOU Pg 8




landing page until the subscriber contacts a customer service representative, or a temporary
- 25
suspension of access.

Unlike some media reports, ISPs are not required to suspend a user’s internet access.”® Instead the ISP

= . _— 97
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.
Seven days are allowed between each alert that counts towards the six.”*

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed.” The Independent Review Program is a non-
judicial program set up by CCl with the American Arbitration Association (AAA).® The overhead of the
program is paid by CCl, which is funded equally by content groups and by ISPs.

A user can-also appeal their first through fourth notices upon receiving their fifth notice.** However, if a
user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.

In order to file an appeal, a user fills out an online “Application to Commence Independent Review” or
“ACIR” form.” In addition, a user must pay a $35 fee on appeal, however, such fee is refundable if a
user prevails in their appeal.’® The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 1923%*

The user must include a basis for each defense and possibly provide the corresponding backup
material.*® For example, if a user asserts authorized use, the user must provide specific, written

authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.
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The review process is designed to be automated; in addition one reviewer per case is selected by the
AAA.¥ Reviewers must be lawyers, but they are not required to have specific copyright experience.*®
However, they are required to have training from a CCl-Approved Copyright expert.*

Analysis

Is effective in reducing piracy?
We believe that this method will be effective in reducing piracy (look at Hadoopi).

Compared to the previous system where the content industries directly sued users the new system is
much more scalable. Under the old system, companies had to file individual John Doe lawsuits in order
to ask a court to unmask a user’s identity.”” The case could then go to a lengthy and expensive trial."!
Although in many cases, the user settled by paying an average of $1,xxx.* This was not cost effective
for the industry.* The industry did it because they believed it would be a disincentive for users to
illegally download files." The new system seems much more efficient in comparison.

Does the policy make economic sense?

The proposal appears to cost very little. In particular, the system attempts to automate as much of the
process as possible - it is built for scale. The cost would be mostly in the initial setup of the system.

By having a low cost, the system only needs to stop a little amount of piracy in order to be cost effective.

Does it have minimal negative repercussions on the Internet?

This depends on how the policy is implemented. In the past, some ISPs have intercepted pages and
have added banners onto pages in midflight.” For example, in 2008 Rogers added a quota message to
the top of the Google home page by inserting Javascript into the page using an active version of Deep
Packet Inspection. This technology is sold by companies such as PerfTech.”® Many (who) find the
practice of modifying other sites’ pages over the Internet to be abhorrent.

Meanwhile almost all wireless access points use some sort of redirection technique to bounce first time
visitors to a log in page. (research) However a similar technique may pose problems for the internet.
For example, a user may be uploading data in the background when their internet connection is
redirected to this message — causing the update to break. Or perhaps a user is connecting to a
computer via remote access when the redirection happens. If the redirection is not properly
implemented, it could break the remote access connection.

The right DPI technology needs to be implemented to be able to show a message without breaking the
internet.

*’ MOU Page 30 and 31
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ISPs are not looking for infringement themselves

Is it the minimal necessary? (we should rename this)

This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must
lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user.

It remains to be seen what technical measures are used to identify infringement. This will give us more
information of whether it will alarm on the use of services that provide non-infringing use such as
Megaupload. (didn't they say just P2P?) (they also can’t use the same methods)

Is it acceptable to stakeholders?
Wait for Stephen’s section

Other
6 Strikes takes down content first. Can appeal as fair use — but only afterwards

And only then on the 5" and 6™ notices

Likely be effective againts main problem

Good to educate people

Good balance

Should be able to complain easily

Not so many long procedural hurdles

Penalities small next to $1000 settlements or hundred k judgements

Should be automated and streamlined

But if you have a problem, should be able to reach someone who has authority over the phone

The fact that the copyright expert needs to be CCl approved is troubling. Content industries have a long
history of putting out biased, extreme, or just plain wrong information on copyright. (must cite/backup)

Upcoming policy debates

When evaluating future policies to protect against copyright infringement, policy writes should consider
the framework we have outlined above.



Michael E Plasmeier

From: Donald Nathan Stone Unger

Sent: Wednesday, November 14, 2012 7:53 PM
To: Michael E Plasmeier; Stephen J Suen
Cc: _ 6.805-staff

Subject: Group Ten Project Draft, Cl Feedback
Attachments: Group 10 Project Draft DU rsp.docx
Follow Up Flag: Follow up

Flag Status: Flagged

Will the policy actually make a difference?

Can the policy be implemented robustly?

Can pirates easily avoid the mechanism?

What are the costs and challenges of implementation?

Does the policy violate the standards of the Internet?

Will the‘ policy prevent us from aceomplishing-othergoals—sueh-as-tightening up cyber security?
Dear Stephen and Michael,

I enjoyed reading this and you are covering interesting and important territory. I've made a couple of marginal

notations or organizational suggestions on the draft itself (attached). But my primary observation has to do with
. . __-—""—‘_'__'_—___—‘

degree of specificity.

I’ve pulled the list above from the first paragraph of your draft. In just about every question, the key word or
phrase needs to be made clear, often needs to have a clear metric attached to it. What do you mean by: “make a
difference,” “robust implementation,” “easily avoid.” “challenges,” “standards of the Internet,” or “tightening

up security”?

e

In most cases, the @7 meaning of what you are saying can be inferred. But for a research or policy
document, I would TiKe to see something mowmlc. So, for example, you might write:

Lok e aplty b Tle e hehedHIB

“We grade antipiracy policies or technologies that have been demonstrated to reduce the illicit transfer of a
copyrighted movie by 90% as Grade A, 80% Grade B, 70% Grade C, below 70% F. For our statistics we rely

on the MPAA.”

Lol ll Mk abok 4y, o oud



I might quibble with your numbers, in the statement above, and I might have some question about the
methodology or the reliability of the MPAA, but I would have a clear idea of how you were measuring success

or failure, what numbers you were using, where those numbers came from.
e

In a related vein, it seems to me that the reality (especially the speed) of technological change means that
evaluating the efficacy of a policy has to do at least some “pointing forward.” When you write about how
easily an anti-piracy measure can be defeated, for example,mﬁ‘ﬂux: the DVD players available to
consumers start out “play only”; then DVD burners migrate to home computers; then DVD copying software
becomes freely available on the web.

Can you build a degree of flexibility into your terms of assessment to do something to take account of this? If
you can, you vastly increase the value of your policy recommendations.

best,

Don

Donald N.S. Unger, MFA, PhD

Lecturer, Program in Writing and Humanistic Studies
Massachusetts Institute of Technology, 12-112
donunger@mit.edu

http://men-can.com
http://www.temple.edu/tempress/titles/2024 req.htm|
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Proposal
2012 saw-the-reemergence-of copyrightlegislationin-the-publicconsciousness,-especially-inthe-wake-of
SQPAWP&PAwhlchéeught«teﬁembatprFacyl—ea—thaﬂtemetniheﬂsulhngbaeklashagamst—these

WMMWWHWWOM project aims to
develop a framework for the cost-benefit analysis of-sueh anti-piracy mechanisms. la-erderte-do-this;

Ideally, the framework we develop.in this project can also be extended to other anti-piracy mechanisms
and create a more standardized system for analyzing and deciding between these kinds of policies.

wWe will design a model that will evaluate different metrics of effectiveness and pose a number of BE R R e
questions. Comment [D1]: The highlighted words or
phrases below are insufficiently clear.

Will the policy actually make a difference?

Can the policy be implemented robustly? ,g [L}Jlﬂ&(’ m

Can pirates easily avoid the mechanism?

[
What are the costs and challenges of implementation? M

Does the policy violate the standards of the Internet?

Will the policy prevent us from accemplishing-othergeals-such-as-tightening up cyber security?
Will-certain-actors-ineura-cost-and-ifse,-who will pay-for-it?

To supplement this analysis, we will review existing literature on the economic costs of online piracy and
develop a system of classifying these losses. Based on these issues, the long-term goal for this evaluative
framework will be to encompass a common set of values, standards, and metrics for the analysis and
discussion of future proposed anti-piracy mechanisms. With this model, we hope to enable a more
robust discussion of how to address the piracy problem without compromising the underlying structures
of the open Internet and—by extension—the civil liberties guaranteed by those structures and the
ecosystem for innovation that they have enabled. This analysis will also take into account pragmatic
issues of economic costs, possible political challenges, and other barriers to comprehensive
implementation. We will also be sure to examine copyright law pre- and post- Internet, to see how
notions of intellectual property and proper enforcement of those exclusive rights have changed over
time, in order to better contextualize the issue. To illustrate the usefulness of such a framework, we will
show it in action by running an analysis of recent graduated response policies proposed to combat
online piracy—specifically, the HADOPI law in France and the “six strikes” Copyright Alert System being
implemented here in the US as part of an agreement between the MPAA, the RIAA, and a number of
major ISPs. To put this assessment into perspective, we will also use our framework to evaluate the
effectiveness of the previous anti-piracy paradigm of filing lawsuits against individual users, usingitasa
benchmark for comparison. Through this analysis, we will be able to identify the merits and downsides
of graduated response mechanisms, discuss them in relation to traditional copyright litigation strategies,
and provide comprehensive policy suggestions. ldeally;-the-framework-we-develop-in-this project-can
alsonb&oxtandad_—tasthe;uanmpkac»umschamsmmimmmandacdimd;sysmimnammg
and-deciding-between-these-kinds-of-policies:
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Review of current literature

Piracy has been and continues to be a big problem for the creative content industries. While estimates
on the scale of the problem vary, most people believe something should be done to reduce the
availability of unauthorized copies of work.

Should something be done?

For the last decade, the content industries have been trying to fight unauthorized sharing online. A
number of methods have been tried, including having the industry sue individual downloaders.
However, recent efforts have been coalescing around so called “graduated response” efforts. Under a
graduated response system, a user is sent a number of warnings, before a penalty, which might include
service termination. Such systems can be mandated by law, such as in France, or through a voluntary
agreement with Internet Service Providers (ISPs).

We attempt to establish a framework to evaluate proposals to combat piracy. As part of this we will
evaluate currently existing information and studies. We will evaluate recent graduated response
systems against our framework.

Evaluative framework

Is if effective in reducing piracy?
1. Is effective in reducing piracy
a. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing piracy?” A policy that
does not reduce piracy should not be considered further.

Ease of Circumvention

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Itis certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

Itis not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on
the first result. Now such instructions are somewhat complicated, with instructions to download a .dll
to a certain programs folder location, but it still requires moderate tech skills.

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.



However there is still a core group of techies and dedicated other folks who have the knowledge to
learn how to circumvent these measures and cover their tracks.

This can hamper the effectiveness of certain proposals. For example, SOPA proposed altering DNS
information to remove sites that infringed on copyright.! However, a user could just enter the IP
address of a site instead. For example, thepiratebay.se is located at 194.71.107.15. Entering this into
ones browser brings on to The Pirate Bay even if the DNS service is down.

Now if the Pirate Bay ever has to change servers, then moving their IP address would be hard, as these
are usually assigned in blocks (could add more details). However, then “darknet” DNSes could be set up,
out of reach of the United States. They could even be distributed, much in the way of Bittorrent itself is.
(explain more) which would frustrate any attempt to take it down, because almost every node would
need to be taken offline to bring it down.

Economic

2. Does it make economic sense
a. Revenue in reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh
the costs of the policy. In addition, who bears the costs? The contentindustry? The government?
Internet service providers?

How much does the government spend on anti-piracy?
How much is lost by piracy?
(do we put these questions here)

Need to go through studies and write this

Employment
Need to go through studies and write this

Technical

3. Has minimal negative repercussions on internet
b. e.g. DNS

Internet Infrastructure
Any proposal should not weaken the underlying infrastructure of the internet. For example, the above
described proposal would have big effects on the internet.

(research)

1%
cite

: The matter of “cost” is
important to address, but it’s alsdvery nebulous as
it relates to IP like e-books, music, or movies. Steal
a car and you can reasonably be said to have stolen
something worth the Blue Book value of that car.
Steal digital IP and you have stolen bits. If a (legit)
movie DVD sells for $10, yielding $4 in profit for
Paramount, it is not necessarily true that Paramount
has “lost” that $4; that argument rests on the idea
that the purchaser would have bought the movie
from Paramount absent the street (or web)
opportunity to get the pirated version. You could
even argue that pirated movies amount to
advertising for the media companies, spreading
their wares to people and places that would not
have access at market prices, building interest for a
time when the purchasers have the wherewithal to

i itimately.
buy these items legitimately.
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How in infringement detected today?
Trackers?

Etc

Research

Minimally necessary
4. s it the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services

Non-infringing Uses
Proposals should not add chilling effects on legitimate uses of copyright technology. For example,
United States law permits fair use.

Section 1201 Process

The Digital Millennium Copyright Act was widely panned’ because it made few exceptions for Fair Use.
There was a process set up by Section 1201 of the DMCA,

Every three years, the Library of Congress holds hearings in which citizens can ask for exemptions of the

DMCA to make noninfringing use of protected works.> For example, in the most recent rulemaking, the
Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes

of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.”*

Specifically the Register and the Librarian look at:

(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

(3) the impact that the prohibition on the circumvention of technological measures applied to

copyrighted works has on criticism, comment, news reporting, teaching, schola rship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works

Fy.
cite
I 5ee http://www.copyright.gov/1201/
¥ http://www.copyright.gov/fedreg/2012/77fr65260.pdf



(5) such other factors as the Librarian considers appropriate.’

However, the process is heavy in bureaucracy, taking about one year from initial notice to final rules
published in the Federal Registrar.® Congress requires that the Register and the Librarian solicit input

from a wide range of stakeholders in consideration of a “broad range of current or likely future adverse
impacts.”

In addition, exemptions expire every 3 years.

Beforehand/Afterhand

In addition, many of today's technologies do not account for fair use. For example, YouTube’s Content
ID system does not account for fair use before a work is removed.” Itis only after a work is removed,
that the uploader may go to YouTube and contest the removal of the work. One of these options is that
the work falls under fair use protection. (screenshots?) The uploader can then describe why they feel
the work should receive fair use protection. A YouTube employee then reviews the rationale and
decides whether or not to accept the rational. (what happens next?)

Certainly fair use is finicky. The fair use guidelines include:

(1) the purpose and character of the use, including whether such use is of a commercial nature
or is for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a
whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.®

—_

The boundaries are not clear for fair use.

It is especially difficult for a computer to determine if these tests are met. This many services, such as
Google's YouTube take down the content first.

Beneficial Services
Many services which make copyright infringement easy can also be used for non-infringing use.

The first significant example is the Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
case. In this 1984 case, the Supreme Court of the United States found that Betamax machines have
“significant non-infringing uses.” Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)

* DMCA Section 1201

& http://www.copyright.gov/fedreg/2012/77fr65260.pdf
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because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.0 These updates can be
quite large (over 500MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer,
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited
bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

One such ongoing case is the case of Kyle Goodwin.'® Mr. Goodwin is a videographer. He used
Megaupload as a backup service. Shortly before the government’s January raid, Mr. Goodwin’s hard
drive crashed. His only copies of his videos are the ones stored on Megaupload. However, the
government is resisting restoring his files.

Stakeholders

No matter how effective, economically and technologically viable, or minimally necessary an anti-piracy
mechanism might be, perhaps the most important factor to consider is the political feasibility of such a
proposal. Even if a proposed mechanism is a good idea, it must also be acceptable to the various
stakeholders involved, whether it be the general population, Hollywood, artists, the tech/internet
industry, the international community, and other forms of potential political opposition.

Implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, itis illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and

:ohttp://torrentfreak.com/bittorrent—tc-speed~up-game-distribution~080915/
http://torrentfreak.com/u-s—accusesAmegaupload-userﬁof-storing-piratedlmusic-121031



Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Costs of implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, itis not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Possible Political Challenges

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

5. Will be acceptable to stakeholders (political/legal argument)
d. Who will implement? Legal authority/precedents?
e. Costs of implementation/enforcement
f.  Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Meta-analysis of Framework

strengths, weaknesses, possibilities for future improvement

Current Policy Debates
HADOPI (Stephen)

6 Strikes vs Lawsuit — Plaz

In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “6 Strikes” graduated response system to the
United States.!’ The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name "6 Strikes” is often used.

Y Link to agreement itself



Description

Under the system, copyright owners could make complaints against IP addresses to users.*? 1SPs will
then forward those complaints on to users — without actually revealing information about the user to
the copyright holder. B

The “6 Strikes” system establishes the Center for Copyright Information (CCl). The center is tasked with
administering the CAS as well as educating the public on copyright issues.”” The Center is governed by a
6 member advisory board, with 3 members appointed by the content industries and 3 members from
Internet Service Providers.”” There is also a four member advisory board, with members from the
Center for Democracy and Technology, Public Knowledge, iKeepSafe, and the Future of Privacy Forum.™®
Reports indicate that these members are serious about a balanced approach and are independent from
the other players.”” However, these members are only advisory. The executive board has no
requirement to listen to them. *® The MOU also requires the executive committee to retain independent
technical experts.’® The MOU prohibits sending alerts from methods deemed to be “fundamentally
unreliable.””® However, the names of these experts is not public. In addition, the reports generated by
the experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement.”! However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.? Each ISP is also able to define what each of the six strikes
definitively means. However, the MOU lays out an outline of what each strike could be.

The first two alerts are purely educational.”® They do not require any response or action form the user,
The alerts will contain information that copyright infringement is illegal, that there are lawful ways to
download content, and that further sanctions may follow. The third and fourth alerts also educate the
user, albeit in stronger language.” They also require the user to take some affirmative action to close
the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed
a temporary step-down in the subscriber’s service tier, a temporary redirection to a landing
page for completion of a program of copyright instruction, a temporary redirection to a

’
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landing page until the subscriber contacts a customer service representative, or a temporary
suspension of access.”

Unlike some media reports, ISPs are not required to suspend a user’s internet access.” Instead the ISP
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.”
Seven days are allowed between each alert that counts towards the six.”®

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed.”® The Independent Review Program is a non-
judicial program set up by CCl with the American Arbitration Association (AAA).3 The overhead of the
program is paid by CCl, which is funded equally by content groups and by ISPs.

A user can also appeal their first through fourth notices upon receiving their fifth notice.’® However, ifa
user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.*

In order to file an appeal, a user fills out an online “Application to Commence Independent Review" or
“ACIR” form.* In addition, a user must pay a $35 fee on appeal, however, such fee is refundable if a
user prevails in their appeal.” The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 1923*

The user must include a basis for each defense and possibly provide the corresponding backup
material.® For example, if a user asserts authorized use, the user must provide specific, written
authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.

#MOU Pg 11

% http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2145059 pg 21
7 MOU Pg 13

% MOU Pg 7
 MOU Pg 14

* MOU Pg 26

' MOU Pg 30

2 MOU Pg 30

¥ Mou pg 29

* Mou Pg 30

* MOU Pg 26-28
* MOU Pg 29




The review process is designed to be automated; in addition one reviewer per case is selected by the
AAAYT Reviewers must be lawyers, but they are not required to have specific copyright ex;)erienu:e.3E
However, they are required to have training from a CCl-Approved Copyright expert.*

Analysis

Is effective in reducing piracy?
We believe that this method will be effective in reducing piracy (look at Hadoopi).

Compared to the previous system where the content industries directly sued users the new system is
much more scalable. Under the old system, companies had to file individual John Doe lawsuits in order
to ask a court to unmask a user’s identity.”’ The case could then go to a lengthy and expensive trial."!
Although in many cases, the user settled by paying an average of $1,xxx.” This was not cost effective
for the industry."3 The industry did it because they believed it would be a disincentive for users to
illegally download files.** The new system seems much more efficient in comparison.

Does the policy make economic sense?

The proposal appears to cost very little. In particular, the system attempts to automate as much of the
process as possible - it is built for scale. The cost would be mostly in the initial setup of the system.

By having a low cost, the system only needs to stop a little amount of piracy in order to be cost effective.

Does it have minimal negative repercussions on the Internet?

This depends on how the policy is implemented. In the past, some ISPs have intercepted pages and
have added banners onto pages in midflight.” For example, in 2008 Rogers added a quota message to
the top of the Google home page by inserting Javascript into the page using an active version of Deep
Packet Inspection. This technology is sold by companies such as PerfTech.*® Many (who) find the
practice of modifying other sites’ pages over the Internet to be abhorrent.

Meanwhile almost all wireless access points use some sort of redirection technique to bounce first time
visitors to a log in page. (research) However a similar technique may pose problems for the internet.
For example, a user may be uploading data in the background when their internet connection is
redirected to this message - causing the update to break. Or perhaps a user is connecting to a
computer via remote access when the redirection happens. If the redirection is not properly
implemented, it could break the remote access connection.

The right DPI technology needs to be implemented to be able to show a message without breaking the
internet.
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ISPs are not looking for infringement themselves

Is it the minimal necessary? (we should rename this)
This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must

lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user.

It remains to be seen what technical measures are used to identify infringement. This will give us more
information of whether it will alarm on the use of services that provide non-infringing use such as
Megaupload. (didn’t they say just P2P?) (they also can’t use the same methods)

Is it acceptable to stakeholders?
Wait for Stephen’s section

Other
6 Strikes takes down content first. Can appeal as fair use — but only afterwards

And only then on the 5™ and 6" notices

Likely be effective againts main problem

Good to educate people

Good balance

Should be able to complain easily

Not so many long procedural hurdles

Penalities small next to $1000 settlements or hundred k judgements

Should be automated and streamlined

But if you have a problem, should be able to reach someone who has authority over the phone

The fact that the copyright expert needs to be CCl approved is troubling. Content industries have a long
history of putting out biased, extreme, or just plain wrong information on copyright. (must cite/backup)

Upcoming policy debates
When evaluating future policies to protect against copyright infringement, policy writes should consider
the framework we have outlined above.



Yi Wu

Overall, this draft is clearly written but needs to be better organized. In the proposal
section, the purpose and the problem are stated concisely. It includes the series of
questions that the authors are trying to answer as well as some of the approaches they will
take to solve the problem. However, the model that evaluates different metrics of
effectiveness of a particular anti-piracy policy is still unclear. In many places of the draft,
the idea is there but needs to be @l_@cd\ﬁu‘lher. The transition between subtopics is
0 not always smooth. Below are some specific suggestions: -
7/) 1) In “review of current literature™ section, the authors mentioned “graduated
response” efforts. llow did this come about? What au, some of the cases/policies
that led to this widely- au:cgtcd policy ¢¢e baﬂ
2) “Evaluative framework™ section: Consider pr 0v1dmg a list of all the points oflhe/
framework in the beginning before going into details about each one of them.
3) Need to expand the “economic” section. How would you measure the positive
effects on employment
4) Inthe “lechnical” section, elaborate what DNS-aCtually is. “IFor example, the
above described proposal would have...” Where is the described proposal? Ut“ 6_&%

Maybe consider writing it out again because it is not obvious. Give examples of T

the technology in infringement detection today \/ 1w ‘
5) “Minimally necessary”: The authors should provide a clearer metric to evaluate W{W(’Ef

whether the policy is minimally necessary. Is there any existing law/guidelines +0 Qdd

that will determine that?
6) The flow of logic in scction titled “Beneficial Services” is confusing. “Another
example is BitTorrent...” What wasmamplc? “One such onging case is
the case of Kyel Goodwin.” One of what such case? The paragraph before does
not talk about an issue that the case of Kyle Goodwin is trying to solve
7) “Costs of implementation™ and “possible political challenges™ have the same text
so need to be revised.
8) The word “ironclad™ is use too commonly in the paper LL
9) “Will be acceptable to stakeholder™: Please expand the bul et points ‘and give
examples of something that the stakeholders will accept as well as the reason
behind it.
10) Consider including another analysis of a current policy debate. This section needs + /(10
to be better put together to be a more cohesive section. 0
11) I’'m not sure what the “other” section is talking about on the last pagcup\_ 6-}# 0 @d/é
12) You should include more information on the future of anti-piracy and the effects

of your framework will have on the Internet
el e
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Katherine Fang
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11/14/12
Critique of Group 10 (Michael Plasmeier, Stephen Suen)’s Draft

Audience

Overall, I was unclear about the target audience for the report. In the proposal section, the group
states that it wants to design a framework to address anti-piracy. Is this framework supposed to
be implemented by Congress or by a specific regulatory body? Once this framework is in place,

who will be in charge ‘0T evalualing its effectiveness and maintaining it?

Review of Current Literature
In this section, the group could elaborate using specific numbers and citing published reports.
For example, the group says that piracy is a “big problem for creative content industries.” 1
suggest incorporating monetary estimates on the cost of piracy — how much do different sources
estimate the cost of piracy to be for content producers, publishers, and distributors? How does
piracy affect industries other than creative content industries?
e

The report says that on “most people™ believe action should be taken against piracy. In addition
to creative content industries, who are the major proponents of anti-piracy? Are there specific
companies or organizations that have been very active in their lobbying efforts? What are the
strategies they advocate to combat piracy, as well as the pros and cons of those strategies?
Understanding the major players in the field may help the group understand its target audience
and key players who can help them implement their proposed framework. Furthermore,
researching the major players’ stances may help the group formulate its proposed framework.

—_—
Evaluative Framework: Costs of Piracy
I agree that the group should c011sidg[_ll_w_cc_)it;s‘_(1f_'lair_§cy in their evaluative framework. The
costs of piracy create a strong case for anti-piracy action. The group states that it plans to look
into research on the costs due to loss of employment and other tangible factors. It would also be
interesting to consider intangible costs, such as loss®oT innovation. For example. have artists or
studios demonstrated that they are less likely to produce new content due to the lack of piracy
laws in the U.S. (as compared to other countries?)

Policy Recommendations

The group could be more specific about its proposed policy recommendations and anti-piracy
framework. They present the @ " system as a model that is both effective and cost-
efficient. However, the current “6 strikes™ system is adopted voluntarily. Is the group suggesting
that 6 strikes” should be a mandatory system? IT so, wotd-making such a system mandatory
require legislation?

Furthermore, the group cites Section 1201 of the Digital Millennium Copyright Act as an
effective anti-piracy law. The Act prohibits the duplication of DVDs, but allows the duplication
of CDs. The group writes that “a policy does not need to be ironclad in order to reduce piracy.”
Does the group’s proposed framework target certair-typesof pirasy? Are there are some types of
piracy that should be addressed before other types? Overall, the report lacked specific policy
recommendations and instm@_mmg _policies. Perhaps the group could
focus on incorporating certain aspects of existing policies into its own recommended framework.
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Proposal (for reference)

2012 saw the reemergence of copyright legislation in the public consciousness, especially in the wake of
SOPA and PIPA, which sought to combat piracy on the Internet. The resulting backlash against these
bills—both from Internet users and businesses themselves, as well as from political oppositi_on_——indicate
divisive attitudes over the effectiveness of the proposed anti-piracy mechanisms. Our Er—ﬁect aims to
develop a framework for the cost-benefit analysis of sucﬁmmechanisms. In order to do this,
we will design a modeT that will evaluate different metrics of effectiveness and pose a number of
questions. Will the policy actually make a differencem robustly? Can
pirates easily avoid the anism? What are the costs and chaIIeantation? Does the
policy violate the standards of the Internet? Will the policy prevent us from accomplishing other goals,
such as tightening up cyber security? Will certain actors incur a cost, and if so, who will pay for it? To
supplement this analysis, we will review existing literature on the economic costs of online piracy and
develop a system of classifying these losses.

Based on these issues, the long-term goal for this evaluative framework will be to encompass a common
set of values, standards, and metrics for the analysis and discussion of future proposed anti-piracy
mechanisms. With this model, we hope to enable a more robust discussion of how to address the piracy
problem without compromising the underlying structures of the open Internet and—by extension—the
civil liberties guaranteed by those structures and the ecosystem for innovation that they have enabled.
This analysis will also take into account pragmatic issues of economic costs, possible political challenges,
and other barriers to comprehensive implementation. We will also be sure to examine copyright law
pre- and post- Internet, to see how notions of intellectual property and proper enforcement of those
exclusive rights have changed over time, in order to better contextualize the issue.

To illustrate the usefulness of such a framework, we will show it in action by running an analysis of
recent graduated response policies proposed to combat online piracy—specifically, the HADOPI law in
France and the “six strikes” Copyright Alert System being implemented here inthe US as part of an
agreement between the MPAA, the RIAA, and a number of major ISPs. To put this assessment into
perspective, we will also use our framework to evaluate the effectiveness of the previous anti-piracy
paradigm of filing lawsuits against individual users, using it as a benchmark for comparison. Through this
analysis, we will be able to identify the merits and downsides of graduated response mechanisms,
discuss them in relation to traditional copyright litigation strategies, and provide comprehensive policy

. suggestions. Ideally, the framework we develop in this project can also be extended to other anti-piracy

mechanisms and create a more standardized system for analyzing and deciding between these kinds of
policies. bbb
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Review of current literature

Piracy has been and continues to be a big problem for the creative content industries. While estimates
on the scale of the problem vary, most people believe something should be done to reduce the

availability of unauthorized copies of work. eé‘ﬁﬂdﬂ#‘@j on 5@{& 01(’0/67&%7

Should something be done?

For the last decade, the content industries have been trying to fight unauthorized sharing online. A
number of methods have been tried, including having the industry sue individual downloaders.
However, recent efforts have been coalescing around so called “graduated response” efforts. Under a
graduated response system, a user is sent a number of warnings, before a penalty, which might include
service termination. Such systems can be mandated by law, such as in France, or through a voluntary

agreement with Internet Service Providers (ISPs).&Lb i"‘l- m (//]I:‘i[ﬁ('l gW

We attempt to establish a framework to evaluate proposals to combat piracy. As part of this we will
evaluate currently existing information and studies. We will evaluate recent graduated response
systems against our framework.

Evaluative framework &W
1. s effective in reducing piracy?
a. Ease of circumvention
2. Does it make economic sense?
a. Revenue in reclaimed sales
b. Positive effects on employment
3. Has minimal negative repercussions on internet
a. e.g.DNS
4. lsit the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services
5. Will be acceptable to stakeholders (political/legal argument)
a. Who will implement? Legal authority/precedents?
b. Costs of implementation/enforcement
c. Political views/possible challenges of stakeholders, e.g. industry, citizens, artists



Is if effective in reducing piracy?

1. Is effective in reducing piracy
a. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing piracy?” A policy that
does not reduce piracy should not be considered further.

Ease of Circumvention

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

It is certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

Itis not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on
the first result. Now such instructions are somewhat complicated, with instructions to download a .dll
to a certain programs folder location, but it still requires moderate tech skills.

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.

However there is still a core group of techies and dedicated other folks who have the knowledge to
learn how to circumvent these measures and cover their tracks.

f[ vl

g

This can hamper the effectiveness of certain proposals. For example, SOPA proposed altering DNS
information to remove sites that infringed on copyright." However, a user could just enter the IP
address of a site instead. For example, thepiratebay.se is located at 194.71.107.15. Entering this into
ones browser brings on to The Pirate Bay even if the DNS service is down.

URL IP Address
thepiratebay.se 194.71.107.15

If the Pirate Bay ever has to change server hosts, then moving their IP address would be almost
impossible, as these are assigned in blocks. For example, when the internet was first created large
organizations such as MIT were given large blocks of IP addresses. For example, MIT has all of the IP
addresses starting with 18. Servers then through BGP have rules to forward all traffic destined for IP
addresses starting with 18 towards MIT since MIT is|an “Autonomous System.” The same applies to
Internet Service Providers or Hosting Providers. If the Pirate Bay changed hosting providers, their IP
address would change. Under DNS, the Pirate Bay fan slowly phase in their new IP address

b

transparently dor 6@}@,@] Do ho)

' dyn.com/sopa-breaking-dns-parasite-stop-online-piracy/



However, if their IP address was publically known, they would have to disseminate their new IP address,
for example by posting it in Twitter or in a newspaper ad. There are even more subtle ways to do this
on the Internet. Persons not in the United States could setup“darknet” DNSes. These DNSes would

have addresses that the US had blocked. 91(10%‘/] 0W(6#€

The United States government would have to be super careful about how it distributes the blacklist. If it
was just a simple list that was public, then some people would just feed this list into their DNS system to
allow users to continue to reach all of their old content. In addition, this list of copyright infringing sites

would tell copyright thieves exactly where to look!

They could even be distributed, much in the way of BitTorrent itself is. For example, BitTorrent
Distributed Hash Tables (DHT) work by giving each node a copy of the table or part of the table. A node
then asks other nodes to share their tables. That way there is no one authoritative owner which would
frustrate any attempt to take it down, because almost every node would need to be taken offline to

bring it down. ( knda VN MWQ \L”A(Zl
(should these details be elsewhere?) Wio )
39# ](L M For

This raises an interesting question: is it illegal to know the phone number of an illegal service?
example, say someone had the phone number of a drug operation. Is that in and of itself illegal?
(research) No, it's only evidence that corroborates a story and could provide extra evidence against a

person in court. By itself it is not illegal. Tgﬁammmot illegal.

Then how are knowing IP addresses any different? DNS is just a mapping of a name to a number. There
are other ways to accomplish this same mapping. Are we ready to make this association illegal? (there is
probably a better way to say this) '

Economic Q‘{M;/U b\? 1\4) — bd

2. Does it make economic sense Nj
lwhole ‘gt

a. Revenue in reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh
the costs of the policy. In addition, who bears the costs? The content industry? The government?
Internet service providers?

How much does the government spend on anti-piracy?
Find current costs spent on enforcement

http://arstechnica.com/tech-policy/2011/08/protect-ip-act-would-cost-taxpayers-47-million-private-
sector-much-more/

For example, the Prioritizing Resources and Organization for Intellectual Property Act of 2008 (H.R.
4279) was estimated by the Congressional Budget Office to cost an additional $425 million dollars over 4
years by hiring a Intellectual Property Enforcement Representative in the Office of the President at $30
million per year, 10 intellectual property attachés to serve in United States embassies or other




diplomatic missions for $21 million a year, and $64 million in additional funding for the FBI.? There are
already 8 attachés in Brazil, China, Egypt, India, Russia, and Thailand.? The CBO budgets about $1 million
dollars per agent for 4 years of service. Additionally the CBO predicts no substantial impact from
increasing damages or asset forfeitures for the Crime Victims Fund or the Assets Forfeiture Fund.
Additionally, the Title Ill would allow the Office of the United States Intellectual Property Enforcement
Representative would be aliowei}to accept gifts, but the CBO does not predict much of an impact from

this." ||~
&» Mw((t é@%wl t
How much is lost by piracy?

Global recorded music sales have plunged from nearly $27 billion US dollars in 2000 to $15 billion in
20102

Cite RIAA/IFPI stats — be quantitative
However, we must separate those losses from general declines in the business of the industry.

Use http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1932518 here (not just what the paper says
but what sources it uses)

Sky is Rising paper http://www.techdirt.com/skyisrising/ takes the contrarian view which we should
include as well

http://www.ipi.org/ipi_issues/detail/the-true-cost-of-sound-recording-piracy-to-the-us-economy

http://www.oecd.org/sti/38707619.pdf

http://www.cato-at-liberty.org/how-copyright-industries-con-congress/

http://www.hollywoodreporter.com/news/piracy-costs-megaupload-kim-dotcom-318374

http://www.washingtonpost.com/blogs/ezra-klein/post/how-much-does-online-piracy-really-cost-the-
economy/2012/01/05/glQAXknNdP blog.html

http://www.mpaa.org/resources/5a0a212e-c86h-4e9a-abf1-2734a15862cd.pdf

http://www.gao.gov/products/GAO-10-423

Review the studies and try to mediate an explanation; I've started outlining the various arguments
below

There can be other explanations besides just piracy which are causing a change. Some may be linked to
technology. For example, the shift to people listening to music on iPods could have changed the way
people listen to music (any studies). On iTunes people can just buy a single popular track instead of
buying the entire album (any studies?). This naturally leads to less revenue.

4 http://www.cbo.gov/sites/default/files/cbofiles/ftpdocs/91xx/doc9197/hra279.pdf
*ibid

“ibid

* IFP1 2010 study including both digital and physical sales of recorded music
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Another effect in the motion picture industry is that rental sites such as Netflix and Redbox are
decreasing the demand for DVDs. (I know this from my summer at Disney, but any public info?)

On TV people are spending more of their entertainment time surfing the Internet than watching
television (studies). This naturally leads to a drop in the amount of hours people watch television,
leading to a drop in advertising rates. DVRs, such as Tivo, have also changed television watching by
allowing users to time-shift their favorite shows and fast forward through commercials. Advertisers
don’t like this and exempt these viewers from viewership data (cite).

In some ways

Effects of HADOPI Law in France

One study conducted by researchers at Wellesley College and Carnegie Mellon University looked at the
implementation of the Hadopi law in France and compared the sales of music on iTunes with other
European countries who did not have a similar law.® The study found a 25.5% increase in track sales in
the control group, but a 48% increase in France, indicating that sales were 22.5% higher in France then
the rest of Europe, likely due to the Hadopi law.” There was a similar result for album sales.®
Additionally this general trend was true for all labels, so it's unlikely that these effects were due to a
particular artist being popular in France.’ In addition, these results did not occur when other countries
were isolated.

(also explore what sources it uses)

The study also looked particular genres of music. First the study looked at a survey taken by EMI which
asked people how much they are likely to pirate each type of genre of music.’ They then found the
largest sales increase in genres which were reported to be heavily pirated."" For example, Rock and Pop
were both the genres most pirated, and the genres which experienced the largest increase in sales after
the HADOPI law than before the law.

This shows that it is unlikely that there is any other explanation for this phenomenon than the HADPOI
law. For example, increased sales in France suggest that Apple could have just heavily started
promoting iTunes in France. But this genre comparison suggests that it is an unlikely explanation. Itis
also interesting to note that the lines started diverging right as parliament started debating HADOPI, not
when it came into force. In addition, when this study was written no one had yet received a
third/disconnect notice."

Bhattacharjee et al showed an awareness of copyright infringement lawsuits did cut the number of
pirates, but found that the effect was short-lived.”

® http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1989240
7 Ibid p 14

® Ibid p 14

® ibid p15

 |bid p 16

" Ibid p16

2 |bid p 20

 http://digitalcommons.calpoly.edu/mgmt_fac/7/



What are the Costs of Piracy?

We must be careful about what the costs of piracy are. Many studies just cite the cost of piracy as the
list price of the item being stolen. However, there are multiple problems with that. First, as any
economist will tell you, the number of people who demand a particular good is inversely proportional to
the price. For example, standard economics tells us that less people will buy a CD priced at $20 than at
$10. It follows then that many more will “buy” something if it is free. In fact, the difference between 1

cents and free is pretty substantial according to Dan Ariely in the New York Times bestseller Predictably
Irrational.

Copyrighted content has no to very little marginal cost. This opens up an entirely new type of pricing
model compared to traditional industrial goods. It also makes losses due to piracy more interesting. /}%

/
But also a higher price may lead to more revenue, while also leading to higher “piracy” costs. Say for Méﬁo&
instance a TV show has 1 million users who watch for free. The TV network makes $1 off each user in
advertising. Revenue is $1 million, while the piracy loss is 0. Then say the TV network switches to a paid
model in which an episode costs $4. Say 300,000 take the deal, and 100,000 decide to switch to piracy.
550,000 stop watching all together. The network would make $1.2 million in revenue, which is more
than before. They would also point to $400,000 in piracy “losses.” Under the new strategy, they are
making more money than before, but also are experiencing piracy.

The question then is if piracy was made harder, how many of these 100,000 pirates would switch to the
paying S4. As was discussed earlier, it is very likely not all 100,000 would now pay. But how many
would?

Ideally, the networks would like to segment each person out by their willingness to pay. Say half of
these 100,000 would be willing to pay $1. The network would not want to simply lower the price to $1
because then they would have 350,000 each paying $1, for revenue of $350,000 which is even worse
than the ad-supported model. But if they were able to get the original 300,000 to pay at the old price,
plus the 50,000 at $1 then they would have $1.25 million in revenue, and piracy losses of $50,000.
Revenue is up, and losses due to piracy are down.

Tracking Piracy
It is difficult to know exactly how much piracy is going on because it is hard to track the transfer of
pirated materials online.

Expand

?some studies on network traffic of BitTorrent — but then how much is pirated?

Artists
There is some disagreement on how much money actually goes to artists.

That book | have

Do we want to cut this?

" http://www.cato-at-liberty.org/hulu-pricing-strategies-and-the-costs-of-piracy/
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Employment

Another area for contention is how much profits at record labels actually lead to employment. The
industry argues that additional profit allows them to invest more in the future, leading to more
employment for artists. Cite explain

Others claim that industry profits are unlikely to be redirected to

For example, some look at the last 10 years of the industry. Profits are down XX%, but employment only
XX%. Where did the lost value go to? How sustainable is that in the long run?

This has been controversial because some studies have cited a larger impact in jobs than the number of
people who are actually employed by the music industry.

In addition, employment studies often try to include the “multiplier effect” of jobs. For example, person
who works in the record industry spends money

Cite RIAA stats
Cite/explain

Money Redirected

Some argue that the money saved by consumers by not buying CDs is spent on other things. For
example, rather than spending $10 on a CD, a consumer uses that same discretionary income to buy a
sandwich instead. If the user would have spent the money on a CD, they would have not bought a
sandwich. Thus the economic, including employment effect is merely transferred across industries, and
does not actually hurt the economy.

Cite/explain
Technical
3. Has minimal negative repercussions on internet
b. e.g. DNS

Internet Infrastructure

Any proposal should not weaken the underlying infrastructure of the internet. For example, the above
described proposal would have big effects on the internet.

\
(research) — there is more further down we need to bring up here SQ(,V/’

How in infringement detected today?
Copyright owners detect copyright infringement in a variety of ways.

p2p

By its nature, a peer-to-peer network makes available the list of IP addresses which are participating in
sharing the file. In court cases, the record industry has used a firm called MediaSentry to monitor P2P
networks.” MediaSentry logs onto these networks and searches for a file known by their client to be

"> http://blogs.law.harvard.edu/cyberone/files/2008/11/497-2.pdf



infringing content.'® MediaSentry then receives the list of users who have parts of the file available
from the P2P service’s tracking server.!” By seeing that the user has the file and is making it available to
other users, MediaSentry can claim that the user is making the file available to others.

In other cases, MediaSentry attempts to actually download the file to verify that the content of the file is
in fact copyrighted.™

As a result, some people use IP blocking software such as PeerGuardian, and its successor PeerBlock."
This software contains the list of IP addresses known to be used by Government, large businesses, and
anti-P2P contractors such as MediaSentry. The software attempts to prevent those IP addresses from
connecting to your computer to download part of the file from you.

Others use what are called “private trackers.” These only allow pre-screened persons to participate in
the download, including having access to the list of persons who have portions of the file available for

download. Without being one of the people with access, MediaSentry and others firms would have no
way of knowing who was participating in the download.

DPI

However, one organization that would know would be your ISP. Internet users purchase internet access
from Internet Service Providers (ISPs). ISPs have access to all of your traffic as it flows across their
network. Internet traffic is sent as a packet, which is like an envelope. On the outside of the envelope,
the packet has the |P header which specifies where the packet is sent among other things. The inside of
the packet contains the actual message. Normally, ISPs only look at the header of the packet in order to
forward it onward. However, with modern equipment ISPs can also look at the contents of these
packets, as long as they were not encrypted. This was always possible, but it is only recently that it is
possible to do at the scale required.

Protocol encryption makes it more difficult for ISPs to identify BitTorrent traffic. However, it can only
work if the tracker and the other clients also support encryption. In addition, it has been shown that
many BitTorrent clients still put out a characteristic file flow that ISPs can identify if they so wish.”
However, this only shows that the user is using BitTorrent, but not which file they are downloading. As
the other section of the paper showed, BitTorrent can be used for non-infringing uses.

In 2007, Comcast was found to be using the “Fairshare” product from Sandvine which actively interfered
with BitTorrent traffic.”! Sandvine captures a copy of the list of peers returned from a tracker. When a
user tries to contact these nodes, their technology sends fake TCP reset packets — the equivalent of a
fake hang up signal on a telephone. The action was controversial, and received a fine from the FCC for
unfairly blocking a particular protocol.”
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4. s it the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services

Non-infringing Uses
Proposals should not add chilling effects on legitimate uses of copyright technology. For example,

United States law permits fair use. 4 [ |
. Mo W l ()G'&Q’ rb&i
Section 1201 Process

The Digital Millennium Copyright Act was widely panned”’ because it made few exceptions for Fair Use.
There was a process set up by Section 1201 of the DMCA.

Every three years, the Library of Congress holds hearings in which citizens can ask for exemptions of the
DMCA to make noninfringing use of protected works.” For example, in the most recent rulemaking, the
Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes
of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.””’

Specifically the Register and the Librarian look at:

(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

(3) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works

(5) such other factors as the Librarian considers appropriate.”®

; However, the process is heavy in bureaucracy, taking about one year from initial notice to
final rules published in the Federal Registrar.”’” Congress requires that the Register and the Librarian
solicit input from a wide range of stakeholders in consideration of a “broad range of current or likely
future adverse impacts.”

% http://arstechnica.com/tech-policy/2009/08/realdvd-barred-from-market-while-judge-opines-about-fair-use/
* See http://www.copyright.gov/1201/

* http://www.copyright.gov/fedreg/2012/77fr65260.pdf

** DMCA Section 1201
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In addition, exemptions expire every 3 years.

Real DVD

Other services which broke encryption on DVDs for claimed fair use purposes were later found to be
illegal. RealNetworks, a maker of media playing software, had tried to launch RealDVD back in 2008.
RealNetworks is a legitimate company, who had a license to play back DVDs. The software was designed
to allow users to rip DVDs and watch them on their computers.”® Real then added an additional layer of
copy protection to ensure that users could only play the movies on up to 5 DVDs.

The judge disagreed with RealNetwork’s fair use assertion, writing “Fair use is not a defense to
trafficking in products used to circumvent effective technological measures that prevent unauthorized
access to, or unauthorized copying of, a copyrighted work.” *

However, a later court case took a different turn.”® MGE made equipment that calibrates hospital
power back up systems. The system was designed so that it would not launch without the presence of a
hardware USB key to prevent piracy.”* PMI, a power servicing firm, initially bought MGE products,
including the calibration software. After the software expired, a PMI employee received a copy of the
software from an unauthorized source.” The court found that since the software was not encrypted,
the dongle did nothing to prevent actual copyright violation.”

Beforehand/Afterhand

In addition, many of today’s technologies do not account for fair use. For example, YouTube’s Content
ID system does not account for fair use before a work is removed.* It is only after a work is removed,
that the uploader may go to YouTube and contest the removal of the work. One of these options is that
the work falls under fair use protection. The uploader can then describe why they feel the work should
receive fair use protection. A YouTube employee then reviews the rationale and decides whether or not
to accept the rational. If the rational is accepted, the video remains as is. If the rational is rejected, the
blocking remains.

Certainly fair use is finicky. The fair use guidelines include:

(1) the purpose and character of the use, including whether such use is of a commercial nature
or is for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a
whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.*

The boundaries are not clear for fair use.

® http://arstechnica.com/uncategorized/2008/09/real-dvd-legit-dvd-copying-playback-but-is-it-too-late/
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It is especially difficult for a computer to determine if these tests are met. This many services, such as
Google’s YouTube take down the content first.

Note that a YouTube content ID match does not necessarily mean that one’s content is removed.
Instead, the content may be blocked only in certain countries, may have ads shown next to it, or part or
all of the audio may be muted.

Baker House 2012 i3 Video

| believe this copyright claim is not valid because
| awn the CD / DVD or bought the song online.

I'm not selling the video or making any money from it
| gave credit in the video,
The video is my original content and | awn all of the rights to it

| have a license or written permission from the proper rights helder to use
this material.

My use of the content meets the legal requirements for fair use or fair
dealing under applicable copyright laws.

The content is in the public domain or is not eligible for copyright
protection.

Beneficial Services
Many services which make copyright infringement easy can also be used for non-infringing use.

The first significant example is the Sony Corp. of America v. Universal City Studios, Inc., 464 U.5. 417
case. In this 1984 case, the Supreme Court of the United States found that Betamax machines have
“significant non-infringing uses.” Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)
because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.”® These updates can be
quite large (over S00MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer,
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited

*® http://torrentfreak.com/bittorrent-to-speed-up-game-distribution-080915/



bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

One such ongoing case is the case of Kyle Goodwin.”” Mr. Goodwin is a videographer. He used
Megaupload as a backup service. Shortly before the government’s January raid, Mr. Goodwin’s hard
drive crashed. His only copies of his videos are the ones stored on Megaupload. However, the
government is resisting restoring his files.

Stakeholders

No matter how effective, economically and technologically viable, or minimally necessary an anti-piracy
mechanism might be, perhaps the most important factor to consider is the political feasibility of such a
proposal. Even if a proposed mechanism is a good idea, it must also be acceptable to the various
stakeholders involved, whether it be the general population, Hollywood, artists, the tech/internet
industry, the international community, and other forms of potential political opposition.

Implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the abhility to make copies of CDs, but not DVDs.

Costs of implementation

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

Possible Political Challenges

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.

H http://torrentfreak.com/u-s-accuses-megaupload-user-of-storing-pirated-music-121031



However, it is not illegal to make copies of CDs. Because of this, legitimate programs such as iTunes and
Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

5. Will be acceptable to stakeholders (political/legal argument)
a. Who will implement? Legal authority/precedents?
b. Costs of implementation/enforcement
c. Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Meta-analysis of Framework
strengths, weaknesses, possibilities for future improvement

Current Policy Debates

The possibility of a graduated response to copyright infringement started in mid-2007 in France.?®
Nicolas Sarkozy, the newly elected President of France appointed an independent review commission to
review copyright infringement.*® That commission was run by the pro-enforcement Denis Olivennes.*
The commission found that P2P was killing France’s culture and sought to do something about it. The
commission modeled their approach on the “three strikes and you're out” feature of baseball.** After 2
warnings, a user could be disconnected from the internet.

I don’t know why | put this here. | wanted to do an intro to graudated response, but it's really an intro
to HADOPI

HADOPI (Stephen)
http://a rstechnica.com/tech—poIicy/2008/06/frances-three-strikes»copyright~|aw—gets-cabinet-support/

6 Strikes vs Lawsuit — Plaz
In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “6 Strikes” graduated response system to the

United States.” The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name “6 Strikes” is often used.

Description

Under the system, copyright owners could make complaints against IP addresses to users.*”® 1SPs will
then forward those complaints on to users — without actually revealing information about the user to
the copyright holder. *

= http://arstechnica.com/tech-policy/2007/11/the—insanity-and-genius-of—frances~anti~fi|e-sharing-plan/
* ibid

“ ibid

“ http://arstechnica.com/tech-policy/ZOOS/Ol/frances—plan-to-turn-isps—into-copyright-cops-on-track/
* Link to agreement itself
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The “6 Strikes” system establishes the Center for Copyright Information (CCl). The center is tasked with
administering the CAS as well as educating the public on copyright issues.” The Center is governed by a
6 member advisory board, with 3 members appointed by the content industries and 3 members from
Internet Service Providers.”® There is also a four member advisory board, with members from the
Center for Democracy and Technology, Public Knowledge, iKeepSafe, and the Future of Privacy Forum.”
Reports indicate that these members are serious about a balanced approach and are independent from
the other players.® However, these members are only advisory. The executive board has no
requirement to listen to them. " The MOU also requires the executive committee to retain independent
technical experts.”® The MOU prohibits sending alerts from methods deemed to be “fundamentally
unreliable.””" However, the names of these experts is not public. In addition, the reports generated by
the experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement.”> However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.*® Each ISP is also able to define what each of the six strikes
definitively means. However, the MOU lays out an outline of what each strike could be.

The first two alerts are purely educational.” They do not require any response or action form the user.
The alerts will contain information that copyright infringement is illegal, that there are lawful ways to
download content, and that further sanctions may follow. The third and fourth alerts also educate the

user, albeit in stronger language.” They also require the user to take some affirmative action to close
the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed,
a temporary step-down in the subscriber’s service tier, a temporary redirection to a landing
page for completion of a program of copyright instruction, a temporary redirection to a
landing page until the subscriber contacts a customer service representative, or a temporary
suspension of access.”®

*Mou Pg 3
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Unlike some media reports, ISPs are not required to suspend a user’s internet access.”” Instead the ISP
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.*®
Seven days are allowed between each alert that counts towards the six.”

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed.”” The Independent Review Program is a non-
judicial program set up by CCI with the American Arbitration Association (AAA)."" The overhead of the
program is paid by CCI, which is funded equally by content groups and by ISPs.

A user can also appeal their first through fourth notices upon receiving their fifth notice.®* However, if a
user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.®

In order to file an appeal, a user fills out an online “Application to Commence Independent Review” or
“ACIR” form.** In addition, a user must pay a $35 fee on appeal, however, such fee is refundable if a
user prevails in their appeal.”® The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 1923

The user must include a basis for each defense and possibly provide the corresponding backup
material.”” For example, if a user asserts authorized use, the user must provide specific, written
authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.

*” http://papers.ssrn.com/sol3/papers.cfm?abstract id=2145059 pg 21
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The review process is designed to be automated; in addition one reviewer per case is selected by the
AAA.®® Reviewers must be lawyers, but they are not required to have specific copyright experience.®
However, they are required to have training from a CCl-Approved Copyright expert.”

Analysis

Is effective in reducing piracy?
We believe that this method will be effective in reducing piracy (look at Hadoopi).

Compared to the previous system where the content industries directly sued users the new system is
much more scalable. Under the old system, companies had to file individual John Doe lawsuits in order
to ask a court to unmask a user’s identity.”’ The case could then go to a lengthy and expensive trial.”
Although in many cases, the user settled by paying an average of $3,000.” This was not cogst effective
for the industry.” A TechDirt study of RIAA financial records found that the RIAA spent ovelf517.6 million
dollars on lawyers in 2008.” As a result, the RIAA brought in $391,000 in settlements.”® The industry
did it because they believed it would be a disincentive for users to illegally download files.”” The new
system seems much more efficient in comparison.

Under the old system, two plaintiffs attempted to fight instead of settling. Joel Tenenbaum, a student at
Boston University, was found to have willfully infringed by downloading 30 songs over KaZaA in 2003.7®
The jury awarded the music companies $675,000, or $22,500 per song, a substantial discount over the
$150,000 statutory limit.” Jammie Thomas-Rasset, was found guilty of copyright infringement of 24
songs for statutory damages of $1.92 million dollars, or $80,000 per song.*® This was later reduced to
$54,000 or $2,250 per song, and then increased to $222,000.2

In trials, defendants have claimed that others performed the actual infringement, for example, though
an unsecured WiFi network. When a plaintiff files a John Doe lawsuit with an ISP, they receive the name
of the subscriber who is paying for the internet connection. Courts in Finland have found that this is
insufficient to prove guilt, as it does not show that the person actually performed the infringement.*
The EFF also argues that merely providing open WiFi does not make someone liable for copyright
infringement.* In addition, the EFF argues that the DMCA provides a safe haven for service providers
who offer “the transmission, routing, or providing of connections for digital online communications,
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between or among points specified by a user, of material of the user’s choosing, without modification to
the content of the material as sent or received.”® This was originally written for large ISPs, but the EFF
argues it applies just as well to small providers of WiFi hotspots.

Unfortunately this provides an open loophole in preventing piracy. Although legally there is no
negligence defense for piracy, this allows persons to avoid liability, harming protection against piracy.*
We feel there is some distinction between a business that regularly provides free wifi and an individual
that keeps his WiFi open as a defense.

addition, court cases have tried to distinguishing actual transmission of the file versus making
available. MediaSentry has a hard time showing that the file was actually transmitted using the
methods that they employ. If they were to actually download the material, that raises questions about
whether it is an illegal act to transmit a copy of the work to an agent of the work.*® Courts at first ruled
in the Olan Mills, Inc. v. Linn Photo Co. that this was legal, however then made an exemption for
investigators in RCA/Ariola Int’l, Inc. v. Thomas & Grayston Co., 845 F.2d 773, 781-82 (8th Cir. 1988). So
the courts rejected such an argument in the Thomas case.®’

At some point we should decide whether or not these defenses should be allowed. These should not be
established behind closed doors by the Copyright and ISP industries. Instead, the process of what
defenses should be allowed should occur in the public eye.

The Courts are generally where this case law has been established. However, this is a lengthy process.
Though generally, only one person needs to go through this process to establish the case law in the first
place. That is why this method of allowing motivated parties to sue and go through the long precedent
setting process, while allowing others to quickly move through the process is a good one. After one
party has established the rules, the others just need to follow them.

For example, should the use of open WiFi access points be allowed? Does making available constitute
infringement, or must it actually be transmitted?

Another process that could work is the same one used by administrative agencies to issue new laws.
Here agencies here from all parties and then try to craft the best solution from the information they
have received. This is a good way to trade off the costs of a policy with its benefits.

Once this policy has been established, we should move to a scalable process that allows the law to
rapidly be applied.

(the last 4 paragraphs need rearrangement)

(this is prob not the right place for all this content)

Does the policy make economic sense?

The proposal appears to cost very little. In particular, the system attempts to automate as much of the
process as possible - it is built for scale. The cost would be mostly in the initial setup of the system.

** ibid
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% |t is well-established that the lawful owner of a copyright cannot infringe its own copyright.” Olan Mills, Inc. v.
Linn Photo Co., 23 F.3d 1345, 1348 (8lh Cir. 1994)
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By having a low cost, the system only needs to stop a little amount of piracy in order to be cost effective.

Itis also much more fair to individual defendants. Even the minimum $750 per song is much too high. A
controversial report by the Republican Study Group made the same assertion.?® The initial settlement

amounts of $3,000 for about 30 songs ($100 per song) looks very good compared to the amounts which
could be lost in courts (minimum of $750 per song, not including legal fees).

On the other side, some lawyers does not actually try to seek lawsuits; instead seeking to settle with as
many people as possible.* Some judges have sought to block this model, by requiring lawyers to file

one-by-one, incurring a filing fee each time.” Other judges have become angry that these cases took up
space on their docket and threw out the entire lawsuit,”’

Both of these incentivize non-guilty parties to settle as much as guilty parties. That is not how the court
system is supposed to work. This process is too heavy and burdensome for the courts.

Does it have minimal negative repercussions on the Internet?
rearrange

This depends on how the policy is implemented. In the past, some ISPs have intercepted pages and
have added banners onto pages in midflight.”> For example, in 2008 Rogers added a quota message to
the top of the Google home page by inserting Javascript into the page using an active version of Deep
Packet Inspection. This technology is sold by companies such as PerfTech.”> Many (who) find the
practice of modifying other sites’ pages over the Internet to be abhorrent.* (expand)

elendet

Meanwhile almost all wireless access points use some sort of redirection technique to bounce first time
visitors to a log in page. For example, many services send back a false DNS response, directing the user
to the log in page instead. Or a user’s request is redirected by a HTTP redirect after a page is received.

A user may also be redirected by IP address to the log in page. All of these techniques are not clean in
regards to how the internet was designed. This can present problems. For example, my iPad tries to
refresh my email and the WiFi router answers as the mail server. My mail server does present a security
warning, but if the user clicks through, the access point could be trivially designed to intercept my mail
credentials.

However a similar technique may pose problems for the internet. For example, a user may be uploading
data in the background when their internet connection is redirected to this message — causing the
update to break. Or perhaps a user is connecting to a computer via remote access when the redirection
happens. If the redirection is not properly implemented, it could break the remote access connection.

® http://arstechnica.com/tech-policy/2012/11/influential-gop-grou p-releases-shockingly-sensible-copyright-
memo/
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For example, Comcast’s Sandvine implementation ended up blocking some email transmissions sent
with Lotus Notes, a less-popular email client made by IBM.” Sandvine did not intend to block Lotus
Notes from sending email, but the technique Lotus was using to transfer large attachment must have
been similar to the BitTorrent network technique. It appears that Sandvine had never tested sending
attachments over 2MB with Lotus Notes before rolling out their product.

It would impossible for Sandvine to test every possible network configuration. That is why we have
standards! Standards abstract away complicated implementation details. Messing with these standards
ends up breaking things and makes them harder to test.

The right DPI technology needs to be implemented to be able to show a message without breaking the
internet.

ISPs are not looking for infringement themselves

These techniques could also impact security if they are not done properly. For example, adding poorly
written JavaScript to another page could allow user-generated content on a page to break out of the
containment that the author of the page provided. We have seen before that copy protection code can
have unintended consequences. For example, Sony BMG released CDs in 2005 that contained
MediaMax copy protection.’® This software was poorly written to hide all files on a user’s system

starting with “$sys$.”*" A virus could use this $sys$ name to hide itself on all computers which had ever
played CDs containing MediaMax.

Is it the minimal necessary? (we should rename this)
This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must

lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user.

It remains to be seen what technical measures are used to identify infringement. This will give us more
information of whether it will alarm on the use of services that provide non-infringing use such as
Megaupload. (didn’t they say just P2P?) (they also can’t use the same methods)

Is it acceptable to stakeholders?
Wait for Stephen’s section

Other
6 Strikes takes down content first. Can appeal as fair use — but only afterwards

And only then on the 5™ and 6™ notices

Likely be effective againts main problem

= http://arstechnica.com/uncategorized/ZOO?/lO/comcast-traffic-blockingﬁeven-more-apps—groupware-clients—
affected/

http //www.npr.org/templates/story/story. php?storyld=4989260

http ://blogs.technet. com/b/markrussinovich/archive/2005/10/3 1/sony- rootkits-and-digital-rights-management-
gone-too-far.aspx



Good to educate people

Good balance

Should be able to complain easily

Not so many long procedural hurdles

Penalities small next to $1000 settlements or hundred k judgements

Should be automated and streamlined

But if you have a problem, should be able to reach someone who has authority over the phone

The fact that the copyright expert needs to be CCl approved is troubling. Content industries have a long
history of putting out biased, extreme, or just plain wrong information on copyright. (must cite/backup)

Selling in one country vs another

Damages larger than the entire past profits of the record industry

Upcoming policy debates
When evaluating future policies to protect against copyright infringement, policy writes should consider
the framework we have outlined above.

Republican Study Group
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I have attached my comments on the paper draft in the link below. As it turns out, | have difficulty_processing .docx files
due to its compatibility problems, so | could only open your file with Google Docs (which we use a—su;?oﬁ%ee software
here). For that reason. I've saved it online and | am providing access here. It may be that | need to provide access to a
Gmail account. If you have trouble gefiing into the file, let me know.

I make some marginal comments throughout, and then | add some general commentary at the end. If you have follow-up
guestions about my commefTs,_feel free to let me know and | can go back and we can discuss further.

x] § MCS Comments on Policy Irramework
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MCS comments: m W’ L{

There is a lot of interesting substance here, but as | think you’ve indicated, you still have some

organjzational work™o do. You have made a decent effort to construct a rigorous framework, but in

your discussion | think you need to be more disciplin@ng to the framework you establish.
I also think you may want more rigor in how you describe the framework, vs. apply it.
e

There's a spectrum on this, ranging between: yg)

(a) “Describe Framework Element [n]; apply Element [n]. Describe Element [n+1]; apply Element
[n+1]....”

and GLEMMZT
(b) “Describe Framework Element [n], [n+1], [n+2].... ; Apply Element [n], [n+1], [n+2]....

Itisn't a binary choice. You don’t have to do one or the other, and | can’t offer an opinion on what
-__—-__—-—-_—-

would work better, but | suggest making a choice about this and sticking with it. Lm(* 6L, H
M Ty,
With that being said, some additional comments on describing and applying.

(1) Description of the framework

You seem to ha@ of items, which are discussed more specifically below. For each
of the items, take care to define your terms. When you talk about costs, generally, clarists.
For benefits «hosebenefits? How do you assess the “minimum necessary”? What is your metric for
feasibility? Providing some clanty as to what these terms connote will help create a more robust

framework. k% SJ‘GDW’\

A) Cost-benefit analysis
- costs of proposal [to gov't, to stakeholders]
e O

- benefits of proposals [here, you want to consider benefits to rightsholders vs. benefits to
society. Copyright -- at least in the U.S. -- is broadly construed as a@_t@tian, meaning that the public,
nofﬁéﬁts—hoiders, are the subject of inquiry. But how do you quantify public benefit? Perhaps we just
need to use Hollywood et al. revenues as a proxy.

B) Modifying your CBA with important non-cost factors
These things you value but can’t really quantify. You list inWon (fair use);

and cybersecurity, among others. An activist proponent of these issues, | would note, might object to
this organizational method because it relegates their concerns to second-class status, but that's a matter
you'll want to consider, since CBA valuation for these items is challenging. How do these plug into your
framework? lp l

- l\ I _b d : f
C) Is it the least intrusive way to achieve this outcome? O W G,ﬁUil@ 171056 i

You've got some good ideas on this, but they seem a bit spread out across the paper.
T —



D) Is it politically feasible?

My only comment here is that if one only endorses solutions that appear politically feasible at the time
of analysis, that really narrows the solution set, and usually, to some pretty uninspiring solutions.
f_‘—‘—'—._,_‘—

—— . L/J:@%W@ don - g0/ |
(2) What do you *do* with your framework? - The framework in action Q/M% /@/m"’bg

I'm not entirely familiar with the parameters of your assignment, but it seems that once you've
established your framework, you want to take it out for a spin to demonstrate how it works. For that
reason, | would suggest a section at the end, showing the framewaork in action.

You discuss both HADOPI and graduate response, but | don’t think your application to HADOPI
distinguishes much between the structural differences between the US voluntary graduated response
and the French, mandatory, government-administered HADOPI. The costs of HADOPI, for example,

wereconsideranyEreater. 5:% g{ﬁﬂlﬂl b nal- WHJV’\. H,

I recommend being more deliberate in highlighting what the general costs are, the expected benefits
that would have accrued, whether other non-cost considerations came into play, and how the
stakeholders responded tmmmramework, you say, ok, now we are going to
apply it. Part | tells us [x], Part Il tells us [y], etc.

Based on that you could conclude, (a) this helps explain why France went for the whole HADOPI thing in

the first place; or (b) this shows it was a bad idea, and, had they analyzed Tt with sutticient rigor, they

could have saved themselves a lot of trouble. 5
¢ —‘_—-—-—.__.——-———._‘_

I will note that if as do this, you’ll want to be rigorous about to what extent individual sub-elements of

. . B ]
your framework are discussed in the of the framework, as opposed to the actun
of the framework. —_——

i iy problen

Al T ety s
Ny ol 4, 4 toythe
Ftles Db, kg contrt



190 Ul

STS.085 Project " fled 1A

Michael E Plasmeier <theplaz@mit.edu>

Stephen J Suen <ssuen@mit.edu>

Contents
BP0 st o e s SRR Error! Bookmark not defined.
EXEC SUMMAIY vttt sttt et e st s e e st e se s s er s e st e s sssn e s s eentessaeentsemsemesensenseesseemsssesensens 2
Review of current lIterature ..........coovveveveerceressereeseseseeese et Error! Bookmark not defined.
T T L s 1 N N 3
Is if effective in redUCing DITACYT s risisnsessrbisesessssssdisssass ssnsisonssssbors ius insobsssssis siussescesssasiatins 3
Eciserof CiroUMVENTION ssessssmind issmsssmssesism i sy s s e st s s weamssvablas 4
ECOMOITIC cucssissosisssmsnsisvsnissssssiovsssssviessssssssnssssson sasssssvas s ians sooi isas ssiussvs sasoouamysssdsdsnyhsesonssbosssvb iaasoaniuianssvissi 5
COBES cicciusiinisiamnssssissnssissss st iaavissvssssis s sissnsssnesirsasssibsssiansssssssssdbsusssssssussintrsissorsssosusssnsses ississsnsorssnises 5
L 4L £ OO 8
BN DIOVITIBIIL . seessssmssusssnsesessnsnasensonnsnnansssassansaiosnes i issie s i lio s REE T R A I BT 8
TECRTIICAL 0nenansesnsnnnnneniosisiies vasses SR T R A 0 D TR O O S O T T s 8
1 =] 1 ol [ oL ) o ] LT T LT 8
How in infringement detected t0day? ......cuussiiciinisisssismsisisasssssassasssssisenssnsainssssassassoassassossrsassiuanss 9
MINIMAIY NECESSANY ..cciisnsnsacisisssssasnsssnssnsscssasuasssssssssssssssessssnsanssmsssessssssssisnssssessassessisssssssssssssassnssnssnrsasase 10
NON-INTTINGINE UISES consssusussisissonssismsssnssssissesssosssnsssnssoasnssannissonsanssassssrnensnsunsessssnsasessasssoennonsssansarsssssonss 10
SEAKENOIAETS ... eeeeeevererreererrrestrees et esesssestessas st et s e nesesesest s bbbt s bse s s e s b s s s s e nsse s en s e st e ansstasssastesbassasantonas 13
Meta-analysis Of FTAMEBWOIK ......ccevrveeriiiriicsiitiisissirsassersses ettt st st b s b a s b n s as 16
CUTTENt POLICY DEDAIES ... cucueieeeirieeececeeec ettt et s 16
HADOPI (STEPNEN) cuveuereererrereererseseesessesesiesesissssisssssessassssssssssssssasssssstsssss st ssassssnssssstssessssssesessessssessssnsss 16
6 SEEKES VS LAWSUIL = PIAZ ..eeeiiveeneirersecssnsnssnssssssmmassssssstssessessrssssesssssssassassmesssssassssnsssssnassassnsssssssnsssssnes 17
[DI=Tal 1] €1e] 1 OO OO ORI EORRSIETOTRTI TSRS VO RSV RIS 17
AAINVAIVSTS s sinnssusasisssssssasuisissnssasssnsisinsessusasnsssessesossssss suosseassasnanst st s RN SORS LIRS ER TR SSRENSISR SRR RS SR RIRS SRS I S0 059 19

UPCOMING POIICY ABDALES ......vivviiiiisieteietr ettt e 24



Exec Summary

TBD Currently proposal with minor edits
Our project aims to develop a framework for the cost-benefit analysis of anti-piracy mechanisms.

e  Will the policy actually make a difference?

e Can the policy be implemented robustly?

e Can pirates easily avoid the mechanism?

e What are the costs and challenges of implementation?

e Does the policy violate the standards of the Internet?

e Will the policy prevent us from accomplishing other goals, such as tightening up cyber security?
e  Will certain actors incur a cost, and if so, who will pay for it?

Based on these issues, the long-term goal for this evaluative framework will be to encompass a common
set of values, standards, and metrics for the analysis and discussion of future proposed anti-piracy
mechanisms. With this model, we hope to enable a more robust discussion of how to address the piracy
problem without compromising the underlying structures of the open Internet and—by extension—the
civil liberties guaranteed by those structures and the ecosystem for innovation that they have enabled.
This analysis will also take into account pragmatic issues of economic costs, possible political challenges,
and other barriers to comprehensive implementation. We will also be sure to examine copyright law
pre- and post- Internet, to see how notions of intellectual property and proper enforcement of those
exclusive rights have changed over time, in order to better contextualize the issue.

To illustrate the usefulness of such a framework, we will show it in action by running an analysis of
recent graduated response policies proposed to combat online piracy—specifically, the HADOPI law in
France and the “six strikes” Copyright Alert System being implemented here in the US as part of an
agreement between the MPAA, the RIAA, and a number of major ISPs. To put this assessment into
perspective, we will also use our framework to evaluate the effectiveness of the previous anti-piracy
paradigm of filing lawsuits against individual users, using it as a benchmark for comparison. Through this
analysis, we will be able to identify the merits and downsides of graduated response mechanisms,

discuss them in relation to traditional copyright litigation strategies, and provide comprehensive policy
suggestions.



Problem Statement/Intro

Piracy has been and continues to be a big problem for the creative content industries. While estimates
on the scale of the problem vary, most people believe something should be done to reduce the
availability of unauthorized copies of work.

Should something be done?
Estimate scale of the problem

For the last decade, the content industries have been trying to fight unauthorized sharing online. A
number of methods have been tried, including having the industry sue individual downloaders.
However, recent efforts have been coalescing around so called “graduated response” efforts. Under a
graduated response system, a user is sent a number of warnings, before a penalty, which might include
service termination. Such systems can be mandated by law, such as in France, or through a voluntary
agreement with Internet Service Providers (ISPs) as in the United States.

Evaluative framework
We attempt to establish a framework to evaluate proposals to combat piracy.

1. Is effective in reducing piracy?
a. Ease of circumvention
2. Does it make economic sense?
a. Revenue in reclaimed sales
b. Positive effects on employment
3. Has minimal negative repercussions on internet
a. e.g. DNS
4. s it the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services
5. Will be acceptable to stakeholders (political/legal argument)
a. Who will implement? Legal authority/precedents?
b. Costs of implementation/enforcement
c. Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Is if effective in reducing piracy?

1. Is effective in reducing piracy
a. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing piracy?” A policy that
does not reduce piracy should not be considered further.



Ease of Circumvention

A policy does not need to be ironclad in order to reduce piracy. As an example, one does not need to
look further than Section 1201 of the Digital Millennium Copyright Act. This section prohibits the
circumvention of access control measures. Because of this section, it is illegal to make copies of DVDs.
However, it is not illegal to make copies of CDs. (How is it legal to make a copy — only limited) Because
of this, legitimate programs such as iTunes and Windows Media Player offer users the ability to make
copies of CDs, but not DVDs.

It is certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

It is not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on
the first result. Now such instructions are somewhat complicated, with instructions to download a .dlI
to a certain programs folder location, but it still requires moderate tech skills.

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.

However there is still a core group of techies and dedicated other folks who have the knowledge to
learn how to circumvent these measures and cover their tracks.

{move below elsewhere?)

This can hamper the effectiveness of certain proposals. For example, SOPA proposed altering DNS
information to remove sites that infringed on copyright.' However, a user could just enter the IP
address of a site instead. For example, thepiratebay.se is located at 194.71.107.15. Entering this into
ones browser brings on to The Pirate Bay even if the DNS service is down.

URL IP Address
thepiratebay.se 194.71.107.15

If the Pirate Bay ever has to change server hosts, then moving their IP address would be almost
impossible, as these are assigned in blocks. For example, when the internet was first created large
organizations such as MIT were given large blocks of IP addresses. For example, MIT has all of the IP
addresses starting with 18. Servers then through Border Gateway Protocol (BGP) have rules to forward
all traffic destined for IP addresses starting with 18 towards MIT since MIT is an “Autonomous System.”
The same applies to Internet Service Providers or Hosting Providers. If the Pirate Bay changed hosting

providers, their IP address would change. Under DNS, the Pirate Bay can slowly phase in their new IP
address transparently.

However, if their IP address was publically known, they would have to disseminate their new IP address,
for example by posting it in Twitter or in a newspaper ad. There are even more subtle ways to do this
on the Internet. Persons not in the United States could operate “darknet” DNSes. These DNSes would
have addresses that the US had blocked. explain

The United States government would have to be super careful about how it distributes the blacklist. If it
was just a simple list that was public, then some people would just feed this list into their DNS system to

. dyn.com/sopa-breaking-dns-parasite-stop-online-piracy/



allow users to continue to reach all of their old content. In addition, this list of copyright infringing sites
would tell copyright thieves exactly where to look!

They could even be distributed, much in the way of BitTorrent itself is. For example, BitTorrent
Distributed Hash Tables (DHT) work by giving each node a copy of the table or part of the table. A node
then asks other nodes to share their tables. That way there is no one authoritative owner which would

frustrate any attempt to take it down, because almost every node would need to be taken offline to
bring it down.

(should these details be elsewhere?; really got into the weeds here; but where else would be best for

This raises an interesting question: is it illegal to know the phone number of an illegal service? For
example, say someone had the phone number of a drug operation. Is that in and of itself illegal?
(research) No, it’s only evidence that corroborates a story and could provide extra evidence against a
person in court. By itself it is not illegal. Telling someone that phone number is not illegal.

Then how are knowing IP addresses any different? DNS is just a mapping of a name to a number. There
are other ways to accomphsh this same mapping. Are we ready to make this association illegal? (there is
proba bly a better way to say th:s)

Banning by IP address is like banning the whole mall

Economic

2. Does it make economic sense
a. Revenue in reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh
the costs of the policy. In addition, who bears the costs? The content industry? The government?
Internet service providers?

How much does the govemment spend on anrr-p:mcy?
Find current costs spent on enforcement

http: //arstechmca com/tech- po!|cy/2011/08/protect-|p-act~woutd—cost~taxpayers-47-m|Ihon—prnvate-
sector-much-more/

For example, the Prioritizing Resources and Organization for Intellectual Property Act of 2008 (H.R.
4279) was estimated by the Congressional Budget Office to cost an additional $425 million dollars over 4
years by hiring a Intellectual Property Enforcement Representative in the Office of the President at $30
million per year, 10 intellectual property attachés to serve in United States embassies or other
diplomatic missions for $21 million a year, and $64 million in addltlonal funding for the FBI. 2 There are
already 8 attachés in Brazil, China, Egypt, India, Russia, and Thailand.> The CBO budgets about $1 million
dollars per agent for 4 years of service. Additionally the CBO predicts no substantial impact from

? http://www.cbo.gov/sites/default/files/cbofiles/ftpdocs/91xx/doc9197 /hra279.pdf
E T
ibid



increasing damages or asset forfeitures for the Crime Victims Fund or the Assets Forfeiture Fund.
Additionally, the Title 11l would allow the Office of the United States Intellectual Property Enforcement
Representative would be allowed to accept gifts, but the CBO does not predict much of an impact from
this.!

How much is lost by piracy? N A L
Global recorded music sales have plunged from nearly $27 billion US dollars in 2000 to $15 billion in
2010.°

Cite RIAA/IFPI stats — be quantitative
However, we must separate those losses from general declines in the business of the industry.

Use http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1932518 here (not just what the paper says
but what sources it uses)

Sky is Rising paper http://www.techdirt.com/skyisrising/ takes the contrarian view which we should
include as well

http://www.oecd.org/sti/38707619.pdf

http://www.cato-at-liberty.org/how-copyright-industries-con-congress/

http://www.washingtonpost.com/blogs/ezra-klein/post/how-much-does-online-piracy-really-cost-the-
economy/2012/01/05/glQAXknNdP blog.html

http://www.mpaa.org/resources/5a0a212e-c86b-4e9a-abf1-2734a15862cd.pdf

http://www.gao.gov/products/GAQ-10-423

There can be other explanations besides just piracy which are causing a change. Some may be linked to
technology. For example, the shift to people listening to music on iPods could have changed the way
people listen to music (any studies). On iTunes people can just buy a single popular track instead of
buying the entire album (any studies?). This naturally leads to less revenue.

Another effect in the motion picture industry is that rental sites such as Netflix and Redbox are
decreasing the demand for DVDs. (I know this from my summer at Disney, but any public info?)

4. .
ibid
® IFPI 2010 study including both digital and physical sales of recorded music



On TV people are spending more of their entertainment time surfing the Internet than watching
television (studies). This naturally leads to a drop in the amount of hours people watch television,
leading to a drop in advertising rates. DVRs, such as Tivo, have also changed television watching by
allowing users to time-shift their favorite shows and fast forward through commercials. Advertisers
don’t like this and exempt these viewers from viewership data (cite).

In some ways
What are the Costs of Piracy?

We must be careful about what the costs of piracy are. Many studies just cite the cost of piracy as the
list price of the item being stolen.® However, there are multiple problems with that. First, as any
economist will tell you, the number of people who demand a particular good is inversely proportional to
the price. For example, standard economics tells us that less people will buy a CD priced at $20 than at
$10. It follows then that many more will “buy” something if it is free. In fact, the difference between 1

cents and free is pretty substantial according to Dan Ariely in the New York Times bestseller Predictably
Irrational.

Copyrighted content has no to very little marginal cost. This opens up an entirely new type of pricing
model compared to traditional industrial goods. It also makes losses due to piracy more interesting.

'N,on :fiva'iroué

But also a higher price may lead to more revenue, while also leading to higher “piracy” costs. Say for
instance a TV show has 1 million users who watch for free. The TV network makes $1 off each user in
advertising. Revenue is $1 million, while the piracy loss is 0. Then say the TV network switches to a paid
model in which an episode costs $4. Say 300,000 take the deal, and 100,000 decide to switch to piracy.
550,000 stop watching all together. The network would make $1.2 million in revenue, which is more
than before. They would also point to $400,000 in piracy “losses.” Under the new strategy, they are
making more money than before, but also are experiencing piracy.

The question then is if piracy was made harder, how many of these 100,000 pirates would switch to the
paying $4. As was discussed earlier, it is very likely not all 100,000 would now pay. But how many
would?

Ideally, the networks would like to segment each person out by their willingness to pay. Say half of
these 100,000 would be willing to pay $1. The network would not want to simply lower the price to $1
because then they would have 350,000 each paying $1, for revenue of $350,000 which is even worse
than the ad-supported model. But if they were able to get the original 300,000 to pay at the old price,
plus the 50,000 at $1 then they would have $1.25 million in revenue, and piracy losses of $50,000.
Revenue is up, and losses due to piracy are down.

Don’s comment on non-rivalrous

Tracking Piracy
It is difficult to know exactly how much piracy is going on because it is hard to track the transfer of
pirated materials online.

EXpa_jjd

® http://www.cato-at-liberty.org/hulu-pricing-strategies-and-the-costs-of-piracy/



?some studies on network traffic of BitTorrent — but then how much is pirated?

Artists
There is some disagreement on how much money actually goes to artists.

That book I have

Do we want to cut this?
Employment

How to measure

Another area for contention is how much profits at record labels actually lead to employment. The
industry argues that additional profit allows them to invest more in the future, leading to more
employment for artists. Cite/explain

Others claim that industry profits are unlikely to be redirected to |

For example, some look at the last 10 years of the industry. Profits are down XX%, but employment only
XX%. Where did the lost value go to? How sustainable is that in the long run?

This has been controversial because some studies have cited a larger impact in jobs than the number of
people who are actually employed by the music industry.

In addition, employment studies often try to include the “multiplier effect” of jobs. For example, person
who works in the record industry spends money

Cite RIAA stats
Cite/explain

Money Redirected

Some argue that the money saved by consumers by not buying CDs is spent on other things. For
example, rather than spending $10 on a CD, a consumer uses that same discretionary income to buy a
sandwich instead. If the user would have spent the money on a CD, they would have not bought a

sandwich. Thus the economic, including employment effect is merely transferred across industries, and
does not actually hurt the economy.

Cite/explain
Technical

3. Has minimal negative repercussions on internet
b. e.g. DNS

Internet Infrastructure

Any proposal should not weaken the underlying infrastructure of the internet. For example, the above
described proposal would have big effects on the internet.

(research) —there is more further down we need to bring up here

SECURITY! Like DNS sec



Explain what DNS actually is
Why security of DNS is important

How in infringement detected today?
Copyright owners detect copyright infringement in a variety of ways.

Where is best to put this?
P2P

By its nature, a peer-to-peer network makes available the list of IP addresses which are participating in
sharing the file. In court cases, the record industry has used a firm called MediaSentry to monitor P2P
networks.” MediaSentry logs onto these networks and searches for a file known by their client to be
infringing content.® MediaSentry then receives the list of users who have parts of the file available from
the P2P service’s tracking server.” By seeing that the user has the file and is making it available to other
users, MediaSentry can claim that the user is making the file available to others.

In other cases, MediaSentry attempts to actually download the file to verify that the content of the file is
in fact copyrighted.®

As a result, some people use IP blocking software such as PeerGuardian, and its successor PeerBlock.™
This software contains the list of IP addresses known to be used by Government, large businesses, and
anti-P2P contractors such as MediaSentry. The software attempts to prevent those IP addresses from
connecting to your computer to download part of the file from you.

Others use what are called “private trackers.” These only allow pre-screened persons to participate in
the download, including having access to the list of persons who have portions of the file available for

download. Without being one of the people with access, MediaSentry and others firms would have no
way of knowing who was participating in the download.

DPI

However, one organization that would know would be your ISP. Internet users purchase internet access
from Internet Service Providers (ISPs). ISPs have access to all of your traffic as it flows across their
network. Internet traffic is sent as a packet, which is like an envelope. On the outside of the envelope,
the packet has the IP header which specifies where the packet is sent among other things. The inside of
the packet contains the actual message. Normally, ISPs only look at the header of the packet in order to
forward it onward. However, with modern equipment ISPs can also look at the contents of these
packets, as long as they were not encrypted. This was always possible, but it is only recently that it is
possible to do at the scale required.

Protocol encryption makes it more difficult for ISPs to identify BitTorrent traffic. However, it can only
work if the tracker and the other clients also support encryption. In addition, it has been shown that

. http://blogs.law.harvard.edu/cyberone/files/2008/11/497-2.pdf
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' http://arstechnica.com/tech-policy/2009/01/mediasentry-may-be-gone-but-riaa-tactics-will-live-on/
" http://torrentfreak.com/peerblock-file-sharing-safety-tool-clocks-100000-downloads-091111/



many BitTorrent clients still put out a characteristic file flow that ISPs can identify if they so wish.*
However, this only shows that the user is using BitTorrent, but not which file they are downloading. As
the other section of the paper showed, BitTorrent can be used for non-infringing uses.

In 2007, Comcast was found to be using the “Fairshare” product from Sandvine which actively interfered
with BitTorrent traffic.® Sandvine captures a copy of the list of peers returned from a tracker. When a
user tries to contact these nodes, their technology sends fake TCP reset packets — the equivalent of a
fake hang up signal on a telephone. The action was controversial, and received a fine from the FCC for
unfairly blocking a particular protocol.**

All this is interesting, but where is best to put it?

Minimally necessary
4. lsit the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services

How do we define minimally necessary?

Non-infringing Uses

Proposals should not add chilling effects on legitimate uses of copyright technology. For example,
United States law permits fair use.

Not well described

Section 1201 Process

The Digital Millennium Copyright Act was widely panned® because it made few exceptions for Fair Use.
There was a process set up by Section 1201 of the DMCA.

Every three years, the Library of Congress holds hearings in which citizens can ask for exemptions of the
DMCA to make noninfringing use of protected works.® For example, in the most recent rulemaking, the
Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes
of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.”*’

= http://www.howtogeek.com/76801/how-to-anonymize-and-encrypt-your-bittorrent-traffic/
B https://www.eff.org/deeplinks/2007/10/comcast-also-jamming-gnutella-and-lotus-notes
* http://www.pcmag.com/article2/0,2817,2326980,00.asp
B http://arstechnica.com/tech-policy/2009/08/realdvd-barred-from-market-while-judge-opines-about-fair-use/
'® See http://www.copyright.gov/1201/
17 +
http://www.copyright.gov/fedreg/2012/77fr65260.pdf



Specifically the Register and the Librarian look at:

(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

(3) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works

(5) such other factors as the Librarian considers appropriate.’®

However, the process is heavy in bureaucracy, taking about one year from initial notice to final rules
published in the Federal Registrar.” Congress requires that the Register and the Librarian solicit input
from a wide range of stakeholders in consideration of a “broad range of current or likely future adverse
impacts.”

In addition, exemptions expire every 3 years.

Real DVD

Other services which broke encryption on DVDs for claimed fair use purposes were later found to be
illegal. RealNetworks, a maker of media playing software, had tried to launch RealDVD back in 2008.
RealNetworks is a legitimate company, who had a license to play back DVDs. The software was designed
to allow users to rip DVDs and watch them on their computers.”® Real then added an additional layer of
copy protection to ensure that users could only play the movies on up to 5 DVDs.

The judge disagreed with RealNetwork’s fair use assertion, writing “Fair use is not a defense to
trafficking in products used to circumvent effective technological measures that prevent unauthorized
access to, or unauthorized copying of, a copyrighted work.” #*

However, a later court case took a different turn.?2 MGE made equipment that calibrates hospital
power back up systems. The system was designed so that it would not launch without the presence of a
hardware USB key to prevent piracy.> PMI, a power servicing firm, initially bought MGE products,
including the calibration software. After the software expired, a PMI employee received a copy of the
software from an unauthorized source.** The court found that since the software was not encrypted,
the dongle did nothing to prevent actual copyright violation.”

'® DMCA Section 1201

*® http://www.copyright.gov/fedreg/2012/77fr65260.pdf
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Beforehand/Afterhand

In addition, many of today’s technologies do not account for fair use. For example, YouTube’s Content
ID system does not account for fair use before a work is removed.”® It is only after a work is removed,
that the uploader may go to YouTube and contest the removal of the work. One of these options is that
the work falls under fair use protection. The uploader can then describe why they feel the work should
receive fair use protection. A YouTube employee then reviews the rationale and decides whether or not
to accept the rational. If the rational is accepted, the video remains as is. If the rational is rejected, the
blocking remains.

Certainly fair use is finicky. The fair use guidelines include:

(1) the purpose and character of the use, including whether such use is of a commercial nature
or is for nonprofit educational purposes;
(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a
whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work.”

The boundaries are not clear for fair use.

It is especially difficult for a computer to determine if these tests are met. This many services, such as
Google’s YouTube take down the content first.

Note that a YouTube content ID match does not necessarily mean that one’s content is removed.

Instead, the content may be blocked only in certain countries, may have ads shown next to it, or part or
all of the audio may be muted.

Baker House 2012 i3 Video

| believe this copyright claim is not valid because:
™31 own the CD / DVD or bought the song online.

77 I'm not selling the video or making any money from it.
€ gave credit in the video.

7" The video is my original content and | own all of the rights to it.

£\ . . - -
* ./ I have a license or written permission from the proper rights holder to use
this material.

) My use of the content meets the legal requirements for fair use or fair
dealing under applicable copyright laws.

" The content is in the public domain or is not eligible for copyright
protection.

Beneficial Services

Many services which make copyright infringement easy can also be used for non-infringing use.

5 https://www.eff.org/issues/intellectual-property/guide-to-youtube-removals and
http://www.youtube.com/t/contentid
247 USE.6107




Sony/BetaMax

The first significant example is the Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
case. In this 1984 case, the Supreme Court of the United States found that Betamax machines have
“significant non-infringing uses.” Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)
because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

BitTorrent

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.”® These updates can be
quite large (over 500MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer,
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited
bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

Megaupload

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

One such ongoing case is the case of Kyle Goodwin.” Explain/introduce better Mr. Goodwin is a
videographer. He used Megaupload as a backup service. Shortly before the government’s January raid,
Mr. Goodwin’s hard drive crashed. His only copies of his videos are the ones stored on Megaupload.
However, the government is resisting restoring his files.

Stakeholders
No matter how effective, economically and technologically viable, or minimally necessary an anti-piracy
mechanism might be, perhaps the most important factor of all to consider is its political feasibility. Even

% http://torrentfreak.com/bittorrent-to-speed-up-game-distribution-080915/
2 http://torrentfreak.com/u-s-accuses-megaupload-user-of-storing-pirated-music-121031



if a proposal is deemed to be a good idea, it must also be acceptable to the various stakeholders
involved, whether it be the general public, Hollywood, artists, the tech/internet industry, the
international community, and other potentially affected players. To ignore the multiplicity of opinions
among the key players is to assume a perfect conveyance of policymakers’ decision-making logic to their
constituents; this is simply not the case. While such simplifications “make normative analysis possible
and useful at the individual level [they] can become serious deficiencies in the study of public policies”
(Majone, 1975).

Moreover, the inclusion of political feasibility assessment in technical policy analyses has been said to
“enhance the probability that the technical analysis contained therein will be considered” (Webber,
1986). The neglect of technical factors in ongoing anti-piracy legislative debates is, after all, one of the
central deficiencies we hope to remedy with our evaluative framework. As such, political factors play a
significant role in our evaluative framework for anti-piracy measures.

This branch of our analysis will take place on two I-evels, examining the political details of the proposal
itself as well as possible political reactions to it. First, we will look at the actors(s) assigned the
responsibility of implementing the mechanism in question: do they have the proper authority to carry
out the proposed operations, and who is to bear the resulting financial burdens? Second, the
assessment will analyze the various key players to anticipate the level of political resistance a policy
might encounter: what motivations, belief systems, and resources do each of the stakeholders have, and
how might they react to the proposed mechanism? This two-pronged approach of political feasibility
analysis will allow for a comprehensive assessment of whether a given policy will be likely to gain the
support necessary for passage and, eventually, implementation.

Responsibility of Implementation

When assessing the effectiveness of an anti-piracy mechanism, one must not only look at the actual
effects that the proposal might have. It is also imperative to ensure that the mechanism can be
implemented with ease, can be sustained for a sufficient amount of time to have a lasting effect on
online piracy, and is robust enough for future modification or extensibility to new conditions and
scenarios. This is a matter of identifying potential opposition to a proposed measure both based on the
current political climate as well as predicting future challenges that it may encounter down the line.
Issues of efficacy are perhaps better addressed by the economic and technical portions of our evaluative
framework. The analytics we will focus on in this section are based more on assessing the political
legitimacy of a proposal—a notion that is largely encapsulated by how the responsibility of
implementation is allocated among government and relevant stakeholders.

Proper Authority/lurisdiction

In our political analysis, we'll first look at whether or not the actor(s) assigned the responsibility of
implementation actually has the necessary authority to do so. This criterion embodies a number of
questions about established powers, legal precedents, and political jurisdiction. In more concrete terms,
our framework favors proposals whereby the implementation clearly falls within the scope of what the
governmental agency or actor was intended to address. The goal here is to eliminate overbroad or
overreaching policy measures, as they are more likely to be politically volatile. In particular, vague or
ambiguous language is to be avoided; the details of a policy’s implementation should be narrowly
defined enough that it obviously falls within the purview of that office’s political authority. Those



proposals that do not meet these criteria are far more likely to meet resistance from critics and will
suffer from a loss in overall political feasibility.

As an example of an anti-piracy mechanism that would fare poorly on this metric of authority and
jurisdiction, take something like the Anti-Counterfeiting Trade Agreement (ACTA), an international trade
agreement that establishes global standards on intellectual property enforcement. Negotiated in secret,
ACTA circumvented the need for congressional approval and public scrutiny, thanks to its status as a sole
executive agreement, “concluded on the basis of the President’s independent constitutional authority
alone” (Katz & Hinze, 2009). In short, the White House used this transparency loophole to enter the
ACTA agreement without consultation. Naturally, the constitutional authority of such an action has been
contested; thus, we see how questions of due process may play a role in determining the political
acceptability of a proposed anti-piracy mechanism.

Financial Burden
;Yet:_an_other-importa_n_t consideration to take into account is the parties that are assuming the financial
burden associated with the proposed mechanism.

Possible Political Resistance

Ultimately, the process of assessing political feasibility is one of comprehensive information gathering
and synthesis. Using the model of analysis first laid out by Meltsner, we must consider the confluence of
“(1) actors, (2) motivations, (3) beliefs, (4) resources, (5) sites, and (6) exchanges” to determine “which
actors will be politically effective, which will exercise power... [and] the possible areas of policy
consensus and conflict” (1972). This will allow us to develop a map of the political climate surrounding a
specific policy proposal and identify potential pathways (if any exist) of moving forward with it. While
the issue of online piracy spans multiple policy spaces and eludes a single generalized case, we can
identify the most prominent or likely elements in each of these categories and still leave room for
additional flexibility.

Actors, motivations, beliefs, resources, sites, exchanges specific to the anti-piracy debate

Synthesis

Once all the aforementioned factors have been determined and detailed, we may begin synthesizing all
the information to assess the overall political feasibility of the proposed mechanism. There are a
multitude of models for conflict resolution in decision-making. Majone suggests that the best public
decisions are those that consider not only the technical, economic, and legal limitations of a proposal,
but also a "distributional constraint" like Pareto admissibility (1975):

A decision affecting a number of people is said to be Pareto admissible if there is no other
feasible decision that is preferred by one or more persons, and if nobody regards it as inferior...
A change from state S to state S' is Pareto admissible if, in the transition, either every person in
the relevant group is made better off, or at least one person is made better off, and nobody is
made worse off. Notice that the change from one state to another can be Pareto admissible
even if the states themselves do not satisfy the Pareto criterion.

Example of applying Pareto admissibility criterion based on previous subsection



Meta-analysis of Framework
Strengths, weaknesses, possibilities for future improvement

Current Policy Debates

The possibility of a graduated response to copyright infringement started in mid-2007 in France.*
Nicolas Sarkozy, the newly elected President of France appointed an independent review commission to
review copyright infringement.?* That commission was run by the pro-enforcement Denis Olivennes.*
The commission found that P2P was killing France’s culture and sought to do something about it. The
commission modeled their approach on the “three strikes and you're out” feature of baseball.* After 2
warnings, a user could be disconnected from the internet.

I don’t know why | put this here. | wanted to do an intro to graudated response, but it's really an intro
to HADOPI

HADOPI (Stephen)
http://arstechnica.com/tech-policy/2008/06/frances-three-strikes-copyright-law-gets-cabinet-support/

Effects of HADOPI Law in France

One study conducted by researchers at Wellesley College and Carnegie Mellon University looked at the
implementation of the Hadopi law in France and compared the sales of music on iTunes with other
European countries who did not have a similar law.** The study found a 25.5% increase in track sales in
the control group, but a 48% increase in France, indicating that sales were 22.5% higher in France then
the rest of Europe, likely due to the Hadopi law.® There was a similar result for album sales.*
Additionally this general trend was true for all labels, so it’s unlikely that these effects were due to a

particular artist being popular in France.”” In addition, these results did not occur when other countries
were isolated.

The study also looked particular genres of music. First the study looked at a survey taken by EMI which
asked people how much they are likely to pirate each type of genre of music.® They then found the
largest sales increase in genres which were reported to be heavily pirated.*® For example, Rock and Pop

were both the genres most pirated, and the genres which experienced the largest increase in sales after
the HADOPI law than before the law.

: http://arstechnica.com/tech-policy/2007/11/the-insanity-and-genius-of-frances-anti-file-sharing-plan/
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This shows that it is unlikely that there is any other explanation for this phenomenon than the HADPOI
law. For example, increased sales in France suggest that Apple could have just heavily started
promoting iTunes in France. But this genre comparison suggests that it is an unlikely explanation. It is
also interesting to note that the lines started diverging right as parliament started debating HADOPI, not
when it came into force. In addition, when this study was written no one had yet received a
third/disconnect notice.*

Bhattacharjee et al showed an awareness of copyright infringement lawsuits did cut the number of
pirates, but found that the effect was short-lived.**

6 Strikes vs Lawsuit — Plaz

In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “6 Strikes” graduated response system to the
United States.** The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name “6 Strikes” is often used.

Description

Under the system, copyright owners could make complaints against IP addresses to users.*”® ISPs will
then forward those complaints on to users — without actually revealing information about the user to
the copyright holder. *

The “6 Strikes” system establishes the Center for Copyright Information (CCl). The center is tasked with
administering the CAS as well as educating the public on copyright issues.*® The Center is governed by a
6 member advisory board, with 3 members appointed by the content industries and 3 members from
Internet Service Providers.”® There is also a four member advisory board, with members from the
Center for Democracy and Technology, Public Knowledge, iKeepSafe, and the Future of Privacy Forum."
Reports indicate that these members are serious about a balanced approach and are independent from
the other players.”® However, these members are only advisory. The executive board has no
requirement to listen to them. * The MOU also requires the executive committee to retain independent
technical experts.® The MOU prohibits sending alerts from methods deemed to be “fundamentally

“ Ibid p 20
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unreliable.”** However, the names of these experts is not public. In addition, the reports generated by
the experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement.>* However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.”® Each ISP is also able to define what each of the six strikes
definitively means. However, the MOU lays out an outline of what each strike could be.

The first two alerts are purely educational.* They do not require any response or action form the user.
The alerts will contain information that copyright infringement is illegal, that there are lawful ways to
download content, and that further sanctions may follow. The third and fourth alerts also educate the
user, albeit in stronger language.” They also require the user to take some affirmative action to close
the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed,
a temporary step-down in the subscriber’s service tier, a temporary redirection to a landing
page for completion of a program of copyright instruction, a temporary redirection to a

landing page until the subscriber contacts a customer service representative, or a temporary
suspension of access.”®

Unlike some media reports, ISPs are not required to suspend a user’s internet access.” Instead the ISP
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.*®
Seven days are allowed between each alert that counts towards the six.”

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed.® The Independent Review Program is a non-
judicial program set up by CCl with the American Arbitration Association (AAA).* The overhead of the
program is paid by CCI, which is funded equally by content groups and by ISPs.
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A user can also appeal their first through fourth notices upon receiving their fifth notice.** However, if a

user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.®

In order to file an appeal, a user fills out an online “Application to Commence Independent Review” or
“ACIR” form.** In addition, a user must pay a $35 fee on appeal, however, such fee is refundable if a
user prevails in their appeal.*® The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 1923

The user must include a basis for each defense and possibly provide the corresponding backup
material.”” For example, if a user asserts authorized use, the user must provide specific, written
authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.

The review process is designed to be automated; in addition one reviewer per case is selected by the
AAA.% Reviewers must be lawyers, but they are not required to have specific copyright experience.*
However, they are required to have training from a CCl-Approved Copyright expert.”

Analysis

Is effective in reducing piracy?
We believe that this method will be effective in reducing piracy (look at Hadoopi).

Compared to the previous system where the content industries directly sued users the new system is
much more scalable. Under the old system, companies had to file individual John Doe lawsuits in order
to ask a court to unmask a user’s identity.”* The case could then go to a lengthy and expensive trial.”
Although in many cases, the user settled by paying an average of $3,000.” This was not cost effective
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for the industry.” A TechDirt study of RIAA financial records found that the RIAA spent over $17.6
million dollars on lawyers in 2008.” As a result, the RIAA brought in $391,000 in settlements.”® The
industry did it because they believed it would be a disincentive for users to illegally download files.”
The new system seems much more efficient in comparison.

Under the old system, two plaintiffs attempted to fight instead of settling. Joel Tenenbaum, a student at
Boston University, was found to have willfully infringed by downloading 30 songs over KaZaA in 2003.
The jury awarded the music companies $675,000, or $22,500 per song, a substantial discount over the
$150,000 statutory limit.”” Jammie Thomas-Rasset, was found guilty of copyright infringement of 24
songs for statutory damages of $1.92 million dollars, or $80,000 per song.?’ This was later reduced to
$54,000 or $2,250 per song, and then increased to $222,000.*

In trials, defendants have claimed that others performed the actual infringement, for example, though
an unsecured WiFi network. When a plaintiff files a John Doe lawsuit with an ISP, they receive the name
of the subscriber who is paying for the internet connection. Courts in Finland have found that this is
insufficient to prove guilt, as it does not show that the person actually performed the infringement.®
The EFF also argues that merely providing open WiFi does not make someone liable for copyright
infringement.®® In addition, the EFF argues that the DMCA provides a safe haven for service providers
who offer “the transmission, routing, or providing of connections for digital online communications,
between or among points specified by a user, of material of the user’s choosing, without modification to
the content of the material as sent or received.”® This was originally written for large ISPs, but the EFF
argues it applies just as well to small providers of WiFi hotspots.

Unfortunately this provides an open loophole in preventing piracy. Although legally there is no
negligence defense for piracy, this allows persons to avoid liability, harming protection against piracy.®®
We feel there is some distinction between a business that regularly provides free wifi and an individual
that keeps his WiFi open as a defense.

In addition, court cases have tried to distinguishing actual transmission of the file versus making
available. MediaSentry has a hard time showing that the file was actually transmitted using the
methods that they employ. If they were to actually download the material, that raises questions about
whether it is an illegal act to transmit a copy of the work to an agent of the work.®® Courts at first ruled
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in the Olan Mills, Inc. v. Linn Photo Co. that this was legal, however then made an exemption for
investigators in RCA/Ariola Int’l, Inc. v. Thomas & Grayston Co., 845 F.2d 773, 781-82 (8th Cir. 1988). So
the courts rejected such an argument in the Thomas case.”’

At some point we should decide whether or not these defenses should be allowed. These should not be
established behind closed doors by the Copyright and ISP industries. Instead, the process of what
defenses should be allowed should occur in the public eye.

The Courts are generally where this case law has been established. However, this is a lengthy process.
Though generally, only one person needs to go through this process to establish the case law in the first
place. That is why this method of allowing motivated parties to sue and go through the long precedent
setting process, while allowing others to quickly move through the process is a good one. After one
party has established the rules, the others just need to follow them.

For example, should the use of open WiFi access points be allowed? Does making available constitute
infringement, or must it actually be transmitted?

Another process that could work is the same one used by administrative agencies to issue new laws.
Here agencies here from all parties and then try to craft the best solution from the information they
have received. This is a good way to trade off the costs of a policy with its benefits.

Once this policy has been established, we should move to a scalable process that allows the law to
rapidly be applied.

(the last 4 paragraphs need rearrangement)
(this is prob not the right place for all this content)

Does the policy make economic sense?

The proposal appears to cost very little. In particular, the system attempts to automate as much of the
process as possible - it is built for scale. The cost would be mostly in the initial setup of the system.

By having a low cost, the system only needs to stop a little amount of piracy in order to be cost effective.

It is also much more fair to individual defendants. Even the minimum $750 per song is much too high. A
controversial report by the Republican Study Group made the same assertion.® The initial settlement
amounts of $3,000 for about 30 songs (5100 per song) looks very good compared to the amounts which
could be lost in courts (minimum of $750 per song, not including legal fees).

On the other side, some lawyers does not actually try to seek lawsuits; instead seeking to settle with as
many people as possible.® Some judges have sought to block this model, by requiring lawyers to file
one-by-one, incurring a filing fee each time.®® Other judges have become angry that these cases took up
space on their docket and threw out the entire lawsuit.”

¥ http://beckermanlegal.com/Lawyer_Copyright_Internet_Law/virgin_thomas_080924Decision.pdf
% http://arstechnica.com/tech-policy/2012/11/influential-gop-group-releases-shockingly-sensible-copyright-
memo/
® http://arstechnica.com/tech-policy/2012/04/judge-rejects-copyright-trolls-bittorrent-conspiracy-theory/
90 .1 .
ibid
%! http://arstechnica.com/tech-policy/2011/02/random-defendant-outlawyers-p2p-attorney-gets-lawsuit-tossed/



Both of these incentivize non-guilty parties to settle as much as guilty parties. That is not how the court
system is supposed to work. This process is too heavy and burdensome for the courts.

Does it have minimal negative repercussions on the Internet?
rearrange

This depends on how the policy is implemented. In the past, some ISPs have intercepted pages and
have added banners onto pages in midflight.* For example, in 2008 Rogers added a quota message to
the top of the Google home page by inserting Javascript into the page using an active version of Deep
Packet Inspection. This technology is sold by companies such as PerfTech.” Many (who) find the
practice of modifying other sites’ pages over the Internet to be abhorrent.** (expand)

Put elsewhere

Meanwhile almost all wireless access points use some sort of redirection technique to bounce first time
visitors to a log in page. For example, many services send back a false DNS response, directing the user
to the log in page instead. Or a user’s request is redirected by a HTTP redirect after a page is received.
A user may also be redirected by IP address to the log in page. All of these techniques are not clean in
regards to how the internet was designed. This can present problems. For example, my iPad tries to
refresh my email and the WiFi router answers as the mail server. My mail server does present a security
warning, but if the user clicks through, the access point could be trivially designed to intercept my mail
credentials.

However a similar technique may pose problems for the internet. For example, a user may be uploading
data in the background when their internet connection is redirected to this message — causing the
update to break. Or perhaps a user is connecting to a computer via remote access when the redirection
happens. If the redirection is not properly implemented, it could break the remote access connection.

For example, Comcast’s Sandvine implementation ended up blocking some email transmissions sent
with Lotus Notes, a less-popular email client made by IBM.** Sandvine did not intend to block Lotus
Notes from sending email, but the technique Lotus was using to transfer large attachment must have
been similar to the BitTorrent network technique. It appears that Sandvine had never tested sending
attachments over 2MB with Lotus Notes before rolling out their product.

It would impossible for Sandvine to test every possible network configuration. That is why we have
standards! Standards abstract away complicated implementation details. Messing with these standards
ends up breaking things and makes them harder to test.

ISPs are not looking for infringement themselves

- http://lauren.vortex.com/archive/000337.html
2 http://www.perftech.com/
4 expand

"0 http://arstechnica.com/uncategorized/2007/ 10/comcast-traffic-blocking-even-more-apps-groupware-clients-
affected/



These techniques could also impact security if they are not done properly. For example, adding poorly
written JavaScript to another page could allow user-generated content on a page to break out of the
containment that the author of the page provided. We have seen before that copy protection code can
have unintended consequences. For example, Sony BMG released CDs in 2005 that contained
MediaMax copy protection.® This software was poorly written to hide all files on a user’s system

starting with “$sys$.”®” A virus could use this $sys$ name to hide itself on all computers which had ever
played CDs containing MediaMax.

Is it the minimal necessary? fi&éésho;){d_rename:thisj
This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must

lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user.

It remains to be seen what technical measures are used to identify infringement. This will give us more
information of whether it will alarm on the use of services that provide non-infringing use such as
Megaupload. (didn’t they say just P2P?) (they also can’t use the same methods)

Is it acceptable to stakeholders?
Wait for Stephen’s section

Other/To-do
e 6 Strikes takes down content first. Can appeal as fair use — but only afterwards
e And only then on the 5" and 6% notices
° Likely be effective against main problem

Good to educate people

e Good balance

e Should be able to complam easily

.

"

. _ B you have a problem should be able to reach someone who has authonty over the phone

° The fact that the copynght expert needs to be CCI approved is troubhng Content mdustnes

(rnust cnte/backup)
° Sellmg in one countn/ Vs another

e Make more specific (Don Unger)
e Future/flux (Don Unger)

* http://www.npr.org/templates/story/story.php?storyld=4989260
A http://blogs.technet.com/b/markrussinovich/archive/2005/10/31/sony-rootkits-and-digital-rights-management-
gone-too-far.aspx



Upcoming policy debates

When evaluating future policies to protect against copyright infringement, policy writes should consider
the framework we have outlined above.

Republican Study Group

Specific Policy Recommendation
TBD

Not just current policy, but what should be done
Should 6 Strikes be mandatory? (I’'m thinking no)

Audience for proposal

Read about recent updates in 6 Strikes Implementation plan

Really need to write this section!

Share of work
Stephen wrote the proposal and stakeholders

Michael wrote everything else



Michael E Plasmeier

From: Jessie M Stickgold-Sarah

Sent: Monday, December 03, 2012 9:23 AM
To: Michael E Plasmeier; Stephen J Suen
Cc: Jessie M Stickgold-Sarah

Subject: 6.805 policy paper -- Cl feedback
Follow Up Flag: Follow up

Flag Status: Flagged

Hi Michael and Stephen,

I'm intrigued by your informative and ambitious paper! Below I've written some comments and suggestions that will
help you really pull this together into a policy document. I'd also like to meet with you this week. I'm free on Wednesday
and Friday after 1:30pm, on Thursday morning and before class (in the process of scheduling some meetings but that
should be resolved soon), and if necessary | can make time on Tuesday. Let me know what your schedule is like and we'll
set something up.

You have a ton of great questions and example data--this is your strength so far. What's missing is your own voice:
recommendations, assertions, claims. You've organized most of your paper around your evaluative framework, which is
structurally a smart idea. However, your sections tend a bit towards the info-dump (as you know, from your own
comments in the paper about "is this the right place” and "does this info help?"). As | read, | realized | wasn't even sure
whether your analysis was "here is an example of how we'd answer this question” or "let's figure out whether this is a
good question to ask"!

Each section of your paper should have a function, and that function is basically "tell the reader something". As it stands,
much of your paper asks questions instead of answering them. | strongly recommend that you go through the whole
paper and ask yourself, for each section: "What should the reader learn from this section?"

For "Ease of Circumvention" the answer might look like "The reader should have a set of metrics against which to
measure a proposal, to determine whether it is easy to circumvent." Those metrics might be "can commonly used
software circumvent it through its normal use?" "what percentage of the population has the specific knowledge to
circumvent it?" If | look at your "Ease of C" section using this framework, for instance, | notice that questions about "is it
easy to circumvent" get mixed up with "is it practical to apply the constraint"--so you see it's a useful tool, and answers
many of your questions about "should this go here?".

You have some great material in this document, but there's a long way to go before it's a policy paper. I'd like to meet
with your team to talk through some more sections and get you on the path to writing a successful paper. | think you can
really push this to the next level.

Best,
Jessie



Michael E Plasmeier

From: Matt Schruers <mschruers@ccianet.org>

Sent: Thursday, December 06, 2012 3:56 PM

To: Michael E Plasmeier

Cc: abdavidson@gmail.com; Stephen J Suen

Subject: Re: MCS Comments on Policy Framework (theplaz@mit.edu)
Follow Up Flag: Flag for follow up

Flag Status: Flagged

Gentlemen,

Regarding graduated response in general, it depends greatly upon the context. I think there are two separate
questions here - desirability, and effectiveness.

Broadly speaking, I think there's an odd relationship: the more effective graduated response is, the more valid
are concerns about desirability.

In my opinion, business should be entitled to do whatever it wants with respect to graduated response,
particularly at the edge of the network where the user base can vote with its feet and discipline unreasonable
policies. Some services want to be a "clean, well lit place", and so they kick people off at the slightest
infraction. In competitive markets I think this is desirable -- since it allows markets to assess what kind of
enforcement is acceptable. However, this also means that the policy will have limited effectiveness since
pirates will migrate to the most permissive services (and indeed, we seen this).

At lower levels of the network, however, there tends to be very little competition, and thus users can't escape
unreasonable policies. Here the policy is certainly more effective, but if there is no competition - and CCI looks
slightly cartelized -- there's nothing to prevent network operators from selling out there users. Thus, it might be
more cffective, but it also requires greater supervision by governmental authorities lest it run off the rails as
some sort of cartelized restriction on access to content.

The HADOPI approach of direct government intervention to deny communications services through an
administrative process is the most extreme, in my opinion. It is extremely expensive, and by some accounts it
has not been particularly effective.

But there's certainly a cultural difference at work here too. Back in the spring some colleagues and I met with
the director of HADOPI (Marie-Francoise Marais), who was visiting the U.S. to tout their efforts. I explained
the U.S. notice & takedown system under the DMCA, and the voluntary accord behind CCI as evidence that the
issue can be addressed within the private sector, and Marais replied, "Oh, in France we would be very
uncomfortable with businesses making such a decision." By contrast, if you look at our policy space, there's
obviously a lot of discomfort with the government making such decisions - consider the controversy over
domain name seizures, which are essentially a type of termination decisions. In light of this, it is worth
considering how "portable" is any given approach that you might recommend.

All that being said, it is worthy to recall that the DMCA requires (practically speaking) that service providers
implement a policy to terminate repeat infringers, but it gives them complete flexibility in how to shape that
policy. 17 U.S.C. 512(i)(1)(A). This is a very reasonable requirement, which allows different companies to
experiment with different models. (Google. Facebook. and eBay can probably construct elaborate systems, for
example, whereas smaller services cannot afford to do so.) This policy is just one tool in the anti-piracy toolbox
-- it doesn't purport to be a silver bullet, but it makes a contribution.

1



In my opinion, we require large number of small changes -- including getting more lawful services online. This
is a sort of swarm-theory approach to the problem. The rightsholder community, on the other hand, has
traditionally demanded sweeping solutions that they portray as a single. silver bullet to their problems. (There a
political economy reason for this: there are high fixed costs to getting legislation passed of any sort. Since any
bill takes a large effort, legislation proponents tend to think big, because you're paying full freight regardless.)

-Matt

On Thu, Dec 6. 2012 at 1:28 PM, Michael E Plasmeier <theplaz@mit.edu> wrote:

Matt,

Thank you very much for your comments.

We agree that we need to think a great deal more about how we want to organize the paper.

We also need to complete some sections, such as the economics section, and your comments will help us complete
those sections.

You also raised a number of good points we hadn’t thought about, such as comparing HADOPI costs to the US voluntary
system cost.

What are your thoughts on graduated response in general?

Thanks again!

-Michael and Stephen

From: Matt Schruers (Google Drive) [mailto:mschruers@ccianet.org]
Sent: Wednesday, December 05, 2012 12:25 PM
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Stakeholders buv

No matter how effective, economically and technologically viable, or minimally necessary an anti-
copyright infringement mechanism might be, perhaps the most important factor of all to consider is its
w Even if a proposal is deemed to be a good idea, it must also be acceptable to the
various stakeholders involved, whether it be the general public, Hollywood, artists, the tech/internet
industry, the international community, and other potentially affected players. To ignore the multiplicity
of opinions among the key players is to assume a perfect conveyance of policymakers’ decision-making
logic to their constituents; this is simply not the case. While such simplifications “make normative
analysis possible and useful at the individual level [they] can become serious deficiencies in the study of

public pollcae@ajone 1975). Eﬂffhﬂ ’[‘

Moreover, the inclusion of political feasibility assessment in techmca! policy analyses has been said to
“enhance the probability that the technical analysis contained therein will be considered” (Webber,
1986). The neglect of technical factors in ongoing anti—copyrigmﬁ—nﬁégislative debates is, after
all, one of the central deficiencies we hope to remedy with our evaluative framework. As such, political
factors play a significant role in our evaluative framework for anti-copyright infringement measures. ]q%}’l [\e\f

This branch of our analysis will take place on twexamining the political details of the proposal b&
itself as well as possible political reactions to it. First, we will look at the actors(s) assigned the

responsibility of implementing the mechanism in question: do they have the proper authority to carry

out the proposed operations, and who is to bear the resulting financial burdens? Second, the

assessment will analyze the various key players to anticipate the Itance a policy
might encounter: what motivations, belief systems, and resources do €ach of the stakeholders have, and
how might they react to the proposed mechanism? This two-pronged approach of political feasibility
analysis will allow for a comprehensive assessment of whether a given policy wmm the
support necessary for passage and, eventually, mplementat:on ([
_ b b vy dE 6
Responsibility of Implementation (f) W[ 7
When assessing the effectiveness of an anti-copyright infrmgement mechanism, one must not only look
at the actual effects that the proposal might have. Itis also imperative to ensure that the mechanism
can be implemented with ease, can be sustained for a sufficient amount of time to have a lasting effect

on online copyrlghm robust enough for future ire modification or extens:b|l|ty to new
conditions and scenarios. This is a matter of identifying potential opposition to a roposed measure %

both based on the current politicaWes thatit may encounter

down the line. Issues of efficacy are perhaps better addressed by the economic and technical portions of
our evaluative framework. The analytics we will focus on in this section are based more on assessing the
political legitimacy of a proposal—a notion that is largely encapsulated by how the responsibility of

implementation is allocated amwrw’?Wers.

Proper Authority/Jurisdiction Ww \Lb m %

In our political analysis, we'll first look at whether or not the a Q[[W]IIW of
implementation actually has thg_wm_dﬂﬁ? This criterion embodies a number of
questions about established Eowers, legal precedents, and political jurisdiction. In more concrete terms,
our framework favors proposals whereby the implementation clearly falls within the scope of what the
governmental agency or actor was intended to address. The goal here is to eliminate overbroad or

overreachlng policy measures, as they are more likely to be politically volatile. In particular, vague or
[

ﬂ\w [ floJ WMM‘ af dﬂ»



ambiguous language is to be avoided; the details of a policy’s implementation should be narrowly
defined enough that it obviously falls within the purview of that office’s political authority. Those
proposals that do not meet these criteria are far more likely to meet resi?rnce from critics and will

suffer from a loss in overall political feasibility. ‘hl[’ d@@‘: nﬂ-)( \([

As an example of an anti-copyright infringement mechanism that would fare poorly on this metric of
authority and jurisdiction, take something like the Anti-Counterfeiting Trade Agreement (ACTA), an
international trade-agreement that establishes global standards on intellectual property enforcement.
Negotiated izée?gre 7ACTA circumvented the need for congressional approval and public scrutiny,
thanks to its status as a sole executive agreement, “concluded on the basis of the President’s
independent constitutional authority alone” (Katz & Hinze, 2009). In short, the White House used this
transparency loophole to enter the ACTA.agreement without consultation.-Naturally, the constitutional
authority of such an action has been contested; thus, we see how questions of due process may play a
role in determining the political acceptability of a proposed anti-copyright infringement mechanism.

o

Financial Burden
Yet another important consideration to take into account is the parties that are assuming the financial
burden associated with the proposed mechanism.

(
Possible Political Resistance lv@ﬁ !E’@d -{23 q ”/4 ((( /7/

Ultimately, the process of assessing political feasibility is one of comprehensive information gatheri

and synthesis. Using the model of analysisfirst Taid out by Meltsner, we must consider the confluence of
“(1) actors, (2) motivations, (3) beliefs, (4) resources, (5) sites, and (6) exchanges” to determine “which
actors mmﬂy effective, which will exercise power... [and] the possible areas of policy
consensus and conflict” (1972). This will allow us to develop a map of the political climate surrounding a
specific policy proposal and identify potential pathways (if any exist) of moving forward with it. While
the issue of online copyright infringement spans multiple policy spaces and eludes a single generalized

case, we can identify the most prominent or likely elements in each of these categories and still leave
P .p_ spe ~‘_‘———'__'“'——‘——-____
room for additional flexibility.

Actors, motivations, beliefs, resources, sites, exchanges specific to the anti-copyright infringement

debate ‘\0"} (\QHI@

Synthesis

Once all the aforementioned factors have been determined and detailed, we may begin synthesizing all
the information to assess the overall political feasibility of the proposed mechanism. There are a
multitude of models for conflict resolution in decision-making. Majone suggests that the best public
decisions are those that comﬁfﬁﬁ,e\conomic, and legal limitations of a proposal,
but also a "distributional constraint" like Pareto admissibility

A decision affecting a number of people is said to be Pareto admissible if there is no other
feasible decision that is preferred by one or more persons, and if nobody regards it as inferior...
A change from state S to state S'is Pareto admissible if, in the transition, either every person in
the relevant group is made better off, or at least one person is made better off, and nobody is
made worse off. Notice that the change from one state to another can be Pareto admissible
even if the states themselves do not satisfy the Pareto criterion.

Example of applying Pareto admissibility criterion based on previous subsection
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My prodps pald waf  [of M hiite 72,;,,%7;



W I fu’bj QMMJZZ 01 71%5 n

(

Wk hae A , A o stak el il
[\HL (018 -
e b "
M +1€f\ ip@/[ﬂl} KJIK o sTilk

% l/\( W@'Mj@} 6{\#@,*‘



0t I G 2

STS.085 Project Better title

Michael E Plasmeier <theplaz@mit.edu>

Stephen J Suen <ssuen@mit.edu>

Contents
Exec Summary

Problem Statement/Intro

.............................................................................................................................

COPIYTIETYE cumousssnoussussns suss iovyanmsnsssisss s smssiis sansass (A3 iSRS oA AR S A S brsPa 5 At s e AP R SRS AR S SRR 4
Copyright INfrINEEMIENT s s T R S e s 4
Evaluative ramework i ooy o s R S RS 4
Is if effective in reducing copyright iNfriNEEMENT? ....eeeeeeeeeeeeeee e 5
Ease OF CIrCUMVENEION ..ottt ettt st se e s s s s e s se s s eanansnernns 5
oo} 3 To T 1 1 1o OSSOSO USRNSSR 8
CO S v T T e e e s mn A SR e v 8
ATHISES coisnn s o s s s i S G B e S e e e s S et 11

o p 1] ][ L [ L 11
TRONNICAE et mvsivmes s s e o et e T Fo R0 00 SR S S s U A S84 S S SR TS Y 12
I e el INTraSIrUCIUNE o uisssimissssisam i ssssssssmsimissvuss sssso s vsvsss iois 0 s3 00U ST S oubass SUPE BSOS Y S g sss 12
How in infringement detected t0day? ... st 13
MINIMAIIY NECESSANY ceruveieiiereereeee ettt sttt s e s s e s e s e e e et e s aee s r e e s ss st e s st s snsessn s ssnns 14
NONINTENEINE TS .. oovsinasisiiiinrssam s ioime s s s s e i oo S o T v G e S s 15
DRIV s e s o vons S S S S O e S B B T B S e e 16

o L L msT— 16

Loy = (= 1T o[ 3 e OO PO PRI 19
Responsibility:of ImpleMentation. ... mimsiimissmism e st sssisssossssosmansssssssasossoss 20
Proper AUtROFItY/JUFISAICTION .......c.ceiirieercueceeieeeecae sttt se e sane st ss s ass s s asasaens 20
FINGNCIGI BUIGEN .......co.evoeeeevveeeeesesssisssessssesssssssssssssssssssessessssessasessossssessassssessessasessessasessesssnessessanes 21
Possible Political RESISTANGCE «usuciemmimmnimissiaiamaiisss s s i sl oo s s T e i i s sasnvss 21
L1 L L T 21
Meta-analysis OF FrammEWORK v e s s vssessimsesisssssins suses 0ites s misis s aae 05 Hassss 8o sseas s¥sses i3 esaisessssssssissnsss 21

TechnNoloBICa] ChanZe assissimssimmmismmimmimsiiviiiims sissvinissiess s s vavisasssiss s smssasivissitve s ssameesssssss 21



(000 ¢ (=Y 11 2o Y T B T=] o £ =3O OSSR OT PSR PPt 22

HABDIDPIL...... 000 nennssasransanestinisssdsbessas it e o S B o S e A A SRR 22
o L T L LT 23

B SEHKES V5 LaWSUT v uansssssusvnisvssenmuvsstosss sisss s st sies a8 sasss 5060 a8 s03es 10830 To o3 8001 s ovevaonsuvasonsavassauassvae sawses 23
DESCAPLION isninmamsisiinmmssnssoisaicss isisississssitsssssesirisivisessiisirisssssmaistrsmsasissisorssssmissassssssaers 23
ISP sl plemenipliont st i s AN AR A 26
AANAIYSIS .vviirrieeirieeteesseesreessresssr e s smr e srnr e s e e s et e s e e s e e et s aE e s R e SR e e s RS Se R e SR A e e e RS e RRs s R bs e R b s e R R s e R R s e R R s e nn s e ans 26

Is effective in reducing copyright iNfriNEEMENT? ......ocuiiiiiiiiiiiieee et 26
Curtent policy debates weunstnennainimamanbnwsrrnndinsnumunnEn s ebsuninsadnem 31
SOPA QI PIPAccssisminsssssvviesnssarsossssaissss vmsssasrs s asasass £08s i v somsss svoasms sves 5300403 S9Hs EE8tu e s aua st g sa s a i 31

A TR sissviisrenssstonsnvisrinissoviessivasesmmmmt Do i suvssaases s s ind e s L S S o oW A VR O oo S 0 L L G SR S SR S R % 32
Republican Study GroUp ProPOSal....cc ieieerieieierriessesseeseesserssssssesssesssesssssssessessssssssesnssssassssessessnenes 32
Specific Policy ReCOMMENAALION....ccuiiieereeeeeciteser st st st see e sne e esne s sree e s s ressssasssaesssesssrassssasssnnesransansns 32



Exec Summary

TBD Currently proposal with minor edits

el

Our project aims to develop a framework for the cost-benefit analysis of anti—copyrigWgement

mechanisms.

e Will the policy actually make a difference?

e Can the policy be implemented robustly? (@éo

e (Can pirates easily avoid the mechanism?

e What are the costs and challenges of implementation?

e Does the policy violate the standards of the Internet?

e Will the policy prevent us from accomplishing other goals, such as tightening up cyber security?
e  Will certain actors incur a cost, and if so, who will payfor it?

Based on these issues, the long-term goal for this evaluative framework will be to encompass a common
set of values, standards, and metrics for the analysis arid discussion of future proposed anti-copyright
infringement mechanisms. With this model, we hope to enable a more robust discussion of how to
address the copyright infringement problem without compromising the underlying structures of the
open Internet and—by extension—the civil libérties guaranteed by those structures and the ecosystem
for innovation that they have enabled. This“analysis will also take into account pragmatic issues of
economic costs, possible political challenges, and other barriers to comprehensive implementation. We
will also be sure to examine copyright’law pre- and post- Internet, to see how notions of intellectual
property and proper enforcement/0f those exclusive rights have changed over time, in order to better
contextualize the issue.

into perspectivg, we will also use our framework to evaluate the effectiveness of the previous anti-
copyright infringement paradigm of filing lawsuits against individual users, using it as a benchmark for
comparisdn. Through this analysis, we will be able to identify the merits and downsides of graduated
response mechanisms, discuss them in relation to traditional copyright litigation strategies, and provide
comprehensive policy suggestions.
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Copyright

Copyright is a legal concept in which the government grants the credtor of an original work exclusive
right to the work. It is a form of intellectual property, a category which includes patents, trademarks,
and trade secrets, all of which are intangible assets. Governments want to encourage the creation of
“works of the mind” by giving the original creators exclusive rights for a period of time. A copyright
holder is granted certain exclusive rights to a work, such as the rights to reproduce, distribute, display,
or perform the copyrighted work, or to make derivative works. In the United States since 1989, content
is automatically copyrighted when it is reduced to tangible form (ie. written down).

Copyright Infringement

Copyright Infringement is the unauthorized use of works under copyright, for example, making a copy
when one is not authorized to do so. For example, if one were to make a copy of the latest Taylor Swift
CD one purchased at Walmart and give it to a friend, that woulp be copyright infringement. Copyright

infringement is often referred to cogy:igbt.infpingen-rent.% p{/

Copyright infringement has been and continues to be a big problem for the creative content industries,

TN

)

astechnology.that made cepies, particularly digital technology, has become more accessible to
consumers. The Internet has only exacerbated the problem, as the Internet allows one to send files

across the globe with varying de l ility. (opq( { {,
figia . o Al and) ul Yo tus
The first question to ask is should something be done? lSome assert that copyright is not economically

efficient or raise other objections, This paper does not ansider this question, and instead assumes that
copyright infringement should be%’dreﬁs’éﬂ"
pyrig g Oy -

Estimates on the scale of the problem vary. Estimate scale of the problem from economic section

For the last decade, the content industries have been trying to fight unauthorized sharing over the
Internet. A number of methods have been tried, including having the industry sue individual
downloaders. However, recent efforts have been coalescing around so called “graduated response”
efforts. Under a graduated response system, a user is sent a number of warnings, before a penalty,
which might include service termination. Such systems can be mandated by law, such as in France, or
through a voluntary agreement with Internet Service Providers (IS@as in the United States.

Evaluative framework

We attempt to establish a framework to evaluate proposals to combat copyright infringement.
|

1. Is effective in reducing copyright infringement? PD/‘Q {(JWWL CC{/L k (}j@é

a. Ease of circumvention

2. Does it make economic sense? w(\ ; CO%‘%Z[ ‘h(
a. Revenue in reclaimed sales O (blz
b. Positive effects on employment

3. Has minimal negative repercussions on internet F(QS q/ld CO/}S Q( C{ Pﬁﬁﬁi{

a. e.g.DNS



4. s it the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services
5. Will be acceptable to stakeholders (political/legal argument)
a. Who will implement? Legal authority/precedents?
b. Costs of implementation/enforcement
c. Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Is if effective in reducing copyright infringement?

1. Is effective in reducing copyright infringement
a. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing copyright infringement?”
\ A policy that does not reduce copyright infringement should not be considered further.
e

) Ease of Circumvention

W“Q/ A policy does not need to be ironclad in order to reduce copyright infringement. As an example, one
does not need to look further than Section 1201 of the Digital Millennium Copyright Act. This section
f prohibits the circumvention of access control measures. Because of this section, it is illegal to make
'*. copies of DVDs. However, it is not illegal to make copies of CDs.* Because of this, legitimate programs
such as iTunes and Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

It is certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

! The law says nothing explicitly about “space shifting” your collection, for example, ripping a CD you own to put on
your iPod. However, there has never been an explicit case brought against someone for ripping. In addition, at
attorney for MGM said that his clients, the record companies, have no problem with people ripping a CD for their
own personal use.

Metro-Goldwyn-Mayer Studios Inc. v. Grokster, Ltd. (3/29/05), 04-480
http://www.supremecourt.gov/oral_arguments/argument_transcripts/04-480.pdf
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It is not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on ()/Qf
the first result. M%structiongmcmﬁeated, with instructions to download a .dll v6
to a certain-pregrams folder location, but it still requires moderate tech skills. n

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.

However there is still a core group of techies and dedicated other folks who have the knowledge to
learn how to circumvent these measures and cover their tracks
araec Aok g
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This can hamper the effectiveness of certain proposals. For example, SOPA proposed altering DNS CL
information to remove sites that infringed on copyright.2 However, a user could just enter the IP 0‘0
address of a site instead.

DNS is a service of the Internet which maps friendly names such as “google.com” into IP addresses such
as “74.125.224.35”. Each server’ on the internet has as IP address which is the way that other
computers can route traffic to the server. DNS provides this mapping of IP. For example,
thepiratebay.se is located at 194.71.107.15.

However, instead of entering the domain name into ones browser, one can enter the IP address of the
server directly into one’s browser. This would allow the users to connect to the server, while bypassing
the DNS service.

Domain Name IP Address
thepiratebay.se 194.71.107.15

If the Pirate Bay ever has to change server hosts, then moving their IP address would be almost
impossible, as these are assigned in blocks. For example, when the internet was first created large
organizations such as MIT were given large blocks of IP addresses. For example, MIT has all of the IP
addresses starting with 18. Servers then through Border Gateway Protocol (BGP) have rules to forward
all traffic destined for IP addresses starting with 18 towards MIT since MIT is an “Autonomous System.”
The same applies to Internet Service Providers or Hosting Providers. If the Pirate Bay changed hosting
providers, their IP address would change. Under DNS, the Pirate Bay can slowly phase in their new IP
address transparently.

This may be a significant factor. One study of spam messages showed that only XX% of messages
contained an IP address instead of a domain name.*

However, if their IP address was publically known, they would have to disseminate their new IP address,
for example by posting it in Twitter or in a newspaper ad. There are even more subtle ways to do this

a dyn.com/sopa-breaking-dns-parasite-stop-online-copyright infringement/
* In normal operations
% http://css.csail.mit.edu/6.858/2012/readings/trajectories.pdf



on the Internet. Persons not in the United States could operate “darknet” DNSes. These DNSes would
have addresses that the US had blocked®.

The United States government would have to be super careful about how it distributes the blacklist. If it
was just a simple list that was public, then some people would just feed this list into their DNS system to
allow users to continue to reach all of their old content. In addition, this list of copyright infringing sites
would tell copyright thieves exactly where to look!

They could even be distributed, much in the way of BitTorrent itself is. For example, BitTorrent
Distributed Hash Tables (DHT) work by giving each node a copy of the table or part of the table. A node
then asks other nodes to share their tables. That way there is no one authoritative owner which would
frustrate any attempt to take it down, because almost every node would need to be taken offline to
bring it down.

(should th__é_sé details be elsewhere?; really got into the weeds here; but where else would be best for
this?)

This raises an interesting question: is it illegal to know the phone number of an illegal service? For
example, say someone had the phone number of a drug operation. Is that in and of itself illegal?® No,
it's only evidence that corroborates a story and could provide extra evidence against a person in court.
By itself it is not illegal. Then how are knowing IP addresses any different? DNS is just a mapping of a
name to a number. That should not in and of itself be illegal.

Multiple sites can live at the same IP address, through a technology called “vhosts.” Each server has
only one IP address, but it can host multiple sites running on multiple domain names. Low-grade shared
hosting often is set up in this way. If one were to ban an entire IP address, one could ban sites other
than the one that was planned. The other sites running on the same server could be run by completely

® DNS normally works by contacting a hierarchy of name servers, starting from a central server. Normally people
query this standard hierarchy. However, there is nothing which requires that they use this hierarchy. A darknet
DNS is one where the user defines a different root DNS to look at, usually in addition to the normal DNS tree. If
these servers were run entirely out of the US, they would be out of the reach of US law enforcement.

® The interesting possible exception to this occurs interestingly enough in copyright law. Under the DMCA (17
U.S.C Sec. 1201(a)(1))it is illegal to remove the encryption and produce tools or parts of tools that circumvent
encryption. In one case Memorandum Order, in MPAA v. Reimerdes, Corley and Kazan (NY; Feb. 2, 2000)
(https://w2.eff.org/IP/Video/MPAA_DVD_cases/?f=20000202_ny_memorandum_order.html the court claimed
that the key in and of itself was a copyright circumvention device. A key, is at its base, just a very large number. In
response, a number of people made an image with the colors of each section of the image being represented by
the same digits as the encryption key. 46-dc-ea-d3-17-fe-45-d8-09-23-eb-97-e4-95-64-10-d4-cd-b2-c2 by Ben S,
Yale Law Tech, 2011 Marchhttp://www.yalelawtech.org/trusted-computing-drm/46-dc-ea-d3-17-fe-45-d8-09-23-
eb-97-e4-95-64-10-d4-cd-b2-c2/

In addition, all computer files are, at their core, a string of 1s and 0s. These strings form very long binary
“numbers” which it is illegal to posess.



different entities who have no clue or control over the behavior of the other site. This is like shutting
down the entire mall because one store is selling counterfeit handbags.

Digital Rights Management

To prevent misuse of copyrighted work, the content industries introduced digital rights management.
DRM is used to prevent the copying or other unauthorized work of a digital work. DRM is controversial
because it limits fair use rights and limits what legitimate customers can do with their purchases. DRM
is often based on encryption.

However, at its core DRM faces a fundamental problem which limits its theoretical efficacy. A device
must be able to play a particular work (for example a song) for the user to be able to listen to it. Society
has developed encryption to protect two files from listeners in the middle as they cross a network.
However, it is theoretically impossible to protect content which has to be decrypted and outputted on a
device where the “advisory” (in cryptography terms) owns the hardware and has complete control over
the hardware.

Thus DRM has been effective in limiting what honest and unsophisticated consumers can do with their
work, but has done little to limit the availability of copying to sophisticated users. CDs are still sold
without DRM, so it did little to matter that iTunes added DRM, except to only allow consumers to play
their music on iPods. The illegally obtained material was not only free, but came without strings
attached toit!

Economic

2. Does it make economic sense
a. Revenue in reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh

the costs of the policy. In addition, who bears the costs? The content industry? The government?
Internet service providers?

How much does the government spend on anti-copyright infringement?
Find current costs spent on enforcement

http://arstechnica.com/tech-policy/2011/08/protect-ip-act-would-cost-taxpayers-47-million-private-

For example, the Prioritizing Resources and Organization for Intellectual Property Act of 2008 (H.R.
4279) was estimated by the Congressional Budget Office to cost an additional $425 million dollars over 4
years by hiring a Intellectual Property Enforcement Representative in the Office of the President at $30
million per year, 10 intellectual property attachés to serve in United States embassies or other
diplomatic missions for $21 million a year, and $64 million in additional funding for the FBI.” There are
already 8 attachés in Brazil, China, Egypt, India, Russia, and Thailand.2 The CBO budgets about $1 million

; http://www.cbo.gov/sites/default/files/cbofiles/ftpdocs/91xx/doc9197/hr4279.pdf
ibid



dollars per agent for 4 years of service. Additionally the CBO predicts no substantial impact from
increasing damages or asset forfeitures for the Crime Victims Fund or the Assets Forfeiture Fund.
Additionally, the Title Il would allow the Office of the United States Intellectual Property Enforcement

Representative would be allowed to accept gifts, but the CBO does not predict much of an impact from
this.®

Too much of the wrong type of detail

How much is lost by copyright infringement?
Global recorded music sales have plunged from nearly $27 billion US dollars in 2000 to $15 billion in
20108

Cite RIAA/IFPI stats — be quantitative

However, we must separate those losses from general declines in the business of the industry.

but what sources it uses)

Sky is Rising paper http://www.techdirt.com/skyisrising/ takes the contrarian view which we should
include as well

us-economy
http://www.oecd.org/sti/38707619.pdf

http://www.hollywoodreporter.com/news/copyright infringement-costs-megaupload-kim-dotcom-
318374
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really-cost-the-economy/2012/01/05/gIQAXknNdP blog.html

v/products/GAO-10-423

_Review_,thé__é__tufdies'a_n'd try to mediate an explanation; I've started outlining the various arguments
below

How does copyright infringement affect non-content industries (possibly include)

9.,
ibid
°|Fp1 2010 study including both digital and physical sales of recorded music



There can be other explanations besides just copyright infringement which are causing a change. Some
may be linked to technology. For example, the shift to people listening to music on iPods could have
changed the way people listen to music (any studies). On iTunes people can just buy a single popular
track instead of buying the entire album (any studies?). This naturally leads to less revenue.

Another effect in the motion picture mdustry is that rental sites such as Netflix and Redbox are
decreasing the demand for DVDs. (l know thls from my summer at Dlsney, but any pubhc info?)

On TV people are spending more of their entertainment time surfing the Internet than watching
television (studies). This naturally leads to a drop in the amount of hours people watch television,
leading to a drop in advertising rates. DVRs, such as Tivo, have also changed television watching by
allowing users to time-shift their favorite shows and fast forward through commercials. Advertisers
don’t like this and exempt these viewers from viewership data (cite).

In some ways

What are the Costs of Copyright Infringement?

We must be careful about what the costs of copyright infringement are. Many studies just cite the cost
of copyright infringement as the list price of the item being stolen.’* However, there are multiple
problems with that. First, as any economist will tell you, the number of people who demand a particular
good is inversely proportional to the price. For example, standard economics tells us that less people
will buy a CD priced at $20 than at $10. It follows then that many more will “buy” something if it is free.

In fact, the difference between 1 cents and free is pretty substantial according to Dan Ariely in the New
York Times bestseller Predictably Irrational.

Marginal Price

Copyrighted content has no to very little marginal cost. This opens up an entirely new type of pricing
model compared to traditional industrial goods. It also makes losses due to copyright infringement
more interesting.

Electronic copies of information are considered by economists to be “non rivalrous.”* This means that
one person’s enjoyment of a good is not diminished by another individual’s enjoyment of that good.
Infinite perfect copies can be made of electronic goods. Giving a copy of an MP3 file to a friend does not
diminish your ability to still listen to an MP3 file. In addition, whereas stealing a copy of a music CD at
Walmart prevents Walmart from selling that copy to someone else, downloading a song from BitTorrent
does not prevent others from accessing that song.

One could also make an argument about the different in cost accounting between the two. In the
Walmart case, Walmart has prepaid for some number of CDs from the distributor, say $6. It then sells
the CD for $10. Thus stealing the CD has lost Walmart the $6 they paid wholesale and the $4 profit they
would have made on the sale. In the online case, say iTunes sells an album for $10, with $6 going to the
record company for each album sale. If one gets a CD from an illegal source, then one has deprived
Apple $4 in lost revenue and the record label $6.

= http://www.cato-at-liberty.org/hulu-pricing-strategies-and-the-costs-of-copyright infringement/
2 Hess, C., E. Ostrom. 2006. Introduction. C. Hess, E. Ostrom, eds. Understanding Knowledge as a Commons: From
Theory to Practice. The MIT Press, Cambridge, Massachusetts



Revenue

But also a higher price may lead to more revenue, while also leading to higher copyright infringement
costs. Say forinstance a TV show has 1 million users who watch for free. The TV network makes $S1 off
each user in advertising. Revenue is $1 million, while the copyright infringement loss is 0. Then say the
TV network switches to a paid model in which an episode costs $4. Say 300,000 take the deal, and
100,000 decide to switch to copyright infringement. 550,000 stop watching all together. The network
would make $1.2 million in revenue, which is more than before. They would also point to $400,000 in
copyright infringement “losses.” Under the new strategy, they are making more money than before, but
also are experiencing copyright infringement.

The question then is if copyright infringement was made harder, how many of these 100,000 pirates
would switch to the paying $4. As was discussed earlier, it is very likely not all 100,000 would now pay.
But how many would?

Ideally, the networks would like to segment each person out by their willingness to pay. Say half of
these 100,000 would be willing to pay $1. The network would not want to simply lower the price to $1
because then they would have 350,000 each paying $1, for revenue of $350,000 which is even worse
than the ad-supported model. But if they were able to get the original 300,000 to pay at the old price,
plus the 50,000 at $1 then they would have $1.25 million in revenue, and copyright infringement losses
of $50,000. Revenue is up, and losses due to copyright infringement are down.

Tracking Copyright Infringement

It is difficult to know exactly how much copyright infringement is going on because it is hard to track the
transfer of pirated materials online.

Expand
?some studies on network traffic of BitTorrent — but then how much is pirated?

Artists
There is some disagreement on how much money actually goes to artists.

That book | have
Do we want to cut this?

Employment
How to measure

Another area for contention is how much profits at record labels actually lead to employment. The
industry argues that additional profit allows them to invest more in the future, leading to more
employment for artists. Cite/explain

Others claim that industry profits are unlikely to be redirected to

For example, some look at the last 10 years of the industry. Profits are down XX%, but employment only
XX%. Where did the lost value go to? How sustainable is that in the long run?

This has been controversial because some studies have cited a larger impact in jobs than the number of
people who are actually employed by the music industry.



In addition, employment studies often try to include the “multiplier effect” of jobs. For example, person
who works in the record industry spends money

Cite RIAA stats
Cite/explain

Money Redirected

Some argue that the money saved by consumers by not buying CDs is spent on other things. For
example, rather than spending $10 on a CD, a consumer uses that same discretionary income to buy a
sandwich instead. If the user would have spent the money on a CD, they would have not bought a
sandwich. Thus the economic, including employment effect is merely transferred across industries, and
does not actually hurt the economy.

Cite/explain
Technical
3. Has minimal negative repercussions on internet
b. e.g. DNS

Internet Infrastructure
Any proposal should not weaken the underlying infrastructure of the internet. For example, the above
described proposal would have big effects on the internet.

DM%’E gmove what DNS is and how easy it is to cirmcvment here? Don't think so, but draw a better di:s.tihét'ion
between the sections
The current DNS model, described above, is insecure. Results are returned without the use of
cryptography. This means that an attacker could modify results before they are returned to a user.
Unless the site uses SSL, one would not know that one was connected to the wrong site. The browser
would still show the same URL, for example, google.com. The attacker could then ask for the user’s log
on information which the user might still provide because the site’s visible URL is correct. The attacker

could then use that information to steal the user’s account on the real site. An attacker could also post
a fake order page to collect credit card numbers.

Recently there has been a push to extend DNS to also use cryptography. This effort is called DNSSEC.>
DNSSEC adds a chain of cryptographically signatures to responses.* DNSSEC is seen as critical to
securing the US’s Internet infrastructure, because it hardens the DNS system against fraud and other
cyber-attacks. The White House released a memo in 2008 instructing all agencies to turn on DNSSEC.®
In addition, the Department of Homeland Security Cybersecurity R&D department has a program to
encourage the deployment of DNSSEC.*

b http://usacm.acm.org/images/documents/DNSDNSSEC.pdf

 |bid pg 3

5 http://www.whitehouse.gov/sites/default/files/fomb/memoranda/fy2008/m08-23.pdf
A= http://www.cyber.st.dhs.gov/dnssec/



The DNSSEC system has been purposely designed so that only the owner of a domain can sign a domain
query to prove that it is valid."” Thus only the author of the site can specify where the DNS service
should resolve to. In addition, the system is set up so that if someone refuses to return a response, or
submits an invalid response, the DNS service will continue to contact other DNS servers until it finds a
valid response.” The DNS system was designed to be resilient to interference! In addition, it was
described earlier how this entire system is easily subvertable by a user purposely seeking “darknet”
responses. Because of this, organizations such as the Association of Computing Machinery have spoken
out about the dangers that the DNS blocking specified in SOPA would harm the Internet.”®

How in infringement detected today?
Copyright owners detect copyright infringement in a variety of ways.

\_N'here is best to put‘thi_és?

P2P

By its nature, a peer-to-peer network makes available the list of IP addresses which are participating in
sharing the file. In court cases, the record industry has used a firm called MediaSentry to monitor P2P
networks.’ MediaSentry logs onto these networks and searches for a file known by their client to be
infringing content.?* MediaSentry then receives the list of users who have parts of the file available
from the P2P service’s tracking server.”” By seeing that the user has the file and is making it available to
other users, MediaSentry can claim that the user is making the file available to others.

In other cases, MediaSentry attempts to actually download the file to verify that the content of the file is
in fact copyrighted.”

As a result, some people use IP blocking software such as PeerGuardian, and its successor PeerBlock.?*
This software contains the list of IP addresses known to be used by Government, large businesses, and
anti-P2P contractors such as MediaSentry. The software attempts to prevent those IP addresses from
connecting to your computer to download part of the file from you.

Others use what are called “private trackers.” These only allow pre-screened persons to participate in
the download, including having access to the list of persons who have portions of the file available for

download. Without being one of the people with access, MediaSentry and others firms would have no
way of knowing who was participating in the download.

DpI

However, one organization that would know would be your ISP. Internet users purchase internet access
from Internet Service Providers (ISPs). ISPs have access to all of your traffic as it flows across their

* Ibid pg 5

% http://blogs.law.harvard.edu/cyberone/files/2008/11/497-2.pdf

 ibid

2 ibid

= http://arstechnica.com/tech-policy/2009/01/mediasentry-may-be-gone-but-riaa-tactics-will-live-on/
* http://torrentfreak.com/ peerblock-file-sharing-safety-tool-clocks-100000-downloads-091111/



network. Internet trafficis sent as a packet, which is like an envelope. On the outside of the envelope,
the packet has the IP header which specifies where the packet is sent among other things. The inside of
the packet contains the actual message. Normally, ISPs only look at the header of the packet in order to
forward it onward. However, with modern equipment ISPs can also look at the contents of these
packets, as long as they were not encrypted. This was always possible, but it is only recently that it is
possible to do at the scale required.

Protocol encryption makes it more difficult for ISPs to identify BitTorrent traffic. However, it can only
work if the tracker and the other clients also support encryption. In addition, it has been shown that
many BitTorrent clients still put out a characteristic file flow that ISPs can identify if they so wish.”
However, this only shows that the user is using BitTorrent, but not which file they are downloading. As
the other section of the paper showed, BitTorrent can be used for non-infringing uses.

In 2007, Comcast was found to be using the “Fairshare” product from Sandvine which actively interfered
with BitTorrent traffic.*® Sandvine captures a copy of the list of peers returned from a tracker. When a
user tries to contact these nodes, their technology sends fake TCP reset packets — the equivalent of a
fake hang up signal on a telephone. The action was controversial, and received a fine from the FCC for
unfairly blocking a particular protocol.”’

All this is interesting, but where is best to put it?

Minimally necessary
4. lsit the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)

A measure should be the minimum necessary to block copyright infringement, without impacting
legitimate uses of a technology or service. It is often impossible to achieve a perfect separation
between blocking infringing and non-infringing uses. Technology is technology. It does not care what
the content is. A BitTorrent tracker can point to any file, either a political document or a copyrighted
movie. In addition, there often with the same file certain uses are allowed, while others are not. For
example, with a CD you can put a copy of a song on your iPod, but cannot give it to a friend. This further
frustrates, often to the point of impossibility, the development of additional technology to prevent
copyright infringements. In addition, some services have both infringing and non-infringing uses. For
example, a file hosting site can hold a Hollywood movie or a home movie. Even determining what is
copyrighted is often a challenge, because there is no one single repository.

- http://www.howtogeek.com/76801/how-to-anonymize-and-encrypt-your-bittorrent-traffic/
% https://www.eff.org/deeplinks/2007/ 10/comcast-also-jamming-gnutella-and-lotus-notes
* http://www.pcmag.com/article2/0,2817,2326980,00.asp



Non-infringing use
Many services which make copyright infringement easy can also be used for non-infringing use.

Sony/BetaMax

The canonical example is the Sony Corp. of America v. Universal City Studios, Inc. case.?® In this 1984
case, the Supreme Court of the United States found that Betamax machines have “significant non-
infringing uses.” First off, the Court found that the producers of the devices were not liable for the
actions taken by the purchasers of the device:

sale of copying equipment, like the sale of other articles of commerce, does not constitute
contributory infringement if the product is widely used for legitimate, unobjectionable purposes

Even though some people may use it to infringement:

the business of supplying the equipment that makes such copying feasible should not be stifled
simply because the equipment is used by some individuals to make unauthorized reproductions
of respondents’ works

Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)
because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

Thus the Betamax, and its close cousin the VCR were allowed to be sold as long as people could use the
service for non-infringing use. In the end, the VCR launched a huge market in not just pre-recorded
Hollywood movies, but also in VHS cameras. In 1984 JVC released the first consumer camcorder which
allowed consumers to record directly to VHS tape, which they could play back on their VCRs.?

It also launched the home video market,

BitTorrent

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.*® These updates can be
quite large (over 500MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer,
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited

7 Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
B http://www.totalrewind.org/cameras/C_GRC1.htm
% http://torrentfreak.com/bittorrent-to-speed-up-game-distribution-080915/



bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

Megaupload

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

Kyle Goodwin was a MegaUpload user who lost his files when his hard drive crashed.® Mr. Goodwinisa
videographer. He used Megaupload as a backup service for his videos. Shortly before the government’s
January raid, Mr. Goodwin'’s hard drive crashed. His only copies of his videos are the ones stored on
Megaupload. However, the government is resisting restoring his files in court, claiming that some of the
videos Mr. Goodwin produced had copyrighted songs as their soundtrack.?> Furthermore, the
government is arguing that people do not acquire an ownership interest by uploading songs to a
service.

DRM

DRM is a good example of technology that limits what honest consumers can do. Music sold on iTunes
used to be protected with “FairPlay” DRM. That DRM restricted purchasers of the music to only being
able to maintain listenable copies of that music on up to five computers.** However, the music could
only be played on devices that supported FairPlay, namely iPods, iPhones, and computers with iTunes
installed.*® Other brands of devices were not supported as they did not have the capability to play
FairPlay files and Apple refused to license it to others.®

Thus DRM served only to frustrate the purchasers of legitimately purchased music. As discussed above,
illegally gotten tracks were not only free, but came without these strings attached. A proposal should
not add this sort of incentive.

Fair Use

Proposals should not add chilling effects on legitimate uses of copyright technology. For example,
United States law permits fair use.

17 U.S.C. § 107

3 http://torrentfreak.com/u-s-accuses-megaupload-user-of-storing-pirated-music-121031

*2 http://arstechnica.com/tech-policy/2012/10/government-innocent-megaupload-user-uploaded-pirated-music/
33.,..
ibid
* http://www.apple.com/support/itunes/store/authorization/ Retrieved 2008-09-13.
35 . .
ibid
* http://www.conseil-concurrence.fr/pdf/avis/04d54.pdf



Notwithstanding the provisions of sections 17 U.S.C. § 106 and 17 U.S.C. § 106A, the fair use of a
copyrighted work, including such use by reproduction in copies or phonorecords or by any other
means specified by that section, for purposes such as criticism, comment, news reporting,
teaching (including multiple copies for classroom use), scholarship, or research, is not an
infringement of copyright. In determining whether the use made of a work in any particular case
is a fair use the factors to be considered shall include:

1. the purpose and character of the use, including whether such use is of a commercial
nature or is for nonprofit educational purposes;

2. the nature of the copyrighted work;

3. the amount and substantiality of the portion used in relation to the copyrighted work as
a whole; and

4, the effect of the use upon the potential market for or value of the copyrighted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made
upon consideration of all the above factors.

Fair use suffers from a few practical problems. First off, what is fair use and what is not are not laid out
explicitly in the statue. As a result there have been a long string of cases which attempt to provide
guidance on what is fair use and what is not.*’ For example, a work that parodies a second work is
protected against infringement claims by that second work, but a work that parodies society in general
by using a second work is not protected.*®

Beforehand/Afterhand
As such it is almost impossible to determine if a particular use of a material qualifies as fair use.

Many of today’s technologies do not account for fair use. It is especially difficult for a computer to
determine if these tests are met. This many services, such as Google's YouTube take down the content
first.

For example, YouTube’s Content ID system does not account for fair use before a work is removed.* It
is only after a work is removed, that the uploader may go to YouTube and contest the removal of the
work. One of these options is that the work falls under fair use protection. The uploader can then
describe why they feel the work should receive fair use protection. A YouTube employee then reviews
the rationale and decides whether or not to accept the rational. If the rational is accepted, the video
remains as is. If the rational is rejected, the blocking remains.

Note that a YouTube content ID match does not necessarily mean that one’s content is removed.
Instead, the content may be blocked only in certain countries, may have ads shown next to it, or part or
all of the audio may be muted.

* http://fairuse.stanford.ed u/Copyright_and_Fair_Use_Overview/chapter9/9-c.html

* Mattel Inc v. Walking Mountain Productions, No. 01-56695 (9th Cir. Dec 29, 2003).
http://archive.ca9.uscourts.gov/ca9/newopinions.nsf/6205C146C29519CC88256E0B005D8100/5file/0156695.pdf
A Art ROGERS v. Jeff KOONS; Sonnabend Gallery, Inc., 960 F.2d 301 (2d Cir. Apr 2, 1992).
http://bulk.resource.org/courts.gov/c/F2/960/960.F2d.301.91-7396.91-7540.91-7442.234.235.html

* https://www.eff.org/issues/intellectual-property/guide-to-youtube-removals and
http://www.youtube.com/t/contentid




Baker House 2012 i3 Video

| believe this copyright claim is not valid because:

1 own the CD / DVD or bought the song online.

" I'm not selling the video or making any money from it.

Y gave credit in the video.

" The video is my original content and | own all of the rights to it.

" I have a license or written permission from the praper rights holder to use
this material.

) My use of the content meets the legal requirements for fair use or fair
dealing under applicable copyright laws.

) The content is in the public domain or is not eligible for copyright
protection.

Figure 1 YouTube Content ID Copyright Claim Invalid Page

Fair Use and the DMICA

In addition, fair use does not overrule the DMCA. In Universal City Studios v. Reimerdes, the court
stated that "[i]f Congress had meant the fair use defense to apply to such actions, it would have said
50."* Thus one is not permitted to remove the encryption on media such as DVDs to make a copy under
the normal provision of fair use.

Section 1201 Process

Instead, Congress does allow for encryption to be broken, but under a more limited set of criteria than
fair use. This is spelled out in Section 1201 of the DMCA.

Section 1201 requires that every three years, the Library of Congress must hold hearings in which
citizens can ask for exemptions of the DMCA to break encryption in certain specific cases.** For
example, in the most recent rulemaking, the Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes
of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.”*

Specifically the Register and the Librarian are to look at:
(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

“ Universal City Studios v. Reimerdes, 111 F. Supp. 2d 294, 322 (S.D.N.Y. 2000)
* see http://www.copyright.gov/1201/
* http://www.copyright.gov/fedreg/2012/77r65 260.pdf



(3) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works
(5) such other factors as the Librarian considers appropriate.*”

However, the process is heavy in bureaucracy, taking about one year from initial notice to final rules
published in the Federal Registrar.** Congress requires that the Register and the Librarian solicit input
from a wide range of stakeholders in consideration of a “broad range of current or likely future adverse
impacts.”

In addition, exemptions expire every 3 years and thus must be reargued each time.

Real DVD

Other services which broke encryption on DVDs for claimed fair use purposes were later found to be
illegal. RealNetworks, a maker of media playing software, had tried to launch RealDVD back in 2008.*®
RealNetworks is a legitimate company, who had a license to play back DVDs. The software was designed
to allow users to rip DVDs and watch them on their computers.*® Real then added an additional layer of
copy protection to ensure that users could only play the movies on up to 5 devices.”

The judge disagreed with RealNetwork’s fair use assertion, writing “Fair use is not a defense to
trafficking in products used to circumvent effective technological measures that prevent unauthorized
access to, or unauthorized copying of, a copyrighted work.” @

Stakeholders

No matter how effective, economically and technologically viable, or minimally necessary an anti-
copyright infringement mechanism might be, perhaps the most important factor of all to consider is its
political feasibility. Even if a proposal is deemed to be a good idea, it must also be acceptable to the
various stakeholders involved, whether it be the general public, Hollywood, artists, the tech/internet
industry, the international community, and other potentially affected players. To ignore the multiplicity
of opinions among the key players is to assume a perfect conveyance of policymakers’ decision-making
logic to their constituents; this is simply not the case. While such simplifications “make normative
analysis possible and useful at the individual level [they] can become serious deficiencies in the study of
public policies” (Majone, 1975).

Moreover, the inclusion of political feasibility assessment in technical policy analyses has been said to
“enhance the probability that the technical analysis contained therein will be considered” (Webber,
1986). The neglect of technical factors in ongoing anti-copyright infringement legislative debates is, after

“** DMCA Section 1201
* http://www.copyright.gov/fedreg/2012/77fr65260.pdf
- http://www.realnetworks.com/press/releases/2008/090808_realdvd.aspx
® http://arstechnica.com/uncategorized/2008/09/real-dvd-legit-dvd-copying-playback-but-is-it-too-late/
47 .. .
ibid
* http://arstechnica.com/tech-policy/2009/08/realdvd-barred-from-market-while-judge-opines-about-fair-use/



all, one of the central deficiencies we hope to remedy with our evaluative framework. As such, political
factors play a significant role in our evaluative framework for anti-copyright infringement measures.

This branch of our analysis will take place on two |--evels, examining the political details of the proposal
itself as well as possible political reactions to it. First, we will look at the actors(s) assigned the
responsibility of implementing the mechanism in question: do they have the proper authority to carry
out the proposed operations, and who is to bear the resulting financial burdens? Second, the
assessment will analyze the various key players to anticipate the level of political resistance a policy
might encounter: what motivations, belief systems, and resources do each of the stakeholders have, and
how might they react to the proposed mechanism? This two-pronged approach of political feasibility
analysis will allow for a comprehensive assessment of whether a given policy will be likely to gain the
support necessary for passage and, eventually, implementation.

Responsibility of Implementation

When assessing the effectiveness of an anti-copyright infringement mechanism, one must not only look
at the actual effects that the proposal might have. It is also imperative to ensure that the mechanism
can be implemented with ease, can be sustained for a sufficient amount of time to have a lasting effect
on online copyright infringement, and is robust enough for future modification or extensibility to new
conditions and scenarios. This is a matter of identifying potential opposition to a proposed measure
both based on the current political climate as well as predicting future challenges that it may encounter
down the line. Issues of efficacy are perhaps better addressed by the economic and technical portions of
our evaluative framework. The analytics we will focus on in this section are based more on assessing the
political legitimacy of a proposal—a notion that is largely encapsulated by how the responsibility of
implementation is allocated among government and relevant stakeholders.

Proper Authority/Jurisdiction

In our political analysis, we’ll first look at whether or not the actor(s) assigned the responsibility of
implementation actually has the necessary authority to do so. This criterion embodies a number of
questions about established powers, legal precedents, and political jurisdiction. In more concrete terms,
our framework favors proposals whereby the implementation clearly falls within the scope of what the
governmental agency or actor was intended to address. The goal here is to eliminate overbroad or
overreaching policy measures, as they are more likely to be politically volatile. In particular, vague or
ambiguous language is to be avoided; the details of a policy’s implementation should be narrowly
defined enough that it obviously falls within the purview of that office’s political authority. Those

proposals that do not meet these criteria are far more likely to meet resistance from critics and will
suffer from a loss in overall political feasibility.

As an example of an anti-copyright infringement mechanism that would fare poorly on this metric of
authority and jurisdiction, take something like the Anti-Counterfeiting Trade Agreement (ACTA), an
international trade agreement that establishes global standards on intellectual property enforcement.
Negotiated in secret, ACTA circumvented the need for congressional approval and public scrutiny,
thanks to its status as a sole executive agreement, “concluded on the basis of the President’s
independent constitutional authority alone” (Katz & Hinze, 2009). In short, the White House used this
transparency loophole to enter the ACTA agreement without consultation. Naturally, the constitutional
authority of such an action has been contested; thus, we see how questions of due process may play a
role in determining the political acceptability of a proposed anti-copyright infringement mechanism.



Possible Political Resistance

Ultimately, the process of assessing political feasibility is one of comprehensive information gathering
and synthesis. Using the model of analysis first laid out by Meltsner, we must consider the confluence of
“(1) actors, (2) motivations, (3) beliefs, (4) resources, (5) sites, and (6) exchanges” to determine “which
actors will be politically effective, which will exercise power... [and] the possible areas of policy
consensus and conflict” (1972). This will allow us to develop a map of the political climate surrounding a
specific policy proposal and identify potential pathways (if any exist) of moving forward with it. While
the issue of online copyright infringement spans multiple policy spaces and eludes a single generalized
case, we can identify the most prominent or likely elements in each of these categories and still leave
room for additional flexibility.

Actors, motivations, beliefs, resources, sites, exchanges specific to the anti-copyright infringement
debate

Synthesis

Once all the aforementioned factors have been determined and detailed, we may begin synthesizing all
the information to assess the overall political feasibility of the proposed mechanism. There are a
multitude of models for conflict resolution in decision-making. Majone suggests that the best public
decisions are those that consider not only the technical, economic, and legal limitations of a proposal,
but also a "distributional constraint" like Pareto admissibility (1975):

A decision affecting a number of people is said to be Pareto admissible if there is no other
feasible decision that is preferred by one or more persons, and if nobody regards it as inferior...
A change from state S to state S'is Pareto admissible if, in the transition, either every person in
the relevant group is made better off, or at least one person is made better off, and nobody is
made worse off. Notice that the change from one state to another can be Pareto admissible
even if the states themselves do not satisfy the Pareto criterion.

e e e e ey e

Meta-analysis of Framework
Strengths, weaknesses, possibilities for future improvement

Technological Change

Technological change impacts desirability of a particular solution. It is technological change that has
created the technology which enables copyright infringement. A solution might work today, but would
be inadequate in the future. For example, DVD players started out “play only,” and then home DVD
burners became available, allowing DVD copying software to become freely available on the web.



Current Policy Debates

The possibility of a graduated response to copyright infringement started in mid-2007 in France.*
Nicolas Sarkozy, the newly elected President of France appointed an independent review commission to
review copyright infringement.®® That commission was run by the pro-enforcement Denis Olivennes.*
The commission found that P2P was killing France’s culture and sought to do something about it. The
commission modeled their approach on the “three strikes and you're out” feature of baseball.>* After 2
warnings, a user could be disconnected from the internet.

,I' don"t'kn'b'ﬁl{:vj\ihy | put th_i§_ here. | wanted to do an in_t'n"'o”t'b graudate& féSp_o_nse, but it’s really. 3n irjtf&
to HADOPI

HADOPI
http://arstechnica.com/tech-policy/2008/06/frances-three-strikes-copyright-law-gets-cabinet-support/

Is effective in reducing copyright infringement?

We believe that HADOPI reduced copyright infringement, due to two effects. First, the alerts might
inform users that their behavior is illegal if those users are not aware. Second, users may fear the
disconnection of their Internet service and proactively change their behavior.

HADOPI in two years has received 3 million notifications from copyright owners, sent 1.15 million “first
strike” notices, 100,000 “second notices,” and only 340 “third strike” notices.”® From these numbers it is
clear that users who receive a first strike do not wish to receive another. In addition, the system is
actually often four strikes. In two years HADOPI has conducted 30 hearings and referred 14 cases to
prosecutors for disconnection.* In addition, a good number of people who receive a notice talk with the
agency: 6% after their first strike, 24% after their second, and 75% after their third.>

It is impossible to measure how much copyright infringement dropped precisely, because it often occurs
under the radar. However, one study conducted by researchers at Wellesley College and Carnegie
Mellon University looked at the implementation of the Hadopi law in France and compared the sales of
music on iTunes with other European countries who did not have a similar law.*® The study found a
25.5% increase in track sales in the control group, but a 48% increase in France, indicating that sales
were 22.5% higher in France then the rest of Europe, likely due to the Hadopi law.”” There was a similar
result for album sales.”® Additionally this general trend was true for all labels, so it’s unlikely that these
effects were due to a particular artist being popular in France.” In addition, these results did not occur
when other countries were isolated.

:Z http://arstechnica.com/tech-policy/2007/11/the-insanity-and-genius-of-frances-anti-file-sharing-plan/
ibid

" http://arstechnica.com/tech-policy/2008/01/frances-plan-to-turn-isps-into-copyright-cops-on-track/

** http://torrentfrea k.com/anti-piracy-agency-sends-1-15-million-warnings-in-2-years-takes-0-0012-to-court-
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The study also looked particular genres of music. First the study looked at a survey taken by EMI which
asked people how much they are likely to pirate each type of genre of music.®® They then found the
largest sales increase in genres which were reported to be heavily pirated.** For example, Rock and Pop
were both the genres most pirated, and the genres which experienced the largest increase in sales after
the HADOPI law than before the law.

This shows that it is unlikely that there is any other explanation for this phenomenon than the HADPOI
law. For example, increased sales in France suggest that Apple could have just heavily started
promoting iTunes in France. But this genre comparison suggests that it is an unlikely explanation. Itis
also interesting to note that the lines started diverging right as parliament started debating HADOPI, not
when it came into force. In addition, when this study was written no one had yet received a
third/disconnect notice.®

In this study, the effect on iTunes sales was more noticeable while the French National Assembly was
debating the bill, than when the law took effect and notices were started to be sent out. ®® Together
with the statistics from the HADOPI agency suggests that infringement is cut by both general awareness
of the law as well as specific notices of infringement.

Bhattacharjee et al showed an awareness of copyright infringement lawsuits did cut the number of
pirates, but found that the effect was short-lived.® Expand

cracking-down-piracy-if-it-doesnt-increase-sales.shtml

Cost
http://torrentfreak.com/three-strikes-anti-piracy-budget-too-expensive-to-justify-says-minister-
120603/

6 Strikes vs Lawsuit

In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “6 Strikes” graduated response system to the
United States.”® The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name “6 Strikes” is often used.

Description

Under the system, copyright owners could make complaints against particular IP addresses to ISPs.%
ISPs will then forward those complaints on to users — without actually revealing information about the
user to the copyright holder. ¢

®Ibid p 16

*! |bid p16

®2 |bid p 20

* Ibid pg 13

® http://digitalcommons.calpoly.edu/mgmt_fac/7/
® Link to agreement itself

**MOU Pg 8
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The “6 Strikes” system establishes the Center for Copyright Information (CCl) to coordinate the process.
The center is tasked with administering the CAS as well as educating the public on copyright issues.®
The Center is governed by a 6 member advisory board, with 3 members appointed by the content
industries and 3 members from Internet Service Providers.* There is also a four member advisory
board, with members from the Center for Democracy and Technology, Public Knowledge, iKeepSafe, and
the Future of Privacy Forum.” Reports indicate that these members are serious about a balanced
approach and are independent from the other players.”* However, these members are only advisory.
The executive board has no requirement to listen to them. " The MOU also requires the executive
committee to retain independent technical experts.”” The MOU prohibits sending alerts from methods
deemed to be “fundamentally unreliable.”’* However, the names of these experts are not public. In
addition, the reports generated by these experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement.”” However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.”

In addition, the response for each strike is not clearly defined. Each ISP is able to define this for itself.
However, the MOU lays out an outline of what each strike could be. The first two alerts are purely
educational.” They do not require any response or action form the user. The alerts will contain
information that copyright infringement is illegal, that there are lawful ways to download content, and
that further sanctions may follow. The third and fourth alerts also educate the user, albeit in stronger
language.” They also require the user to take some affirmative action to close the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed, a
temporary step-down in the subscriber’s service tier, a temporary redirection to a landing page
for completion of a program of copyright instruction, a temporary redirection to a landing page

until the subscriber contacts a customer service representative, or a temporary suspension of
79
access.

% MouU Pg 3
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Unlike some media reports, ISPs are not required to suspend a user’s internet access.®’ Instead the ISP
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.®
Seven days are allowed between each alert that counts towards the six.®

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed.® The Independent Review Program is a non-
judicial program set up by CCI with the American Arbitration Association (AAA).# The overhead of the
program is paid by CCl, which is funded equally by content groups and by ISPs.

A user can also appeal their first through fourth notices upon receiving their fifth notice.’® However, if a
user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.®

In order to file an appeal, a user fills out an online “Application to Commence Independent Review” or
“ACIR” form.®” In addition, a user must pay a $35 fee on appeal; however, such fee is refundable if a
user prevails in their appeal.®® The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 1923%

The user must include a basis for each defense and possibly provide the corresponding backup
material.*® For example, if a user asserts authorized use, the user must provide specific, written
authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.

® http://papers.ssrn.com/sol3/papers.cfm?abstract id=2145059 pg 21
# Mou Pg 13
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The review process is designed to be automated; in addition one reviewer per case is selected by the
AAAS! Reviewers must be lawyers, but they are not required to have specific copyright experience.”
However, they are required to have training from a CCl-Approved Copyright expert.”

ISP’s Implementation

In November of 2012, Verizon and Time Warner described how their implementation of the 6 Strikes
system would work.*® Verizon announced that the first two strikes (the “notice” phase) would send
notices to both the email account of the subscriber on record, as well as the telephone associated with
that account.®® The next two strikes (the “acknowledgement” phase) is through a pop-up window.*®
Verizon says this has been designed in order to target the actual infringer.”” Verizon has announced that
they would throttle internet speeds for two to three days as a mitigation measure on the fifth and sixth
strikes.”® Time Warner, will instead block popular websites.”

The system is set to be implemented starting in early 2013, having been delayed due to Hurricane
Sandy.'®

Analysis

Is effective in reducing copyright infringement?

We believe that this method will be effective in reducing copyright infringement, due to the results of
the HADOPI system in France. However there are some differences to note. First, the US system was
not imposed by law, so there may be reduced awareness of the system. Second there are more
strikes/alerts sent out before mitigation starts. Even when mitigation starts, the measures are greatly
reduced.

However, compared to the old US system of suing individual users, the system is much more scalable.
Under the old system, companies had to file individual John Doe lawsuits in order to ask a court to
unmask a user’s identity.’®* The case could then go to a lengthy and expensive trial.}®* Although in
many cases, the user settled by paying an average of $3,000.® This was not cost effective for the
industry.’® A TechDirt study of RIAA financial records found that the RIAA spent over $17.6 million

*’ MOU Page 30 and 31
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dollars on lawyers in 2008. As a result, the RIAA brought in $391,000 in settlements.®® The industry

did it because they believed it would be a disincentive for users to illegally download files.'” The new
system seems much more efficient in comparison.

Under the old system, two plaintiffs attempted to fight instead of settling. Joel Tenenbaum, a student at
Boston University, was found to have willfully infringed by downloading 30 songs over KaZaA in 200318
The jury awarded the music companies $675,000, or $22,500 per song, a substantial discount over the
$150,000 statutory limit.*® Jammie Thomas-Rasset, was found guilty of copyright infringement of 24
songs for statutory damages of $1.92 million dollars, or $80,000 per song.*® This was later reduced to
$54,000 or $2,250 per song, and then increased to $222,000.***

In trials, defendants have claimed that others performed the actual infringement, for example, though
an unsecured WiFi network. When a plaintiff files a John Doe lawsuit with an ISP, they receive the name
of the subscriber who is paying for the internet connection. Courts in Finland have found that this is
insufficient to prove guilt, as it does not show that the person actually performed the infringement.*?
The EFF also argues that merely providing open WiFi does not make someone liable for copyright
infringement.'® In addition, the EFF argues that the DMCA provides a safe haven for service providers
who offer “the transmission, routing, or providing of connections for digital online communications,
between or among points specified by a user, of material of the user’'s choosing, without modification to
the content of the material as sent or received.”** This was originally written for large ISPs, but the EFF
argues it applies just as well to small providers of WiFi hotspots.

Unfortunately this provides an open loophole in preventing copyright infringement. Although legally
there is no negligence defense for copyright infringement, this allows persons to avoid liability, harming
protection against copyright infringement.'”> We feel there is some distinction between a business that
regularly provides free wifi and an individual that keeps his WiFi open as a defense.

(wandering off topic; where is best for this?)

In addition, court cases have tried to distinguishing actual transmission of the file versus making
available. MediaSentry has a hard time showing that the file was actually transmitted using the
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methods that they employ. If they were to actually download the material, that raises questions about
whether it is an illegal act to transmit a copy of the work to an agent of the work.® Courts at first ruled
in the Olan Mills, Inc. v. Linn Photo Co. that this was legal, however then made an exemption for
investigators in RCA/Ariola Int’l, Inc. v. Thomas & Grayston Co., 845 F.2d 773, 781-82 (8th Cir. 1988). So
the courts rejected such an argument in the Thomas case.'”’

At some point we should decide whether or not these defenses should be allowed. These should not be
established behind closed doors by the Copyright and ISP industries. Instead, the process of what
defenses should be allowed should occur in the public eye.

The Courts are generally where this case law has been established. However, this is a lengthy process.
Though generally, only one person needs to go through this process to establish the case law in the first
place. That is why this method of allowing motivated parties to sue and go through the long precedent
setting process, while allowing others to quickly move through the process is a good one. After one
party has established the rules, the others just need to follow them.

For example, should the use of open WiFi access points be allowed? Does making available constitute
infringement, or must it actually be transmitted?

Another process that could work is the same one used by administrative agencies to issue new laws.
Here agencies here from all parties and then try to craft the best solution from the information they
have received. This is a good way to trade off the costs of a policy with its benefits.

Once this policy has been established, we should move to a scalable process that allows the law to
rapidly be applied.

(the last 4 paragraphs ﬁééd reafféﬁéément)
(this is prob not the right place for all 'thi_s content)

Does the policy make economic sense?

The proposal appears to cost very little. In particular, the system attempts to automate as much of the
process as possible - it is built for scale. The cost would be mostly in the initial setup of the system.

By having a low cost, the system only needs to stop a little amount of copyright infringement in order to
be cost effective.

Who pays the cost?
It is also much more fair to individual defendants. Even the minimum $750 per song is much too high. A
controversial report by the Republican Study Group made the same assertion.’*® The initial settlement

amounts of $3,000 for about 30 songs ($100 per song) looks very good compared to the amounts which
could be lost in courts (minimum of $750 per song, not including legal fees).

1184t is well-established that the lawful owner of a copyright cannot infringe its own copyright.” Olan Mills, Inc. v.
Linn Photo Co., 23 F.3d 1345, 1348 (8" Cir. 1994)
" http://beckermanlegal.com/ Lawyer_Copyright_Internet_Law/virgin_thomas_080924Decision.pdf

http://arstechnica.com/tech-policy/2012/11/influential-gop-group-releases-shockingly-sensible-copyright-
memo/
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On the other side, some lawyers does not actually try to seek lawsuits; instead seeking to settle with as
many people as possible.™® Some judges have sought to block this model, by requiring lawyers to file
one-by-one, incurring a filing fee each time.”® Other judges have become angry that these cases took
up space on their docket and threw out the entire lawsuit.**

Both of these incentivize non-guilty parties to settle as much as guilty parties. That is not how the court
system is supposed to work. This process is too heavy and burdensome for the courts.

Does it have minimal negative repercussions on the internet?

rearrange

This depends on how the policy is implemented. In the past, some ISPs have intercepted pages and
have added banners onto pages in midflight.”* For example, in 2008 Rogers added a quota message to
the top of the Google home page by inserting Javascript into the page using an active version of Deep
Packet Inspection. This technology is sold by companies such as PerfTech.” Many (who) find the
practice of modifying other sites’ pages over the Internet to be abhorrent.*?* (expand)

Put elsewhere

Meanwhile almost all wireless access points use some sort of redirection technique to bounce first time
visitors to a log in page. For example, many services send back a false DNS response, directing the user
to the log in page instead. Or a user’s request is redirected by a HTTP redirect after a page is received.
A user may also be redirected by IP address to the log in page. All of these technigues are not clean in
regards to how the internet was designed. This can present problems. For example, my iPad tries to
refresh my email and the WiFi router answers as the mail server. My mail server does present a security
warning, but if the user clicks through, the access point could be trivially designed to intercept my mail
credentials.

However a similar technique may pose problems for the internet. For example, a user may be uploading
data in the background when their internet connection is redirected to this message — causing the
update to break. Or perhaps a user is connecting to a computer via remote access when the redirection
happens. If the redirection is not properly implemented, it could break the remote access connection.

For example, Comcast’s Sandvine implementation ended up blocking some email transmissions sent

with Lotus Notes, a less-popular email client made by IBM.*** Sandvine did not intend to block Lotus

Notes from sending email, but the technique Lotus was using to transfer large attachment must have
been similar to the BitTorrent network technique. It appears that Sandvine had never tested sending
attachments over 2MB with Lotus Notes before rolling out their product.

o http://arstechnica.com/tech-policy/2012/04/judge-rejects-copyright-trolls-bittorrent-conscopyright

infringement-theory/

2% ibid

12 http://arstechnica.com/tech-policy/2011/02/random-defendant-outlawyers-p2p-attorney-gets-lawsuit-tossed/
i http://lauren.vortex.com/archive/000337.html

3 http://www.perftech.com/
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It would impossible for Sandvine to test every possible network configuration. That is why we have
standards! Standards abstract away complicated implementation details. Messing with these standards
ends up breaking things and makes them harder to test.

The right DPI technology needs to be implemented to be able to show a message without breaking the
internet.
ISPs are not looking for infringement themselves

These techniques could also impact security if they are not done properly. For example, adding poorly
written JavaScript to another page could allow user-generated content on a page to break out of the
containment that the author of the page provided. We have seen before that copy protection code can
have unintended consequences. For example, Sony BMG released CDs in 2005 that contained
MediaMax copy protection.'”® This software was poorly written to hide all files on a user’s system
starting with “SsysS.”**” A virus could use this $sys$ name to hide itself on all computers which had ever
played CDs containing MediaMax.

Is it the minimal necessary?

This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must
lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user. In addition, a user cannot reach this step until the 5™ and 6™ notices. This allows
uncontestable, invalid notices to accumulate on a user’s account. The user may still be required to
watch a video on copyright infringement even if they are well aware of their fair use rights.

It remains to be seen what technical measures are used to identify infringement. This will give us more
information of whether it will alarm on the use of services that provide non-infringing use such as
Megaupload. (didn’t they say just P2P?) (they also can’t use the same methods)

Jill Lesser, the head of the CCl, has said that the 6 Strikes system is not designed to stop dedicated
“serial pirates,” but instead to educate "the vast majority of the people for whom trading in copyrighted
material has become a social norm, over many years."*® We agree with this sentiment and believe that
the industry is now focusing in the right place. Instead of trying to nail down every last hole using DRM,
which was not effective, and is physically impossible to do so, the industry is trying to stop causal
infringement.

Is it acceptable to stakeholders?
The system is appealing to a broad range of stakeholders. It represents a good balance of interests.

Copyright Industry
Since it was negotiated by the Content industries, by definition it meets their needs. It reduces

copyright infringement in a much more scalable way than suing individual users. A similar system in
France has shown to be effective.

i http://www.npr.org/templates/story/story.php?storyld=4989260

http://blogs.technet.com/b/markrussinovich/archive/2005/10/31/sony-rootkits-and-digital-rights-
management-gone-too-far.aspx
2 |bid.
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ISPs

The ISPs are parties to the agreement, so by definition it is in their interest. ISPs are often telephone or
cable TV companies. Cable companies have been providing content from the same industry for decades
and telephone companies are entering the television market, such as Verizon FiOS. In addition, some
ISPs are acquiring content producers, for example, Comcast’s purchase of NBC Universal. This is adding
pressure to stay on good terms with the content providers.

Implementing this program will lead to some costs for ISPs. However, ISPs already face certain costs
from dealing with existing subpoenas and investigations. ISPs must be viewing this as a cost of doing
business.

Government
Since the agreement is voluntary, the government does not need to get involved. In addition,
enforcement costs are transferred from the government to the ISPs and copyright holders.

However, in many areas, users only have roughly two choices for ISPs. This duopoly can restrict
consumer choice if both providers behave the same way. Because of the level of concentration in the
ISP industry, the government should ensure that the 6 Strikes system remains fair and does not provide
poor service with no place to turn to.

Users

Users gain a softer system than getting hauled into Federal Court or asked to settle for $1000+ after
possibly only one infringement. The system incorporates education for users who may not know that
what they are doing is illegal.

However, the appeals system still leaves something to be desired, for the reasons mentioned earlier. In
addition, users should be able to reach a representative who can explain the system to them and can
easily correct minor mistakes in the system. It is unclear if the copyright experts appointed by the CCl
will be fair and balanced. The MPAA has a history of putting out biased information on copyright; for
example, they once suggested that teachers should record a video off the screen as an alternative to
ripping a DVD™

| |
SOPA and PIPA
SOPA and PIPA were recent bills debated in Congress which attempted to reduce copyright
infringement. The public, led by the Internet giants, mounted an impressive public outcry against SOPA
and PIPA.2° SOPA would have expanded existing criminal laws to make unauthorized streaming illegal,

allow courts to ban ad networks from working with infringing sites, and require that search engines and
ISPs block certain websites.**

— http://arstechnica.com/tech-policy/2009/05/mpaa-teachers-should-video-record-tv-screens-not-rip-dvds/

http://www.nytimes.com/2012/01/02/business/media/the-danger-of-an-attack-on-piracy-online.html
http://thomas.loc.gov/cgi-bin/bdquery/z?d112:h.r.03261:
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ACTA

ACTA is a multi-national treaty signed in 2011 by the United States.”*> ACTA is an attempt to require
member countries to adopt intellectual property laws which prevent copyright and trademark
infringement, including in a digital environment. The treaty was criticized for being debated in secret.”

Republican Study Group proposal

In November 2012, Derek Khanna, a 24-year old staffer in the Republican Study Group put out a 9 page
policy memo on Copyright policy.* The memo was controversial; it was pulled almost immediately and
the staffer was later fired.®® In the memo Khanna wrote that copyright should be to promote the public
interest, not to compensate creators; is not free-market capitalism; and that its repeated extension was
not “for a limited time” as under the law.”*® Khanna wrote about how copyright retards the DJ/remix
community, limits scientific inquiry, stifles the creation of a public library, discourages value-add
industries that ride on top of copyrighted material, and penalize legitimate journalism.”’ As solutions
Khanna proposes reducing statutory damages; expanding fair use; adding a punishment for false
copyright claims; and limiting the term of copyright with extensions costing a “royalty” or fraction of the
value of revenue from the exploitation of the work.™

The policy went over like lead balloon, but call to mind a more fundamental question than this paper
attempts to answer: what is copyright? Why does it exist? Who benefits from it? What do we lose by
such a system? Would we be better off with a weaker copyright system?

Specific Policy Recommendation
From the strong reaction against SOPA and PIPA it appears unlikely that anything unlike those bills will

be attempted again. ACTA was never brought before the United States because President Obama
claimed that it did not require approval by the Senate since it requires no change in US law.™

More fundamentally, it may be time to reevaluate the basic tenants which underlie the rationale behind
our copyright system. Khanna's memo reawoke a conversation behind the rationale behind copyright.

In 2011, Congress reevaluated the US patent system and passed a number of reforms designed to make
the system more efficient.**

From the perspective of attempting to reduce copyright infringement, it appears that the 6 Strikes
system strikes a happy medium. Results from France indicate that a graduated response system is
effective in decreasing infringement through raising general awareness of copyright infringement,

32 http://www.csmonitor.com/World/Europe/2012/0211/Eu rope-s-Internet-revolt-protesters-see-threats-in-

antipiracy-treaty

3 http://www.eff.org/action/sunlight-acta

http://marylandpirates.com/wp-content/uploads/rsc_policy_brief --
_three_myths_about_copyright_law_and_where_to_start_to_fix_it_-—-_november_16_2012.pdf

5 hittp://www.theregister.co.uk/2012/12/07/republica n_fired_copyright_reform/

ibid

ibid

% ibid

= http://arstechnica.com/tech-policy/2012/07/europe-declares-independence-from-hollywood-with-acta-vote/
1o http://arstechnica.com/tech-policy/2011/09/mostly-pointless-patent-reform-bill-goes-to-obama-for-signature/
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specific awareness through targeted alerts, and the disincentive of Internet disconnection. However,
the American system is considerably more lenient than the French system. The policy is much more
scalable than the old system of suing individual users. The monitoring generally uses traditional
protocol features. The notification is done by ISPs though out-of-band methods such as phone calls,
without violating a user’s privacy. The service still is not perfect towards fair use, and we will need to
see how the monitoring is implemented to see if it will issue false negatives on non-infringing uses. The
system is also a non-government voluntary agreement.

However, there are still substantial problems with the appeals process and the transparency of the
system. The technical methods used to detect infringement should be public, so they can be refuted.
People should be able to appeal before the 5™ Strike. The guidelines that are provided the arbitrators
should be publically debated so that we can be certain that they are fair and balanced.

Therefore we propose that US policymakers take a wait and see approach before taking further action.
The 6 Strikes graduated response strikes a good balance between the factors outlined in our framework.

Ultimately, the best way to reduce infringement is for the industry to offer more legitimate services. In
the past, content has been restricted by DRM, which limits the number of devices the content can play
on, while dedicated attackers can remove the encryption. In addition, services often have only a limited
content selection. Content is subject to a myriad of legal agreements which makes licensing it
problematic and slow.

Policy makers in other countries should note that what might culturally acceptable in the US might not
be acceptable in other parts of the world. By some accounts the French prefer the government, not
private businesses making termination decisions; whereas the preference is reversed in the United
States.

No single proposal is a silver bullet to stop copyright infringement. Instead it is a collection of different
approaches, which, taken together provide for a reduction in infringement.

Other
e Audience for proposal
e Make more specific (Don Unger)
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Exec Summary

Copyright infringement continues to be a serious problem, as the technology which enables
infringement becomes more broadly available. Industries which produce intellectual property, including
the music, movies, and television industries face challenges as technology makes infringement easier,
and as their business model change.

Our project aims to develop a framework for the cost-benefit analysis of anti-copyright infringement
mechanisms. The long-term goal for this evaluative framework will be to encompass a common set of
values, and standards for the analysis and discussion of current and future proposed anti-copyright
infringement mechanisms. The factors we evaluate include:

e |sthe policy effective in reducing copyright infringement?

e Does the policy make economic sense?

e Does the policy have minimal negative repercussions on the Internet?
e |sthe policy the minimum necessary?

e |s the policy acceptable to stakeholders?

To illustrate the usefulness of such a framework, we will show it in action by analyzing current and
proposed graduated response policies proposed to combat online copyright infringement—specifically,
the HADOPI law in France and the “six strikes” Copyright Alert System being implemented here in the US
as part of an agreement between the MPAA, the RIAA, and a number of major ISPs. To put this
assessment into perspective, we will also use our framework to evaluate the effectiveness of the
previous anti-copyright infringement paradigm of filing lawsuits against individual users, using it as a
benchmark for comparison. Through this analysis, we will be able to identify the merits and downsides
of graduated response mechanisms, discuss them in relation to traditional copyright litigation strategies,
and provide comprehensive policy suggestions.

The audiences for this paper are the policy makers involved in setting policy, particularly in the United
States, as well as all of the other stakeholders involved in proposed policies.

We find that the French HADOPI system has been successful in raising both general and specific
awareness of copyright infringement in France. Based on these findings we believe that the “Six Strikes”
system will be more effective at raising awareness about copyright infringement than the previous
system of mass lawsuits against individual infringers. Thus we urge policy makers to embrace the “Six
Strikes” system and withhold further action until after the Six Strikes system has been implemented.
However, there still are substantial problems with the appeals system in Six Strikes.
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Problem Statement/Intro

Copyright

Copyright is a legal concept in which the government grants the creator of an original work exclusive
right to the work. It is a form of intellectual property, a category which includes patents, trademarks,
and trade secrets, all of which are intangible assets. Governments have and continue to want to
encourage the creation of “works of the mind” by giving the original creators exclusive rights for a
period of time. A copyright holder is granted certain exclusive rights to a work, such as the rights to
reproduce, distribute, display, or perform the copyrighted work, or to make derivative works. In the
United States since 1989, content is automatically copyrighted when it is reduced to tangible form (ie.
written down).

Copyright Infringement ‘

Copyright Infringement is the unauthorized use of works under copyright, for example, making a copy
when one is not authorized to do so. For example, if one were to make a copy of the latest Taylor Swift
CD one purchased at Walmart and gave it to a friend, that would be copyright infringement. Copyright
infringement is often referred to as piracy.

Copyright infringement has been and continues to be a big problem for the creative content industries,
as copying technology, particularly digital copying technology, has become more accessible to
consumers. The Internet has only exacerbated the problem, as the Internet allows one to send files
across the globe quickly and with few traces.

The first question to ask is should something be done? Some assert that copyright is not economically
efficient or that the industry is doing fine regardless. For example, consumer spending on
entertainment as a percentage of income has continued to rise over the last decade.’ This paper does
not consider this question, and instead assumes that copyright infringement should be addressed.

Estimates on the scale of the problem vary. One industry funded study put the loss due to infringement

at over $58 billion dollars in the US alone.* Other parties claim that this metric is overinflated because it
makes a number of incorrect assumptions.

For the last decade, the content industries have been trying to fight unauthorized sharing over the
Internet. A number of methods have been tried, including having the industry sue individual
downloaders. However, recent efforts have been coalescing around so called “graduated response”
efforts. Under a graduated response system, a user is sent a number of warnings, before a penalty,
which might include service termination. Such systems can be mandated by law, such as in France, or
through a voluntary agreement with Internet Service Providers (ISPs) as in the United States.

! http://www.techdirt.com/skyisrising/ pg 3

5 Stephen E. Siwek, The True Cost of Copyright Industry Piracy to the U.S. Economy, Institute for Policy Innovation
(IP1), IPI Center for Technology Freedom, Policy Report 189, (October 2007).
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Evaluative Framework

We attempt to establish a framework to evaluate proposals to combat copyright infringement. This
framework can be used to establish the pros and cons of a proposal.

1. Is effective in reducing copyright infringement?
a. Measuring
b. Ease of circumvention
2. Does it make economic sense?
a. Revenue in reclaimed sales
b. Positive effects on employment
3. Has minimal negative repercussions on internet
a. e.g.DNS
4. lsit the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)
c. Beneficial services
5. Will be acceptable to stakeholders (political/legal argument)
a. Who will implement? Legal authority/precedents?
b. Costs of implementation/enforcement
c. Political views/possible challenges of stakeholders, e.g. industry, citizens, artists

Is if effective in reducing copyright infringement?
1. Is effective in reducing copyright infringement
a. Measuring
b. Ease of circumvention

The first question to ask about any policy is “is the policy effective in reducing copyright infringement?”
A policy that does not reduce copyright infringement should not be considered further.

Measuring Reduction in Infringement

It is difficult to measure the amount of infringement that is currently on going, and thus the reduction
due to a certain policy. Because infringement is illegal, many users attempt to cover their tracks when
downloading material illegally. One can survey internet users, but the risk here is that people lie on the
survey, especially if they know their actions are illegal.’ Thus raising awareness of the illegality of an
action may only cause users to not admit to any action anymore, even though they continue to perform
the action.

* Lee Rainie, Mary Madden, et al., "The impact of recording industry suits against music file swappers," Pew
Internet & American Life Project, January 2004.
http://www.pewinternet.org/pdfs/PIP_File_Swapping_Memo_0104.pdf
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Transactions may occur offline. A 2006 poll by the Los Angeles Times showed that 69% of 12-17 year-
olds felt that it was legal to copy a CD or DVD they owned and give it to a friend.” These types of
transactions are almost impossible to track.

There are some proxy measures one could use. ISPs are often able to provide statistics on the amount
of traffic being transmitted with a particular protocol.> However, as will be discussed later, many of the
protocols also have substantial non-infringing uses.

Another possibility is to use the increase in sales of legitimate versions.® This is built on the assumption
that users will buy a work if they are no longer able or willing to acquire an illegal version. However, as
we discuss later, this is not always an assumption which can be made.

Ease of Circumvention

A policy does not need to be ironclad in order to reduce copyright infringement. As an example, one
does not need to look further than Section 1201 of the Digital Millennium Copyright Act. This section
prohibits the circumvention of access control measures.” Because of this section, it is illegal to make
copies of DVDs. However, it is not illegal to make copies of CDs.? Because of this, legitimate programs
such as iTunes and Windows Media Player offer users the ability to make copies of CDs, but not DVDs.

It is certainly possible to download a program from the internet to make copies of DVDs, but the very
fact that it is not easy prevents vast amounts of Americans from even trying.

It is not even that hard to find out how to do it. Searching for “how to rip a DVD” yielded instructions on
the first result. The instructions require some technical skill, as they require one to download a
particular .dll to a certain programs folder location. However, just because ripping a DVD is not included
“out the box” less people are able to copy DVDs.’

Keeping material illegal makes it harder to find. Even though the industry has been unsuccessful in
shutting down the Pirate Bay, it has prevented it from becoming a legitimate business. By keeping the
business illegal and keeping it on the run, the industry has made the life of the Pirate Bay harder.

* Charles Duhigg, "Is Copying a Crime? Well...," Aug. 9, 2006. http://www.latimes.com/entertainment/news/la-fi-
pollmusic9aug09,0,5791738,full.story?coll=la-home-headlines

> "p2P Volume Climbs Again in June, User Levels Near 9 Million," Digital Music News Blog, July 8, 2005.
http://www.digitalmusicnews.com/yesterday/july2005#070805P2P

® http://papers.ssrm.com/sol3/papers.cfm?a bstract_id=1989240

"To clarify, there are two separate issues in play here. (1) the right in the work (copyright) and (2) the right to
prevent circumvention, or 'lock-breaking.’ They're two separate protections. In the case of DVDs, while a copy for
personal use (format-shifting, for example) might be broadly considered fair use, the fact that it is fair use isn't
relevant to the second component, the circumvention. This is why burning your CDs onto your PCs is non-
infringing, but it is still unlawful to do the same with DVD.

® The law says nothing explicitly about “space shifting” your collection, for example, ripping a CD you own to put on
your iPod. However, there has never been an explicit case brought against someone for ripping. In addition, at

attorney for MGM said that his clients, the record companies, have no problem with people ripping a CD for their
own personal use.

Metro-Goldwyn-Mayer Studios Inc. v. Grokster, Ltd. (3/29/05), 04-480
http://www.supremecourt.gov/oral_arguments/argument_transcripts/04-480.pdf

® One could also argue that copying DVDs is also harder because often one must convert the content from a 9.8GB
double layer DVD to a 4.6GB single layer DVD. In addition, one could also argue that DVDs
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There are still a core group of techies and dedicated other folks who have the knowledge to learn how
to circumvent these measures and cover their tracks. However, a policy need not prevent every
infringement.

Digital Rights Management

To prevent misuse of copyrighted work, the content industries introduced digital rights management.
DRM is used to prevent the copying or other unauthorized work of a digital work. DRM is controversial

because it limits what legitimate customers can do with their purchases, including their fair use rights.
DRM is often based on encryption.

However, at its core DRM faces a fundamental problem which limits its theoretical efficacy. A device
must be able to play a particular work (for example a song) for the user to be able to listen to it. Society
has developed encryption to protect two files from listeners in the middle as they cross a network.
However, it is theoretically impossible to protect content which has to be decrypted and outputted on a
device where the “advisory” (in cryptography terms) owns the hardware and has complete control over
the hardware.

Thus DRM has been effective in limiting what honest and unsophisticated consumers can do with their
work, but has done little to limit the availability of copying to sophisticated users. CDs are still sold
without DRM, so it did little to matter that iTunes added DRM, except to only allow consumers to play
their music on iPods. Not only is illegally obtained material free (no charge), but came without strings
attached!

DRM is another example of a technology which is not perfectly effective. While it does prevent casual
infringement, it also imposes deep restrictions on consumers, which we believe offsets its benefits.

DNS Filtering

DNS filtering is another example of an imperfect proposal. A provision to include DNS filtering was
included in SOPA and PIPA.”® However, this scheme is easily circumventable since a user can just enter
the IP address of a site instead.

DNS is a service of the Internet which maps friendly names such as “google.com” into IP addresses such
as “74.125.224.35”. Each server on the internet has as IP address which is the way that other computers
can route traffic to the server.* DNS provides this mapping of IP. For example, thepiratebay.se is
located at 194.71.107.15. If DNS is blocked, a user could enter the IP address of the server directly into
their browser. This would allow the users to connect to the server, without the need of the DNS service.

Domain Name IP Address
thepiratebay.se 194.71.107.15

However, there are some limitations to exposing IP addresses directly to users. If the Pirate Bay ever
has to change server hosts, then moving their IP address would be almost impossible, as these are
assigned in blocks. For example, when the internet was first created large organizations such as MIT
were given large blocks of IP addresses. For example, MIT has all of the IP addresses starting with 18.

10 dyn.com/sopa-breaking-dns-parasite-stop-online-copyright infringement/
" One IP address per physical server machine. One site can be run on multiple servers, or multiple sites can be run
on one server.
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Servers then through Border Gateway Protocol (BGP) have rules to forward all traffic destined for IP
addresses starting with 18 towards MIT since MIT is an “Autonomous System.” The same applies to
Internet Service Providers or Hosting Providers. If the Pirate Bay changed hosting providers, their IP
address would change. Under a normally operating DNS system, the Pirate Bay can slowly phase in their
new IP address transparently. One study of spam messages showed that less than half a percent of
messages contained a raw IP address, instead of a domain name."

In addition, if the Pirate Bay had to change IP addresses, then they would have to disseminate their new
IP address, for example by posting it in Twitter or in a newspaper ad. There are even more subtle ways
to do this on the Internet. Persons not in the United States could operate “darknet” DNSes. These
DNSes would have addresses that the US had blocked. DNS normally works by contacting a hierarchy of
name servers, starting from a central server. However, there is nothing which requires users to use the
standard hierarchy. A “darknet” DNS is one where the user defines a different DNS to query, outside of
the traditional hierarchy. If these servers were run entirely out of the US, they would be out of the
reach of US law enforcement.

In addition, this raises an interesting question: is it illegal to know the phone number of an illegal
service? For example, say someone had the phone number of a drug operation. Is that in and of itself
illegal?®® No, it's only evidence that corroborates a story and could provide extra evidence against a
person in court. By itself itis not illegal. Then how are knowing IP addresses any different? DNS is just
a mapping of a name to a number.

These darknet DNS services could even be distributed, much in the way of BitTorrent itself is. For
example, BitTorrent Distributed Hash Tables (DHT) function by giving each node a copy of the table or
part of the table. A node then asks other nodes to share their tables. That way there is no one
authoritative owner; frustrating greatly any attempt to take down the darknet DNS network, because
almost every node would need to be taken offline to bring down the network.

The United States government would have to be super careful about how it distributes the blacklist. If it
was just a simple list that was public, then some people would just feed this list into their DNS system to
allow users to continue to reach all of their old content. In addition, this list of copyright infringing sites
would tell copyright thieves exactly where to look!

Thus, DNS blocking would help to reduce copyright infringement. However, as we will discuss in the
technical infrastructure section there is a considerable downside to forcing certain DNS servers to
response differently, especially as DNSSEC is being rolled out.

* http://css.csail.mit.edu/6.858/2012/readings/trajectories.pdf

B The interesting possible exception to this occurs interestingly enough in copyright law. Under the DMCA (17
U.S.C Sec. 1201(a)(1))it is illegal to remove the encryption and produce tools or parts of tools that circumvent
encryption. In one case Memorandum Order, in MPAA v. Reimerdes, Corley and Kazan (NY; Feb. 2, 2000)
(https://w2.eff.org/IP/Video/MPAA_DVD_cases/?f=20000202_ny_memorandum_order.html the court claimed
that the key in and of itself was a copyright circumvention device. A key, is at its base, just a very large number. In
response, a number of people made an image with the colors of each section of the image being represented by
the same digits as the encryption key. 46-dc-ea-d3-17-fe-45-d8-09-23-eb-97-e4-95-64-10-d4-cd-b2-c2 by Ben S,
Yale Law Tech, 2011 Marchhttp://www.yalelawtech.org/trusted-computing-drm/46-dc-ea-d3-17-fe-45-d8-09-23-
eb-97-e4-95-64-10-d4-cd-b2-c2/

In addition, all computer files are, at their core, a string of 1s and 0s. These strings form very long binary
“numbers” which it is illegal to posess.
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In addition, blocking can have collateral damage. Multiple sites can live at the same IP address, through
a technology called “vhosts.” Each server has only one IP address, but it can host multiple sites running
on multiple domain names. Low-grade shared hosting often is set up in this way. If one were to ban an
entire IP address, one could ban sites other than the one that was planned. The other sites running on
the same server could be run by completely different entities who have no clue or control over the
behavior of the other site. This is like shutting down the entire mall because one store is selling
counterfeit handbags.

Economic

2. Does it make economic sense
a. Revenuein reclaimed sales
b. Positive effects on employment

Costs

Next, one should look at the costs of a policy to evaluate whether the benefits of the policy outweigh
the costs of the policy. In addition, who bears the costs? The content industry? The government?
Internet service providers?

Government

The government incurs costs to protect copyright by employing staff who attempt to investigate cases of
copyright and other intellectual property infringement. Costs for copyright are difficult to calculate,
because the positions are also involved in investigating other instances of intellectual property theft, for
example, looking for fake handbags, physical media, and prescription medication at the border.

Currently, there are 34 people in the Department of Justice who work on intellectual property
enforcement.”® In 2013, the Justice Department is asking Congress for $5 million to hire 14 new
employees who would be focusing on intellectual property enforcement.

In addition, there have been recent efforts to increase government action on intellectual property
enforcement.

A study on the PROTECT IP Act (PIPA) by the Congressional Budget Office put the cost of the act at $47
million over 5 years.”® The almost $10 million dollars per year would go towards hiring new
enforcement staff. However, the CBO did not have an estimate for private sector costs, due to
"uncertainty about how often and against whom the Department of Justice or copyright holders would
use the[ir] authority.”*®

In addition, the Prioritizing Resources and Organization for Intellectual Property Act of 2008 (H.R. 4279)
was estimated by the Congressional Budget Office to cost an additional $425 million dollars over 4 years
by hiring a Intellectual Property Enforcement Representative in the Office of the President at $30 million
per year, 10 intellectual property attachés to serve in United States embassies or other diplomatic

" http://www.insurancejournal.com/news/national/2012/02/17/236033.htm

5 http://arstechnica.com/tech-policy/2011/08/protect-ip-act-would-cost-taxpayers-47-million-private-sector-
much-more/

* ibid
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missions for $21 million a year, and $64 million in additional funding for the FBI. 7 There are already 8
attachés in Brazil, China, Egypt, India, Russia, and Thailand.”® The CBO budgets about $1 million dollars
per agent for 4 years of service. Additionally the CBO predicts no substantial impact from increasing
damages or asset forfeitures for the Crime Victims Fund or the Assets Forfeiture Fund.

Additionally, Title 1ll would allow the Office of the United States Intellectual Property Enforcement
Representative would be allowed to accept gifts, but the CBO does not predict much of an impact from
this.”

Spending by the government is controversial because it is funded by taxpayers, but benefits primarily
the owners of copyrighted material. Some have argued that costs should be borne by the party they
are benefiting, and not by the general public.

How much is lost by copyright infringement?

In order to gauge whether an anti-piracy mechanism is indeed worth its cost of implementation, we
must first determine how much money is actually lost due to online copyright infringement. With so
many lurking variables involved, it is difficult to pinpoint the exact amount that online filesharing
practices cost the economy. The answer to this question is not so simple—naturally, it all depends on
who you ask.

According to the IFPI (International Federation of the Phonographic Industry), the value of the global
recorded music industry decreased by 31% from 2004 to 2010.”° However there can be a number of
other factors at play here. For example, the shift to digital downloads have moved consumers from
buying albums which cost about $12 to buying individual songs.

While music may be the prototypical market for measuring the costs of online piracy, it is certainly not
the only industry to be affected by it. Overall, the Institute for Policy Innovation estimates that “each
year, copyright piracy from motion pictures, sound recordings, business and entertainment software
and video games costs the U.S. economy $58.0 billion in total output, costs American workers 373,375

jobs and $16.3 billion in earnings, and costs federal, state, and local governments $2.6 billion in tax
721

revenue.

Where exactly did these numbers come from? What methodology was used to derive them? Any model
that estimates industry losses due to piracy must be able to separate those losses from a general decline
in sales. Ultimately, it’s as the U.S. Government Accountability Office puts it, “Estimating the economic
impact of IP infringements is extremely difficult and assumptions must be used due to the absence of

data. Assumptions... can have enormous impacts on the resulting estimates and heighten the
importance of transparency.”

Marginal Price

Copyrighted content has no to very little marginal cost. This opens up an entirely new type of pricing
model compared to traditional industrial goods. It also makes losses due to copyright infringement

i; http://www.cbo.gov/sites/default/files/cbofiles/ftpdocs/91xx/doc9197/hra279.pdf
ibid

¥ ibid

 NOT CITED

* NOT CITED
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difficult to calculate because one needs to establish a rate of substitution and a price. The two key
assumptions that can drastically shape the valuations of losses are the substitution rate—the rate “at
which a consumer is willing to switch from purchasing a fake good to the genuine product”—and the
value of the fake goods—whether it is based on the manufacturing cost, the domestic value, or the
suggested retail price. * Without verifiable data to support these claims, they are merely assumptions
that are chiefly informed by subjective opinions on the nature of online copyright infringement.

Substitution Rate and Value of Fake Goods
We must be careful in calculating the substitution rate and the value of stolen goods. The substitution

rate is the number of people who would buy the item at full price, instead of stealing it. Industry studies
often assume a one-to-one substitution rate at the full list price.

Standard economics tells us that the number of people who demand a particular good is inversely
proportional to the price. For example, economics tells us that less people will buy a CD priced at $20
than at $10. It follows then that many more will “buy” something if it is free. In fact, the difference
between 1 cents and free is pretty substantial according to Dan Ariely in the New York Times bestseller
Predictably Irrational.

One study using a survey method found that downloading reduced purchases by 20%, since every five
music downloads substitute one legal purchase.” In addition, respondents reported that they valued
music they downloaded illegitimately one-third to one-half less.** This suggests that users who
download music illegally also download music legally. Users download more when the item is free, then
when they have to pay for it. In addition, users often download music illegally that they are unlikely to
buy. This suggests that using a one-for-one metric to calculate lost revenues is not accurate.

This suggests that users who download music illegally also download music legally. In addition, users
download music that they are unlikely to buy as an album. This suggests that using a one-for-one metric
to calculate lost revenues is not accurate.

Revenue

Since varying the price changes how many people will buy, the price that leads to optimal revenue might
not lead to minimum piracy. Thus the industry may be profit maximizing at a certain price with legal
revenue, but is still able to ascribe the amount of downloads lost to illegal downloads as “losses.”

A higher price may lead to more revenue, while also leading to higher copyright infringement losses.
Say for instance a TV show has 1 million users who watch for free. The TV network makes $1 off each
user in advertising. Revenue is $1 million, while the copyright infringement loss is 0. Then say the TV
network switches to a paid model in which an episode costs $4. Say 300,000 take the deal, and 100,000
decide to switch to copyright infringement. 550,000 stop watching all together. The network would
make $1.2 million in revenue, which is more than before. They would also be able claim $400,000 in
copyright infringement “losses.” (Notice how they have claimed a one-for-one loss at the full price)

# http://www.gao.gov/new.items/d10423.pdf
3 Rafael Rob and Joel Waldfogel, Piracy on the High C’s: Music Downloading, Sales Displacement, and Social
Welfare in a Sample of College Students. Journal of Law and Economics, vol. XLIX, April 2006.
24 . .
ibid
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Under the new strategy, they are making more revenue than before, and are able to point to copyright
infringement as losses.

The question then is if copyright infringement was made more difficult, how many of these 100,000
pirates would switch to the paying $4. As was discussed earlier, it is very likely not all 100,000 would
now pay. But how many would?

Ideally, the networks would like to segment each person out by their willingness to pay. Say half of
these 100,000 would be willing to pay $1. The network would not want to simply lower the price to $1
because then they would have 350,000 each paying $1, for revenue of $350,000 which is even worse
than the ad-supported model. But if they were able to get the original 300,000 to pay at the old price,
plus the 50,000 at $1 then they would have $1.25 million in revenue, and copyright infringement losses
of $50,000. Revenue is up, and claimed losses due to copyright infringement are down.

Actual Losses

Electronic copies of information are considered by economists to be “non rivalrous.”” This means that
one person’s enjoyment of a good is not diminished by another individual’s enjoyment of that good.
Infinite perfect copies can be made of electronic goods. Giving a copy of an MP3 file to a friend does not
diminish your ability to still listen to an MP3 file. In addition, whereas stealing a copy of a music CD at
Wal-Mart prevents Wal-Mart from selling that copy to someone else, downloading a song from
BitTorrent does not prevent others from accessing that song.

One could also make an argument about the different in cost accounting between the two. In the Wal-
Mart case, Wal-Mart has prepaid for some number of CDs from the distributor, say $6. It then sells the
CD for $10. Thus in stealing the CD, Wal-Mart has lost the $6 they paid wholesale and the $4 profit they
would have made on the sale. In the online case, say iTunes sells an album for $10, with $6 going to the
record company for each album sale. If one gets the music from an illegal source, then one has deprived
Apple $4 in lost revenue and the record label $6. One could argue that depriving a firm of revenue is
different from causing actual losses. We showed above how by pricing their TV show at $4, the industry

could claim $400,000 in losses even though these viewers would not all be willing to pay $4 for the
show.

Multiplier Effects

Additionally, many studies include “multiplier effects” or fail to consider the economic effects of
purchases made in substitute.

While the aforementioned (industry-sponsored) IPI study puts forward an estimate of $58 billion per
year, Julian Sanchez of the Cato Institute points out that this number was obtained through the
inappropriate use of multiplier effects to double and triple count loss estimates.*®

The multiplier effect assumes that the people who receive the revenue spend it elsewhere. Because
they are employed, they will also buy services. For example, someone who is employed by Hollywood
needs to buy lunch and have their dry cleaning done. However, the multiplier effect adds the revenue

e Hess, C., E. Ostrom. 2006. Introduction. C. Hess, E. Ostrom, eds. Understanding Knowledge as a Commons: From
Theory to Practice. The MIT Press, Cambridge, Massachusetts
2 http://www.cato-at-liberty.org/how-copyright-industries-con-congress/
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from each party.”” For example, if Hollywood made $10 selling a DVD, and paid $7 to manufacture it
and $2 to ship it, society has benefitted by $10+$7+$2=$19.%8

Redistributioal

In the same blog post, Sanchez goes on to point out that the effects of piracy in the U.S. are mainly
redistributions within the economy for other purposes, but that money just ends up being spent
elsewhere.” In other words, “the harm is a dynamic loss in allocative efficiency... we want the market

to be accurately signaling demand for the products people value, rather than whatever less-valued use
that money gets spent on instead.”*°

For example, what happens with the money saved by consumers by not buying CDs? Sanchez argues
that is spent on other things.*! For example, rather than spending $10 on a CD, a consumer uses that
same discretionary income to buy a sandwich instead. If the user would have spent the money on a CD,
they would have not bought a sandwich. Thus the economic, including employment effect is merely
transferred across industries, and does not actually hurt the economy overall.

In effect this is similar to the parable of the broken window from Ce qu'on voit et ce qu'on ne voit pas.

In the story, the shopkeeper’s boy breaks a store window. Because of this, the window glazer makes 6
francs. Should society pay the boy to go around and break windows? It sounds silly that society would
be better off if we paid people to go around and needlessly break things! This is because those 6 francs
come at the expense of other spending, for example on new shoes or a new book for his library. Society
as a whole is no better off because of the broken window.

Court Case Damages

In court cases, statutory damages allow for up to $150,000 per track.* In the case of Limewire, that
would amount to $72 trillion. That is larger than the entire output of the world, as well as “more money
than the entire music recording industry has made since Edison’s invention of the phonograph in
1877.%

Employment

Aside from the dollar amount of the economic impact, there is also contention about the effect of
copyright infringement on employment. Again these arguments rest heavily on the assumptions that
are made, including the assumptions discussed above.

In addition, questions are raised about a number of other assumptions. First, does revenue correlate
with employment? If the industry’s revenue were to increase, would it employ more people,
particularly artists? The industry argues that additional profit allows them to invest more in the future,
leading to more employment for artists.

7 http://techliberation.com/2006/10/01/texas-size-sophistry/
28 . .
ibid
» http://www.cato-at-liberty.org/how-copyright-industries-con-congress/
*ibid
e
* http://concerttour.org/riaa-loses-its-mind-sues-limewire-for-astronomical-72-trillion.php
33., ..
ibid
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Or are shifts to the industry causing employment declines in the firms currently in the industry, while
giving rise to a new breed of people making money, outside the traditional structure of the industry, as
well as possibly outside of the traditional structure of employment.

Others argue that employment losses are merely people transionening outside the traditional confines
of the entertainment industry to being more independent.

The 1P| paper asserts that as a result of sound recording piracy, the US economy has lost 71,060 jobs.**
The study used its estimate of lost industry revenue (discussed above) and the current
revenue/employment ratio to claim that the sound recording industry lost 26,860 direct jobs. This
assumes that revenue and jobs are directly correlated. The other jobs were found by extending the
same fiscal multiplier (discussed above) to reason about the number of jobs “lost” to piracy. Again, the
report ignores the substitutive/allocative effects.

In fact many of the estimates being tossed around seem downright ungrounded in reality. In 2002, the
US Customs and Border Patrol claimed that over 750,000 jobs were lost due to piracy.>® However, CBP
was unable to find the source of those estimates so they withdrew them. It should be noted that at the
time 750,000 was almost 8% of the total unemployed population in the United States.*®

In addition, the Bureau of Labor Statistics showed an almost 20% growth in employment in the
entertainment sector from 1998 to 2008.” They also predict that this growth will continue into the next
decade. In addition, most of the growth will be in the category of independent artists, a category that
grew at an even faster 43%.>® Furthermore these artists may be underrepresented in some statistics
because rather than being employees, artists often work as independent contractors.

Industry Trends

It is difficult to separate out the effects due to piracy from the effects due to other industry changes
over the last decade. There can be other explanations besides just copyright infringement which are
causing a change. Some may be linked to technology. For example, the shift to people listening to
music on iPods has changed the way people listen to music.** On iTunes, people can just buy a single
popular track instead of buying the entire album.* This naturally leads to less revenue.

Another effect in the motion picture industry is that rental services such as Netflix and Redbox are
decreasing the demand for DVDs.*! Sales of packaged media fell from $2.6 billion to $2.1 billion in the

United States according to the Digital Entertainment Group, which represents film studios and consumer
electronics companies.

* http://www.ipi.org/docLib/20120515 SoundRecordingPiracy.pdf pg 2

22 http://arstechnica.com/tech-policy/2008/10/dodgy-digits-behind-the-war-on-piracy/
ibid

& http://www.techdirt.com/skyisrising/ pg2
38 .
Ibid pg 3
* http://mashable.com/2011/10/23/impact-of-ipod/
:0 http://www.roughlydrafted.com/RD/RDM.Tech.Q1.07/1C726ADE-0ED1-42D0-93D9-4FA4E698EQ4A. html
! http://www.ft.com/intl/cms/s/0/672f0ag84-74f7-11e0-a4b7-00144feabdc0.html
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In addition, the Internet has led to the rise of new forms of entertainment. People are spending more of
their entertainment time surfing the Internet than watching television.* This naturally leads to a drop

in the amount of hours people watch television, leading to a drop in advertising rates. DVRs, such as
Tivo, have also changed television watching by allowing users to time-shift their favorite shows and fast

forward through commercials. Advertisers don't like this and exempt these viewers from viewership
data.”

Overall State

In some ways things are looking up for the overall entertainment industry, if not for the currently
players. Studies such as Floor 64’s “The Sky Is Rising” demonstrate that the internet is not killing the
entertainment industry but actually expanding it. Over the last decade, consumer spending on
entertainment has grown 15% from 4.9% to 5.62%.* The amount of content available has grown
sharply. Much of this gain has been due to technology making it easy for almost anyone to produce and
distribute a work. New online tools have simply made it easier for content creators to promote,
distribute, and monetize their work without need for traditional middlemen (i.e. record labels, studios).
Whereas before the large firms that this paper discusses controlled the industry, independent producers
can now reach customers through new distribution channels.

The worldwide market for video has grown 25% from $25.5 billion worldwide in 2006 to $31.8 billion in
2010.* As DreamWorks Animation CEO Jeffery Katzenberg put it, “Both traditionally, as well as
recently, we have seen that our product is, at worst, recession-resistant, and historically, has actually
been recession resistant.*®

Over the last decade sales of recorded music has fallen; however, when one considers the broader
music industry, profits have grown nicely.”” Indeed, it is the very distribution in this industry which is
interesting. Historically record labels have made money from selling recorded music, and have only
provided a small royalty to the artist. The artists, however, made money from selling concert tickets.
Music was and continues to be given away, for free, on the radio to promote the song. Indeed, some
times record companies were even caught paying radio stations to play a particular song, an illegal
practice called payola.

Conclusion

At best, content industries may be perfectly healthy with piracy an unavoidable consequence of a profit
maximizing price. Or much of the effect may be due to a changing industry or industry structure. The
industry must change and adapt as industry structure changes.

Naturally, measuring the cost of online piracy is not an either-or situation. Trying to put an exact
number on economic losses due to illegal downloading is a problematic task, but that’s not to say that
estimates of lost revenue are not important in this discussion. Instead, we urge policymakers to view the

% http://mentalhealth.about.com/library/sci/1201/blnettv1201.htm
* http://seattletimes.com/html/businesstechnology/2003164119_interactiveads31.htm|
* http://www.techdirt.com/skyisrising/ pg 2
45 .
Ibid pg9
* |bid pg 9
“7 |bid p25

Page 15



ecosystem holistically and look beyond the reductive narrative of online piracy as theft. It is essential
that we view data related to this issue through the lens of changing technologies, business models, and
consumer norms. In order to move forward we should identify legislation that reduces the most harmful
types of online piracy but also tries to align itself with these shifts in consumption behaviors.

Technical
3. Has minimal negative repercussions on internet
a. Platform Robustness
b. Platform Security: DNSSEC
c. Privacy: DPI
d. Protocol Independence: Sandvine

Platform Rohustness

The proposal should not interfere with the basic functioning of Internet protocols. Some Internet
protocols have existed for decades. Their code is installed in billions of devices, many of which are hard
or impossible to change. Even making changes around the edges are difficult. Some systems have relied
on particular quirks in how the protocol operates. Because of the sheer size of the install base, it is
impossible to test for every possible configuration.

Intercepting Websites
In the past, some ISPs have intercepted pages and have added banners onto pages in midflight.*® For
example, in 2008 Rogers added a quota message to the top of the Google home page by inserting

Javascript into the page using an active version of Deep Packet Inspection. This technology is sold by
companies such as PerfTech.*

Almost all wireless access points use some sort of redirection technique to bounce first time visitors to a
log in page. For example, many services send back a false DNS response, directing the user to the log in
page instead. Or a user’s request is redirected by a HTTP redirect after a page is received. A user may
also be redirected by IP address to the log in page. All of these techniques are not clean in regards to
how the internet was designed. This can present problems. For example, my iPad tries to refresh my
email and the WiFi router answers as the mail server. My iPad does present a security warning, but if
the user clicks through, the access point could be trivially designed to intercept my mail credentials.

However a similar technique may pose problems for the Internet if they happened at random. For
example, a user may be uploading data in the background when their internet connection is redirected
to this message — causing the update to break. Or perhaps a user is connecting to a computer via
remote access when the redirection happens. If the redirection is not properly implemented, it could
break the remote access connection. Especially with a remote access connection, the user might not be
able to log in to clear the alert message until they return home!

* http://lauren.vortex.com/archive/000337.html
“ http://www.perftech.com/
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Platform Security

Any proposal should not directly impact the security of the network. In addition, the proposal should

not forestall the implementation of next generation Internet protocols, such as DNSSEC. The protocol
should

DNSSEC

The current DNS model, described above, is insecure. Results are returned without the use of
cryptography. This means that an attacker could modify results before they are returned to a user.
Unless the site uses SSL, one would not know that one was connected to the wrong site. The browser
would still show the same URL, for example, google.com. The attacker could then ask for the user’s log
on information which the user might still provide because the site’s visible URL is correct. The attacker
could then use that information to steal the user’s account on the real site. An attacker could also post
a fake order page to collect credit card numbers.

Recently there has been a push to extend DNS to also use cryptography. This effort is called DNSSEC.*
DNSSEC adds a chain of cryptographically signatures to responses.”® DNSSEC is seen as critical to
securing the US’s Internet infrastructure, because it hardens the DNS system against fraud and other
cyber-attacks. The White House released a memo in 2008 instructing all agencies to turn on DNSSEC.>*
In addition, the Department of Homeland Security Cybersecurity R&D department has a program to
encourage the deployment of DNSSEC.>

The DNSSEC system has been purposely designed so that only the owner of a domain can sign a domain
query to prove that it is valid.>* Thus only the author of the site can specify where the DNS service
should resolve to. In addition, the system is set up so that if someone refuses to return a response, or
submits an invalid response, the DNS service will continue to contact other DNS servers until it finds a
valid response.”® The DNS system was designed to be resilient to interference! In addition, it was
described earlier how this entire system is easily subvertable by a user purposely seeking “darknet”
responses. Because of this, organizations such as the Association of Computing Machinery have spoken
out about the dangers that the DNS blocking that was specified in SOPA would harm the Internet.*®

Rootkits
Copy protection or other software can be sloppily written in a way which allows malware to spread and
hide on a machine.

In 2005, Sony BMG released CDs that contained MediaMax copy protection.”’ This software was poorly
written. It ended up hiding all of the files on a user’s system starting with “Ssys$.”** A virus could use
this $sys$ name to hide itself on all computers which had ever played CDs containing MediaMax.

* http://usacm.acm.org/images/documents/DNSDNSSEC.pdf

*! Ibid pg 3

*2 http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2008/m08-23.pdf
** http://www.cyber.st.dhs.gov/dnssec/

** Ibid pg 3

> |bid pg 4

*® Ibid pgs

7 http://www.npr.org/templates/story/story.php?storyld=4989260
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This was a clear hole and Sony acted fast to recall the CDs and replace them with CDs which did not
contain the copy prote«:tion.Sg However, it shows that copyright protection technology cannot just
impede improvements in security, but it can also actively hinder security.

Privacy
In addition, policies should be designed to preserve user privacy.

DPI
A user’s Internet Service Provider (ISP) is well positioned to monitor all traffic that the user is sending
and receiving across the Internet. 1SPs have access to all of your traffic as it flows across their network.

Internet traffic is sent as a packet, which is like an envelope. An envelope has both an outside and an
inside. On the outside of the envelope, the packet has the |P header which specifies where the packet is
sent, among other things. The inside of the packet contains the actual message. Normally, ISPs only look
at the header of the packet in order to forward it onward. However, with modern equipment ISPs can
also look at the contents of these packets, as long as they were not encrypted. This was always possible,
but it is only recently that it is possible to do at the scale required.

This level of snooping on user traffic violates the user’s expectation of privacy about what they
download over the network.® Users do not expect that the post office opens every letter sent through
the mail system. In fact, opening someone’s physical mail is usually illegal.®*

Phorm

In 2006, British Telecom started using technology provided by Phorm to serve behavioral
advertisements on third party websites.** The service used deep packet inspection as well as HTTP 307
redirects to add HTTP cookies on the users machines.® Phorm then acts as a proxy and mirror to
forward a user’s request to the real website they are trying to visit.** Phrom tracks the entire web
history of users and uses that information to insert advertisements on partner websites.®

There was a large outcry in the Internet community when the trial of Phorm was discovered.®® The
United Kingdom Information Commissioner’s Office ruled that Phorm was illegal unless it was an opt-in

5 http://blogs.technet.com/b/markrussinovich/archive/2005/10/31/sony-rootkits-and-digital-rights-management-
gone-too-far.aspx
z http://www.ft.com/cms/s/2/e9e41f72-56f4-11da-b98¢c-00000e25118c.html#faxzz2EnYXGCSI

Protocol encryption makes it more difficult for ISPs to identify BitTorrent traffic. However, it can only work if the
tracker and the other clients also support encryption. In addition, it has been shown that many BitTorrent clients
still put out a characteristic file flow that ISPs can identify if they so wish.
(http://www.howtogeek.com/76801/how-to-anonymize-and-encrypt-your-bittorrent-traffic/) However, this only
shows that the user is using BitTorrent, but not which file they are downloading. As the other section of the paper
showed, BitTorrent can be used for non-infringing uses.

= http://www.wired.com/threatlevel/2008/03/post-office-app/
®2 http://www.theregister.co.uk/2008/09/ 16/phorm_eu_berr/

e http://www.lightbluetouchpaper.org/2008/04/04/the-phorm-webwise-system/
64 5
Ibid.

> http://news.bbc.co.uk/2/hi/technology/7299875.stm

Page 18



system. Ultimately, British Telecom decided to pull the plug on Phorm.® Phorm clearly violated the
privacy expectation of users who were not always told that the system was in use.

Protocol Independence

Any measure should not unfairly burden a particular protocol. This provision comes from the FCC’s Net
Neutrality provisions. Since protocols can be used for used for both infringing and non-infringing uses, it
is unfair to pejoratively block an entire protocol.

Comcast, Sandvine, and BitTorrent

In 2007, Comcast was found to be using the “Fairshare” product from Sandvine which actively interfered
with BitTorrent traffic.* Sandvine captures a copy of the list of peers returned from a tracker. When a
user tries to contact these nodes, their technology sends fake TCP reset packets — the equivalent of a
fake hang up signal on a telephone. The action was controversial, and received a fine from the FCC for
unfairly blocking a particular protocol.”

This had collateral damage. Comcast’s Sandvine implementation ended up blocking some email
transmissions sent with Lotus Notes, a less-popular email client made by IBM.”* Sandvine did not intend
to block Lotus Notes from sending email, but the technique Lotus was using to transfer large attachment
must have been similar to the BitTorrent network technique. It appears that Sandvine had never tested
sending attachments over 2MB with Lotus Notes before rolling out their product.

It would impossible for Sandvine to test every possible network configuration. That is why we have
standards! Standards abstract away complicated implementation details. Messing with these standards
ends up breaking things and makes them harder to test. This is another example of platform robustness
being threatened.

Minimally necessary
4. lsit the minimum necessary?
a. Non-infringing use of technology — effects on innovation (e.g. Megaupload,
torrents)
b. Fair use arguments (creative/cultural)

A measure should be the minimum necessary to block copyright infringement, without impacting
legitimate uses of a technology or service. It is often impossible to achieve a perfect separation
between blocking infringing and non-infringing uses. Technology is technology. It does not care what
the content is. A BitTorrent tracker can point to any file, either a political document or a copyrighted
movie. In addition, there often with the same file certain uses are allowed, while others are not. For
example, with a CD you can put a copy of a song on your iPod, but cannot give it to a friend. This further

67

http://web.archive.org/web/20080412034139/http://www.ico.gov.uk/about_us/news_and_views/current_topics/
phorm_webwise_and_oie.aspx

* http://online.wsj.com/article/SB124689052552600797.html

% https://www.eff.org/deeplinks/2007/10/comcast-also-jamming-gnutella-and-lotus-notes

" http://www.pcmag.com/article2/0,2817,2326980,00.asp

! http://arstechnica.com/uncategorized/2007/10/comcast-traffic-blocking-even-more-apps-groupware-clients-
affected/
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frustrates, often to the point of impossibility, the development of additional technology to prevent
copyright infringements. In addition, some services have both infringing and non-infringing uses. For
example, a file hosting site can hold a Hollywood movie or a home movie. Even determining what is
copyrighted is often a challenge, because there is no one single repository.

Non-infringing use
Many services which make copyright infringement easy can also be used for non-infringing use.

Sony/BetaMax

The canonical example is the Sony Corp. of America v. Universal City Studios, Inc. case.”” In this case,
which started in 1976, the Supreme Court of the United States found that Betamax machines have
“significant non-infringing uses.” First off, the Court found that the producers of the devices were not
liable for the actions taken by the purchasers of the device:

sale of copying equipment, like the sale of other articles of commerce, does not constitute
contributory infringement if the product is widely used for legitimate, unobjectionable purposes

Even though some people may use it to infringement:

the business of supplying the equipment that makes such copying feasible should not be stifled

simply because the equipment is used by some individuals to make unauthorized reproductions
of respondents' works

Furthermore, the time shifting feature of the devices is allowed:

one potential use of the Betamax plainly satisfies this standard, however it is understood:
private, noncommercial time-shifting in the home. It does so both (A) because respondents have
no right to prevent other copyright holders from authorizing it for their programs, and (B)
because the District Court's factual findings reveal that even the unauthorized home time-
shifting of respondents' programs is legitimate fair use

Thus the Betamax, and its close cousin the VCR were allowed to be sold as long as people could use the
service for non-infringing use. In the end, the VCR launched a huge market in not just pre-recorded
Hollywood movies, but also in VHS cameras. In 1984 JVC released the first consumer camcorder which
allowed consumers to record directly to VHS tape, which they could play back on their VCRs.”

It also launched the home video market, a market which peaked at $21.8 billion dollars in revenue.” By
1985, one year after losing in the Supreme Court, the sales of prerecorded VHS tapes were about equal
to box office revenue.”® Revenues at theaters actually increased; by 1987, videotapes' popularity

7 Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417

B http://www.totalrewind.org/cameras/C_GRC1.htm

” http://www.wga.org/content/ default.aspx?id=4809

= Advokat, Stephen (1985-12-26). "Small screen begins to dominate Hollywood thinking". St. Petersburg Evening
Independent. Knight-Ridder Newspapers: pp. 3B. Retrieved May 23, 2011.
http://news.google.com/newspapers?id=EgIMAAAAIBAJ&s)id=XIkDAAAAIBAJ&pg=6921,2690566
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encouraged consumers' interest in film, thus "sending viewers back to the theaters."”® By 1995 more

than half of Hollywood's American revenue came from home video compared to less than a quarter
from movie theaters.”

BitTorrent

Another example is BitTorrent. Although widely used to download copyright infringing materials, the
protocol is also being used to quickly distribute large files without requiring much infrastructure. For
example, game developers use BitTorrent to distribute updates to their games.” These updates can be
quite large (over 500MB). Traditionally companies would buy or rent many racks of servers to provide
this content. In addition, these servers would require a lot of bandwidth. As bandwidth grows scarcer,
this is becoming a growing concern. Under a BitTorrent model, the company only has to seed a few
updates to members of the community around the world from their own servers. Other players then
download a copy of the update from other users. Not only does this save the game company from
requiring extra bandwidth, it also makes the download for the user, especially in countries with limited
bandwidth. This is because the file is being downloaded from someone nearby. In addition, this
decongests the Internet, requiring less bandwidth. It is win-win scenario.

Megaupload

One example of a case that is currently in progress is Megaupload. Megaupload was a direct-file hosting
and download site. Users upload file to Megaupload and then receive a URL. Users could use the site to
transmit files larger than email. They could send the URL they received to a friend or business colleague
in an email message. Because the actual file was not attached to the email, the email is small enough to
be sent on almost all systems. For example, a video production house might use Megaupload to
distribute a preview copy of a video to a client. Persons could also use Megaupload as a backup service.
They could upload a copy of their important files to Megaupload. If their computer were to crash, they
could visit Megaupload again to download the file.

Kyle Goodwin was a MegaUpload user who lost his files when his hard drive crashed.” Mr. Goodwin is a
videographer. He used Megaupload as a backup service for his videos. Shortly before the government’s
January raid, Mr. Goodwin’s hard drive crashed. His only copies of his videos are the ones stored on
Megaupload. However, the government is resisting restoring his files in court, claiming that some of the
videos Mr. Goodwin produced had copyrighted songs as their soundtrack.®® Furthermore, the
government is arguing that people do not acquire an ownership interest by uploading songs to a
service.®!

® Thompson, Anne (1987-05-10). "VCRs Sending People Back to Theaters / Video use is leading to record box-
office boom". San Francisco Chronicle: pp. 29. Retrieved May 19, 2011.
http://search.proquest.com/docview/302128658?accountid=35803

7 Nichols, Peter M. (1996-07-12). "Where the VCR Rules". The New York Times. Retrieved March 31, 2012.
http://www.nytimes.com/1996/07/12/movies/home-video-078344.html

7 http://torrentfreak.com/bittorrent-to-speed-up-game-distribution-080915/

= http://torrentfreak.com/u-s-accuses-megaupload-user-of-storing-pirated-music-121031

# http://arstechnica.com/tech-policy/2012/10/government-innocent-megaupload-user-uploaded-pirated-music/
*! ibid
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DRM

DRM is a good example of technology that limits what honest consumers can do. Music sold on iTunes
used to be protected with “FairPlay” DRM. That DRM restricted purchasers of the music to only being
able to maintain listenable copies of that music on up to five computers.*> However, the music could
only be played on devices that supported FairPlay, namely iPods, iPhones, and computers with iTunes
installed.®® Other brands of devices were not supported as they did not have the capability to play
FairPlay files and Apple refused to license it to others.*

Thus DRM served only to frustrate the purchasers of legitimately purchased music. As discussed above,
illegally gotten tracks were not only free, but came without these strings attached. A proposal should
not add this sort of incentive.

Fair Use

Proposals should not add chilling effects on legitimate uses of copyright technology. For example,
United States law permits fair use.

17 U.5.C. § 107

Notwithstanding the provisions of sections 17 U.S.C. § 106 and 17 U.S.C. § 106A, the fair use of a
copyrighted work, including such use by reproduction in copies or phonorecords or by any other
means specified by that section, for purposes such as criticism, comment, news reporting,
teaching (including multiple copies for classroom use), scholarship, or research, is not an
infringement of copyright. In determining whether the use made of a work in any particular case
is a fair use the factors to be considered shall include:

1. the purpose and character of the use, including whether such use is of a commercial
nature or is for nonprofit educational purposes;

2. the nature of the copyrighted work;

3. the amount and substantiality of the portion used in relation to the copyrighted work as
a whole; and

4. the effect of the use upon the potential market for or value of the copyrighted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made
upon consideration of all the above factors.

Fair use suffers from a few practical problems. First off, what is fair use and what is not are not laid out
explicitly in the statue. As a result there have been a long string of cases which attempt to provide
guidance on what is fair use and what is not.** For example, a work that parodies a second work is

:; http://www.apple.com/support/itunes/store/authorization/ Retrieved 2008-09-13.
ibid

& http://www.conseil-concurrence.fr/pdf/avis/04d54.pdf

= http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/9-c.html
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protected against infringement claims by that second work, but a work that parodies society in general
by using a second work is not protected.®®

Beforehand/Afterhand
As such it is almost impossible to determine if a particular use of a material qualifies as fair use.

Many of today’s technologies do not account for fair use. It is especially difficult for a computer to

determine if these tests are met. This many services, such as Google’s YouTube take down the content
first.

For example, YouTube’s Content ID system does not account for fair use before a work is removed.®” It
is only after a work is removed, that the uploader may go to YouTube and contest the removal of the
work. One of these options is that the work falls under fair use protection. The uploader can then
describe why they feel the work should receive fair use protection. A YouTube employee then reviews
the rationale and decides whether or not to accept the rational. If the rational is accepted, the video
remains as is. If the rational is rejected, the blocking remains.

Note that a YouTube content ID match does not necessarily mean that one’s content is removed.
Instead, the content may be blocked only in certain countries, may have ads shown next to it, or part or
all of the audio may be muted.

Baker House 2012 i3 Video

| believe this copyright claim is not valid because:

*_'1 own the CD / DVD or bought the song online.

7 I'm not selling the video or making any money from it.

7| gave credit in the video.

7 The video is my original content and | own all of the rights to it.

7| have a license or written permission from the proper rights holder to use
this material.

9. My use of the content meets the legal requirements for fair use or fair
dealing under applicable copyright laws.

") The content is in the public domain or is not eligible for copyright
protection.

Figure 1 YouTube Content ID Copyright Claim Invalid Page

Fair Use and the DMCA
In addition, fair use does not overrule the DMCA. In Universal City Studios v. Reimerdes, the court
stated that "[i]f Congress had meant the fair use defense to apply to such actions, it would have said

® Mattel Inc v. Walking Mountain Productions, No. 01-56695 (9th Cir. Dec 29, 2003).
http://archive.caQ.uscourts.gov/ca9/newopinions.nsf/ﬁ205C146C29519CC88256EOBOOSD8100/$ﬁIe/0156695.pdf
A Art ROGERS v. Jeff KOONS; Sonnabend Gallery, Inc., 960 F.2d 301 (2d Cir. Apr 2, 1992).
http://bulk.resource.org/courts.gov/c/F2/960/960.F2d.301.91-7396.91-7540.91-7442.234.235.html|

# https://www.eff.org/issues/intellectual-property/guide-to-youtube-removals and
http://www.youtube.com/t/contentid
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s0."® Thus one is not permitted to remove the encryption on media such as DVDs to make a copy under
the normal provision of fair use.

Section 1201 Process

Instead, Congress does allow for encryption to be broken, but under a more limited set of criteria than
fair use. This is spelled out in Section 1201 of the DMCA.

Section 1201 requires that every three years, the Library of Congress must hold hearings in which
citizens can ask for exemptions of the DMCA to break encryption in certain specific cases.*® For
example, in the most recent rulemaking, the Federal Registrar stated that:

“The primary responsibility of the Register and the Librarian in this rulemaking proceeding is to
assess whether the implementation of access control measures is diminishing the ability of
individuals to use copyrighted works in ways that are not infringing and to designate any classes
of works with respect to which users have been adversely affected in their ability to make such
noninfringing uses.”*

Specifically the Register and the Librarian are to look at:

(1) The availability for use of copyrighted works

(2) the availability for use of works for nonprofit archival, preservation, and educational
purposes

(3) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research

(4) the effect of circumvention of technological measures on the market for or value of
copyrighted works

(5) such other factors as the Librarian considers appropriate.”

However, the process is heavy in bureaucracy, taking about one year from initial notice to final rules
published in the Federal Registrar.”> Congress requires that the Register and the Librarian solicit input

from a wide range of stakeholders in consideration of a “broad range of current or likely future adverse
impacts.”

In addition, exemptions expire every 3 years and thus must be reargued each time.

Real DVD

Other services which broke encryption on DVDs for claimed fair use purposes were later found to be
illegal. RealNetworks, a maker of media playing software, had tried to launch RealDVD back in 2008.%
RealNetworks is a legitimate company, who had a license to play back DVDs. The software was designed

# Universal City Studios v. Reimerdes, 111 F. Supp. 2d 294, 322 (5.D.N.Y. 2000)
¥ see http://www.copyright.gov/1201/

0 http://www.copyright.gov/fedreg/2012/77fr65260.pdf

* DMCA Section 1201

=& http://www.copyright.gov/fedreg/2012/77fr65260.pdf

* http://www.realnetworks.com/press/releases/2008/090808_realdvd.aspx
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to allow users to rip DVDs and watch them on their computers.** Real then added an additional layer of
copy protection to ensure that users could only play the movies on up to 5 devices.”

The judge disagreed with RealNetwork’s fair use assertion, writing “Fair use is not a defense to
trafficking in products used to circumvent effective technological measures that prevent unauthorized
access to, or unauthorized copying of, a copyrighted work.” %

The copy protection, along with the anti-circumvention provisions of the DMCA, prevent consumers

from exercising their rights to make a private backup copy; even if the software adds additional locks to
protect the content.

Stakeholders

No matter how effective, economically and technologically viable, or minimally necessary an anti-
copyright infringement mechanism might be, perhaps the most important factor of all to consider is its
political feasibility. Even if a proposal is deemed to be a good idea, it must also be acceptable to the
various stakeholders involved, whether it be the general public, Hollywood, artists, the tech/internet
industry, the international community, and other potentially affected players. To ignore the multiplicity
of opinions among the key players is to assume a perfect conveyance of policymakers’ decision-making
logic to their constituents; this is simply not the case. While such simplifications “make normative
analysis possible and useful at the individual level [they] can become serious deficiencies in the study of
public policies.””’

Moreover, the inclusion of political feasibility assessment in technical policy analyses has been said to
“enhance the probability that the technical analysis contained therein will be considered.”® The neglect
of technical factors in ongoing anti-copyright infringement legislative debates is, after all, one of the
central deficiencies we hope to remedy with our evaluative framework. As such, political factors play a
significant role in our evaluative framework for anti-copyright infringement measures.

This branch of our analysis will take place on two levels, examining the political details of the proposal
itself as well as possible political reactions to it. First, we will look at the actors(s) assigned the
responsibility of implementing the mechanism in question: do they have the proper authority to carry
out the proposed operations? Second, the assessment will analyze the various key players to anticipate
the level of political resistance a policy might encounter: what motivations, belief systems, and
resources do each of the stakeholders have, and how might they react to the proposed mechanism? This
two-pronged approach of political feasibility analysis will allow for a comprehensive assessment of
whether a given policy will be likely to gain the support necessary for passage and, eventually,
implementation.

* http://arstechnica.com/uncategorized/2008/09/real-dvd-legit-dvd-copying-playback-but-is-it-too-late/
95., .

ibid
o, http://arstechnica.com/tech-policy/2009/08/reaIdvd—barred-from-market-while-judge-opines-about-fair-use/
% Majone, G. (1975). On the notion of political feasibility. European Journal of Political Research, 3(3), 259-274.
*% Webber, D. J. (1986). Analyzing political feasibility: political scientists’ unique contribution to policy analysis.
Policy Studies Journal, 14(4), 545-553.
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Responsibility of Implementation

When assessing the effectiveness of an anti-copyright infringement mechanism, one must not only look
at the actual effects that the proposal might have. It is also imperative to ensure that the mechanism
can be implemented with ease, can be sustained for a sufficient amount of time to have a lasting effect
on online copyright infringement, and is robust enough for future modification or extensibility to new
conditions and scenarios. This is a matter of identifying potential opposition to a proposed measure
both based on the current political climate as well as predicting future challenges that it may encounter
down the line. Issues of efficacy are perhaps better addressed by the economic and technical portions of
our evaluative framework. The analytics we will focus on in this section are based more on assessing the
political legitimacy of a proposal—a notion that is largely encapsulated by how the responsibility of
implementation is allocated among government and relevant stakeholders.

In our political analysis, we’ll first look at whether or not the actor(s) assigned the responsibility of
implementation actually has the necessary authority to do so. This criterion embodies a number of
questions about established powers, legal precedents, and political jurisdiction. In more concrete terms,
our framework favors proposals whereby the implementation clearly falls within the scope of what the
governmental agency or actor was intended to address. The goal here is to eliminate overbroad or
overreaching policy measures, as they are more likely to be politically volatile. In particular, vague or
ambiguous language is to be avoided; the details of a policy’s implementation should be narrowly
defined enough that it obviously falls within the purview of that office’s political authority. Those
proposals that do not meet these criteria are far more likely to meet resistance from critics and will
suffer from a loss in overall political feasibility.

As an example of an anti-copyright infringement mechanism that would fare poorly on this metric of
authority and jurisdiction, take something like the Anti-Counterfeiting Trade Agreement (ACTA), an
international trade agreement that establishes global standards on intellectual property enforcement.
Negotiated in secret, ACTA circumvented the need for congressional approval and public scrutiny,
thanks to its status as a sole executive agreement, “concluded on the basis of the President’s
independent constitutional authority alone.”* In short, the White House used this transparency
loophole to enter the ACTA agreement without consultation. Naturally, the constitutional authority of
such an action has been contested; thus, we see how questions of due process may play a role in
determining the political acceptability of a proposed anti-copyright infringement mechanism.

Possible Political Resistance

Ultimately, the process of assessing political feasibility is one of comprehensive information gathering
and synthesis. Using the model of analysis first laid out by Meltsner, we must consider the confluence of
“(1) actors, (2) motivations, (3) beliefs, (4) resources, (5) sites, and (6) exchanges” to determine “which
actors will be politically effective, which will exercise power... [and] the possible areas of policy
consensus and conflict.”*® This will allow us to develop a map of the political climate surrounding a
specific policy proposal and identify potential pathways (if any exist) of moving forward with

** Katz, E. & Hinze, G. (2009). The Impact of the Anti-Counterfeiting Trade Agreement on the Knowledge Economy:
The Accountability of the Office of the U.S. Trade Representative for the Creation of IP Enforcement Norms
'lroi;rough Executive Trade Agreements. The Yale Journal of International Law Online, 35(24), 24-35.

Meltsner, A. J. (1972). Political Feasibility and Policy Analysis. Public Administration Review, 32(6), 859-867.
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implementing it. By preemptively determining possible political resistance and potential methods of
conflict resolution, we may able to get a better idea of the mechanism'’s overall political feasibility.

Key Actors

While the issue of online copyright infringement spans multiple policy spaces and eludes a single
generalized case, we can identify the most prominent actors with a vested interest in the space. What
follows is a sample list of actors that may be involved in the debate surrounding a proposed anti-piracy
mechanism. For each actor, we can determine the motivations and beliefs they want to see achieved
and the resources they can expend to do that.

Entertainment Industry
s

Creators
Audiences/Consumers
Advocacy Groups

Tech Companies

The tech sector generally advocates for maintaining an open and free internet, desiring a decentralized
network with minimal government intervention. They are particularly wary of anti-piracy and copyright
infringement legislation, particularly in their capacity as internet intermediaries. Liability is a key issue
for companies like Facebook or Google, which host user-generated and uploaded content. In particular,
new startups, lacking adequate capital for legal resources, may be put at risk by new laws. Ultimately,
such proposals may stifle innovation in the marketplace; however, including safe-harbor provisions like
those found in the DMCA would help allay such fears.

On a macro scale, legislation related to online piracy would also raise concerns about overbroad and
vague language, one of the chief arguments against SOPA/PIPA. If a policy proposal involves the removal
of content, what protections are in place to ensure that the legislation is not misused (i.e. as a form of
censorship)? Will the passage of such a policy result in undesirable chilling effects? Free speech is one of
the core principles underlying both the culture and system design of the internet, and tech companies
can be expected to take a stance against any threats to it.

In terms of resources, the tech sector is definitely a force to be reckoned with, in terms of its financial
resources, political clout, and ability to mobilize citizens. Increasingly, we are seeing tech companies
dabble in legal and public policy spaces. The internet blackout of January 18, 2012 involving high-profile
websites like Wikipedia, Reddit, and Mozilla—as well as other instances of online organizing—were
instrumental in building the public awareness (and outcry) that ultimately led to the legislative defeat of
SOPA/PIPA. In future, the Internet Defense League community that has been building up around tech-
related policy issues will potentially play a huge role regarding future policy proposals.
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Synthesis

X‘:( Once all the aforementioned factors have been determined and detailed, we may begin synthesizing
all the information to assess the overall political feasibility of the proposed mechanism. There are a
multitude of models for conflict resolution in decision-making. Majone suggests that the best public
decisions are those that consider not only the technical, economic, and legal limitations of a proposal,
but also a "distributional constraint" like Pareto admissibility:

A decision affecting a number of people is said to be Pareto admissible if there is no other
feasible decision that is preferred by one or more persons, and if nobody regards it as inferior...
A change from state S to state S is Pareto admissible if, in the transition, either every person in
the relevant group is made better off, or at least one person is made better off, and nobody is
made worse off. Notice that the change from one state to another can be Pareto admissible
even if the states themselves do not satisfy the Pareto criterion.’*

While it may be impossible to satisfy everyone given the complex configuration of motivations, beliefs,
and resources involved

Meta-analysis of Framework

Technological Change

Technological change impacts desirability of a particular solution. It is technological change that has
created the technology which enables copyright infringement. A solution might work today, but would
be inadequate in the future. For example, DVD players started out “play only,” and then home DVD
burners became available, allowing DVD copying software to become freely available on the web.

Current Policy Debates

Over the last two decades there have been a long strings of attempts to decrease copyright
infringement. The Digital Millennium Copyright Act (DMCA) was a 1998 copyright law which added a
number of provisions to copyright law. Recently, the Stop Online Piracy Act (SOPA) and the Preventing
Real Online Threats to Economic Creativity and Theft of Intellectual Property Act (PROTECT IP or PIPA)
were proposed in Congress. On the international side, the Anti-Counterfeiting Trade Agreement (ACTA)
was recently negotiated and signed by the United States. Recently the Republican Study Group
released and then quickly withdrew a memo which attempted to radically rethink US copyright law.

This paper focuses on three mitigation strategy and uses the framework we propose to evaluate those
strategies. Those strategies include mass lawsuits against individual downloaders, the HADOPI

graduated response law in France, and the voluntary “Six Strikes” graduated response agreement in the
United States.

= Majone, G. (1975). On the notion of political feasibility. European Journal of Political Research, 3(3), 259-274.
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SOPA and PIPA

SOPA and PIPA were recent bills debated in Congress which attempted to reduce copyright
infringement. The public, led by the Internet giants, mounted an impressive public outcry against SOPA
and PIPA.™® SOPA would have expanded existing criminal laws to make unauthorized streaming illegal,

allow courts to ban ad networks from working with infringing sites, and require that search engines and
ISPs block certain websites.*®

ACTA

ACTA is a multi-national treaty signed in 2011 by the United States.'®™ ACTA is an attempt to require
member countries to adopt intellectual property laws which prevent copyright and trademark
infringement, including in a digital environment. The treaty was criticized for being debated in secret.'®

Republican Study Group proposal

In November 2012, Derek Khanna, a 24-year old staffer in the Republican Study Group put out a 9 page
policy memo on Copyright policy.'® The memo was controversial; it was pulled almost immediately and
the staffer was later fired.’”” In the memo Khanna wrote that copyright should be to promote the public
interest, not to compensate creators; is not free-market capitalism; and that its repeated extension was
not “for a limited time” as under the law.’® Khanna wrote about how copyright retards the DJ/remix
community, limits scientific inquiry, stifles the creation of a public library, discourages value-add
industries that ride on top of copyrighted material, and penalize legitimate journalism.’® As solutions
Khanna proposes reducing statutory damages; expanding fair use; adding a punishment for false
copyright claims; and limiting the term of copyright with extensions costing a “royalty” or fraction of the
value of revenue from the exploitation of the work.*™

The policy went over like lead balloon, but call to mind a more fundamental question than this paper
attempts to answer: what is copyright? Why does it exist? Who benefits from it? What do we lose by
such a system? Would we be better off with a weaker copyright system?

Lawsuits

During much of the decade after the year 2000, the Recording Industry Association of America (RIAA)
filed lawsuits against individual downloaders using file sharing systems. Typically the RIAA would collect
information about infringement using MediaSentry (described below).'" The RIAA would then file an

102 http://www.nytimes.com/2012/01/02/business/media/the-danger-of-an-attack-on-piracy-online.html

1% http://thomas.loc.gov/cgi-bin/bdquery/z2d112:h.r.03261:

% http://www.csmonitor.com/World/Europe/2012/0211/Europe-s-Internet-revolt-protesters-see-threats-in-
antipiracy-treaty

1% http://www.eff.org/action/sunlight-acta

1% http://marylandpirates.com/wp-content/uploads/rsc_policy_brief_--
_three_myths_about_copyright_law_and_where_to_start_to_fix_it_—_november_16_2012.pdf
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individual John Doe lawsuit for each IP address they have identified."* They then subpoena the
subscriber’s name and address from the ISP to which the IP address is registered to. > The RIAA then
offers to settle the lawsuit for about $3,000, though the exact amounts varied."*

If the users do not settle, then the case could then go to a lengthy and expensive trial."® Two plaintiffs
have attempted to fight instead of settling and their cases are still working their way through the court
system. Joel Tenenbaum, a student at Boston University, was found to have willfully infringed by
downloading 30 songs over KaZaA in 2003.*® The jury awarded the music companies $675,000, or
$22,500 per song, a substantial discount over the $150,000 statutory limit.™” Jammie Thomas-Rasset,
was found guilty of copyright infringement of 24 songs for statutory damages of $1.92 million dollars, or
$80,000 per song.™® This was later reduced to $54,000 or $2,250 per song, and then increased to
$222,000.**

In addition, court cases have tried to distinguishing actual transmission of the file versus making
available. MediaSentry has a hard time showing that the file was actually transmitted using the
methods that they employ. If they were to actually download the material, that raises questions about
whether it is an illegal act to transmit a copy of the work to an agent of the work.*® Courts at first ruled
in the Olan Mills, Inc. v. Linn Photo Co. that this was legal, however then made an exemption for
investigators in RCA/Ariola Int’l, Inc. v. Thomas & Grayston Co., 845 F.2d 773, 781-82 (8th Cir. 1988).
The courts rejected such an argument in the Thomas case.’

Is effective in reducing copyright infringement?

There is little evidence that copyright lawsuits decreased copyright infringement. It is difficult to
measure because the lawsuits were spread over a long run of time with no clear start and end point.
However, most studies showed that P2P use grew during that time period.** The EFF reports that by six
months after the RIAA lawsuits began, more than 20 million Americans continued to use P2P file sharing

software—a number amounting to 1 in 6 Americans with Internet access, according to the Pew Internet
and American Life Project.’”

2 ibid
 http://www.pcworld.com/a rticle/255061/judge_throws_out_mass_john_doe_porn_copyright_lawsuits.html
http://arstechnica.com/tech-policy/2007/03/students-largely-ignore-riaa-instant-settlement-offers/
http://arstechnica.com/tech-policy/2009/07/0-tenenbaum-riaa-wins-675000-or-22500-per-song/
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120 1t is well-established that the lawful owner of a copyright cannot infringe its own copyright.” Olan Mills, Inc. v.
Linn Photo Co., 23 F.3d 1345, 1348 (8" Cir. 1994)
2 http:// beckermanlegal.com/Lawyer_Copyright_Internet_Law/virgin_thomas_080924Decision.pdf
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Circumvention

To avoid detection by MediaSentry, some people use IP blocking software such as PeerGuardian, and its
successor PeerBlock.™* This software contains the list of IP addresses known to be used by
Government, large businesses, and anti-P2P contractors such as MediaSentry. The software attempts to
prevent those IP addresses from connecting to your computer to download part of the file from you.

Others use what are called “private trackers.” These only allow pre-screened persons to participate in
the download, including having access to the list of persons who have portions of the file available for

download. Without being one of the people with access, MediaSentry and others firms would have no
way of knowing who was participating in the download.

Does the policy make economic sense?

This was not cost effective for the industry.””® A TechDirt study of RIAA financial records found that the
RIAA spent over $17.6 million dollars on lawyers in 2008.%® As a result, the RIAA brought in $391,000 in
settlements.’”’ The industry did it because they believed it would be a disincentive for users to illegally
download files.”® One Sony executive called the anti-P2P litigation a "money pit."***

The system was very inefficient. The RIAA had to sue every individual user separately. The cost of
settling was often a steep $3,000, which many college students didn’t have sitting around. Once the
case went to trial lawyers spent a long time arguing specific defenses. While this is necessary in order to
establish case law, it is not a process that will scale.

Does it have minimal negative repercussions on the Internet?

By its nature, a peer-to-peer network makes available the list of IP addresses which are participating in
sharing the file. In court cases, the record industry has used a firm called MediaSentry to monitor P2P
networks.”® MediaSentry logs onto these networks and searches for a file known by their client to be
infringing content.”®® MediaSentry then receives the list of users who have parts of the file available
from the P2P service’s tracking server.”** By seeing that the user has the file and is making it available to
other users, MediaSentry can claim that the user is making the file available to others.

In other cases, MediaSentry attempts to actually download the file to verify that the content of the file is
in fact copyrighted.”

 http://torrentfreak.com/peerblock-file-sharing-safety-tool-clocks-100000-downloads-091111/
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Is it the minimal necessary?

Assuming MediaSentry was looking at the right files, the system was pretty targeted towards actual
copyrighted files, as opposed to casting a shadow over an entire P2P system such as Kazaa. In addition,
the lawsuits did not seem to affect the fair use rights of others. Fair use is commonly recognized to
apply to material you already own, so there would be no need to download the material off a P2P
sharing site.

Is it acceptable to stakeholders?

Copyright Industry
It appears that the copyright industry grew tired of the system. In 2008, the industry announced that it
was ending its mass-scale litigation campaign.l':M

Users

The system accused many users who claimed not to have been aware of the copyright infringement. For
example, the RIAA sued a deceased grandmother whose family claimed she never had a computer.’*
The RIAA also accused a sculptor who used a Mac from downloading songs via Kazaa, a Windows-only
program.’

The users were hit with large penalties since the first notice that a user received was a settlement letter
from the RIAA demanding $3,000. If a user decided to go to trial, the statue set the minimum penalty at
$750 per song. ¥’ The initial settlement amounts of $3,000 for about 30 songs ($100 per song) looks
very good compared to the amounts which could be lost in courts (minimum of $750 per song, not

including legal fees). This incentivizes non-guilty parties to settle as much as guilty parties. That is not
how the court system is supposed to work.

The system could also be abused. Some lawyers, for independent producers, do not actually try to seek
lawsuits; instead they seek to settle with as many people as possible.”*® Some judges have sought to
block this model, by requiring lawyers to file one-by-one, incurring a filing fee each time.** Other

judges have become angry that these cases took up space on their docket and threw out the entire
lawsuit.**

HADOPI
http:/_[arstec_hnica.com/teéthoIicy/2008/06/frances—three-strikes—copyright-law-ge_ts-cabihet-support/
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Is effective in reducing copyright infringement?
We believe that HADOPI reduced copyright infringement, due to two effects. First, the alerts might

inform users that their behavior is illegal if those users are not aware. Second, users may fear the
disconnection of their Internet service and proactively change their behavior.

HADOPI in two years has received 3 million notifications from copyright owners, sent 1.15 million “first
strike” notices, 100,000 “second notices,” and only 340 “third strike” notices.*** From these numbers it
is clear that users who receive a first strike do not wish to receive another. In addition, the system is
actually often four strikes. In two years HADOPI has conducted 30 hearings and referred 14 cases to
prosecutors for disconnection.** In addition, a good number of people who receive a notice talk with
the agency: 6% after their first strike, 24% after their second, and 75% after their third.**?

It is impossible to measure how much copyright infringement dropped precisely, because it often occurs
under the radar. However, one study conducted by researchers at Wellesley College and Carnegie
Mellon University looked at the implementation of the Hadopi law in France and compared the sales of
music on iTunes with other European countries who did not have a similar law.** The study found a
25.5% increase in track sales in the control group, but a 48% increase in France, indicating that sales
were 22.5% higher in France then the rest of Europe, likely due to the Hadopi law.** There was a similar
result for album sales.*® Additionally this general trend was true for all labels, so it’s unlikely that these
effects were due to a particular artist being popular in France.*’ In addition, these results did not occur
when other countries were isolated.

The study also looked particular genres of music. First the study looked at a survey taken by EM| which
asked people how much they are likely to pirate each type of genre of music.**® They then found the
largest sales increase in genres which were reported to be heavily pirated.**® For example, Rock and
Pop were both the genres most pirated, and the genres which experienced the largest increase in sales
after the HADOPI law than before the law.

This shows that it is unlikely that there is any other explanation for this phenomenon than the HADPOI
law. For example, increased sales in France suggest that Apple could have just heavily started
promoting iTunes in France. But this genre comparison suggests that it is an unlikely explanation. Itis
also interesting to note that the lines started diverging right as parliament started debating HADOPI, not
when it came into force. In addition, when this study was written no one had yet received a
third/disconnect notice.*
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In this study, the effect on iTunes sales was more noticeable while the French National Assembly was
debating the bill, than when the law took effect and notices were started to be sent out. *** Together
with the statistics from the HADOPI agency suggests that infringement is cut by both general awareness
of the law as well as specific notices of infringement.

Bhattacharjee et al showed an awareness of copyright infringement lawsuits did cut the number of
pirates, but found that the effect was short-lived."** Expand

On the other hand http://www.techdirt.com/articles/20120330/18222718314/is-there-any-value-
cracking-down-piracy-if-it-doesnt-increase-sales.shtml

Does the policy make economic sense?

Cost
http://torrentfreak.com/three-strikes-anti-piracy-budget-too-expensive-to-justify-says-minister-

120603/

Does it have minimal negative repercussions on the Internet?
Is it the minimal necessary?

Is it acceptable to stakeholders?

Copyright Industry

ISPs

Government

Users

Six Strikes
In early July 2011, the RIAA and the MPAA signed a voluntary agreement with many of the country’s
largest Internet Service Providers (ISPs) to introduce a “Six Strikes” graduated response system to the

United States.”® The system is officially called the Copyright Alert System or CAS, but in the popular
press, the name “Six Strikes” is often used.

Description
Under the system, copyright owners could make complaints against particular IP addresses to ISPs.”*

ISPs will then forward those complaints on to users — without actually revealing information about the
user to the copyright holder. **
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The “Six Strikes” system establishes the Center for Copyright Information (CCl) to coordinate the
process. The center is tasked with administering the CAS as well as educating the public on copyright
issues.® The Center is governed by a 6 member advisory board, with 3 members appointed by the
content industries and 3 members from Internet Service Providers.”®” There is also a four member
advisory board, with members from the Center for Democracy and Technology, Public Knowledge,
iKeepSafe, and the Future of Privacy Forum."® Reports indicate that these members are serious about a
balanced approach and are independent from the other players.”® However, these members are only
advisory. The executive board has no requirement to listen to them. ** The MOU also requires the
executive committee to retain independent technical experts.®* The MOU prohibits sending alerts from
methods deemed to be “fundamentally unreliable.”*®* However, the names of these experts are not
public. In addition, the reports generated by these experts are not required to be public.

Under the CAS, Copyright owners provide ISPs with documented evidence of infringement.’®® However,
there is no common standard format or implantation plan. Instead, each ISP is able to define their own
implementation form and data format.*®*

In addition, the response for each strike is not clearly defined. Each ISP is able to define this for itself.
However, the MOU lays out an outline of what each strike could be. The first two alerts are purely
educational.’®® They do not require any response or action form the user. The alerts will contain
information that copyright infringement is illegal, that there are lawful ways to download content, and
that further sanctions may follow. The third and fourth alerts also educate the user, albeit in stronger
language.’®® They also require the user to take some affirmative action to close the alert.

Finally with the last two alerts, “mitigation measures” or “sanctions” can be taken. The MOU does not
mention specific sanctions, but instead offers a menu from which ISPs can choose:

Such measures include, but are not limited to, a temporary reduction in transmission speed, a
temporary step-down in the subscriber’s service tier, a temporary redirection to a landing page
for completion of a program of copyright instruction, a temporary redirection to a landing page
until the subscriber contacts a customer service representative, or a temporary suspension of

access.’

B8 Mou Pg 3

7 MOU Pg 3-4

%8 http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2145059 pg 19
http://papers.ssrn.com/sol3/papers.cfm?abstract id=2145059 pg 19
' Mou Pg 4

*MOU Pg 5

MOU Pg 6

MOU Pg 4

¥ Mou Pg 7

% Mou Pg 8

¢ MOu Pg 8

7 Mou Pg 11

159

162
163

Page 35



Unlike some media reports, ISPs are not required to suspend a user’s internet access.® Instead the ISP
may decide which sanctions to implement. Notices reset after 12 months without receiving an alert.*®
Seven days are allowed between each alert that counts towards the six.}"°

Appeal Process

After getting a fifth and sixth notice, a user has 14 days to file an appeal via an “Independent Review
Program” before the mitigation measure is imposed."’* The Independent Review Program is a non-
judicial program set up by CCI with the American Arbitration Association (AAA).Y* The overhead of the
program is paid by CCl, which is funded equally by content groups and by ISPs.

A user can also appeal their first through fourth notices upon receiving their fifth notice.'” However, if
a user does not appeal those earlier notices at that time, then they cannot again appeal those in the
future.r

In order to file an appeal, a user fills out an online “Application to Commence Independent Review” or
“ACIR” form.”” In addition, a user must pay a $35 fee on appeal; however, such fee is refundable if a
user prevails in their appeal.”® The user may select from 6 possible defenses:

(1) account misidentification

(2) unauthorized use of account
(3) authorized use of content

(4) fair use

(5) misidentification of content
(6) work published before 19237

The user must include a basis for each defense and possibly provide the corresponding backup
material."”® For example, if a user asserts authorized use, the user must provide specific, written
authorization. If a user claims fair use, then they must provide (1) a copy of each file, and (2) an
explanation of each use, and the basis for claiming fair use.

The ISP and the Copyright owner will also be able to submit information.

'8 http://papers.ssrn.com/sol3/papers.cfm?abstract id=2145059 pg 21
7 MOU Pg 13
*Mou Pg 7
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The review process is designed to be automated; in addition one reviewer per case is selected by the
AAA.™ Reviewers must be lawyers, but they are not required to have specific copyright experience.**
However, they are required to have training from a CCl-Approved Copyright expert.'®*

ISP’s Implementation

In November of 2012, Verizon and Time Warner described how their implementation of the Six Strikes
system would work.”® Verizon announced that the first two strikes (the “notice” phase) would send
notices to both the email account of the subscriber on record, as well as the telephone associated with
that account.® The next two strikes (the “acknowledgement” phase) is through a pop-up window.®*
Verizon says this has been designed in order to target the actual infringer.”®® Verizon has announced
that they would throttle internet speeds for two to three days as a mitigation measure on the fifth and
sixth strikes.’®® Time Warner, will instead block popular websites.**”

The system is set to be implemented starting in early 2013, having been delayed due to Hurricane
Sandy.188

Is effective in reducing copyright infringement?

We believe that this method will be effective in reducing copyright infringement, due to the results of
the HADOPI system in France. However there are some differences to note. First, the US system was
not imposed by law, so there may be reduced awareness of the system. Second there are more
strikes/alerts sent out before mitigation starts. This is important because although many people know
that copyright infringement is illegal, they are unaware that their actions are being monitored. One
April 2004 study found that 89% of college-bound high school students continued to download music
even with knowing that it was against the law. *** Even when mitigation starts, the measures are greatly
reduced. This may reduce the incentive that gets people to not get another notice in France.

Compared to the old US system of suing individual users, the new system is much more scalable.
Whereas the old system could only reach a few hundred people per year, the new system could reach
hundreds of thousands of people.

Jill Lesser, the head of the CCl, has said that the Six Strikes system is not designed to stop dedicated

“serial pirates,” but instead to educate "the vast majority of the people for whom trading in copyrighted
material has become a social norm, over many years."*** We agree with this sentiment and believe that
the industry is now focusing in the right place. Instead of trying to nail down every last hole using DRM,
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which was not effective, and is physically impossible to do so, the industry is trying to stop causal
infringement.

Does the policy make economic sense?

The proposal appears to cost much less per user than the old litigation system. In particular, the system
attempts to automate as much of the process as possible - it is built for scale. The cost would be mostly
in the initial setup of the system. A lower cost leads to a higher cost-benefit ratio, which might make the
system more palpable to the industry.

It appears that ISPs will'bear a large burden of the cost of the system. ISPs may pass these costs directly
onto consumers, even those who do not engage in copyright infringement.

However, unlike other proposals it would not cost tax dollars.

Does it have minimal negative repercussions on the Internet?
The Six Strikes system will continue to use the MarkMonitor to look for infringement in the same way
that the industry did to prepare for lawsuits. This system uses existing internet protocols.

It has not yet been shared how the ISPs will inject messages into the user’s browser. However,
hopefully this will be done in such a way that it does not impact the user’s use of a system. Itis
impossible to conclusively test for every possible system that someone might be using.

Because the ISPs are not looking for infringement directly themselves with DPI, and because ISPs are not
providing user data to the industry, user privacy is protected.

Is it the minimal necessary?

This technique still makes no attempt to filter out fair use requests ahead of time. Instead, a user must
lend the AAA $35, fill out paperwork, and then wait for a response. The burden of proof of showing fair
use is on the user. In addition, a user cannot reach this step until the 5" and 6" notices. This allows
uncontestable, invalid notices to accumulate on a user’s account. The user may still be required to
watch a video on copyright infringement even if they are well aware of their fair use rights.

Is it acceptable to stakeholders?
The system is appealing to a broad range of stakeholders. It represents a good balance of interests.

Copyright Industry

Since it was negotiated by the Content industries, by definition it meets their needs. It reduces

copyright infringement in a much more scalable way than suing individual users. A similar system in
France has shown to be effective.

ISPs

The ISPs are parties to the agreement, so by definition it is in their interest. ISPs are often telephone or
cable TV companies. Cable companies have been providing content from the same industry for decades
and telephone companies are entering the television market, such as Verizon FiOS. In addition, some

ISPs are acquiring content producers, for example, Comcast’s purchase of NBC Universal. This is adding
pressure to stay on good terms with the content providers.
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Implementing this program will lead to some costs for ISPs. However, ISPs already face certain costs

from dealing with existing subpoenas and investigations. ISPs must be viewing this as a cost of doing
business.

Government

Since the agreement is voluntary, the government does not need to get involved. In addition,
enforcement costs are transferred from the government to the ISPs and copyright holders.

However, in many areas, users only have roughly two choices for ISPs. This duopoly can restrict
consumer choice if both providers behave the same way. Because of the level of concentration in the
ISP industry, the government should ensure that the Six Strikes system remains fair and does not
provide poor service with no place to turn to.

Users

Users gain a softer system than getting hauled into Federal Court or asked to settle for $1000+ after
possibly only one infringement. The system incorporates education for users who may not know that
what they are doing is illegal.

Appeals System

However, the appeals system still leaves something to be desired, for the reasons mentioned earlier. In
addition, users should be able to reach a representative who can explain the system to them and can
easily correct minor mistakes in the system. It is unclear if the copyright experts appointed by the CCI
will be fair and balanced. The MPAA has a history of putting out biased information on copyright; for
example, they once suggested that teachers should record a video off the screen as an alternative to
ripping a DVD.**

At some point we should decide whether or not these defenses should be allowed. These should not be
established behind closed doors by the Copyright and ISP industries. Instead, the process of what
defenses should be allowed should occur in the public eye. Court cases are still needed to establish
these rules.

The Courts are generally where this case law has been established. However, this is a lengthy process.
Though generally, only one person needs to go through this process to establish the case law in the first
place. That is why this method of allowing motivated parties to sue and go through the long precedent
setting process, while allowing others to quickly move through the process is a good one. After one
party has established the rules, the others just need to follow them. Once this policy has been
established, we should move to a scalable process that allows the law to rapidly be applied.

Perhaps a multi-stakeholder process, similar to the one used by administrative agencies to issue new
laws, could be helpful in setting exactly what should be allowed ahead of time. Under this system, all
parties get a chance to speak and share their unique perspective. The agency can then try to craft the
best solution from the information they have received. Though this process may be lengthy, it allows for
a more comprehensive result.

1 http://arstechnica.com/tech-policy/2009/05/mpaa-teachers-should-video-record-tv-screens-not-rip-dvds/
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Specific Policy Recommendation

From the strong reaction against SOPA and PIPA it appears unlikely that anything unlike those bills will
be attempted again. ACTA was never brought before the United States because President Obama
claimed that it did not require approval by the Senate since it requires no change in US law.*** However,
due to the challenges encountered by SOPA and PIPA, members of Congress will be more hesitant to
raise the issue than they once have been.

More fundamentally, it may be time to reevaluate the basic tenants which underlie the rationale behind
our copyright system. Khanna’s memo reawoke a conversation behind the rationale behind copyright.
In 2011, Congress reevaluated the US patent system and passed a number of reforms designed to make
the system more efficient."”

From the perspective of attempting to reduce copyright infringement, it appears that the Six Strikes
system strikes a happy medium. Results from France indicate that a graduated response system is
effective in decreasing infringement through raising general awareness of copyright infringement,
specific awareness through targeted alerts, and the disincentive of Internet disconnection. However,
the American system is considerably more lenient than the French system. The policy is much more
scalable than the old system of suing individual users. The monitoring generally uses traditional
protocol features. The notification is done by ISPs though out-of-band methods such as phone calls,
without violating a user’s privacy. The service still is not perfect towards fair use, and we will need to
see how the monitoring is implemented to see if it will issue false negatives on non-infringing uses. The
system is also a non-government voluntary agreement.

However, there are still substantial problems with the appeals process and the transparency of the
system. The technical methods used to detect infringement should be public, so they can be refuted.
People should be able to appeal before the 5 Strike. The guidelines that are provided the arbitrators
should be publically debated so that we can be certain that they are fair and balanced.

Therefore we propose that US policymakers take a wait and see approach before taking further action.
The Six Strikes graduated response strikes a good balance between the factors outlined in our
framework. One area that might require further mitigation in the future is streaming. Streaming is

much harder to detect by third parties, such as MarkMonitor, than P2P downloading due to how the
web’s protocols work.

Ultimately, the best way to reduce infringement is for the industry to offer more legitimate services. In
the past, content has been restricted by DRM, which limits the number of devices the content can play
on, while dedicated attackers can remove the encryption. In addition, services often have only a limited
content selection. Content is subject to a myriad of legal agreements which makes licensing it
problematic and slow. The recent years have also caused a number of changes in industry business
models which do not appear to have been caused by copyright infringement. For example, DVD sales
have been falling as consumer trends change and services such as Redbox grow in popularity.®*

£ http://arstechnica.com/tech-policy/2012/07/europe-declares-independence-from-hollywood-with-acta-vote/

http://arstechnica.com/tech-policy/2011/09/mostly-pointless-patent-reform-bill-goes-to-obama-for-signature/
http://business.time.com/2011/08/09/are-consumers-over-buying-dvds/
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Policy makers in other countries should note that what might culturally acceptable in the US might not
be acceptable in other parts of the world. By some accounts the French prefer the government, not
private businesses making termination decisions; whereas the preference is reversed in the United
States.

No single proposal is a silver bullet to stop copyright infringement. Instead it is a collection of different
approaches, which, taken together provide for a reduction in infringement. '

Other

e Make more specific (Don Unger)
e Fix citations
e Finish Stephen’s sections
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